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Problem Statement: Results: =

e Can we detect malicious activity using statistical Predicted S
models generated from a system call (syscall) " . bigrams.

n=>574 Positive  Negative . i i 8 20
e System calls were binned into categories
tra ce data Set? Positive 205 TP 42 FN organized by operating system primitive.
Actual * 40 unsorted models were created for each

_ _ Negative 102 FP 227 TN label (benign and malicious).
Objectives:

Precision 0.668 e A KS test was performed between the
Recall 0.830 sample and each model, and the closest

® EXpIOre the use of a distance metric test to three models from each label were
. . - L . compared to classify the sample.
classify malicious activity. In this study, the
Kolmogorov-Smirnov (KS) test was used as the Conclusion:

distance metric. e Initial results were fair but demonstrate the

e Develop techniques to clean and visualize this potential of this approach.

dataset for further work. e Taken as is, this method could be used in an

ensemble of heuristics.

Methodology

Each system call trace in the dataset was
decomposed into bigrams (or trigrams) in

order to capture and quantify the Malicious Benign What are S ! Sca"S?
Traces Traces

relationships between system calls.

TTace At et o e System calls are the standardized, System Call Categories
well-defined programmatic
pathways for programs to interact . Process Control
| [ with the operating system. Load, execute, end, abort, create process,
Parallel te_rminate process get/set process attributes
1. Model cleaning and 040 (0 £ (5 A A0 40 0 G (5 (8 Programs use system calls to + File management
5 formatting request and manipulate computer create f||e, delete flle, open, CIOSE, read,
Generation ' —— resources controlled by the write, reposition, get/set file attributes
Order results EEEEEEEEE EEEEEEEEE Operating System, inCIUding files and i
connections. request device, release device, read, write,
Generate reposition, get/set device attributes
models for 1 1 1 4 2 5 The pattern in which a program * I“tf r:nt_ati n z‘latinter;antce T
each region of ‘ ‘ ‘ invokes system calls can be captured, get/settime or date, ge /se_ Syl e
the dataset and a program’s behavior can be get/set ELoCEes file, or device attributes
inferred by the system calls it uses. * Communication _
4 r create, delete communication connection,
1‘ r 32 0.02 ) send, receive messages, transfer status
| 4 L, Y. N Windows 7 uses over 700 system
S AN ) ] calls.
Input: Sample ‘
System Call Trace g 1 B e L8 0'01.
recvmsg- semop—+ ... 0.4, 0.72
5> Evaluati 07 055 Capturing Syscall Transitions
. Evaluating . W ky] |
Distance Sep e . . . . .
Unknown e e Each system call trace in the dataset was decomposed into bigrams (or trigrams) in
T order to capture and quantify the relationships between system calls.
races : i
Generally Syscall Resulting Rgsultmg
positive fits Trace Bigrams Trigrams
Heuristic-based Decision from benign ¢ poll
OUtPUt: Degree of This partiCUIar Sample is models recvmsg (poll, recvmsg) (poll, recvmsg, recvmsg)
Malfeasance : (recvmsg, recvmsg)
likely goodware recvmsg ey k) (recvmsg, recvmsg, poll)
Unlikely fits poll el géag) (recvmsg, poll, read)
from malware read s, st (poll, read, recvmsg)
models recvmsg ! GHEed s nEEmmEEs  EslE
(recvmsg, read)
read eRal, EETeE) (recvmsg, read, semop)
Stimop (semof_), nanosleep) (read, semop, nanosleep)
nanosleep (nanosleep, waitpid) (semop, nanoslgep. waitpid)
waitpid (waitpid, _newselect) (nanosleep, waitpid, _newselect)
_newselect i newgelect gettid) (waitpid, _newselect, gettid)
- = = el 1 (_newselect, gettid, semop)
Visualization semop  (gettid, semop) Gt on boes ok
: ! (SEM@T; ccop coo)
This visualization depicts the
most popular transitions 221l
between syscall classes. )
DebugOhject 45928
These transition patterns can = w Data set an d P@rf(_) rmance

be analyzed for heuristics
which can assist in the
automated detection of
malicious code. 2057 [

£3504
7.2%
@ Benign Malicious

*: Models were
Traces 27k 11k constructed as a scaled

representation of their

Bigra ms 98.9M 599.4M segment of the dataset.
. . The scaling algorithm
Unique Bigrams 3701 4604 used the quotient
; ; between the most
Model Build Time 511 sec 782 sec frequent bigram and a
fixed value (1000) to
A o Average Model Size 2231 scale each remaining
64.8% \83% 16.5% bigra rrl_. Af_ter being
Dataset/Model Ratio* Approx. 13,000:1 fgg'ri‘ig;ttgésb"i";r‘griss
Atoms 4350480 48923 VirtualMemory 534470 . with a scaled value of
4561760 L 26 0 07.7% Time to Parse and 1267 sec <1.0 were clipped.
Classify ~¥570 Samples (2.2/sec/sample)
::'.;c"e% lﬁ:l%iﬂ

51157
For brevity, this graph generally only depicts edges with >8% representation m"‘*

System Call Categories are attributed to: https://en.wikipedia.org/wiki/System_call
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