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Problem Statement:

• Can we detect malicious activity using statistical 	
	 models generated from a system call (syscall) 		
	 trace dataset?

Objectives:

• Explore the use of a distance metric test to 			 
	 classify malicious activity.  In this study, the 		
	 Kolmogorov–Smirnov (KS) test was used as the 	
	 distance metric.

• Develop techniques to clean and visualize this 		
	 dataset for further work.

Results:

Conclusion:

• Initial results were fair but demonstrate the 			
	 potential of this approach.  

• Taken as is, this method could be used in an 		
	 ensemble of heuristics.

Project Mentors: Joe Ingram, Org. 9525; Mike Smith, Org. 5621

Characterization of System Calls
 Micah Bushouse, North Carolina State University

System Call Categories are attributed to: https://en.wikipedia.org/wiki/System_call

Parameters:
• Syscall relationships were captured in 			
	 bigrams.

• System calls were binned into 30 categories 	
	 organized by operating system primitive.

• 40 unsorted models were created for each 		
	 label (benign and malicious).

• A KS test was performed between the 			
	 sample and each model, and the closest
	 three models from each label were
	 compared to classify the sample.
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