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LANL Infrastructure—
Who Are We?

• DHS and other Federal sponsors come to LANL to solve and/or provide 
insight into “complex, interdisciplinary, multi-physics problems”

• LANL’s goals
• Provide third-party, independent, science-based input into complex problems 

of national concern

• Use scientific analysis to “turn down the noise” around complex problems 

• Interdisciplinary team with expertise in: physics, statistical physics, 
applied math, statistics, optimization, computer science, geospatial 
analysis, software development, and cloud computing

• Extensive reach back to other science-based capabilities
• Weapons physics/weapons effects
• Space science/Space weather
• Chem/Bio
• Geoscience 
• Fluid mechanics
• …….
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LANL Infrastructure Team—
Integrated at the Program Level
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National and International 
Collaborations/Connections
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NISAC Team—Domains of Expertise
Infrastructure Systems

–Roads
–Water and wastewater
–Healthcare/public health
–Energy (electric power, gas)
–Population
–Economics

Complex Threat Scenarios

– Hurricane
– Drought
– Earthquake
– Flood
– Heat Wave
– Ice Storm
– Landslide
– Pandemic
– Tsunami
– Volcano
– Wildfire

– Biological
– Chemical
– Explosive
– Radiological
– Nuclear
– Physical Assault
– Insider
– Cyber
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LANL Infrastructure—
Who Are We?

• LANL’s goals

• Provide third-party, independent, science-based input into 
complex problems of national concern

• Use scientific analysis to “turn down the noise” 

EXAMPLES 
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Computing and Communicating Risk
High-resolution Probabilistic Risk Analysis

Previous methods
- Low spatial resolution
- Single “worst case” analysis

Typical outcome
- “Worst Case”  Stakeholder inaction
- Mitigation too costly

Historically consistent threat

High spatial resolution

Innovation
- Integrated simulation
- Cloud computing
- Statistical threat modeling
- Probabilistic risk analysis

New methods
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GeoMagnetic Disturbance 
Science-Based Threat Analysis

Los Alamos called out 17 
times in FERC 830
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Nuclear ElectroMagnetic Pulse
Science-Based Analysis—Determining Threat Basis Events

Without science-based context, the 
threat of nuclear EMP looks 
devastating, but:

1. How do we understand the 
threat space

1. Country by country?
2. Location based?
3. Weapon based?

2. What are the real events of 
concern?

3. How do we use science to 
determine threat basis events 
for infrastructure planners?
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Nuclear ElectroMagnetic Pulse
Science-Based Analysis—Determining Threat Basis Events

Weapons Effects Physics
Infrastructure Coupling Physics

Parameterized Events
and Hazards

Ground/Air Burst HEMP

LDRD DR Investments
Developing a better 
fundamental understanding 
of space weather an 
HEMP and impact on 
infrastructure networks
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Cascading Impacts in Dependent Infrastructure
Science-Based Analysis

Infrastructure 
interdependence may 
lead to complex 
cascading effects.

Analysis requires 
integrated modeling 
and simulation

New models are 
needed to address 
interdependence for 
DHS/NISAC data 
inputs and analysis 
needs

Water + Electric Power

Communications + Controls   
integration to address cyber 
aspects
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Cyberphysical Security and Intrusion Detection
Science-Based Analysis—LDRD Investments

Using existing cyber and physical sensing to perform model-
free cyberphysical instruction detection
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