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Problem Statement:

Wi-Fi networks can leak a significant amount of 
physical information. This can reveal the location, 
activity, and other bits of information about 
devices on the network.

Our goal is to be able to use this information to 
protect and prevent malicious activity on Wi-Fi 
Networks. We need to change how the system 
sends signals to defend against these attacks.

  

Objective and Approach:

• Acquire hardware with open-		
	 source software and modifiable 	 	
	 hardware to help us control how
	 Wi-Fi	 packets are sent. This is 	
	 mainly in IoT devices.

• Create a statistical classification 	
	 technique for identifying a Wi-Fi 	 	
	 device through certain
	 physical signal characteristics. Certain patterns 	
	 can be picked up in how the signal changes to 		
	 determine this classification.

• Develop a model to statistically manipulate Wi-Fi 	
	 to prevent traffic classification.

Results:

• We developed several simple classification 			 
	 techniques for devices sending Wi-Fi packets.

• We used captured packet and radio signal 			 
	 information to perform an analysis on several 		
	 different Wi-Fi devices.

• We will work on introducing statistical 					   
	 randomness into the Wi-Fi packet transmissions 	
	 to prevent information from inadvertently being 	
	 leaked from the network.

Impact and Benefits:

• Performing security scans on networks for 			 
	 detecting certain types of information leakage.

• Adding sufficient randomness into the system to 	
	 prevent further leakage of information.

• Creating network fingerprinting to detect when 		
	 foreign or inauthentic connections are added to 	
	 a Wi-Fi network.

Overall, we have determined where vulnerabilities 
lie from physical properties in a network. These 
properties can reveal critical information and need 
to be controlled.

With this analysis technique, we can help build Wi-
Fi networks that prevent information leakage while 
protecting themselves from malicious or foreign 
devices.
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