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Problem Statement:

As the use of technology increases the need for cyber 
security escalates.  Without security efforts malicious 
hackers attempting to compromise or steal information 
can enter a system without being detected. TracerFIRE 
uses several tools to protect from and analyze malware 
but this Forensics team specifically focused on the Bro 
Network Security Monitor. TracerFire is incorporating 
Bro into the competition in order to give players a 
closer look at what exploits look like in real-time.

Objective and Approach of Bro IDS:

• The Bro software serves as a flexible network 			 
	 traffic analyzer

• The framework of the software differs from other
	 IDS’s because it allows users to write specific
	 policy scripts which filter results from large 				  
	 amounts of traffic. 

• Bro provides users with real time traffic 					   
	 monitoring, and separates the packets received
	 into a set of log files based on  the different 				  
	 network activity.  A few examples of log files:

	 • conn.log - all connections formed on the 				  
		  network

	 • http.log - only HTTP connections

	 • files.log - all files transferred over the network

	 • weird.log - all unexpected protocol-level 				  
		  activity

The Bro Network Security Monitor:

Impact and Benefits:

Using a network security traffic analyzer such as 
Bro can improve a users chance of understanding 
network traffic as a whole as well as the different 
categories of traffic and how each could potentially 
be a security risk.  In addition to the library of pre-
loaded scripts, Bro provides a framework for users 
to create and manage their own network monitoring 
scripts to implement site-specific policies. It provides 
an integrated method for detecting and automatically 
responding to threats on the network.  Incorporating 
Bro into TracerFire will give attendees hands-on 
training when dealing with live malware on a network.

Results:

• Analyzed network traffic in real time using 				  
	 provided logs

• Created policies to notify/respond to threats

• Analyzed Bro packet capture file in to identify 			 
	 malicious code
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