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Motivation ) S,

* Quantum Key Distribution (QKD)

- BB84
QUANTUM CRYPTOGRAPHY: PUBLIC KEY DISTRIBUTION AND COIN TOSSING

Charles H. Bennett (IBM Research, Yorktown Heights NY 10598 USA)
Gilles Brassard (dept. IRO, Univ. de Montreal, H3IC 3J7 Canada)

International Conference on Computers, Systems & Signal Processing  Bangalore, india  December 10-12, 1984
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Figure from http://swissquantum.idquantique.com/?Key-Sifting 3
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Motivation

Journal of Cryptology

(a) cow (b) BB84 - POLARIZATION (c) BB84 — TIME-BIN

- January 1992, Volume 5, Issue 1, pp 3-28

Experimental quantum cryptography
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32 cm in Free Space

Integrated silicon photonics for high-speed
quantum key distribution
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> 200 km in Fiber

Decoy-state quantum key distribution with

Silicon photonic transmitter for polarization-

polarized photons over 200 km encoded quantum key distribution

Craoxuan Ma,'"* WesLey D. Sacker,"*” Zuivuan Tane,®" Jarep C. MikkeLsen,' Yisu Yans,'
Femu Xu,' Torrev THiEsseN,’ Hor-Kwone Lo,'® anp Jovce K. S. Poon'®
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Liu, Hao Liang, Lin Yang, Cheng-Zhi Peng, Kai Chen, Zeng-Bing Chen, and Jian-Wei Pan A F u I I S i P Tra nsce ive r for Pola rizati o n -
Optics Express 18, 8587 (2010) Based DV-QKD?

Here it is! .




SiP Transceiver Design and Operation
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SiP Transceiver Design and Operation

. . Top Top .
TE/A5°/TM/135 Phase  Amplitude T Bar
Adjustment Adjustment

TE

. Mi@m Bottom Cross
-— Trans.mltter(TX) Amplitude Port
- — = =>Receiver (RX) ﬁ&dﬁ’wﬁmﬁm Adjustment
I Rectilinear Diagonal
4.0 x 1.3 mm? | TE ™

P; Amp ' I ¢ > 1 / \
i 135° Input
MZM im g

TM Input

e m—————

[} I Bar Port

- I ———g « Afull transceiver for

Ny

g }

—-—:_r——"'i—_ . I 45° |nput

PSR i « A common structure
. for both transmitting
I

P4 Am p

and receiving

g _

= | [Cross Port polarization encoding
TE Input and deCOding

6




Polarization Encoding
Stokes Vector
BB84 States “
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How “pure”?




Polarization Encoding, PER .

« Flexibilities in operation....

v' Combination of phase shifters,
u v'and Bias Polarity for Each BB84
' State

PER;e= ~42.0 dB

\
Top
Arm, ¢,

Bottom
Arm, @,

<——— Transmitter (TX) Amplitude Phase

- — — => Receiver (RX) Adjustment Adjustment
* From Other Tests on the Same
Device

State of PER (dB)

Polarization
N (SOP)
">J,' _ DOP > 0.9885 TE ~31.2
@
.d:;_' 45o ~34.2
S . ™ ~37.3

135° ~37.6




i
L
L

Pattern
Generator Photo , _
o e e v Data Out Detector Data Oscilloscope/ Mlﬂk‘ﬁﬁm’jﬁl
Clock Error Detector > Gptical

High Speed Polarization Modulation

m!'- Trigger

Trigger Out

Fiber
Polarizer

DC Power '

0

Conventional Bit Error Rate
(s™)

<6 Error Free for > 5 min
2.5x10-1"

10 9.0x10-™




Polarization Decoding
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RX Decoding for Reverse Bias Condition

Insertion loss at
optimal

operational ER
setting (dB)

3.7
6.7
4.6
5.4

Insertion loss at
optimal
operational ER
setting (dB)

5.5
7.5
6.3
6.5
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Discussion, Simulation of Key
Generation Rate

2 )
_____Parameter | Value [ Unit | 10 |
Expected photon kX
1
[2]

Dark LT 18 1.2%x105

Fiber loss 3

1 dB/km

0.

TXPER 31. dB
2
7.6

RX ER 0. 5 dB S 002
RX insertion loss dB (coupling loss not '
included) 108+ o001

Key generation rate (per pulse)

Fiber to Waveguide K] dB/interface
coupling loss % 50 100 160

Transmission distance (km)

10-1(} L 1 I
0 50 100 150
Transmission distance (km)
[1] X. Ma, B. Qi, Y. Zhao, and H.-K. Lo, "Practical decoy state for
quantum key distribution," Phys. Rev. A 72, 012326 (2005).
[2] Multi-channel SNSPD closed-cycle system (Single Quantum,
http://www.singlequantum.com/wp- = = = =
content/uploads/2016/10/Single-Quantum-Eos.pdf). MaXImal TransmISSIOn DIStance, 127 km
[3] Corning SMF-28 Ultra Optical Fiber (Corning Inc., .
https://www.corning.com/media/worldwide/coc/documents/Fiber/S I m ple me ntl n g B 884

MF-28%20Ultra.pdf).




Sandia
Summary Luf— =
= A Full SiP Transceiver for Polarization- Based DV-QKD

v" A Common Structure for Polarization Encoding and Decoding

v Encoding PER > 30 dB e 10 Gbps
v’ Decoding ER >20 dB
v Loss Insertion Loss

v" High Speed Operation —
‘

oL " L
0 50 100 150
Transmission distance (km)




Thank you!

Sandia National Laboratories is a multi mission laboratory managed and operated
by National Technology and Engineering Solutions of Sandia, LLC., a wholly
owned subsidiary of Honeywell International, Inc., for the U.S. Department of
Energy’s National Nuclear Security Administration under contract DE-NA0003525.
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Discussion, in the Fiber Channel ) .,

Question 1, Polarization Rotation Question 2, Polarization
Mode Dispersion (PMD)

Polarization Optimal ~ ]
ER (dB l7

14.2

15°/105° 13.1

T PHlE 0.5 ps Temporal Delay
15.5

60°/150° 14.3

75°/165° 14.1

~2 mm Waveguide, ny 1= 4.45,
ngmm= 3.68

5.0 ps Temporal Delay

Answer, Compensate using ¢ and
@, 14




