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Laptops on Foreign Travel
(LOFT)

Are we still doing the right
thing?

The Need Is Still Apparent

* DOE HQ has reached out to Sandia’s LOFT programs for guidance on initiating their own, as
they recognize the need

e Risk

» Each year computing assets taken on foreign travel through LOFT trips are involved in
security-related findings
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China and Russia are using hacked data to VTSR BITIE NTUONG ST MMIOTIE re0rS wewsm e LAW & DISORDER / CIVILIZATION & DISCONTENTS
target U.S. spies, officials say

Security
Ex-Microsoft Bug Bounty dev forced to California city mayor relinquishes
decrypt laptop for Paris airport official i electronics and passwords to agents at SFO LATE

- | . . |[Updated]
IFSIIjE Clouseauin search of SEIFI"IEH'IIQ, ai‘rythlng Az feds battle aver privacy, mavar com pares the siluation to Marth Kaorea.

by Matan Mathe - 0cl 4, 1S 12 30pm POT

Stockbon, Caldornia Mawvor Anthony B, Silva aibended a recent mayor's conference in Ching, but his FEATLE
retarr trip tock a bit lorger thar wsual. At the Sa- Franciao International Airport ( S5F O thiswee ek, Rer
agent with thz Departtment of Homelard Securiy detainad Sitva and confscated his personal cell Ma
phone among other eledronics. According to comments ‘rom the mayar, that maynot even be the of1
most alarming part.
Impr
"Urfortun atehy they woere notwdlling or zble to produce asearch warrant o amy coart docume nts e |ca
suggesting they had alegal right to take miy property)’ Siva told SF G ate, "o additien, they were
persitent about requirng my passwords far all cewices "
The mayor's atarney, blak Rechel, told SF Gate that Silka weas not alloweed to le gue the airaort ¥Al
without forfeiting his paswards. Reiche was not presentfor Silvas interacion with the HS agents,
either. The mayarwas told he had "no rghtfor alasyer to be present” and that being a US citizen
did not "entitle me to rights that | probathy thougst,” according to the pape-.
&= ofFridavy, Siva had not wet received ais property fromthe SFC detenticn. SF Gate repors Reichel
G Jan 2015 at 1524, bhn Leyden i 36 a6 contacted the US Attorvey's Oflice in Sacramenta, but they would not comment onwheth er they still
had the mayoizs possessions. The paper also reached ot to a3 spokesperzon at LS Immigration and
Defense Secretary Ashtan Carter, shown in Moutain View, Calif, saysthe military needsto boost its cyberdefenses. "We're not Paris girport security went one step furth erthan simply asking 3 security expert to power up her laptop ':"'_St':""E E"'f':'"m”'_'e"'t' t""t_ﬂ"at office f"g':' ’Ef"'SE':! Comment. ':’E'I_E h"'E_ reazhed outto the mayors
doing aswell aswe need to do in job one in cyber, which iz defending our own netaworks" he said. (Justin Sullivan I Getty -they requested she type in her password to decrypt her hard drive and log into the machine: office far any new information, and we'llupdate this tary accordingly if we hear back )
Images) iy - FURT H ER REQ DI NGO Mi
kFatie Mouszouns, chief policy oficer at HadierOne, and best bnown as the woman behind bfcrosoft's ’:Uth ':"t':g -:IEman-:Ilng ::Tji;ﬂ F:a;gw:-rd— F'r':'::':te'j ; .
. ’ Bug Bounty Program, was en route badck tathe U5 fromthe CCC hacking conference . She complied fam':_ﬁ 35_ e-:-:-r.ne anak fBFUE aorass The county, The:
BvBrian Bennett and W.J. Hennigan - Contact Reporters : : i : highlighted in aarticular by the tederal govemmment's elsen
: with the request n order not to miss her dight. ; I
ongoing battlewith Silicon Walley over the lads of crypto
AUGUST 31, 2015, 2:00 AM | REPORTING FROMYEASHING TON The computer never left her possession and the security agent nevwer fully explained the request, badccoors in ""':":! B smartp h_':""'E' At the E_""j of last SIAY
according to houssouris, and there's no question that HedeerOne custormers’ walnerability reports maonth, ane U Ditrictludge ir Penreyhania rued that
oreign spy services, especially in China and Fussia, are aggressively ageregating and cross- were expasad - no exploits were stared onthe device, forcing suspeds fo surender their passaords wis FORCHGSUSPECTS TOREVEAL
. . . . . . . o uncoretitutional on Fity Amencment grounds, PHONE PASSWORTS IS
indexing hacked U.5. computer databases — including security clearance applications, airline Moriettisless: the incident 3t Charesde- Gavlle Aimattias sparkesd: s ihvely dabiate among-prEcr and _ | o UNCOISTITUTIONAL COURS SAYS
ds and medical insurance forms — to identify 1.3, intellizence officers and agents, 1.5 sacurty adwcates. Moussouris has put together a blog post explaining her experienca: Euidertly, Sibia was well aare ofthe sihiation and enly Fad : LATE
el st g 2 Voo ' ' his ccncerns Feightensd by firsk-hand experiencs. Taking Demand ng “per=orm] then ght
fticials said ; : to SF Fate, he brief the gowzrnme it battl oot emme Ao to comyelled
s Paltl COG airport personrel askedto search my bag, after | had cleared security, when | was o SF3ate, hebriefly omparac the gowarnment battle an ==l incrimination. =
about to boardthe flight . | had, infact | already had oy boarding pass checked by the gate privagy to notorious dictatorships worldaide. E:JE':
: : : 2 : 2 . B & o = g iy -
At least one clandestine network of American engineers and scientists whe provide technical assistance attendart when a uriformed secunity agent divert ed reto a small table, right before | was "I thin the American pzople should be edremet concerved about their personal ights and privac:” for
. ; . to enter the boarding tunnel. N " - ) ' - : '
to I3, undercover operatives and agents overseas has been compromised as a result, according to two 2 Slh:;:;ld the pa F'te" 75 | ﬁ"ﬁhtel'j"’? seirched atthe "'"F':';lt- ;h;&’; _'L:;"E I:" I-:-Iat-:m '3':_'”3"3 ta Tﬂ!:;t- ﬂf‘l_r'j
11.5. officials. The securtyagent atthe gate had e pdl ot mylaptop, turn it on, and futher asked me ;Jr;g r::;;?‘;ﬂ;?i:'ﬂﬂ;ﬁ :rrne:rlug aﬁ?;f:i?;':a;ft:e .F re:al R b ha PRI == : g
totype in iy password, which decrypted the full dzk encreption of the drive, even after ¥ ) : |
il i . s ghe zawthat it did boot up. Upd= e, 105 A= noted by some commentars, the local Stodobon naws paper ([ e Aecom’) taked N
The Obama administration has serambled to boost cyberdefenses for federal agencies and crucial PIE= e, by . . Paper | =50
L s | G Lt | GRS L e g e wuith fwo anarrmous [aa enforcement s ources that = aid e Sitver dete ntion may bz linked 1o an R
infrastructure as foreign-based attacks have penstrated government websites and email systems, social e T e o LA LRI e TaskS, WAE TR A SR feac i angoing probe. Heither the anomymous sources, the mayer, nor the paper mentior what that probe sols
mightbe. Within fhe fAecora’s 1ecent archive, the biggest inciden: imvolring Silva gppears ta2 be an dels

dlleged intozicate d tuszle withir a limowsine from late 2074,

* |t takes a specialized team to provide a balanced approach between three primary,
sometimes conflicting, areas of concern:

*Cyber Security *Technical Support *Export Compliance

Utilizing the LOFT program mitigates risks by:
* Reinforcing minimal data is stored/taken on foreign travel
* Verifying travelers computing assets are protected

)
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