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Intro

 Mathew Anderson
 Middleware Team Lead & Rostra Project Lead 

 mander@sandia.gov

 @ Sandia for 12+ years

 Spare Time? Spend time with my kids and printing 3D models.

 Elliott Quarles
 Rostra Technical Lead

 equarle@sandia.gov

 @ Sandia for 6 years

 Spare time? Working on my quadcopter and skiing.
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Agenda

 Legacy Application Hosting – “This is killing me…”

 Rostra – “We should automate that…”

 Rostra Components – “Do you want fries with that?”

 Rostra Deployments – “Look ma, no hands…”

 Advantages – “Time is money…”
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Legacy Application Hosting – “This is killing me…”

 Current Production Shared Architecture (General Purpose)
 Applications reside on the same cluster of systems

 Cross application impact

 Slow downs, crashes, out of memory errors, run away processes

 Lack of error and resource usage fidelity on an app by app basis

 Security concerns
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Legacy Application Hosting – “This is killing me…”

 Current Production Custom Application Systems
 Usually reserved for problematic/vendor applications

 Difficult to maintain consistency across environments

 Development and Production are never really the same

 Very, very, very manual
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Legacy Application Hosting – “This is killing me…”

 Currently our team maintains:

 More then 100 distinct applications 

 On over 150 hosts

 Working across 5 separate networks

 Other projects…

 Scaling is impossible.
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Rostra
 What in a name?
Rōstra was the name of large platform that stood in Rome during the 
republican and imperial periods. Purpose built near the Forum for public 
speaking, speakers would stand on the Rōstra and deliver orations to those 
assembled. It was designed as a place to be heard and seen.

7
https://en.wikipedia.org/wiki/Rostra
https://en.wikipedia.org/wiki/Gaius_Gracchus

https://en.wikipedia.org/wiki/Gaius_Gracchus
https://en.wikipedia.org/wiki/Gaius_Gracchus
https://en.wikipedia.org/wiki/Rostra
https://en.wikipedia.org/wiki/Rostra


Rostra – “We should automate that…”

 What is it?
 Rostra is an on-demand, self-driven application middleware hosting 

tool that provides web developers a working environment in less than 
an hour to develop, run, and manage production applications.

 Who is responsible?
 Enterprise Application Architectures and Cloud Strategies

– Mathew Anderson 

– Elliott Quarles

– Randolph Abeyta

– Brad Andrzejewski

– Tom Cleal

– Mike Newquist
– And other really important people… You know who you are.
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Rostra – “We should automate that…”

 How? Simply have these things:
 Vision

 Just trying to save time and improve quality.

 Code (glue and core)

 Build a robust API to manage interactions of many discreet systems 
(Ashlar).

 If you automate something you do all the time you should never have to 
do it again.
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Rostra Components - “Do you want fries with that?”
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Rostra – Overview
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Ashlar (Rostra API)
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 What is Ashlar?
 Ashlar is our glue that ties everything together to provide the expected 

user experience after they say “I need a platform.”

 How does Ashlar work?
 It is a REST API supported Java application that preforms the necessary 

actions across all of our interacting technologies and services to make 
Rostra work in the Sandia environment.



Puppet & Hiera

 What is Puppet?
 Platform for delivering OS and System settings and software.

 How does Puppet work in Rostra?
 Puppet is the glue for the PaaS operations. When a tenant selects a 

specific type of platform, puppet will generate and maintain the 
configurations across all systems with the same type.  It can also track 
sensitive files and returns them to a predetermined state.

https://puppet.com
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Puppet & Hiera

 What is Hiera?
 It’s a part of Puppet that allows us to define a hierarchical configuration 

chain for the infrastructure.

 How does Hiera work in Rostra?
 Allows us to have fine grained control of what software, versions, and 

configuration files are applied to each host or predefined group of hosts.
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 What is Katello?
 Provides repository management alongside provisioning and 

configuration management. It also tracks per-host errata/vulnerability 
tracking and patching.

 How does Katello work in Rostra?
 Katello is used to track changes to OS packages and make sure that each 

build is version controlled. This allows the tenant to build and destroy at 
will and not have to worry about subtle changes to the underlying 
environment.

http://www.katello.org

15

http://www.katello.org/
http://www.katello.org/
http://www.katello.org/


http://www.katello.org/docs/2.4/user_guide/content_hosts/
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http://www.katello.org/docs/2.4/user_guide/content_hosts/
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http://www.katello.org/docs/2.4/user_guide/content_hosts/
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Logging

 What is Splunk?
 Splunk is a real time data ingestion and analysis platform designed to 

simplify collection, sharing, viewing, and correlation of machine 
generated data.

 How does Splunk work in Rostra?
 Splunk with automation, scale, and security. Puppet modules and 

automated template based code injection.

 What’s provided to the developer:
 Automated per tenant ingestion and access to logs using index level 

security controls. Cool Dashboards…

http://www.splunk.com
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Architecture
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QE1 IP addresses and Users are fake
Quarles, Elliott, 4/20/2016
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 What is Nagios?
 Nagios is an IT infrastructure monitoring system. Nagios monitors system 

properties like CPU, memory, and disk usage and can be extended to 
monitor many other components.

 How does Nagios work in Rostra?
 When a host is created in Rostra we use Puppet to add the new host to 

the main monitoring system. This configuration is done by 
user/workgroup basis.

 What’s provided to the developer:
 Automated per tenant view of the server status with email alerting 

capabilities.

http://www.nagios.org
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https://www.nagios.com/products/nagios-core/#_ga=1.74654866.1603972211.1461087822
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 What is BackupPC?
 BackupPC is a web interface based high performance backup system.  

 How does BackupPC work in Rostra?
 A puppet module (https://forge.puppet.com/wyrie/backuppc) is used 

when a host is created that tells the backup server what to backup and 
who has access to do restoration.

 What’s provided to the developer:
 Allows the tenant to perform at will backups and file restoration from a 

common web interface.
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http://backuppc.sourceforge.net/info.html
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http://backuppc.sourceforge.net/info.html
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How Normal Rostra Application Deployments Work

 Standard Rostra Instances 
 Applications are in a privately contained execution space

 VM’s or Containers (eventually)

 No cross application impact*

 Error and resource usage fidelity on an app by app basis

 Vastly increased security controls

 Highly automated (Typically no administrative intervention)

*Hypervisors/Containers are still shared environments. This type of sharing may still influence performance if load is not properly balanced.
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How Specialized Rostra Application Deployments Work

 Specialized Rostra Deployment
 Rostra instances are centrally managed the same as Normal

 User will need to submit tickets for administrative commands

 Application owner can initiate install

 Middleware moves into a consulting support role

 We can help automate installation with developer support
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Advantages – “Time is money…”

 Supports a Multi-tenant developer population

 Allow developers to manage life cycle actions like:
 Start/Stop/Restart Server

 Start/Stop Primary Engine Service

 Redeploy Application

 Let them do what needs to be done without waiting on a ticket response
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Advantages – “Time is money…”

 On demand, self-service.

 Saves time for administrators and developers.

 Performance is better and more predictable.

 Ticket volumes decrease.
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Advantages – “Time is money…”

 Improve the security posture.
 Better abstraction and security on the sharing of resources.

 Managed, properly configured, cross architecture encryption and 
certification configuration.

 Supporting corporately maintained 3rd party authentication 
infrastructure.

 Automated security scanning process with trigger action scanning in the 
future.

 Centralized per-tenant monitoring and logging infrastructure.
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Rostra Review

 Developer Resource Control

 Lifecycle Control

 Searchable Logs (Splunk)

 Console Access (Guacamole)

 Centralized Authentication (Shibboleth)

 Instant Deployment

 More Secure

 Highly Automated (Puppet w/Hiera)

 Strict Firewall Controls

 Automated IPSEC Encryption Capable 

 Better Performance

 Private containers yield much better and 
more predictable application performance
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 Easier to Maintain
 Configuration Management

 OS (Patches, Firewalls, etc)

 Application Container

 Authentication

 Automation

 Log Collection & Reporting

 External Node Classification (Hiera)

 Reduction of Service Requests

 Reduce Cost
 Administrative effort reduced

 Reduction of licensing costs

“Up to a 10x faster deployment capability for most applications.”



Rostra Roadmap
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 Support additional application frameworks
 Support for Mono (.NET), Ruby, etc.

 OpenStack Integration
 Provision platforms against OpenStack Heat and connected IaaS 

providers.

 Docker Application Container Support
 Support running Docker images on specially configured physical systems 

for improved speed and scalability.

 Application Clustering and Auto Scaling
 Application clustering with multiple hardware availability zones with tools 

to help applications support automated scaling.
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Questions?

Mathew Anderson - mander@sandia.gov

Elliott Quarles - equarle@sandia.gov
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Preview Screens
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