
Sandia is a multi-program laboratory operated by Sandia Corporation, a Lockheed Martin 
Company, for the United States Department of Energy under contract DE-AC04-94AL85000. 
SAND2016-xxxx x

n
o
m

–
al

l d
im

en
si

o
n

s 
sc

al
ed

 u
p

 b
y 

2

m
o
s

–
N

M
O

S/
P

M
O

S 
sc

al
ed

 d
o

w
n

 t
o

 m
in

. s
iz

e

c
c

–
1

/3
 f

ew
er

 c
o

n
ta

ct
s 

to
 a

ct
iv

e 
ar

ea
s

m
1

–
M

et
al

-1
 li

n
es

 s
ca

le
d

 t
o

 m
in

im
u

m
 w

id
th

p
o
l
y

–
M

et
al

-1
 m

in
.-

w
id

th
 p

o
ly

 s
er

p
en

ti
n

e

m
2

–
M

et
al

-2
 s

er
p

en
ti

n
e 

sc
al

ed
 t

o
 m

in
. w

id
th

Electronic Forensic Techniques for 
Manufacturer Attribution

Ryan Helinski*, Edward Cole Jr.*, Gideon Robertson*, Jonathan 
Woodbridge, Lyndon Pierson

*Sandia National Laboratories
Albuquerque, New Mexico 87123

E-mail: rhelins, coleei, garobe@sandia.gov

The microelectronics industry seeks tools that can verify the origin of and 
track integrated circuits (ICs) through their lifecycle. Such tools could help 
detect counterfeit ICs and other issues. The focus of this work is on 
characterizing microelectronics fabs using on-chip circuits and estimating the 
fab prediction accuracy. 

In the paper, we present novel techniques 

– to measure multiple distinct manufacturing process variations

– using self-contained, on-chip circuits

We present our analysis of 159 silicon test ICs

– built as a proof of concept 

– 80 copies built at one fab

– 80 more copies were built across two lots at a second fab

Introduction

Test IC Design
Our test IC was designed to allow measurements of multiple distinct 
manufacturing process variations

• Resistor with 4-wire sensing

– Metal 1-4, polysilicon, via serpentine, and MOS variations

• Capacitors with integrating oscillator

– Poly-insulator-poly (PIP) and MOS (gate) variations

• Variations of ring oscillators

– Nominal, silicon contact (CC), metal 1-2, and polysilicon variations 
(illustrated below)

We observe that many of the distributions of measured manufacturing 
process variation characteristics have little overlap from fab-to-fab and also 
from lot-to-lot. We apply two metrics to assess the distance between these 
distributions. We also utilize the intersection between the two estimated 
probability density functions (PDFs) as a threshold and compute the resulting 
overlap errors to assess misclassification. 

Results

We used 10-fold cross-validations and Freund & Schapire’s Adaboost M1 
method to predict that the presented circuits could classify

• two fabs with up to 98.7% accuracy
• two lots from the second fab with up to 98.8% accuracy

We considered three subsets of the repeated circuits on our test IC:
• mean of each circuit type – the best indicator of the underlying 

manufacturing process variation
• first 3 of each circuit type – representing the result when only a few 

copies of each circuit type can be afforded
• random 3 of each circuit type – like “first 3”, but representing a layout of 

the copies better distributed across the IC
• all of each circuit type – representing the raw data from the IC

We present each of our results in the form of a confusion matrices.

Conclusions
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We show that it is feasible to reliably identify the fab of origin of an IC by adding 
special circuits to its design. Based on our analysis, there is no need to distribute 
the copies of each circuit type across the IC. Furthermore, these circuits could be 
added with 5% area overhead on a 3mm x 3mm die or 1% on a 7mm x 7mm die. 

This experiment used only three lots of ICs from two fabs on a 350nm 
technology node. Therefore, our results may be the result of chance, and may 
not extend to other technologies.
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