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You’'ve been here before, anend  mgs
user experiences a problem...

“The web site is down!”  “Ok, checking code...”




Developer can’t find an issue with ([ &k.
the code...

“Sys admin, something is “Sure thing.”
wrong, can you check the
logs??”




Sys admin spends considerable )
amount of time tracking down the
Issue...

"https: //compa yapp com/USER _App/r eset html!" "Mozilla/5.0
(Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko"
rt=75624

Search the logs... “Found it!”




Simple solution for an ) .
overcomplicated problem.




Until next time...

“Make sure to use new “Ok, still hate the
URL.” experience.”




What is the problem? )

= |n this scenario
= Time Consumed
= No Metrics

= No Long Term Solution

(V)
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You have the data! rh) s,

= 80-90% unstructured data (LOGS) !
= Strewn across network
= Time consuming to investigate
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= Arecord of an event.
= Contains a timestamp and relative information.
= Used to understand the activity of the system and to diagnose

problems.
/ When / What happened
November 21st, 1789 | have been stranded on this boat with Ron for way too long.
/ When / What happened
[06/Apr/2016:13:00:16 -0600] "GET /favicon.ico HTTP/1.1" 404 278 "-" "Mozilla/5.0 (Wind

ows NT 6.1; WOWB4; rv:38.0) Gecko/20100101 Firefox/38.0"
VwVcQIb901YAAH@Y3QUAAAAO rt=573




How do we obtain Operational ) i
Intelligence?

= Understand the value of your data.
= Aggregate, Investigate, and Report.

= Analyze for predictive rather than purely descriptive
purposes.




Understand the value of your data @&z

= What is the system trying to accomplish?
= What data do you already rely on?

= What value can you bring to the organization and the
customer?




Aggregate, Investigate, and Report @

= Aggregate
= |nstall a data aggregation tool.
= Splunk ?
= The Elastic Stack (ELK) 3

— Elasticsearch
— Logstash
— Kibana

= Loggly 4
= |nvestigate

= Search data efficiently, drilling down and up across data to quickly find
the needle in the haystack.

= Report

= Build reports, graphs and charts to create insights into current trends,
advanced visualizations, and view the frequency of conditions.
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Demo

= Splunk
= Come on, | am CERTIFIED.

= Using server and client side logging
= Splunk Forwarder and HTTP Event Collector
= Custom jQuery Plugin

= Logdphp
= Use Visualizations for Insight




DEMO (

cont.)

FizzBuzz Checker

Type in a Number, "Fizz", "Buzz", or "FizzBuzz".

Instructions:

If you type in a number, multiples of 3 display "Fizz", multiples of 5 display "Buzz", and multiples of both display "FizzBuzz".

If you type "Fi

, "Buzz', or "FizzBuzz', it will display numbers up to 100 that fit the description. (ex. "Fizz" == 3, 6,9, etc.)

Input Output

Required

Sandia National Laboratories: Enterprise Architectures and Strategies

Sandia
r.h National

Laboratories




DEMO (cont.)

function start(response) {

//get the timestamp right before the function guts execute
startApp = new Date () .getTime () ;

//initiate logger

$.ec logger();

//log users input

$.ec logger.info("user:" + userid + " Response:" + response);

//check 1if input is string or numeric

if ($.isNumeric (response)) {
$.ec_logger.info(response + " submission is numeric.");
number (response) ;
} else {
$.ec logger.info(response + " submission is a string.");
if (response.tolLowerCase() == "fizz") {
fizz (response);
} else if (response.tolLowerCase() == "buzz") {
buzz (response) ;
} else if (response.tolowerCase() == "fizzbuzz") ({
fizzbuzz (response) ;
} else if (response.tolLowerCase() == "buttz") {
buttz (response) ;
} else {
//1if input doesn't meet input criteria, log error
$.ec _logger.error ("Response" + response +" is not numeric, or

meet the String requirements.");

$ ('#output') .append ('<div class="usa-alert usa-alert-error"
role="alert">' +
'<div class="usa-alert-body">' +
'<h3 class="usa-alert-heading">Error Status</h3>' +

'<p class="usa-alert-text">Your input <span style="text-
decoration: underline">' + response + '</span>' +
' is not wvalid!</p>' +
'</div></div>") ;
endFunction() ;
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function fizz(a) {

//get the timestamp right before the function guts execute
var start = new Date().getTime();

//main code being run

$ ('#output') .append (
'<div class="usa-alert usa-alert-success" role="alert">' +
'<div class="usa-alert-body">' +
'<h3 class="usa-alert-heading">' + a + '</h3> ' +
'<p class="usa-alert-text" id="output_' + counter + '"></p>' +
'</div></div>"') ;

for (var i = 1; 1 <= 100; i++) {
if (1 % 3 == 0) {
$ ('#output_' + counter) .append(i + "<br>");

//get end of code timestamp
var end = new Date().getTime();

//create execution time of function
var time = end - start;

//log the execution time
$.ec logger.info('user:' + userid + ' et=' + time);

counter++;
endFunction() ;
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Instructions:

Ifyou type in a number, multiples of 3 display " Fizz", multiples of 5 display "Buzz", and multiples of both display "FizzBuzz". Input Output

Ifyou type "Fizz

uzz', or “FizzBuzz' it will display numbers up to 100 that it the description. (ex. “Fizz" == 3,6, 9, etc.) )
Required

puzz | o 82
m Neither Fizz, Buzz, or FizzBuzz!

Input Output
Required @ 854693765
fizd | O fizz Bz
3
m : ° fizzbuzz
e 2 s
15 30
18 45
21 60
24 5
27 20
30
33
zg O buzz
) 8
45 10
48 15
51 20
54 25
57 30
60 35
63 40
66 45
69 50
72 55
75 60
78 65
81 70
84 5
87 80
90 85
93 90
96 95
99 100
Sandia National Laboratories: Enterprise Architectures and Strategies Sandia National Laboratories: Enterprise Architectures and Strategies




DEMO (cont.)

splunk

Seach  Pivol  Reporis  Alenis  Dashboards

Search & Reporting

Q New Search Savehsv  Close
index=r_totaldominatior| Lananaaysy |
v ;;EQI events (3/19/16 12:00:00 000 AM to 4/18/16 1:54:02 000 PM) Jobv 11 W s L & 8 Verbose Mode v
Events (7,891) Pavems | Siatstios Visualization
Format Timeline v —Zaem Out 1 day pes.column
—-—-
Ustv sFormat ~ 20 Per Page v 1 r 3 4 5 6 7 8 9 Next>
< Hide Fields = All Fields £ [ifime Eéent
> | an8ns [javascript]: INFO user:ranabey et=3681 Function=butrz

11:00:45.937 AM
Selected Flelds

et > | 41186
a Function 11:00:45.000 AM
a host 2

a loglevel 14

a source 19 > | 411816

a sourcetype 6 11.00:45.000 AM

Interesting Fields

# bytes 100+ > | 41816
a cilentip 2 TIBIE000:80
fate_hour 17 > | 41816
# date_mday 28 11:00:41.256 AM
# date_minute 60
> | 4118116

1 date_month 2 11:00:41.256 AM
i date_second 60
a date_wday T
# date_year 1
i date_zone 3

418116
11.00:41.000 AM

# duration 100+

 file 24 > | 4n8ne
11:00:41.000 AM

a ident 1

2 index 1

a input 1

418116
11:00:41.000 AM

# linecount 10

& method 2

a other 100+

@ punct 100+

a referer 8

a referer_domain 2
 req time 100+

> | arene
11:00:41.000 AM

@ root 5

N N > | 418M16

#rt 100+ 11:00:37.000 AM
s splunk_server 1

# status 5

# timeendpos T > | 411816

# timestartpos 7 11:00:37.000 AM
a uri 43

2 uri_path 28

a user 3 > | 4n18ne

a useragent 4 11:00:37.000 AM

a version 1

Function = buttz 3681 | host - totaldominationdev = logley INFO = = totaldomination

134.253.92.115 - ranabey [18/Apr/2016:11:00:45 -0600] "GET /T1zzbuzz/uswds/img/alerts/success.svg HTTP/1.1" 200 116
9 "https://totaldomination.webdev.sandia.gov/Tizzbuzz/uswds/CsS/Uskdsmin.css” "Moz111a/5.0 (Windows NT 6.3; WOWG4)
AppleWebKit/537.36 (KHTNL, like Gecko) Chromer49.0.2623.110 Safari/537.36" rt=2043

host =
134.253.92.115 - ranabey [18/Apr/2016:11:00:45 -0600] "POST /T1zzbuzz/]snleg.logger.php HTTP/1.1" 200 20 “nTrps://T
otaldomination webdev. sandia. gov/fizzbuzz/" "Mozilla/5 0 (Windows NT 6.3; WOWG4) ApplewWebKit/537.36 (KHTWL, like Ge
cko) Chrome/49.0.2623.110 Safari/537.36" rt=472%

host = ut

= log4)

dev | source= g/httpd/ssl_access_log | sourcetype = access_combined

g/httpd/ssl_access_log | sourcsiype = access_combined

[18-Apr-2016 17:00:45 UTC] [JSPHPLog]: Bug "buttz’ 1s finished running.

hast = d S0 ot gs/php log | sourcety

logdphp
[javascript]: INFO user:ranabeyThe Bug has been initialized Function-buttz

Function=buttz | host = totaldominationdev | loglevel = INFO | source = totaldomination | sourcetype = log4]

[javascript]: INFQ user:ranabey Response:buttz Function=start
Function =start | host = totaldomination-dev | loglevel = INFO | source = totaldomination | sourcetype = logdj

134.253.92.115 - ranabey [18/Apr/2016:11:00:41 -0600] "POST /fizzbuzz/jsnlog.logger.php HTTP/1.1" 200 20 "NTTps://t
otaldomination webdev.sandia gov/fizzbuzz/” "Mozilla/5.0 (Windows NT 6.3; WOWG4) AppleWebKit/537 36 (KHTML, like Ge
cko) Chrome/49.0.2623.110 Safari/537.36" rt=4160

host = dev | source = g/httpd/ssl_access_log | sourcetype = access_combined

134.253.92.115 - ranabey [18/Apr/2016:11:00:41 -0600]1 "POST /fizzbuzz/jsnlog.logger.php HTTP/1.1" 200 20 “https://t
otaldomination webdev.sandia gov/fizzbuzz/" "Mozilla/5.0 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Ge
cko) Chrome/49.0.2623 110 Safarif537.36" rt=2351

host = dev | source = g/httpd/ssl_access_log | sourcetype = access_combined

134.253.92.115 - ranabey [18/Apr/2016:11:00:41 -0600]1 "POST /fizzbuzz/jsnlog.logger.php HTTP/1.1" 200 20 “https://t
otaldomination webdev.sandia gov/fizzbuzz/" "Mozilla/5.0 (Windows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Ge
cko) Chrome/49.0.2623.110 Safarif537.36" rt=2713

host = dev | source = g/nttpd/ssl_access_log | sourcetype = access_combined

[18-Apr-2016 17:00:41 UTC] [JSPHPLogl: This is the 0 submission of this page load.
[18-Apr-2016 17:00:41 UTC] [JSPHPLog]: buttz submission is & string
[18-Apr-2016 17:00:41 UTC] [JSPHPLog]: Submit was clicked with valu

buttz

host dev | source = PP gs/php g | sourcetype = log4php

134.253.92.115 - ranabey [18/Apr/2016:11:00:37 -0600] "GET /fizzbuzz/uswds/fonts/sourcesanspro-regular-webfont.woff
2 HTTP/1.1" 200 23684 “nhttps://totaldomination webdev. sandia. gov/fizzbuzz/uswds/css/uswds min.css” "Mozillass.0 (Wi
ndows NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/49.0.2623.110 Safari/537.36" rt=3261

host

134.253.92.115 - ranabey [18/Apr/2016:11:00:37 -0600] "GET /fizzbuzz/uswds/fonts/sourcesanspro-italic-webfont.woff2
HTTP/1.1" 200 17472 "hTtps://totaldomination.webdev.sandia.gov/Ti2zbuzz/uswds/css/uswds. min.css” "Mozilla/5.0 (Wind
ows NT 6.3; WOW64) AppleWebKit/537.36 (KHTWL, like Gecko) Chrome/49.0.2623.110 Safari/S37.36" rt-2849

host = dev | source = g/ntpd/ss_access_log | sourcetype = access_combined

134.253.92.115 - ranabey [18/Apr/2016:11:00:37 -0600] "GET /fizzbuzz/uswds/fonts/merriweather-bold-webfont.woff2 HT
TP/1.1" 200 27028 “https://totaldemination. webdev.sandia.gov/fizzbuzz/usnds/css/uswds.min.css” "Mozilla/5.0 (Window
5 NT 6.3; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/49.0.2623.110 Safarif537.36" rt-3948

host = dev | source= g/nttpd/ssl_access_log | sourcetype = access_combined

= dev | source = g/ntpd/ss_access_log | sourcetype = access_combined
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DEMO (cont.)

Search  Pivot  Repons  Alens

FizzBuzz Metrics [(eat v | woreinmo v

Se

& Reporting

[+]=]

time
| Last24 hours v |
Functions ERRORS

buttz

/
number &0
-
buzz 70
00—
20
fizzbuzz
100
endFunction N
fizz
Average Function Response Time Function response Time
4
E 002
S
s
S2
H . buttz
= — buzz
g — Avg E..Time — fizz
< — fizzbuzz
6:00 PM 12:00 AM 6:00 AM 12:00 PM 5:00 PM 12:00 AM 6:00 AM 1200 P T number
sun Apr 17 Mon Apr 18 Sun Apr 17 Mon Apr 18
2016 2016
_time _time
Application Response Time
03
02
01 — Max Duration
— Avg Duration
7, — Min Duration
6200 PM 12:00 AM 600 AM 12:00 PM
Sun Apr 17 Men Apr 18
2016
_time
HTTP Codes
@® snow 200
©  Hide 200
HTTP Codes
200
)
S 200
I 200
5:00 PM 12:00 AM 6:00 AM 12:00 PM
Sun Apr 17 Mon Apr 18

2016

_time
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splunk
Search Pivot Reports Alerts Dashboards Search & Reponing
FizzBuzz User Metrics gty | Moremro~ | | L | &
Time

Last 2 s .

Submit Button Enter Key Output Cleared

24 34 24
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buttz

Functions
Average Function Response Time
4
o
E
=
c
E
S2
2
o
=
w
9 — Avg E..Time
-
—
6:00 PM 12:00 AM 5:00 AM 12:00 PM
Sun Apr 17 Mon Apr 18
2016
_time

Function response Time
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— buttz '

— fizz

— fizzbuzz

6:00 PM 12:00 AM
Sun Apr 17 Mon Apr 18
2016

_time

6:00 AM l200pm T number
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FizzBuzz Checker

B HEig M 1 " g "
Type in a Number, "Fizz", "Buzz", or "FizzBuzz".

Instructions:

If you type in a number, multiples of 3 display "Fizz", multiples of 5 display "Buzz", and multiples of both display "FizzBuzz".

If you type "Fizz", "Buzz", or "FizzBuzz", it will display numbers up to 100 that fit the description. (ex. "Fizz" == 3, 6, 9, etc.)

Input Output

Required

‘ buttz o buttz
Ibuttz!
Ibuttz!
!buttz!
lbuttz!
!buttz!
Ibuttz!
!buttz!
!buttz!
Ibuttz!
Ibuttz!
!buttz!
Ibuttz!
!buttz!
!buttz!
Ibuttz!
!buttz!
Ibuttz!
!buttz! -
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splunk

Search Pivot Reports Alerts Dashboards

Bug Metrics

Time
Last 4 hours g
Buttz Count

4 Seconds!!!

\ Execution Time

4

Search & Reporting

Edit ~ | MoreInfo ~ 4+ | &

100

— Max Execution Time
Min Execution Time
— Avg Execution Time

11:00 AM 12:00 PM
Mon Apr 18
2016

_time

About  Support FileaBug  Documentation Privacy Policy

1:00 PM 2:00 PM

© 2005-2016 Splunk Inc. All rights reserved.
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function fizz(a) {

for (var i = 1; 1 <= 100; i++) {
if (1 % 3 == 0) {
$ ('#output_' + counter) .append(i + "<br>");
}

endFunction() ;

Sandia
m National
Laboratories

function buttz(a) {

for (var i = 1; 1 < 1000000; i++) {
if (1 $ 3 ==0 && 1 % 5 == 0) {
$ ('#output_' + counter).append("'buttz!<br>");
}

endFunction() ;
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Instructions:

If you type in a number, multiples of 3 display "Fizz", multiples of 5 display "Buzz", and multiples of both display "FizzBuzz".

If you type "Fizz", "Buzz", or "FizzBuzz", it will display numbers up to 100 that fit the description. (ex. "Fizz" == 3, 6, 9, etc.)

Input Output
Required
e 45
m FizzBuzz
34

Neither Fizz, Buzz, or FizzBuzz!

o v

Fizz

Error Status

Your input buttz is not valid!

Sandia National Laboratories: Enterprise Architectures and Strategies
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FizzBuzz Metrics
time

Last 60 minutes

:

Use of Function
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More Info ~ EN .

Captured as Error

Functions Reducmg ERRORS
/
&0
-~
70
BO—
number
90““_
100
A
fizzbuzz
Average Function Response Time Fnctiod Q e
gvzrag_e Execution Time Function begins to fade
é 0.02 educing 0.02 from data
§ 0.01 0.01 — buttz
e buzz
= = Avg E.. Time — fizz
5 /\ /\ / LN L — fizzbuzz
1:50 PM 2:00 PM 2:10 PM 2:20 PM 2:30 PM 2:40 PM 1:50 PM 2:00 PM 210 PM 2:20 PM 2:30 PM 2:40 PM — number
Mon Apr 18 Mon Apr 18
2016 2016
_time _time
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End Notes ) &

1 http://www.theclarogroup.com/hidden-gems-creating-
value-from-unstructured-data/

2 http://www.splunk.com/
3 https://www.elastic.co/webinars/introduction-elk-stack

2 https://www.loggly.com/
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