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ABSTRACT
The competition between cyber attackers and defenders is
fundamentally a game. In this game, the stakes are high,
the decisions are difficult and the timescale is very short.
To date, most researchers in this area have focused on the
strategic level decisions. This focus enables what-if scenar-
ios that hinge on the opening move of the game. However,
this approach does not allow for flexibility after the players
choose these high-level opening moves. We compare this sit-
uation to a turn-based style of play where we hope to end
the game quickly, for example, by halting the execution of a
software program when we detect a signature that matches
some definition of malicious.

With this research, we advance the field by addressing
a finer granularity of move sequences. To this end, we pro-
pose techniques that scale to near real time, while processing
micro-behavioral activity cues. We also propose a system
that is automatable and that users can refine as their adver-
saries evolve. Previous work showed that linkography can
analyze, provide models for and identify defensive opportu-
nities at this fine level of granularity.

This article extends that work to narrow the remaining
gap: the refinement of our models to support analysis of
new or evolving adversaries. The result of this investigation,
ontology refinement, applies to domains other than cyber
security. In this way, we also hope to advance the state of
the art for linkography in general.

1. INTRODUCTION
As cyber security researchers, we benefit from linkogra-

phy because it allows us to examine the behavioral aspects
of an adversary. We can consider a full spectrum of behavior
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granularity: from micro-behavior spanning seconds or min-
utes to macro-behavior spanning months or years. In our
domain, listing directory contents and uploading malware
are examples of micro-behavior; on the other hand, stealing
personally identifiable information (PII) and infiltrating a
supervisory control and data acquisition (SCADA) system
are examples of macro-behavior. Our current focus with
linkography is on micro-behavior, which is important to our
discipline because it gives us the opportunity to apply coun-
termeasures against cyber attackers in real time. This in-
formation, in turn, allows us to disrupt an attacker’s higher
level objectives, or macro-behavior. While prior work has
established the usefulness of linkography in our and many
other domains (for example, architecture, design, project
management and social networking), creating linkographs
has remained a mostly manual process that is ad hoc and
error prone. To advance the state of the art of linkography,
graph generation must be more scientific and repeatable.

Previously, Fisher, et al. [2] demonstrated a methodol-
ogy to partially automate the construction of linkographs.
By taking a set of abstraction classes and defining relations
between these classes, a linkograph can be constructed algo-
rithmically. However, this process still requires the correct
set of abstraction classes and relations to be known a pri-
ori. This work helps to alleviate this problem by provid-
ing a system to evolve the relations between the classes as
more information is obtained, thereby not requiring a priori
knowledge of the definite relationship scheme.

2. BACKGROUND
Generally speaking, protocol analysis is the practice of

collecting a raw data set, organizing it into a dialog tran-
script and transforming it into an abstract form, such as a
linkograph, from which to extract information. Many disci-
plines have used this technique to characterize individual or
group activities.

Gabriela Goldschmidt, creator of linkography, summarizes
its history in her monograph [5]. The work covers decades of
humans performing protocol analyses on audio transcripts,
video transcripts and interviews to create labeled time series
and, in turn, linkographs. The author uses the term ontology
to refer to the sets of labels that comprise these time series:
for example, the function-behavior-structure (FBS) ontol-
ogy. We use ontology to refer to a set of abstraction classes
and a set of relations between these abstraction classes that
transform a labeled time series into a linkograph.

Gero, et al. [4] propose a seven stage model of protocol
analysis using linkography:
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1. coding scheme definition

2. recording

3. transcription

4. segmentation and coding

5. coding analysis

6. link definition

7. linkograph analysis

A gap exists in the literature with respect to the automa-
tion of step six, link definition, which makes results hard to
reproduce. To date, most linkographs have been produced
manually, or at least required a subject matter expert to
label nodes according to a static ontology. This article aims
to fill this void by introducing methods for creating and re-
fining ontologies.

Pourmohamadi and Gero [9] propose Linkographer as a
tool to aid in analyzing linkographs. While this tool gener-
ates linkographs and linkograph statistics, it does so based
on human-defined links. Linkographer visualizes and ex-
tracts information from the linkograph that the human cre-
ates, but the human still performs the nebulous and time-
consuming task of linking events. The authors address step
seven (linkograph analysis) of Gero, et al.’s [4] model. While
Linkographer is specific to the FBS ontology, we propose a
system that adapts to abstraction classes from any ontology.

Becattini, et al. [1] propose a framework based on OTSM-
TRIZ [8] to automate protocol analysis. OTSM and TRIZ
are transliterations from Russian terms meaning “General
Theory of Powerful Thinking”and“Theory of Inventive Prob-
lem Solving,” respectively. The authors’ proposal addresses
steps one (coding scheme definition) and seven (linkograph
analysis) of Gero, et al.’s [4] model. While their study is tai-
lored for protocol analyses of designers, we have constructed
a framework usable for any domain.

Kan and Gero discuss using cluster analysis, specifically
the SPSS TwoStep cluster algorithm, to automatically iden-
tify clusters in a linkograph in [6] and extract other infor-
mation from a linkograph in [7]. This addresses step seven
(linkograph analysis) of Gero, et al.’s [4] model.

Fruchter [3] investigates RECALL, which is a tool that
automatically indexes the audio and video of a design ses-
sion. This addresses steps two (recording), three (transcrip-
tion) and four (segmentation and coding) of Gero, et al.’s [4]
model. RECALL is applicable specifically to the design do-
main, while our investigation is germane to any activity.

Fisher, et al. [2] propose using linkography to charac-
terize and disrupt cyber attackers. The authors identify
the labeled time series to linkograph transform (Gero, et
al.’s [4] sixth step) as an open question that we pursue in this
work. In particular, they cast attacker console commands
into one of five categories: Look, Transfer, Move, Execute
or Cleanup. This allows the cyber security researcher to ab-
stract the attacker’s actions as a set of console commands
represented in a time series, with the five categories as la-
bels. Fisher, et al. [2] propose using an ontology to convert
the labeled time series into a linkograph in a scientific and
repeatable fashion. The resulting linkographs relate points
in the labeled time series which allows previously unrealized
insights to emerge. In this study, we propose methods to
create and refine the linkograph ontologies.
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Figure 1: Example linkograph. (a) A linkograph on 9 nodes.
(b) Linkograph with the nodes and links marked.

Our basic linkography process comprises four steps:

1. record a time series of interactions between the at-
tacker and their defensive target

2. categorize those actions being taken

3. move to a different level of abstraction

4. create an annotated graphical object which shows re-
latedness

3. LINKOGRAPHY
This section provides the basic linkography definitions.

Linkographs are temporal graph structures that consist of
a sequence of events, a set of nodes labeled by these events
and a set of links connecting the nodes. An example linko-
graph is shown in Figure 1. In this figure, the sequence of
events is Look, Transfer, Execute, Look, Transfer, Execute,
Look, Transfer and Execute. The nodes are the dots on the
right and the links are any dots to the left, as depicted in
Figure 1b. The nodes are referred to as node 0, node 1 and
so on, where node 0 is the topmost node.

Intuitively, linkographs are meant to represent relation-
ships between different events in time. The linkograph in
Figure 1a indicates that the first Look event at node 0 is
related to the subsequent Transfer events at nodes 1, 4 and
7. In general, the sequence of events can be anything; how-
ever, following the example of Fisher, et al. [2], this article
considers a sequence of Windows console commands that are
binned into abstraction classes. For example, the sequence
of events in Figure 1a can be obtained from the commands
in Listing 1 by assigning ‘echo’ commands to Look, ‘scp’
commands to Transfer and ‘.exe’ commands to Execute.

Formally, a linkograph can be defined as follows:

Definition 1 (Linkograph). A linkograph on N nodes
(where N ∈ N is a natural number) is a set of ordered pairs,
L, such that

L ⊂MN := {(i, j) | 0 ≤ i < j < N}.

The individual natural numbers 0 ≤ i < N are nodes, and
each ordered pair (i, j), with i < j, is a link from node i to
node j. In a link (i, j), node i is the initial node and node



0: echo /etc/passwd >> /tmp/alef.txt
(Look)
1: scp /tmp/alef.txt subtle.c2.ca
(Transfer)
2: alpha.exe
(Execute)
3: echo /etc/group >> /tmp/bet.txt
(Look)
4: scp /tmp/bet.txt subtle.c2.ca
(Transfer)
5: beta.exe
(Execute)
6: echo /etc/resolv.conf >> /tmp/gimel.txt
(Look)
7: scp /tmp/gimel.txt subtle.c2.ca
(Transfer)
8: gamma.exe
(Execute)

Listing 1: A sequence of Windows console commands to-
gether with their associated abstraction labels.

j is the terminal node. MN is the set of all possible links
whose initial node is at least 0 and whose terminal node is
less than N . A labeling is a function L : N<N → Abs, where
N<N is the set of natural numbers less than N and Abs is a
set of strings called abstraction classes.

With this definition, the linkograph in Figure 1 is given
by

L = {(0, 1), (0, 4), (0, 7), (1, 4), (1, 7), (2, 5),

(2, 8), (3, 4), (3, 7), (4, 7), (5, 8), (6, 7)}

together with the labeling, L, given by

L(0) = Look, L(1) = Transfer, L(2) = Execute,

L(3) = Look, L(4) = Transfer, L(5) = Execute, (1)

L(6) = Look, L(7) = Transfer, L(8) = Execute.

In general, the links in a linkograph, L, are not required
to respect a given labeling L, that is, it is possible to have
L(i) = L(i′) and L(j) = L(j′) with (i, j) ∈ L and (i′, j′) /∈ L.
An important subclass of linkographs is derived linkographs;
for this subclass, a set of relations between the abstraction
classes is used to create the links. The relations are given
by an ontology, which is formally defined as follows:

Definition 2 (Ontology). An ontology, O, is a pair
(Abs,R) where Abs is a set of abstraction class strings and
R ⊂ Abs×Abs is the set of relations between the abstraction
classes. The relation (A,B) ∈ R is written A → B. A is
the initial class and B is the terminal class. If A = B, the
relation is called a self-loop. The size of an ontology, |O|,
is the size of the set of abstraction classes: |O| = |Abs|.

An example of an ontology is given in Figure 2. In this on-
tology, the Look abstraction class is related to the Transfer
abstraction class, the Transfer abstraction class is related to
itself and the Execute abstraction class is related to itself.
Using these relations, a linkograph can be constructed from
a sequence of abstraction classes by linking the nodes accord-
ing to the relations in the ontology. For example, the rela-
tion Look → Transfer implies that every node labeled Look
should be linked to every subsequent node labeled Transfer.
The formal definition is as follows:

TransferLook

Execute

Figure 2: An example of an ontology.

Definition 3 (Derived Linkograph). Given an on-
tology, O, and a labeling,
L : N<N → Abs, the linkograph, L, defined by

(i, j) ∈ L ⇔ L(i)→ L(j),

is the derived linkograph given O and L and is denoted by
L(O, L).

The linkograph in Figure 1a is an example of a derived
linkograph. In fact, it is the linkograph L(O, L), where O is
the ontology given in Figure 2 and L is the labeling defined
by Equation 1. See Fisher, et al. [2] for more details.

In derived linkographs, every time there is an event labeled
A and a following event labeled B, either all such pairs are
linked or none of them are linked. However, the human may
see that some of the links should be present while others
should not be present. This situation represents a case where
the abstraction classes are too coarse to capture the relations
that the human sees. In Section 4, we explore how to choose
the relations in the ontology so the derived linkograph is as
close to what the human sees as possible without changing
the level of abstraction.

4. ONTOLOGY REFINEMENT
Traditionally in linkography, subject matter experts built

linkographs using pen and paper. The way to advance the
state of the art is to automate. We do not intend to remove
the human from the control loop; we want to encourage
humans to do what they are good at (abstract thinking)
while offloading well defined, large scale, error prone tasks
to a machine.

As indicated in Section 3, given a set of abstraction classes
and an ontology, one can form a representative linkograph
for a sequence of cyber-events like those in Listing 1; how-
ever, this requires one to already know the abstraction classes
and the ontology before any events are received. Currently,
the only method for producing the abstraction classes and
ontologies is a trial-and-error, manual process. One solution
to this dilemma is to introduce a systematic process of re-
finement whereby one determines how to update the system
given new information.

In the context of cyber-events and linkography, a refine-
ment process translates into a way to update the abstraction
classes and ontology when given another cyber-event or se-
quence of cyber-events. With this process in place, one could
start with a naive (for example, no relations, every relation
or only the self-loops) ontology and allow the refinement
process to improve it.

A simple ontology to start with is the self-loop ontology
depicted in Figure 3. In general, a self-loop ontology is an
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Figure 3: A self-loop ontology.
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Figure 4: Derived linkograph using the ontology in Figure 3.

ontology that consists of just the self-loops for each of the
abstraction classes. Figure 4 shows the derived linkograph
when the self-loop ontology of Figure 3 is applied to the
labeling in Equation 1. As expected, the linkograph relates
Looks together, Transfers together and Executes together.
However, is this the best we can do? Consider again the
commands in Listing 1. The text file alef.txt appears in both
the 0th and 1st command. Thus, these two commands are
clearly related and should be linked. Similarly, the 3rd and
4th commands should be linked and 6th and 7th commands
should be linked. Furthermore, the Look commands are on
different files and are not related. Thus, the 0th, 3rd and
6th command should not be linked. Making these edits to
Figure 4 produces the linkograph in Figure 5.

By changing the linkograph, the analyst provides more
information on how the abstraction classes in the ontology
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8: Execute

Figure 5: Linkograph in Figure 4 following human modifi-
cation.
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Figure 6: Derived linkograph using the ontology in Figure 3
with the relation Look → Transfer added.

should be connected. The goal is then to modify the ontol-
ogy so that this new target linkograph is reproduced. But
how can ontologies be modified? An ontology can be modi-
fied in four ways: adding additional relations, removing re-
lations, adding abstraction classes or removing abstraction
classes. For the method presented in this article, we re-
strict our attention to only adding or removing relations.
In general, it may not be possible to add or remove a rela-
tion in such a way that the target linkograph is reproduced.
For example, after adding the relation Look → Transfer to
the ontology in Figure 3, the derived linkograph becomes
the linkograph shown in Figure 6. Adding the Look →
Transfer relation provides the desired links (0, 1), (3, 4) and
(6, 7); however, it also adds the undesired links (0, 4), (0, 7)
and (3, 7). Since removing the relation removes the desired
links (0, 1), (3, 4) and (6, 7), while adding the relation adds
the undesired links (0, 4), (0, 7) and (3, 7), neither removing
nor adding the relation produces a derived linkograph that
matches the target linkograph in Figure 5.

Since removing or adding relations does not guarantee an
ontology that will produce a derived linkograph that is the
same as a target linkograph, the next question is how to
change the ontology so that the derived linkograph best ap-
proximates the target linkograph. The first step is to create
a metric to measure the difference between the derived linko-
graph and the target linkograph. The basic idea behind the
metric that we use is to count the number of relations that
are present in exactly one of the two linkographs. To start
the definition, let the linkograph L on N nodes be the tar-
get linkograph, L : N<N → Abs be a labeling, O be an
ontology and L′ be the derived linkograph for the labeling
L and ontology O. Furthermore, let A,B ∈ Abs be two ab-
straction classes. As seen above, adding a relation A → B
to an ontology can cause the derived linkograph L′ to have
links between nodes, with initial node labeled A and ter-
minal node labeled B, that are not present in the target
linkograph L. Let O(A,B) be the set of these links and call
these links overlinks. Formally, define

O(A,B) = {(n,m) ∈MN | L(n) = A ∧ L(m) = B

∧ (n,m) ∈ L′

∧ (n,m) /∈ L}.

Note that since the derived linkograph contains all links
(n,m) with L(n) = A and L(m) = B, it is not possible
for such a link (n,m) to be in L and not in L′. Thus, when



A → B is in the ontology, then O(A,B) contains all the
links with initial node labeled A and terminal node labeled
B that are different between the linkographs L and L′. On
the other hand, when A → B is not in O, then L′ does
not contain any of the links (n,m) with initial node labeled
A and terminal node labeled B. Thus, O(A,B) = ∅. The
dual notion to consider, in this case, is that of underlinks,
which are the links present in L that are not present in L′.
Formally, define

U(A,B) = {(n,m) ∈MN | L(n) = A ∧ L(m) = B

∧ (n,m) /∈ L′

∧ (n,m) ∈ L}.

Dual to overlinks, when A → B is not in O, then U(A,B)
contains all the links (n,m) with L(n) = A and L(m) = B
where L′ and L differ, and when A→ B is in O, U(A,B) =
∅.

By taking the union of O(A,B) and U(A,B), we get all
links with initial node labeled A and terminal node labeled
B where the derived linkograph and target linkograph dif-
fer. Performing this union for all pairs of abstraction classes
A,B ∈ Abs, yields L∆L′ :=

⋃
A,B∈Abs{O(A,B)∪U(A,B)},

which contains all links that are different between L and
L′. Thus, the size of the set L∆L′, denoted |L∆L′|, can be
used to measure the difference between the two linkographs.
If |L∆L′| is normalized by the total possible links, |MN |,
and subtracted from 1, we get a measure of the difference
between the two linkographs that is 0 if they share nothing
in common and 1 if they are the same. Define the accuracy
of L′ with respect to L as

A(L,L′) = 1− |L∆L′|
|MN |

.

Returning to the example of the linkograph L in Figure 5 and
the current ontology O in Figure 3, the accuracy A(L,L′)
can be used to determine if any relation A → B should be
added to or removed from the ontology O. As a concrete
example, consider the relation Look → Look. With this
relation, the accuracy between the derived and target linko-
graphs is A(L,L′) = 0.83. However, if the relation Look →
Look is removed to produce the derived linkograph L′′, then
the accuracy is A(L,L′′) = 0.92. So, the relation should be
removed from the ontology.

Now that we have a method to determine if a relation
should be added or removed, the next step is to iterate the
process to achieve progressively better approximations. As
an initial approach, we consider all the possible relations
to add to and all the possible relations to remove from the
ontology and add or remove the relation that leads to the
best improvement in the accuracy. Then, repeat the pro-
cess a given number of times. Algorithm 1 illustrates this
method that we call the Brute Force Minimum Similarity
(BFMS) algorithm. This algorithm is recursive and starts
with an initial ontology o and a target linkograph lg. The
variables o′ and a′ keep track of the current best ontology
and resulting accuracy from the target linkograph, respec-
tively. Similarly, o0 and a0 keep track of the change in the
ontology and accuracy for a single relation added, while o1
and a1 keep track of the change in the ontology and accu-
racy for a single relation removed. Finally, the variable m
limits the number of times the ontology is modified.

With any algorithm, it is usual to consider the complex-

Algorithm 1 Brute Force Minimum Similarity

1: a′ ← calculateaccuracy(o, lg)
2: o′ ← copy.deepcopy(o)
3: if 0 < m then
4: abstractionclasses ← createabstractionclasses(lg)
5: for initial in abstractionclasses do
6: for terminal in abstractionclasses do
7: pair ← (initial, terminal)
8: o0 ← copy.deepcopy(o)
9: if initial in o then

10: if terminal in o[initial] then
11: o0 ← subtractrelation(o0, pair)
12: else
13: o0 ← addrelation(o0, pair)
14: end if
15: else
16: o0 ← addrelation(o0, pair)
17: end if
18: a0 ← calculateaccuracy(o0, lg)
19: o1, a1 ← recurse(lg, o0, m - 1)
20: if a0 > a′ then
21: o′ ← o0
22: a′ ← a0

23: end if
24: if a1 > a′ then
25: o′ ← o1
26: a′ ← a1

27: end if
28: end for
29: end for
30: end if
31: return o′, a′

ity in terms of important input variation. The complexity is
important for comparing the BFMS algorithm with a more
refined version that we introduce later. We consider the
complexity dependent on the number of nodes, N , in the
linkograph, the size of the set of abstraction classes, |Abs|
and the number of allowable changes, m. To start the anal-
ysis, we describe complexity estimates for each of the sub-
functions involved in the algorithm, starting with caclu-

lateaccuracy. This function has a worst case complexity of

O(N(N−1)
2

) = O(N2), since a basic algorithm for calculating
this quantity considers every possible link inMN and counts
those links that are exactly in one of the two linkographs.

The size of the set MN is N(N−1)
2

since it is the number of
pairs of possible nodes [2]. Finally, the rest of the accuracy
calculation is just the O(1) operations of subtraction and
division. To analyze the complexity of operations involving
the ontology, we assume that the ontology is stored as a set
of abstraction classes Abs and a set of relations R. Further-
more, for a worst case upper bound, we assume the number
of relations is |Abs|2, which is the maximum possible num-
ber of relations for |Abs| abstraction classes. Under these
assumptions, copying the ontology (copy.deepcopy), is an
O(|Abs|+ |Abs|2) = O(|Abs|2) operation, subtracting a rela-
tion (subtractrelation) is an O(1) operation, and adding
a relation (addrelation) is an O(1) operation. Lastly, the
function createabstractionclasses considers the abstrac-
tion class label on every node, which takes O(N) operations.
For a worst case bound, we assume that the resulting set of



abstraction classes, abstractionclasses, is the full set Abs.
Now that we have estimates for each of the sub-functions,

we can derive an estimate for the complete BFMS algorithm.
To start, we let P (|Abs|, N,m) be the cost of the algorithm.
Note that P (|Abs|, N, 0) = O(1), since line 3 exits the algo-
rithm when m = 0. As mentioned above, lines 1, 2 and 3
contribute a cost of O(N2), O(|Abs|2), and O(N), respec-
tively. Collectively, their cost reduces to O(N2 + |Abs|2),
provided N > 1. The loops starting at lines 5 and 6 con-
tribute O(|Abs|2 ·L(|Abs|, N,m)) where L(|Abs|, N,m) is the
cost of the interior of the loops given by lines 7-27. Letting
the cost of all interior O(1) operations be c, the cost of
L(|Abs|, N,m) is O(|Abs|2 + N2 + P (|Abs|, N,m − 1) + c)
due to the copying of the ontology on line 8, the accuracy
calculation on line 18 and the recursive call on line 19. Thus,
we have an estimate for P (|Abs|, N,m) as:

P (|Abs|, N,m) = O(|Abs|2 · (|Abs|2 + N2

+ P (|Abs|, N,m− 1)))

To simplify the unraveling, we consider three cases achieved
by holding two of the three |Abs|, N and m constant while
varying the third. The estimates are then

Abs,N fixed⇒ O(|Abs|2(m+1)),

Abs,m fixed⇒ O(N2),

N,m fixed⇒ O(|Abs|2(m+1)).

In other words, the BFMS algorithm is exponential in m,
quadratic in N and polynomial in |Abs|.

One obvious question to ask is whether or not we can
choose m large enough so that the accuracy is maximized.
This question leads, in turn, to a subsequent question of
whether or not there is an ontology that maximizes the ac-
curacy in the first place. The answer is yes there is an ontol-
ogy that maximizesA(L′,L). To see there is a best ontology,
it is important to note that adding or removing a relation
A→ B only affects the links involving an initial node labeled
A and a terminal node labeled B. Thus, one can consider
the accuracy when the relation A→ B is present and when
it is removed. Each relation needs to be considered only
once. This idea is formalized in Theorem 1. Before stating
the theorem, it is convenient to introduce another pair of
sets S(A,B) and S̄(A,B) related to links between abstrac-
tion classes A and B. The set S(A,B) is the set of links
from nodes labeled A to nodes labeled B that are in L and
S̄ are those links that are not in L. Formally, we define

S(A,B) = {(n,m) ∈MN | L(n) = A ∧ L(m) = B

∧ (n,m) ∈ L}.

and

S̄(A,B) = {(n,m) ∈MN | L(n) = A ∧ L(m) = B

∧ (n,m) /∈ L}

Using these two sets, statements about overlinks and under-
links can be transferred to statements about sets that do
not refer to the derived linkograph. As noted above, when
A → B ∈ O, then U(A,B) = ∅ and O(A,B) contains all
the possible links from nodes with initial label A to nodes
with terminal label B that are different between L′ and L.
Moreover, S̄(A,B) = O(A,B), in this case, since the only
difference between the two definitions is that O(A,B) re-
quires the link (n,m) to be L′, which is automatically sat-

isfied when A → B ∈ O. Thus, S̄(A,B) contains all the
possible links whose initial nodes are labeled A and whose
terminal nodes are labeled B that are different between L′
and L. A similar analysis leads to S(A,B) containing all
differing links whose initial nodes are labeled A and termi-
nal nodes are labeled B when A → B /∈ O. It follows that
minimizing the links that differ between L and L′ amounts
to determining which is the smaller set: S̄(A,B) or S(A,B).
If S(A,B) is smaller, then do not include A → B in O, so
then, the two linkographs differ by S(A,B). On the other
hand, if S̄(A,B) is the smaller set, then include A → B in
O, so then, the two linkograph differ by S̄(A,B). By using
this procedure, L∆L′ is made as small as possible, which in
turn, makes A(L,L′) as large as possible. Thus, we have
proven:

Theorem 1. Let L be a linkograph on N nodes, O be
an ontology with abstraction classes Abs, L : N<N → Abs
be a labeling with labels in Abs and L′ = L(O, L) be the
derived linkograph. The accuracy A(L,L′) is maximized by
the ontology O if and only if O satisfies the following two
conditions:

• if |S̄(A,B)| > |S(A,B)|, then A→ B ∈ O,

• if |S̄(A,B)| < |S(A,B)|, then A→ B /∈ O.

From Theorem 1, we see that to find the ontology that
produces a derived linkograph whose accuracy compared to
the target linkograph is maximized, it is enough to consider
every relation A → B once. Thus, we can do better than
the BFMS algorithm by removing the recursive call and just
looping through each possible relation. We still include a
limiting number m of changes that are allowed so that the
new ontology is not too different from the starting ontology.
Furthermore, we sort the relations according to which rela-
tions have the potential to impact the accuracy the most.
This potential is measured by determining, for each rela-
tion A→ B, how many pairs of nodes have the initial node
labeled A and terminal node labeled B. The resulting algo-
rithm, which we call High Impact First Minimum Similarity
(HIFMS), is shown in Algorithm 2. In Algorithm 2: o is
the original ontology, lg is the target linkograph, o′ is the
current best ontology, a′ is the associated current best accu-
racy, ô is the proposed ontology, â is the associated proposed
accuracy and m is the maximum allowed changes.

To analyze the complexity of the HIFMS algorithm, we
make the same assumptions as before, that is, we let N
be the number of nodes in the linkograph, we let |Abs|
be the number of abstraction classes, and we assume that
the ontology is implemented as a set of abstraction classes
and a set of relations. We then get the same estimate of

O(N(N−1)
2

+ (|Abs′| + |Abs|2) + N) = O(N2 + |Abs|2) for
lines 1-4. Again we assume that abstractionclasses is the
full set Abs. Then, creating the pairlist in lines 6-10 is
an O(|Abs|2) operation. For sorting the pairs in line 11,
we will assume a Mergesort complexity bound, so the worst
case complexity for line 11 is given by O(|Abs|2 log (|Abs|2))
which simplifies to O(|Abs|2 log (|Abs|)). For the loop start-
ing at line 12, the interior has a complexity on the order

of O(|Abs|2 + N(N−1)
2

+ c) for some constant c representing
the number of O(1) operations. This estimate reduces to
O(|Abs|2 + N2). But how many times does this loop run?
Unlike in the case of the BFMS algorithm, where the max-
imum number of changes m effectively causes the loop to



Algorithm 2 High Impact First Minimum Similarity

1: a′ ← calculateaccuracy(o, lg)
2: o′ ← copy.deepcopy(o)
3: if 0 < m then
4: abstractionclasses ← createabstractionclasses(lg)
5: pairlist ← []
6: for initial in abstractionclasses do
7: for terminal in abstractionclasses do
8: pairlist.append((initial, terminal))
9: end for

10: end for
11: sortedpairlist ← sortpairlist(pairlist, lg)
12: for pair in sortedpairlist do
13: ô ← copy.deepcopy(o′)
14: if pair[0] in ô then
15: if pair[1] in ô[pair[0]] then
16: ô ← subtractrelation(ô, pair)
17: else:
18: ô ← addrelation(ô, pair)
19: end if
20: else:
21: ô ← addrelation(ô, pair)
22: end if
23: â ← calculateaccuracy(ô, lg)
24: if â > a′ then
25: m -= 1
26: a′ ← â
27: o′ ← ô
28: if 0 == m then
29: break
30: end if
31: end if
32: end for
33: end if
34: return o′, a′

repeat, the break condition of lines 28 and 29 provides an
early termination for the loop contingent on m. Thus, the
loop may not execute for every pair in pairlist. However,
if m is large enough, for example, if m is larger than size
of pairlist, then the loop will execute for every pair in
pairlist. So, as a worst case bound, we assume that the
loop executes |Abs|2 times, which is the size of pairlist.
Thus, as a worst case bound, we have

O(N2 + 2|Abs|2 + |Abs|2 log (|Abs|)
+ |Abs|2 ∗ (|Abs|2 + N2))

If we fix |Abs| and consider the complexity in N , then we
get an estimate of O(N2). If we fix N and consider the
complexity in |Abs|, we get an estimate of O(|Abs|4). Thus,
the algorithm is quadratic in the number of nodes and poly-
nomial in the number of abstraction classes. In practice,
the number of abstraction classes will not be large, so the
complexity bound in |Abs| should not be large. For exam-
ple, in Figures 2 and 3 the number of abstraction classes
is |Abs| = 3. However, the algorithm can be adapted to
change the ontology in place, which will knock the complex-
ity in |Abs| down to quadratic.

5. IMPLEMENTATION

Figure 7: LinkShop-derived linkograph from Figure 2 ontol-
ogy.

Figure 8: LinkShop-derived linkograph from Figure 3 ontol-
ogy.

The LinkShop system is a multi-purpose tool for visu-
alizing and manipulating the models detailed in Fisher, et
al. [2]. The system provides a full pipeline for linkograph
analysis via features such as saving and displaying mod-
els, modifying abstractions and ontologies visually, creat-
ing linkographs and generating and comparing linkograph
and sub-linkograph statistics. Extending the system to sup-
port ontology refinement required adding the ability for a re-
searcher to add or remove links from an existing linkograph.
When performing an ontology refinement the researcher first
selects an ontology and a linkograph. Figures 7 and 8 show
the researcher experimenting with the Figure 2 and 3 ontolo-
gies, respectively. Next, the researcher modifies the linko-
graph by adding and removing desired relations as shown
in Figure 9 and selects the maximum number of allowable
changes. The system then performs the HIFMS algorithm
on the inputs and returns the resulting ontology as well as
the calculated accuracy. The results are then displayed to
the researcher as shown in Figure 10.

6. NUMERICAL RESULTS
In our pursuit of improving the rigor of linkography work,

we searched for key metrics. We converged on accuracy
and similarity, which we discussed in Section 4. Accuracy
measures the fidelity with which an ontology can reproduce
a given linkograph. Recall that accuracy is given by:

A(L,L′) = 1− |L∆L′|
|MN |

(2)



Figure 9: Human-modified linkograph in LinkShop.

Figure 10: Accuracy report of refined ontology in LinkShop.

Similarity is the number of relation modifications allowed to
transform between two given ontologies. Table 1 presents
the accuracy performance of HIFMS given different mini-
mum similarities. As a basis of comparison, we use an on-
tology with the maximum accuracy obtained by considering
all possible relations. Our experimental input is a data set of
47 console sessions. With the maximum constraint, at most
one change, HIFMS yields an overall accuracy of 75.2%. As
expected, when we relax this constraint, the accuracy im-
proves and approaches the theoretical limit of 81.2%.

Any practical ontology refinement algorithm should have
an implementation with a reasonable computational com-
plexity. In particular, we are concerned about time com-
plexity. Our time complexity metric is very simple: run
time in milliseconds (ms). Tables 2 and 3 present the run-
time performance of BFMS and HIFMS. While the time
complexity of BFMS grows exponentially with the maxi-
mum changes allowed, the time complexity of HIFMS is near
constant, which matches our algorithmic complexity estima-
tions in Section 4 since the number of nodes and abstraction
classes remain constant. The 19 ms penalty (31 ms versus
12 ms) observed when maximum changes is equal to one is
explained by HIFMS calculating impactfulness and sorting
the relations at the beginning.

7. CONCLUSIONS AND FUTURE WORK
In this article, we have demonstrated the construction of

both linkographs and ontologies for generating them in or-
der to analyze cyber attacks. We have shown how the links

Table 1: Accuracy of HIFMS.

HIFMS HIFMS HIFMS HIFMS Threshold
(1) (2) (3) (4) (Ideal)

75.2% 79.0% 80.2% 80.5% 81.2%

Table 2: Time complexity of BFMS.

Maximum Solutions Runtime
Changes Considered (ms)

1 25 12 ms

2 25 + 252 190 ms

3 25 + 252 + 253 4882 ms

4 25 + 252 + 253 + 254 124847 ms

5 25 + 252 + 253 + 254 + 255 3192626 ms

Table 3: Time complexity of HIFMS.

Maximum Solutions Runtime
Changes Considered (ms)

1 < 25 31 ms
2 < 25 31 ms
3 < 25 32 ms
4 < 25 33 ms
5 < 25 36 ms

in a derived linkograph stem from an ontology, and more
importantly, how an improved ontology results from human
modifications to a linkograph. This process of ontology re-
finement not only makes it possible to increase the automa-
tion of linkograph analysis, it provides a method to intro-
duce minor adjustments that can improve the accuracy of
an adversary model or track the evolution of an adversary
adopting new tactics, techniques and protocols.

We have described our journey in the discovery of two
ontology refinement algorithms: BFMS and HIFMS, which
allow us to provide a definition for refinement accuracy based
on the difference between the derived and target linkographs.
This metric provides a way to systematically and continu-
ously check progress. Our complexity analysis also enables
quantitative measurement of the cost of achieving that ac-
curacy.

By enhancing LinkShop to support the ontology refine-
ment process using these algorithms, we can now demon-
strate the effectiveness of this iterative process and provide a
proving ground for researchers as well as a situational aware-
ness tool for analysts.

Several opportunities exist for future work in this area.
One avenue is to pursue a refinement methodology that in-
corporates changing the abstraction classes in conjunction
with the relations; this addresses the inconsistent linking
problem we discussed in Section 3. A more broad research
direction is to consider models of behavior. Since the meth-
ods described in this article show how to refine ontologies
and measure linkograph accuracy, this process can be used
to quantitatively compare models, say, of two different at-
tackers or the same attacker over time. Once cyber attack
behavior has been modeled, we can model the defensive side
at the same level of granularity. With both sets of models in
hand, game theoretic methods can be used to create what-
if scenarios. We could derive and measure the effectiveness
of defensive strategies given a specific attacker model and
provide feedback in real time to the defender when a strat-
egy appears to be losing its edge. Finally, although we have
designed the ontology refinement process in the context of
linkography, we hope it sparks ideas for machine learning re-
searchers who constantly run into the problem of a shortage



of reliable labeled data by introducing the idea of human-
guided refinement of roughly characterized initial data.
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