Physically Unclonable Digital ID

Sung Choi, David Zage, Yung Ryn Choe, Brent Wasilow

Mobile Service {schoi, djzage, yrchoe, bwasilo}@sandia.gov
Motivation PUDID Architecture and Applications
To avoid technical challenges associated with classical PUF ) ) ) )
devices Uniquely Identify End-User and Phone Using Optical PUF
u Granular environmental control
[ | Pure energy source generation
] Exposure of challenge-response pair (CRP)
] Size, weight, power, and cost to manufacture and deploy -
Optical scmlmlier, CRP algorithm Device speciic
. Security guarantees e e o [> (encmors |]::> cRe Ao
hardware PUF image)

Our Contribution
Physically Unclonable Digital ID (PUDID) and Quasi-PUDID
Q-PUDID):

] Uses simple, inexpensive, macroscopic, and pluggable PUF
components to produce reliable and difficult to reproduce results
[ ] Q-PUDID leverages PUF-like capabilities by using a tamper

resistant device that modifies input data, using a black-box
mechanism, in an unpredictable way

] Intertwines a dynamic human component with a unique,
physically unclonable device (i.e., true two-factor
authentication).

[ ] Q-PUDID Device ID is never exposed to any third parties in its
manufacturing process

[ ] Uses a combination of a series of hash functions to produce
high mathematical barriers to cryptanalysis

[ | Randomness can be controlled by modifying the hash size and
CRP, offering assurance level calculations

u Separates the CRP; traditional PUF devices produce a response

on the same device, exposing it to cryptanalysis

| Makes it possible to physicalize the public/private key model; the
PUF hardware acts as the private key and the CRP is the public
key; CRP algorithm leakage will not compromise the identity of
the device as it is physically impossible and/or cost prohibitive to
manufacture that specific device
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**Message Digest and Hash functions are used inter-changeably
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