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Assume every node has a "temperature": hot (1), cold (-1), or Pristine Tampered
unknown (0). A community's temperature is the average of its nodes.

The adversary's goal is to move a specific "probe" node from a hot,
obvious community into a cooler community.

The adversary's only method, here, is to add edges between the
probe node and other nodes.

But which edges, in what order? We abstract an "attack" as a method Brobe moved into cooler
for generating a sorted order of all of the nodes in a graph, to be Natural Communities community via added edges

linked to one at a time. _ | _
Tentative conclusions: smart attacks are indeed

better than random attacks, and paying attention

5 Data description: a web graph formed to “stable structure” is the most effective so far.
8 8¢o] by combining the two hop ego - TEEe =
il e Networks of HTML links from a variety B |
17 @o@@%% 2 3 of ham radio related home pages. 804
“&%i+., ' nodes, 1137 edges, roughly 17 — =
&9 g3 communities as detected by Louvain.

| === 1 Stable structure analysis: Louvain has a (mildly)
S | random outcome. Define an “always” community as
a group of nodes that were always in the same
community across many Louvain runs. Then link to
all the nodes in the coldest always community, then
the next coldest, and only at the end to link to the

Attack plots: number of edges added on
X, temperature of probe node's
community on y. 100 runs each, with
mean and std of temperature plotted.
An effective attack goes to -1 (cold)
quickly and stays low as long as

: A random attack, for calibration. less attached cold, unknown, and hot nodes.
possible.
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A less silly temperature-stratified random attack The "cold and lonely" attack: link to cold nodes in ~ "Always® communities as The "always” attack.
increasing degree, then unknown nodes, then hot.  reflected by node similarity.
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