
STATE OF CALIFORNIA – NATURAL RESOURCES AGENCY EDMUND G. BROWN JR., Governor 

The Energy Commission is currently soliciting ideas and stakeholder input for the 2018 – 2020 
EPIC Triennial Investment Plan. For those that would like to submit an idea for consideration in 
the 2018-2020 EPIC Triennial Plan, we ask that you complete the form below. Submittals are 
due by 5:00 p.m. on February 10, 2017. 

Part 1. Initiative Description and Purpose: 
1. Please provide a brief description of the proposed initiative:

2. What technical and/or market barriers would the proposed initiative help overcome? For scientific
analysis and tools, what knowledge gaps would the proposed initiative help fill?
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Part 2. Benefits and Impacts 
3. If this initiative is successful, either fully or partially, what would be the expected impact?

Who are the primary users and/or beneficiaries?

4. Describe what quantitative or qualitative metrics or indicators would be used to evaluate
the impacts of the proposed initiative:
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5. Please provide a list of peer-reviewed references that support the responses for questions 3
and 4. Proposed initiatives that include peer-reviewed references will be given stronger
consideration.

6. (For technologies only) What competitive advantages does the proposed technology
solution have over current benchmark technologies? If the technology is beyond the
prototype stage, what strategies do you suggest to bring to scale?
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Part 3. Connection to Energy Commission’s EPIC Framework 
Energy Commission staff have developed a draft strategic framework to guide the CEC’s 
planning and implementation of EPIC across triennial investment cycles. One of the objectives 
of the draft strategic framework is to communicate a consistent set of priorities for organizing 
current and future EPIC investments. 

7. Please indicate which of the following strategic framework themes you feel the proposed
initiative best fits within:

• Advance Technology Solutions for Deep Energy Savings in Building and Facilities
• Accelerate Widespread Customer Adoption of Distributed Energy Resources
• Increase System Flexibility from Low-Carbon Resources
• Increase the Cost-Competiveness of Renewable Generation
• Create a Statewide Ecosystem for Incubating New Energy Innovations
• Maximize Synergies in the Water-Energy-Food Nexus
• Develop Tools and Analysis to Inform Energy Policy and Planning Decisions
• Catalyze Clean Energy Investments in California’s Underrepresented and

Disadvantaged Communities

If Other, Please Specify 
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	If Other Please Specify: Cybersecurity for the grid.
	Description and Purpose: The electric utility industry is undergoing significant transformations in its operation model, including a greater emphasis on automation, monitoring technologies, and distributed energy resource management systems (DERMS). With these changes and new technologies, while driving greater efficiencies and reliability, these new models may introduce new vectors of cyber attack. The appropriate cybersecurity controls to address and mitigate these newly introduced attack vectors and potential vulnerabilities are still widely unknown and performance of the control is difficult to vet.
This proposal argues that modeling and simulation (M&S) is a necessary tool to address and better understand these problems introduced by emerging technologies for the grid. M&S will provide electric utilities a platform to model its transmission and distribution systems and run various simulations against the model to better understand the operational impact and performance of cybersecurity controls.
	Technical and Market Barriers: M&S will help the electric utility industry achieve the following:
1) The M&S platform will allow electric utilities to safely test various cyber scenarios within a simulated environment, rather than a production one. This allows for more deterministic results, including the degree of impact an exploitation will have on the grid and the customer. Impact studies resulting from M&S testing will assist cybersecurity organizations to determine which mitigations to focus their attention to and enables them to become more tactical in cybersecurity planning and investment.
2) The M&S platform will allow utilities to test any desired new technologies at scale and will assist in determining the attack vectors introduced by these new systems and their impact on the grid. The results from this testing will assist in determining the appropriate and most effective cybersecurity controls to employ before implementation of any changes to production grid environment.
3) M&S will help determine the effectiveness of proposed cybersecurity controls. The platform will also help reveal unintended negative consequences resulting from new cybersecurity controls and, in response, the control will be readjusted accordingly to minimize the risk of negative impact to grid operations.
	Expected Impact: 1) Expedited discovery of any critical cybersecurity technology or capability gaps.
2) Increase cybersecurity maturity, effectiveness, and controls for the organization.
3) Increased optimizations in the deployment of new cybersecurity controls.
4) Increased grid reliability.

	Metrics or Indicators: This initiative will leverage cybersecurity metrics already established and vetted by standardization bodies and academia. These include:
1) ES-C2M2 (Electric Sector Cybersecurity Capability Maturity Model): These set of metrics measure the current maturity capability of a cybersecurity program. This initiative will use these set of metrics to determine the improvement of cyber capabilities over time as the program leverages the M&S tool. 
2) NIST Cybersecurity Framework for Critical Infrastructure; These metrics defined by NIST are a common reference point for cybersecurity organization to measure their ability to prevent, detect, and respond to cyberattacks. M&S will be used to determine planning of cyber controls and will look towards the NIST Cybersecurity Framework to determine how optimizations determined by M&S will improve these metrics.
3) EPRI Security Metrics for the Electric Sector: These sets of metrics are focused on the effectiveness of cybersecurity programs. These metrics will be used to determine how M&S improves operational processes of a cybersecurity program as they employ the M&S tool. 
	Peer-Reviewed References: The following references support the feasibility of co-simulating cyber systems with the grid:
B. M. Kelley, et al, A Federated Simulation Toolkit for Electric Power Grid and
Communication Network Co-simulation, in proceedings of 2015 Workshop on Modeling and
Simulation of Cyber-Physical Energy Systems, (Seattle, WA, April 2015)
S. Easterbrook, A Hierarchical Systems Approach to Model Validation, in proceedings of
American Geophysical Union Fall Meeting 2011, (San Francisco, CA, Dec 13-17, 2011)
J. Nutaro, P. Kuruganti, L. Miller, S. Mullen, M. Shankar, "Integrated hybrid-simulation of electric power and communications systems", Power Engineering Society General Meeting 2007 IEEE, pp. 1-8, June 2007.
K. Hopkinson, X. Wang, R. Giovanini, J. Thorp, K. Birman, D. Coury, "EPOCHS: a platform for agent-based electric power and communication simulation built from commercial off-the-shelf components"; Power Systems IEEE Transactions, vol. 21, no. 2, pp. 548-558, May 2006.

The following references support the use of test bed environments for cyber security testing.
C. Davis, J. Tate, H. Okhravi, C. Grier, T. Overbye, D. Nicol, "SCADA cyber security testbed development"; Power Symposium 2006. NAPS 2006. 38th North American, pp. 483-488, Sept 2006.
	Competitive Advantage: Currently, no M&S platform exists as a commercial tool to assist electric utilities with their cybersecurity programs. As the M&S platform develops, the initiative will work with subject matter experts employed by the electric utility industry to collect feedback and drive the feature requirements desired for this platform. Through the final stages of development of the M&S platform, the initiative will develop user interface programs for the M&S platform to create ease-of-use and encourage widespread adoption of the tool to allow electric utilities to model their portion of the grid. 
	Framework Fit: [Develop Tools and Analysis to Inform Energy Policy and Planning Decisions]


