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Spent Fuel Security Research

= DOE-NE Material Protection, Accounting, and Control
Technologies (MPACT)
* Spent Fuel Ratio (SFR)
* Modeling of multi-stage sabotage scenarios
 Evaluation of security for conceptual interim storage facilities

« 2020 roadmap for used fuel extended storage (UFXS) security and
safeguards by design (SSBD)

= DOE-NE Used Fuel Disposition (UFD)
* Force-on-force simulations for various guard force configurations

« Consequence modeling studies of sabotage events
— Including economic modeling for clean-up

= NRC - Office of Nuclear Security Incident Response (NSIR)
« Advise NRC staff on potential source terms from sabotage scenarios

* Provide technical expertise to assist NRC staff with ISFSI and MRS
rulemaking activities
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Collaboration Activities
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Surrogate fuel pellets may aerosolize differently than actual spent
fuel

« Spent fuel pellets undergo changes to bulk material properties such as
density and porosity due to irradiation

Data needed to scale release fractions determined from previous
large-scale tests conducted with surrogate (DUO,)

SFR quantifies the respirable aerosols produced by an high energy
device (HED) acting on spent fuel compared to a surrogate material

RF
e SFR = _>eentPuel “aerodynamic Equivalent Diameter (AED) < 10 ym

Surrogate
« Comparisons must be made under identical conditions

— Statistically significant number of experiments are required

— Or modeling using acceptable, simplifying assumptions

Underlying physics highly complex
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Spent Fuel Ratio Results

Initial Density (g/cc)
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112 » Determined for maximum burnup
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z 108 = SFR effectively linear with
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1.04 currently assumed
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Sabotage Modeling

= Collaborating with LLNL

= Multiple models required to capture physics over length scales
with six orders of magnitude
 Various treatments of fuel and cask using shock physics modeling

— Bulk models — Overall cask response, homogenous or simplified fuel treatment
— Refined fuel models — Fuel level modeling, discrete pellets with cladding

« Empirical relationship used to define respirable fractions
— Based on limited, small sample tests

nt Less than 10 pm AED
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Consolidated Interim Storage

= Collaborating with SRNL and
ORNL
= Apply site definition for modeling
» Force-on-force
« Source term calculation
« Consequence analysis

 Evaluation for difficulty of attack
i R = Provide feedback to facility
N\ planners
= ) . .
— * Changes to improve security and/or

I { reduce vulnerability
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Analysis Methods

[Consequence Analvsis\ -,
» Assume ADV success
» Source terms

* Engineering analysis
» Large-scale testing
 Dispersion analysis

Consequence

* Source RIMES Score (
characteristics ‘ STAGE
« Weather - ~, | ¢ Force-on-force
> opl RIMES simulator
. c Location / terrain J| + Expert panel . Bottom-up appro.a.ch
 Top-down evaluation of » Compute probability
security of neutr_allzatlon
. Assigns levels of » Evaluate different
difficulty security measures
« Aggregated score » GF configurations
« Assumes > 67% ADV 4 Access delay

SUCCeSS




Consequence

U.S. DEPARTMENT OF

ENERGY

Nuclear Energy

Combined Results

I
.Response

Improve
Security

40 60
RIMES Score

= Are the consequences
acceptable?

« Can the consequence be
mitigated by improving the
system response to the attack?

— Evaluated with consequence
analysis
= |s the postulated attack
beyond the DBT?

« Can security be improved to

make the attack more difficult?
— Evaluated with STAGE
— Changes to GF configuration
— Additional access delay
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USED FUEL DISPOSITION
CAMPAIGN
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Security Considerations for Transport

= Significant technical overlap
with onsite storage

* Design basis threat

e « Source term definitions

» Dispersion analyses
Substantial differences in
security from fixed storage sites

* Detection times considerably
shorter

* More constraints on physical delay
and denial (primarily weight)

« Emphasis on primary (on-train)
security

13
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Research Topics

= Previously investigated various security force configurations
and potential delay/denial technologies
« ldentified best configuration to defend against currently assumed DBT

= Currently exploring consequence modeling for transport
scenarios
» Use source terms from previous storage studies
* Investigate potential economic impact of a successful attack using
different assumptions
— Location of attack
— Level of remediation

14
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NSIR RULEMAKING SUPPORT
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Support of Rulemaking for SNF Storage

= NRC-HQ-11-14-D-0002 — Rulemaking and Guidance Development for
Security Requirements Related to Storage of Spent Nuclear Fuel
» Scope: Provide technical expertise to assist NRC staff with ISFSI and MRS
rulemaking activities and with associated regulatory guides

» Driver: The Commission has directed NSIR staff to update security
requirements for the storage of SNF and HLW from a prescriptive DBT
approach to a performance, dose-based approach

« Status: Drafting SNSI and SGI reports to support NSIR staff

* Impact: Development of a performance based DBT approach requires
significant technical work to develop usable unclassified and safeguards
information guidance documents for staff and industry

16
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Current Activities

= Activities: Ongoing information exchanges
* NSIR staff attended MPACT classified meeting on September 17, 2015
« MPACT/NSIR classified meeting on October 20, 2015
+ SGI meeting with stakeholders (Currently unscheduled)

= |Issues: Ongoing, parallel activities that inform current analyses
 NRC/RES (NRC-HQ-6014-D-0019): Bi-modal thermal attack scenario

« DOE/NE-52 (MPACT): Spent fuel ratio (SFR) modeling and bi-modal
explosive attack scenario

17
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Several research activities with relevance to spent fuel security
Sponsors at DOE/NE-52 (MPACT and UFD) and NRC/NSIR

Collaborations with several national labs (LANL, SRNL, ORNL,
and LLNL)
Wide range of technical topics including:
« Spent Fuel Ratio modeling
« Complex sabotage scenario modeling
« Source term evaluations
* Force-on-force modeling
« Consequence modeling including economics
« Security evaluations of conceptual consolidated interim storage facilities
« 2020 roadmap for used fuel extended storage
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