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Range of threats
- WMD smuggling
- Weaponized LNG ships
- Cyber attacks _ Courtesy: telegraph.couk

Philosophical Transition:

— From anti-smuggling to
Coutesy: nitorg anti-terrorism post 9/11

Courtesy: safety4sea.com

Need new approach to meet US port security needs

- 100% scanning mandate expensive/ineffective
- Coordinate multi-entity intel gathering
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The views expressed herein are those of
the author and do NOT reflect the official
policy, position or recommendation of
Sandia National LLaboratories, the National
Nuclear Security Administration, the
Lockheed Martin Corporation, the U.S.
Department of Energy or the U.S.
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History of Port Security Legislation

— 9/l —>

Emphasis = ‘anti-smuggling’ Emphasis = ‘anti-terrorism’
* Port & Waterways Safety * Maritime Transportation
Act of 1972 Security Act (MTSA) of 2002
* Coast Guard and Maritime Act
of 2004

* Intelligence Reform and
Terrorism Prevention Act of
2004

* National Strategy for Maritime
Security (2005, 20137)
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USG Port Security Programs

Sponsoring Stakeholder Port-Security Goal

International Ship International Maritime Informs security measures through standardized assessments of
and Port Facility Organizations (IMO) vulnerabilities, risks, threats & consequences (Helmick, 2008;
Security (ISPS) Code International Maritime Organization, 2012).

Customs-Trade Customs and Border Patrol Incentivize enhanced supply chain security with expedited cargo
Partnership Against N(@®:1Y) processing through U.S. ports (Frittelli, 2005; O’Connell, 2009)
Terrorism (C-TPAT

Container Security Customs and Border Patrol Pre-screen ‘high-risk’ U.S.-bound containers (U.S. Customs &
Initiative (CSI (CBP) Border Protection, 2011)

Secure Freight Department of Homeland Scan U.S.-inbound containers for radiation & information risk

Initiative Security (DHS) & Department factors at foreign ports (U.S. Department of Homeland Security,
of Energy (DOE) 2012)

Transportation Security Pilot project to verify the contents & physical integrity of a

Commerce Administration (TSA) container from origin to destination (Frittelli, 2005)

W\ L2 e N BT BT S National Nuclear Security Provides a multilayered network to detect nuclear or radiological
Administration (NNSA) materials at key international ports (U.S. National Nuclear Security

Administration, 2010)
Maritime Domain Multi-stakeholder Provides multi-source information flows that analyze behavioral
Awareness (MDA) patterns to more quickly identify potential threats (Frittelli, 2005)

Copyright: A. Williams mﬂﬁ@




Current Approaches
Slide 6 of 25

‘series of security nets that provide layers of protection necessary to

effectively manage security risks’ [U.5. DHS, 20058, p3]

* Implementation ranges from voluntary pote and
orts an Vessels and
Port Facilities Small Boats Infrastructure

programs to bilateral government agreements
(previous table)

* Similarly varying analytical approaches

— Risk management to minimize R=PxC

[Akhtar, Bjornskau, & Veisten, 2010; Ghafoori & Altiok, 2012]

- Game theoretic optimization of
purchasing equipment to meet 100% cargo
scanning mandate [Gronis & Prasafiis, 2010]

— Monte Carlo simulations to estimate risk

reductlons [Akhtar, Bjornskau, & Veisten, 2010]

[U.S. DHS, 2005a., p.3]

- Econometric model optimization for
sensor placement around a port [sus 2013
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What’s Missing?

— Considering a port as a complex, — Dynamic & interactive complexity
socio-technical system *  The reality of the ‘insider threat’ &
*  Need to better mitigate vulnerability flawed security design [0'Conncl, 2009]
of cargo containers as means of *  Vulnerabilities from redundancy,
terrotism [Frielli, 2005] complacency & threat escalation
eqe . [Sagan 2004]
*  Vulnerabilities created by design & é’
processes inherent to port itself
[Gould, Macharis, & Haasis, 2010] . . .
— Inclusion of organizational/

; . social aspects
— Security of system # reliability pe .
* Congressional mandates & economic

of components 1n Series Pressures [Chaterice 2003]

*  Defense-in-depth philosophy .

- Inconsistent security metrics &
[U.S. DHS 20054, 2005b]

. resulting confusion [riteli, 2005]
*  Untenable assumptions g

— ‘Swiss Cheese’ model [Reason, 1997]
< b : > . . -
— Path of least resistance [Ghafoori & Altiok, 2012] who’s feSPOHSIbICP [Fritelli, 2005]

* Tension from unanswered question of
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What’s Needed?

Systems Theor:

LEVEL 3: SYSTEMIC FACTORS

LEVEL 1: EVENTS or ACCIDENT
MECHANISMS

Control Theors e\ s

(Processes & (Authority &
Procedures) 'V‘ Power)
R A

(Undetlying
Attitudes &

Feedback Beliefs)

Environment
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System Theoretic Accident Model & Process (STAMP)

[Leveson, 2012]

— Systems & control theory-based causality
model for complex, socio-technical
SYStCmS [Leveson 2012]

—‘top-down’ model for hazards & losses

used across complex technical domains
[Leveson 2012; Stringfellow, et. al. 2010; Alemzadeh, et. al. 2013]
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System Theoretic Accident Model & Process (STAMP)

[Leveson, 2012]

* ‘top-down’ causality model for vulnerabilities Management
* Based on systems (emergence & hierarchy) and control (communications

& constraints) theory
* Identify vulnerabilities to eliminate /minimize vulnerable system states Controller

(e.g., redesign) B Process Control

. . . Model Algorithm
e Safety (and thus security) is considered an emergent system property
System Theoretic Process Analysis (STPA)
Sensor Actuator
o . . oge o A
Identify high level vulnerabilities Feedback
Control

* Identify vulnerable control actions and security constraints Actions
*  Identify scenarios that lead to violation of security constraints

Controlled [€&—

Redesign system to eliminate or minimize such violations Process

STPA-SEC is an extension of STPA being
developed for cyber and physical complex

STPA Basic Control

Structure
SYS €M [Young 2015 (forthcoming diss.); Williams 2013]

Copyl‘igbt: A. Williams [Leveson, 2012; Thomas 2012] m
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System Theoretic Accident Model & Process (STAMP)

[Leveson, 2012]

Port Security-Related Stakeholder Port Security-Related Responsibilities

International Maritime Maintains the International Ship and Port Facility Security (ISPS) Code (United

Organization Nations stakeholder)

Sets port security related policy & legislation for the U.S.
LORSRE DS b (Cald s b eii s fo il Lobbies, funds & sets regulations for the Maritime Administration

U.S. Department of Homeland Lobbies, funds & sets regulations/operations for the U.S. Customs & Border

Security Patrol, Coast Guard and Transportation Security Administration

U.S. Customs & Border Patrol Inspects containers & ships while in port; checks crew and ship passenger lists
U.S. Coast Guard Inspects .ships l?ef9re they arrive in port (e.g., in U.S. territorial waters); protects
Naval ships while in port
U.S. Transportation Security Provides crew credentialing, background investigations & advanced

Administration container/ship screening procedures

Provides security planning guides & ‘Maritime Security Reports’ (civilian
stakeholder)

Importer Declares goods/ containers received and maintains transparent shipping records

Maritime Administration

. Reports any ship/container of concern and provides resources (e.g., time) for
Port of arrival ) ] _
above agencies to perform any necessary inspections

Reports any ship/container of concern and provides resources (e.g., time) for

Port of departure

above agencies to perform any necessary inspections

— 1 1 7
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U.S. Congress International

* Schedule of departure: on-time, late, early
¢ Container Manifest: contents, ID sensitive items, actual list match
expected list, container owner

Legiclati Government o Maritime
egislation Reports; Legislation Organizatiorl
Hear — ° °
Department of Transportation |—1 Department of Homeland Security & X le ra rC 1 C a
= © =
£ < 5
. |Port/ . . . g% g
Regulations; Regulations; container Regulations; hip Regulations; |Security | 3 £ 0
Standards; Standards; insoection Standards; inspection Standards; [Event TE .
Certification RCP?HS'Of Certification; ‘e };HS' Certification;| [reports;  Certification;|& Audit| < 2 g O I | l O
Tegal publications | o2l Siuﬁr; Legal vent&  Legal Reports EE % =
Justification Justification Event & Justification udit i Justification = i_
. cports 2
udit Reports %
pucieRegort| Ui tructure
Maritime US Customs & U.S. Coast || U.S. Transportation
Administration Border Patrol Guard Security Administration
/:\ 1
1
! | - Schedules;
(Operations Rules for Shipping | ! P;?te_c.t‘\‘z‘ﬂ Schedules; Crew containers of
liaa transparency [ecor(.is, ! ! shjps’ :;P ect containersof credentialing] concern;
& ) cont-z.mﬁz : ' s ps belore concern; container container
declarations manifests : : n port container screening manifests;
I : manifests; procedures Crew lists
Vo] [ - - g mmmmmm—m = [ P
: Inspect Schedules; Erevrlises :
| Importer 1 containers | | containers_ | | ________________| R
- in port; of concern; [
Container pjck_ Co}ntamez SCreen Crew(s container : :
up; pressure for arsival; port & manifests; : :
quickness delays passengecs Crew lists H H
o
. [
Port of Arrival o
Process Model: ;o
* Schedule of departure: on-time, late, early ' H
Marigme * Container Manifest: contents, ID sensitive items, actual list match fs— H !
Security expected list, container owner ' H
Reports * Contaner Route: port of arnival, intermediate ports of stay P
[
[
Schedules; : :
Container slot Container ship containers : 1
openings; Delays departure times; of concern; :
Delays container | H
manifests; : :
Port of Departure Coewlists | |
[
Process Model: i
[
[
1
1
1

. . . P A P, a
¢ Container Route: port of arrival, intermediate ports of stay <
Inspect
- X containers in
Regulations /standards Content of containers;
. . port; screen
for container contents port of arrival
crews &

Copvright: A. Williams Exporter passengers
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| U.S. Congress | International
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declarations manifests ' ' in port container screening manifests;
1 : manifests; procedures Crese li °
[t bl vt 1= ists - — -2 i
| | tommacrs| | oo ! constraints
Importer | containers | |_containers_ | "\ - ____________| R I
N in port; of concern; [
Container pick- Co?:mez screen crew(s container : : ° °
up; pressure for | | VAPt & ifests; . — H r r
P- ll:(n delays mant c.sts, : : e a C C a
quickness / passengers Crew lists T a
1
Port of Arrival g levels of
Process Model: P
* Schedule of departure: on-time, late, early .
Mantme * Container Manifest: contents, ID sensitive items, actual list match . C O I I trO
Security expected list, container owner V!
Reports * Container Route: port of arrival, intermediate ports g Y 4
1
[ ) —
yra Schegdfles: | : Process
Container slot giner ship ainers : |
openings; Delays departure times; of concern; :
Delays container | | m O e S
manifests; : !
- 1
Port of Departure Crewlists | 1
[
Process Model: Vo
* Schedule of departure: on-time, late, early P
* Container Manifest: contents, ID sensitive items, ac stmatch | 77777777
expected list, container owner
¢ Container Route: port of arrival, intermediateg®rtsof stay | [N 777777
Y 4 Inspect
Regulations/standards tent of containers; CZ::.HJ::::::
for container contents port of arrival port
crews &
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[data ; ships before : °
e e e [ — Securit
manifests container i manifests;

manifests; - Crew lists ®
_______ Schedules; | TR CE C( )I] t lnt
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| Importer | 1+ containers| | containers_ | | _______________ I S r a S
- i 3 of concern; : |
Contiiner pick- Co?utamez Screen Crew container 1 : o °
—_— arrival; port & manifests; . —
. delays . [
quic ’ passengers Crew lists .
[
. [
Port of Arrival . le‘ rels Of
Process Model: P
* Schedule of departure: on-time, late, early ' H
Maritime * Container Manifest: contents, ID sensitive items, actual list match Vo C O I I trO
Security expected list, container owner Co
Reports * Container Route: port of arrival, intermediate ports of stay .
o I ,
[ ) —
redules; : : rocess
Container slot Container ship htainers : |
. B . . . 1
openings; Delays departure times; orlncem, : :
sl odels
manifests; : :
Port of Departure Crewlists | |
[
Process Model: i
* Schedule of departure: on-time, late, early bl
¢ Container Manifest: contents, ID sensitive items, actual list match | |77 777777 '
. . I
expected list, container owner !
¢ Container Route: port of arrival, intermediate ports of stay < -------
Inspect
Regulations /standards Content of containers; cz::éi::::
for container contents port of arrival ]:m“fs &
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Operations Rules for Shipping | 1 hips:i Schedules; Crew containers of
ldata transparency [ecor(.is, : : shipsgt):nzp ect containersof credentialing] concern; °
& ] container ! H stups belore concern; container container R S e Curlt
declarations manifests ' in port container screening manifests;
: : manifests; procedures Crew lists °
[ [ - - Erevists — === === ===+ J DR
{peet 7| Scheautes e ' constraints
Importer * containers | { containers_| [ ________________| R B
- in port; of concern;
Container pick- Co?u;almez SCIEEN CLEWS | container ° °©
up; pressure for arnval; port & ifests; — I I 1 r r 1
P- P delavs man c.sts, e a C C a
q‘llc
Port of Arrival levels of
Process Model:
* Schedule of departure: on-time, late, early
* Container Manifest: contents, ID sensitive items, actual list match C O I I trO
expected list, container owner

* Container Route: port of arrival, intermediate ports of stay

— Process
models

Container slot Container ship ontainers
openings; Delays departure times; »f concern;
Delays ontainer

Port of Departure rew lists

Process Model:

* Schedule of departure: on-time, late, early

¢ Container Manifest: contents, ID sensitive items, actual list match
expected list, container owner

¢ Container Route: port of arrival, intermediate portsof stay | """ 7777 -
Inspect
Regulations/standards Content of containers; ;Z::a:':::::
crews &
~ . reny e
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Derive Security Requirements

Define Security Control Actions

Vulnerable States

(V1)
Unauthorized
individuals
accessing to
port system
infrastructure
(V3)

Uncoordinated

implementation

of inspection

procedures

Security

Requirement

(System
Constraint
Unauthorized

individuals
must not
access the port
system
infrastructure
All inspection
procedures
must be
coordinated
between

implementers

Example Security
Control Action

Check the access
credential of any
individual
entering the
container
security area
Coast Guard
communicates
completion of a
successful
inspection to
Customs &
Border Patrol
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& container H | sup concern; container container
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. e e AL o . .
! Tnspect Schedules; | | €TV i Border Patrol Guard Transportation Security
ImPOYtel‘ 1 containers | | containers_| | _________________| __|--a Ad L :
N in port; of concern; ministration
Container pick- Co}ntamez Screen Crew|s container 1
up; pressure for arsival; port & manifests; : :
qui delays . o
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o
. [
1 1
Port of Arrival L Importer Exporter
Process Model: o
* Schedule of departure: on-time, late, early ' H T l{
* Container Manifest: contents, ID sensitive items, actual list match .
Security expected list, container owner 1 H Port Of Arﬂval
Report: * Container Route: port of arnival, intermediate ports of stay I .
ports P 4 P ; i Process Model:
1
-
1 1
[
[
[
o
[
U |
|

Control
Actions
}oeqpasg

Port of Departure

Process Model:

* Schedule of departure: on-time, late, early

¢ Container Manifest: contents, ID sensitive items, actual list match
expected list, container owner

________ =l * Technology
¢ Personnel

* Technology
* Personnel

¢ Container Route: port of arrival, intermediate ports of stay <o - -
IﬂSPCFt ) = * Inspection
Regulations/standards Content of containers; contanersin g . Sh.ip / container quarantine
for container contents port of arrival port; sereen § * Seizure of goods
crews & O

Copvright: A. Williams Exporter passengers
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STPA Step 1:

Derive Security

Command Command Command
Not Needed

& Provided

Command
Security | Needed &
Control Not
Provided

Example
Given Too
Early/Late
or in Wrong
Order

Stopped Too
Soon/
Actions Engaged Too

Long

0:109 90 e *Unauthoriz ~ *Already *Check *Not o
access ed individual ~ credentialed  credential Applicable (a ContrOI Actlon
credential  JRICUSIIEE person is re-  after binary

of any container checked (e.g,,

L TIEIEY  storage area  different
entering the WNARE]| agency or
container badge) [V3]
security

area

Coast *Coast * Coast
Guard Guard does  Guard does
communica [Rile]s communicate
tes communicat  their
completion [RISHE inspection,

of a inspection, Border Patrol

allows
other/similar

container or

successful therefore

inspection  [lsfeldsl
o) 00t | stakeholders
& Border

Patrol

inspect the ship needing
container or

ship [V3, L3]

inspection to

continue

without it
[V2, V3]

individual in
container
storage area
(e.g., too
late/wrong
order) [V1,
V3]

*If Coast
Guard
communicate
d their
inspection
too late, both
stakeholders
inspect ship
or container

[V2, V3]

command)

*Not
Applicable (a
binary

command)

Control

Violations

expected list, container owner
* Container Route: port of arrival,

* Container Manifest: contents,(L) sensitive items, actual list match

termediate ports of stay

Cistoms & Coast
Bor{ler Patrol Guard || Transportation Security
Administration
Importer Exporter
Port of Arrival
Process Model:
* Schedule of departure: on-tifJe, late, early

3oEqPa9]

* Technology
¢ Personnel

Controlled
Processes

* Inspection
* Ship/container quarantine
* Seizure of goods

* Technology
* Personnel
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Applied to Port Security

Customs & Coast
—>{ Border Patrol Guard || Transportation Security
i\ Administration
N
N
Importer Exporter
\L N
\Z
Port of Arrival
Process Model:
* Schedule of departure: on-time, late, early
* Contamner Manifest: contents, ID sensitive items, actual list match
expected list, container owner
* Container Route: port of arrival, intermediate ports of stay
*Co ol

* Technology
¢ Personnel

Control Action:

*Count items in

a container

* Technology
¢ Personnel

* Inspection
> * Ship/container quarantine
10n does not * Seizure of goods
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STPA Step 1:

Derive Security
Control Action
Violations



2\ polied to Port Security
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Security Adversary Adversary Adversary

Control Action | Action: Stealth Action: Action: STP A Step 2:

Violations Deceit Force

Generate Causal

G ORe e/ *Cutting hole in -~ *Using a *Use vehicle
d individual a fence without  forged badge  to drive Scenario S —
accesses triggering any to access the  through/ .
container related alarm to  container over barriers Advers ary ACtlonS
storage area access the storage area to the
[V1, V3] container storage container

area somgeares ®\What causes security control
TR+ Jam the *Spoof the ~ *This action violations?
Guard and communications comms strategy 1s
Customs & channels channels not likely to —Environmental events

IS ISE IO between Coast between Coast be employed )
—Non-random adversary actions

inspect the Guard and Guard and for this
container or Customs & Customs & security .
S ME0 b Border Patrol  Border Patrol  control *Generic adversar Yy
causing both to  indicating the action cate g Ori es
inspect the other has/will violation (Garcia 2007]
container not inspect
assuming the the cargo or

other has/will ship

o MiT_ESD (7]
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Customs &
Border Patrol

Coast

Applied to Port Security

Guard

VY

N

Importer

Al

*Adversary spoofs
communications
channels, stopping
the ‘count’ control

action (deceit)

\ L

Transportation Security
Administration

N #4 dversary kills the

inspector conducting the

Exportex\

\L N

Port of Arri\wf

Process Model:

ntainer Route: port of arrival, intermediate ports of stay

Q

¢ Personnel

late

*Count’ control
action not issued
*Count control
¥ action issued too late

* Technology

-_—

*Count’ action starts too

Control Action:
*Count items 1n
a container

*Count’ confirmation
not provided
*Inaccurate

ount’
confirmation

* Technology

¢ Personnel

* Inspection

*Count’ action does not

start
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> * Ship/container quarantine
* Seizure of goods

’Count’ action not registere
as completed

/ *’Count’ action inaccurately

/

registered as completed

*Adversary sends cyber ‘denial

of service’ attack stopping the

‘count’ control action (stealth)
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STPA Step 2:
Generate Causal

‘count’ control action (force) S Cen ariO S —

Adversary Actions



Conclusion
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Conclusions

— Port security enhanced by orienting toward identifying
component, systemic & interactive security control action
violations

Recommendations

— From concentric layers to eliminate port security control
action violations

— Port security ‘embedded’ in everyday business practices

— Port security more than trading expedited service for
increased transparency

— Functional control structures help overcome lack of
coordinated port security regulatory body

— Consider economic pressures on port security implementation
as fundamental design variable

Copyright: A. Williams (MIT_ESD



IDSinabialo s ECISailiia s probable adversary actions

Basis for Analytical Reliability engineering,
Framework probability theory

Treatment of As one-time (and unchangeable)

o probability(ies) of human action
Organizational Factors

Type of Complexity Combinatorial

. Considered ‘add-ons’ to an
Security improvements _
already operating system

are

Summary
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System Attribute Current Approaches STAMP Approach

Protection of ports against most Maintaining a system state that can

protect ports from unacceptable
loss

Systems theory, control theory
(organization theory)

As ongoing (designable) influences
on ability to enforce security
control actions

Dynamic, Interactive

Traceable back to (and having
influence on) overall system

objectives

* Potential for port security paradigm shift away from
preventing failures & toward enforcing control actions

o STAMP & STPA provide foundation for more etfective
comprehensive port security strategies

Copyright: A. Williams
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Questions???
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SECURITY .;
“No problem can be sol

level of consciousness
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