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What is ARP?

Address Resolution Protocol, ARP, is a method of resolving a physical o5 Request
address to its Internet Protocol, |IP address. Eg

What is ARP Spoofing? EZ::?FM{?QEEZ’OE%
ARP Spoofing is a type of attack where the attacker poisons the target's o

ARP Response

ARP cache with it's own MAC address and a different |IP address (ex. |IP g | W
a; S IP: 172.16.160.102 \ 4 Eg
address of the gateway)' S RG: oot
Dest IP: 172.16.160.101
Target MAC: a1:a1:a1:a1
Our Tool °

Our ARP detection tool is able to detect different variations of ARP Spoofing and can distinguish between
a real attack and false positives.
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How It Works
The tool detects ARP Spoofing by analyzing packet traffic using a Python library called Scapy. When a

physical address is matched with two different |IP addresses, it is run through multiple checks before an
alert is sent.
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