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Sandia’s history ) S,
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Sandia’s mission work reflects
national security challenges




Sandia’s national security mission areas
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Sandia’s discipline-based research s
foundations

Laboratories

Computing science High energy density physics Materials

Engineering
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The consequences of failure in our =

National _
Laboratories

national security mission are unacceptable

Nuclear weapon safety
and security

e Ve esy of Tracy Press =

Biowatch modeling

Chemical munitions High consequence
destruction personnel recovery systems
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Engineering, ethics, and quality

= Quality is ...

= Embedded in our culture and mindset, consistent with our p
organizational values

= Enabled by a minimum set of “rules and tools” that further the
sustainment of that culture




Sandia’s quality framework ) e,
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Quality is meeting customer and Sandia expectations consistently and predictably
through flawless execution of personal and collective responsibilities




Quality at Sandia: Examples




Sandia’s core mission:
Nuclear weapon stockpile stewardship
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Characteristics that drive nuclear
weapon quality
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Quality and nuclear weapon safety ) .

control of critica

= Nuclear weapon quality
management system




National

Nuclear weapon quality policy h e,

NNSA POLICY LETTER

Approved: 6-20-13

WEAPON QUALITY POLICY
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National Nuciear Security Administration

Handling, s

NATIONAL NUCLEAR SECURITY ADMINISTRATION
Office of Defense Programs

=  Nonconformance
= Corrective action

u R d AVAILABLE ONI.]NE AT: INITIATED BY:
e CO r s http://hg.na.gov Weapon Quality Division

= Management and independent assessments

= Software quality assurance




Software quality at Sandia

= Processes rely on graded level
of formality based on risk
assessment

Add to safety
software
inventory
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National
Laboratories



Corporate procedure: e
Provide quality software

Laboratories

Flow Down of Quality Assurance Provisions

Federal G gulstoryRequirements,
(IS0 9001, C-1,DOEQ 414.10, 10CFRE30,NGQA-1 ... Quality Assurance)
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SNL Corporate Quality Assurance Program
CG1005

SNL Software Quality Assurance
IM100.3.5
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ISandia Software Quality Assurance Program
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Specific Program /Project Com pliance Guidance
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SHL Safety Software SNL WFOAT Software
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Assess safety software

Provide safety software training
= Maintain safety software

= |mplement DOE-specified software work activities

= Conduct a periodic “quality software ” policy adequacy review




Example:
Space shuttle software qualification
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= System used successfully on all
post-Columbia missions

= NASA requested upgraded suite of
high-consequence software products

= Suite re-qualified for use through
final mission in July 2011




Formal methods at Sandia rh) s

Requirements more strict than

. ‘ typical elsewhere, yet in many
Digital-physical systems S, cases devices are more simple
= Security: Adversarial threats es, o
Complex Systems
Theory
}o 1

Device
Complexity




Example:
Operational safety (engineered safety)
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Engineered safety model ) &=,

Safe by Design Intent
Understand Identify and Control
Technical Basis Energy Sources
Approach

Define Unacceptable
Consequences

Feedback and
Improve

Self Assessment

Prepare and
Perform Work

Control Hazards

Define Scope

Analyze Hazards
Complete Preparations

Identify Work Planner I Detailed Identification Eliminate Single Point
Of Hazards Failures Document Authorization
Establish Work * Complete TWDs
Planninﬁ Team I * Perform Final JSA
Identify Safety Themes, Apply Engineered and « Team Trained and Qualified
Administrative Controls

Lessons Learned I
Identify Hazards and Standards and Codes + Perform Readiness Review |
Authorization Bases Corrective Actions

Evaluate Key Factors Perform Failure Mode Develop and Document ParformWork Management
Document Analysis Analyses Safety Case
Line Decision Line Decision Line Decision
Scope of Work Safety Case Authorize Work
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Engineered safety model applied to mE

plutonium experiments in the Z facility

= Earth’s most powerful pulsed-
power facility and X-ray
generator (26MA)

= Essential to nuclear weapon
stockpile stewardship

= Used to measure properties of
plutonium at extreme pressures
and temperatures




System designed and fielded to assure
safe and successful experiments
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Conducted failure
tree analyses

= |dentified and implemented solutions

= Eliminated failure modes

= Provided positive assurance through 18
formal approvals for critical subsystems
prior to key activities in the shot setup timeline |

= Designed a secondary system to manage a
containment breach safely




Example
Research qual

RESEARCH QUALITY STANDARDS
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Summary ) e,

= We align through o
processes and procedures to enable quality mission

= We adopt or develop techniques and practices that enable a disciplined
approach for the engineering of products and services with assured
quality
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