WATCHDC

Original Objective

|| Develop an autonomous swarm of vehicles

|| capable of:

| » Providing surveillance for a sectior
the Kirtland Air Force Base

» Patrolling in an unpredic

» Reporting significar
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The Mechanical Team

Design Process

« Generated concepts: legged, tracked, and wheeled vehicles
« Selected one concept: buy and modifty an ATV
« Refining design: Make the Can-Am Commander autonomous
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i ~ Drive By Wire
To make the vehicle autonomous, electronic
:con’rrols ill replace the driver’'s physical
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Attach the Sensors

The sensors and other electronic equipment must be attached to the vehicle where they will
be most effective.

« LIDAR and IR cameras - Designed / ,. LiDAR\

mount o attach these key sensors
to the top of the Commander’s
chassis.

Infrared
Camera
 Radar - Mount the short range

radars on the trailer hitch and

the front winch.

« On-board computer -
Protect the computer
from the elements
while keeping It cool

/ using liquid cooling and
fans.
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The Electrical Team

The electrical team is tfasked with the responsibility to select the ditferent sensors
needed for the UGV, determining the power source used for the vehicle,

determining how the vehicles communicate with each other and the base station,
and selecting the on-board computer system.
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Thermal Camera

Captures heat signatures and franslates to imagery.
Used for human detection system.

Capabillities:
 Full 360 degree HFOV
 Weather-nardened
« ] 920x480 stitched image resolution
* 100m human detection range
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RADAR

Short range radar mitigates
the blind spot of the LIDAR.
Used for obstacle and
collision avoidance.
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Unattended

Ground Sensors

Alert autonomous vehicles to
possible threats for further
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Capabillities: apabilities: / inve.sfriga’rion by seismic
» Rear and side detection +360 degree ‘ activity
¢ 0.5m minimum range n’« )0 data points/s Capabilities:

1 mile range

* Perimeter placement

Signal processing
distinguishes activity

 80m maximum range

« +/-75 degree horizontal
field of view each

o /6.5GHz

005N wavelength

/ : \
| +32 data collecting lasers
20-Hz rotation |
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The Electrical Team

Red Teaming

Troubleshooting our system to decrease threats to our vehicle

Issues found:

NoO view of Z-plane

Frequency jJamming

Reverse engineering of system
Network fapping

Rogue agent
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Power System Layout

Main power source is 48VDC, which is split to
power to the entire system.

Solutions

» Frequency hopping
Electrical potting
Encryption
Periodic check-ins
Tripwire alerts
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Telemetry

Communication between the vehicles and
the command center is important, especially
during a threat detection.

Capabilities:

« Point to mulfi-point

* Directional antenna on vehicle

e 2x directional + 1 Omni on command tower
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Plugless Power

Wireless magnetic induction allows for easier
Implementation of autonomous charging
Capabillities:

« 240VAC charging

* Wireless

* Level 2 charging

« Available for ATV by 201 4
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The Computer $cience Team

Software Architecture

The ISAFE software team was tasked with planning and developing the software for
an Autonomous Survelllance Vehicle. We created a simulation framework to enable
early development (pre-hardware) and to facilitate testing later. Virtual sensors and
actuators, smoothing of motor movement, and basic robot navigation have been
Implemented as well. We expect development to be complete by the end of
Summer 2015.
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Control Flow

| 'World State

- Real Vehicle Position ¢ Sepreseniton
- Terrain waorld Understanding

Visualizer

- OpenGL
- Uinux Nat ive

S Behavi N\ - 3D Birds Eye View (default) - Weather
warm benavior . \ - Us_er_Contfdled View Window - Obstacles
: j i i (click & drag, zoom, etc.)
- Google Map Integration - Attackers
- Waypoints
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Tarque,

G~U\I.v'ideo Feed(s) LiDAR Im GPS Receiver
- Google Maps

. : " Speed Direction
Data Injection Light Heat = Satellite

Electromagnetic . Threat Report
- Velpcity
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Simulation

Visualization
« 3D aerial view visualization
 Waypoint and obstacle display
 Limited Google Maps intfegration

Simulation
* Provides input to virtual sensors
* Performs actuator simulations

« Contains virtual world

Actuators
« Simulate interface between on-
board computer and actuators

Sensors
« Simulate interface between
on-board computer and

SENSOors « Simulate timing, speed, and
» Duplicate sensor output force
format « Simulate error scenarios (wheel

 Add realistic noise based on
statistical distributions
* Infegrate with simulation

slip, actuator slip, external
forces, etc.)
» |Intfegrate with simulation
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The Computer Science Team

Artificial Intelligence Sensor Noise Mitigation

Artificial infelligence methodologies are Poisson Distribution
required on four distinct levels: pseudo-
random path planning, navigation, fine
motor movement, and hardware noise
removal. For our coverage of patrol
areas, we plan to run a genetic 35 7 5 1151971257877 29 353857 0 1 4545 4748
algorithm which will give us @
measurably reasonable patrol route |
while preserving non-determinism. Once |/~ IO AR N/ ps Y /MU

a patrol route with waypoints has been " : : :
q ? d o D*yp qorith Noise: Noise: Noise:
S Ine , WE UsE .e searcn O. gOI.’I M Poisson Distributed Gaussian Distribution || Progressive error
fo find a more refined path taking info Mitigation: Mitigation: Mitigation:
account new data from LIDAR and Quantum noise Extended Kalman Averaging and
terrain difficulty. The finer, localized averaging j Cﬁer j (on’rrol feedback y
movements of the robot are confrolled

by the use of potential fields, which Th o 1 . Lstudied
generate a small path vector for foot- € Noise 10 common sensors Is well-studieq,

by-foot movement using obstacles and and can be accurately represented by
various statistical distributions. Techniques to

waypoints as input. Finally, motor i oate this no e Ao known and aurte
movement and sensor noise are ilgate 1nis noise are qu
powerful.

- mitigated by the use of PID controllers
and other techniques.

Navigation Actuator Control

Assignment of potential fields fo waypoints Proportional Integral Derivative (PID)
and obstacles allow us to create navigation controllers are feedback loops used to
vectors for smaller areas - smooth real-time device control. We use PID
controllers to ensure that steering, brake, and
throttle control behave efficiently and without
overcompensation.
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The D* search algorithm will find the optimall D ripf—
path, with respect to terrain difficulty, that our
robot should travel.

» Threat Detection Onward  Work Together
People w. - Swarm Behavior

Nuclear Material N L » Cooperative Search
Distinguish S e e * Intelligent Coverage

» Threat Tracking/Follow e » Base Station
» Anomaly Defection - . DREFONG * Security
» “That wasn't there before...”
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