
• Threat assessment 
• What is the problem / threat?

• Attack prevention / hardening
• What measures can be implemented to reduce the likelihood or impact 

of an attack

• Countermeasures evaluation
• How can we effectively respond to an attack?

• System requirements
• What support / information is needed to implement effective actions? 

• System architecture design and deployment
• How do we best deploy available assets?

• Signal interpretation / decision support
• How do we use available information to  make the best operational 

decisions during an event?

• Restoration and recovery
• How do we get back to normal operations after an attack?

Sandia employs an End-to-End approach to biodefense
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Integrating cutting-edge technology and real-world response operations through 
sustainable solutions, training, and exercises
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Wide Area Restoration Decision Support Tool Transition Project
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Following a wide-area biological release:
• Many critical assets will be  potentially 
contaminated, and key functions disrupted
• Restoration resources will be extremely 
limited
• Time to complete restoration will be months to 
years

Decision-makers will need to know:
• Which assets have been impacted? What 
functions are disrupted?
• What resources are available? How can 
they be utilized most effectively?
• How long will the clean-up take? When will 
critical functions be restored?

Decision-support tools provide restoration 
planners with information and analysis

1After response, 
restoration 
challenges will be 
significant

2

3The Tool Transition 
Project seeks to 
transition technology for 
long term use & sustainment

Technology has 
been developed 
to support 
restoration & 
recovery 
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& Sampling

Laboratory Analysis

Decontamination

The Prioritization Analysis Tool for all-
Hazards/Analyzer for Wide-Area Restoration 
Effectiveness (PATH/AWARE) helps decision-makers: 

• identify critical infrastructure in area of interest;
• assess impacts on critical services;
• analyze critical infrastructure interdependencies;
• develop an integrated, unified prioritization strategy; 
• determine resource requirements for restoration 
operations;

• identify chokepoints in the process, and 
• allocate and manage resources effectively

… during planning and operational phases.

Project Goals 
and Objectives:

Support development 
of a nationally accessible 
capability for regional 
restoration and recovery 
planning, through technology
refinement, application, and 
transition for long term sustainment

Current efforts are focused on 
increasing the usefulness, usability, 
and accessibility  of  the PATH/AWARE 
toolset:

• Useful
- Expand to Chemical and Radiological     

hazards

• Usable
- Develop Concept of Operations
- Vetting of capability through 

Interagency Working Group

• Accessible
- Installation in local EOC’s
- Develop web-based capability, which 

can be centrally located and 
maintained
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