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Introduction

» False alarms have a significant negative effect on the
usefulness of security systems:
Investigating false alarms takes time and resources
Too many false alarms decreases human sensitivity to real
alarms — the “boy who cried wolf” syndrome
» Changing algorithm parameters, such as event thresholds
and levels, reduces false alarms, but at a cost to sensitivity

» How can we decrease the false alarm rate without losing
sensitivity!?
Start using operational data to eliminate false alarms within the
algorithms themselves
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Outline

» Examples of Problem Data

» Method |: Direct Operations Signal Use

» Method 2: Indirect Operations Signal Use
» Method 3: Dynamic Operations Signal Use
» Conclusions and Results
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Problem Data Examples
» Two Systems —“D” and “TANK”

Data is from “Battle of Event Detection Systems”!

» “D” serves as an example of in-system variation

» “Tank” serves as an example of at-source variation
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Problem Data Examples: “D”

DCL2 11
CL2 (mg/L) 1
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Direct Operations Signal Use

» This method uses a direct signal, such as a pump status, to
“recalibrate” the algorithm. In CANARY, this means that
alarms at a station are turned off for a few time steps
after the operations data changes.

» Advantages:

Extremely simple to add to any algorithm — serves the
essentially the same function as a “calibration” signal

» Disadvantages:
Alarms are disabled for a short period of time

Possible to spoof such a signal if SCADA system is
compromised

Requires a very good system model to calculate lag times
unless station and operations equipment are co-located
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Indirect Operations Signal Use

» Same basic “recalibration” method as direct use, but does not
require discrete signals

Transform language added to CANARY allows for derivatives, trends,
and changes in non-discrete signals (such as pressure or tank levels) to
be calculated on the fly as a “composite signal”

Transform language can be applied to any SCADA signal or previously
created composite signal

» Advantages:
Much harder to “spoof” a derived signal’s data

Can use looser lag times combined with some other trigger (such as
temperature)

Possibilities of combined signals to analyze are endless

» Disadvantages:

|deally, composite signals would be defined/calculated within the SCADA
or data management system, not in the event detection software

Possibilities are endless (and therefore require time and system
knowledge to create the most useful composite signals)
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Indirect Operations Signal Use

An example of composite signals using
the “Tank” location
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Green highlights are places
where the full CAL2[k]
composite signal evaluates
to “TRUE”
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Dynamic Operations Signal Use

» This method uses the composite signals transform
language, but applies it differently than the previous
example

» For an in-network monitoring station, changes are as
likely to be due to changing demand patterns and flow
directions as from operational changes

» Rather than try to model these flow changes, the
composite signals are used to create a dynamic set of set-
points, based on both the upstream sources

» Each upstream source, combined with an estimate of
decay or change in the given parameters, is used to create
a set-point range
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Dynamic Operations Signal Use

» Once the dynamic set point ranges are created, as long as
the monitoring point data is within one of these ranges,
crated from current upstream monitoring data, then the
change from one band to another is ignored
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Dynamic Operations Signal Use

» Advantages:

Incredibly flexible method to use set-point methods with
variable set-point bounds

Uses up-stream data for comparison, but without the need for

super-accurate flow lags or as detailed system analysis as
previous methods

» Disadvantages:

Requires method to be part of consideration in where to place

sensor stations

Talking with source of “D” data led us to realize the “D_RES” was

slightly downstream, rather than upstream, of “D”" — while results are

promising, a better, more complete data set is really necessary for
good analysis.

Q“\(\ZDSTA%_‘
B $,
z M
E €
3 N7 G
2 <
EN s
oy, <
AL proTe”

Sandia
National _
Laboratories



Results on the “TANK” site

» The previous methods were applied to the “TANK” data

set to find the reduction in false alarm rates

» The composite calibration signal reduced the false alarms

at TANK from | alarm per day to 2 per week over a 4-

month data set

» Four different simulated event strengths were then added
to then check sensitivity. The results are tabulated below.

vkl = X;[%] + pfio,

p value for Equation 0.25 0.5 1.0 1.5
TANK Sharp Events =14/25|=22/25 |=23/25 |=24/25
TANK Smooth Events |=8/25 [=13/25|=15/25 |=15/25
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Conclusions

» We believe that incorporating operations data into event
detection systems and algorithms is essential to reducing
false alarms without adversely effecting sensitivity to real
events

» The methods presented show promise in helping reduce
false alarms, but all require some tradeoffs or planning in
the placement of sensor stations

» Additional methods, such as pattern matching and
clustering may help reduce false alarms even more, but
will likely require operations data to help distinguish
between “good” and “bad” patterns
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