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ABSTRACT

Vital areas are those nuclear facility areas that are protected against sabotage in order to prevent
malicious acts that could lead to unacceptable radiological consequences. Methods for the
systematic identification of vital areas were developed in the late 1970s and applied to all United
States nuclear power plants [1], [2], [3]. Those methods have been expanded and updated for use in
an International Atomic Energy Agency guidance document on vital area identification that is
scheduled to be published in the near future. In addition, the United States Nuclear Regulatory
Commission is developing guidance for nuclear power plant license applicants to use in defining
vital areas in new plants. This paper provides a review of the latest vital area identification process
and the technical basis for the methods used in that process.

INTRODUCTION

Nuclear facilities may contain large inventories of radioactive materials that could, if released,
cause radiological hazards to workers, the public, and the environment. Any deliberate act directed
against a nuclear power plant that could directly or indirectly endanger public health and safety by
exposure to radiation is defined as radiological sabotage [4], [5]. International Atomic Energy
Agency and Nuclear Regulatory Commission guidance specify requirements for protection of
nuclear facilities against radiological sabotage, including the location of vital equipment in vital
areas (VAs). Itis therefore necessary for each nuclear facility licensee to identify the VAs that the
required physical protection measures will be applied to in order to prevent sabotage. For large,
complicated nuclear facilities, such as nuclear power plants, it is desirable to determine the
minimum number of VAs that must be protected in the plant to minimize the cost, safety, and
operational impacts of physical protection measures.

As noted above, nuclear facilities must provide protection against malicious acts that could lead
directly or indirectly to unacceptable radiological consequences (URC). Malicious acts that could
lead directly to URC are those in which the attacker applies energy (such as using explosives or
incendiary devices) to the nuclear material to disperse it. Direct sabotage attacks generally require
the attacker to gain physical access to the area in which the material is used or stored. Malicious
acts that lead indirectly to URC are those in which the attacker uses thermal or mechanical energy
stored in the material or in a process system to disperse the material. Indirect sabotage attacks may
be possible without gaining direct access to the material, such as through attacks on cooling or other
process or safety systems. The vital area identification (VAI) process described in this paper can be
used to identify a minimum set of areas to protect in order to ensure that none of the possible direct
or indirect sabotage attacks can be completed.

VAI PROCESS
The VAI process is depicted in Figure 1. The steps of VAI are as follows:



1. Address policy considerations—The regulatory body must make key policy decisions (such
as URC criteria) that form the basis for VAI.

2. Evaluate site and facility characteristics—Determine the inventories of nuclear and
radioactive material and the facility and site characteristics needed to determine whether
sabotage could lead to URC.

3. Perform conservative analysis—Determine whether the complete release of any inventory
could exceed the URC criteria. Include direct dispersal of any such inventory as an event in
the sabotage logic model and continue with the process described below.

4. ldentify initiating events of malicious origin (IEMO)—Identify any initiating events (IE) [6]
that can, alone or in combination with other malicious acts, lead indirectly to URC and
identify the systems required to mitigate those IEs.

5. Develop sabotage logic model—Construct a sabotage logic model that identifies the
combinations of events that would lead to URC.

6. Assess threat capabilities—Eliminate from the sabotage logic model any events that the
assumed threat does not have the capability to perform.

7. ldentify areas corresponding to sabotage logic model events—Identify the locations (areas)
in which direct dispersal, IEMOs, and the other events in the sabotage logic model can be
accomplished. Replace the events in the sabotage logic model with their corresponding
areas.

8. Identify candidate VA sets—Solve the sabotage area logic model to identify the
combinations of locations that must be protected to ensure that URC cannot occur.

9. Select a VA set—Select the VA set that will be protected to prevent sabotage leading to
URC.

1. POLICY CONSIDERATIONS

The State regulatory body is responsible for establishing sabotage protection requirements for
nuclear facilities, including requirements for VA identification and protection. The regulatory body
must address the following policy considerations in order to set the requirements for VAL:

e What is the explicit definition of URC?
e For what operational states must VAs be identified and protected?

e What constitutes a safe facility state that should be achieved following a sabotage attack for
each operational state?

e Is it necessary to assume that equipment unavailability events (maintenance and random
failure) occur concurrent with a sabotage attack?

e Can credit be taken for accident management recovery actions following a sabotage attack?
e What is the threat against which the facility should be protected (design basis threat [DBT])?

The answers to these questions, as specified by the regulatory body, set the ground rules or
assumptions for the analyses performed in the VVAI process.

2. SITE AND FACILITY CHARACTERISTICS

The first step in performing the VAI analysis is to determine the inventories of nuclear or
radioactive material present and the facility and site characteristics that will be needed to determine
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whether sabotage could lead to URC. This requires information on the following:

e The site (area in which the facility is located)—Required information includes the population
density in the vicinity of the facility and other site characteristics needed to determine the
potential consequences of radiological releases.

e The facility—Required information includes the locations of nuclear and radioactive materials;
material forms, characteristics, and quantities; critical safety functions (e.g., control of
reactivity, cooling of radioactive material, and confinement of radioactive material) [7]; and the
process and safety system details.

The information needed for site and facility characterization should be available from the facility
safety analysis documentation.

3. CONSERVATIVE ANALYSIS OF RADIOLOGICAL CONSEQUENCES

A conservative analysis should be performed to determine the potential radiological consequences
of the complete release of each nuclear or radioactive material inventory at the facility. The
analysis should be performed without consideration of physical protection and mitigation measures
present at the facility. The calculation of radiological consequences should be based on
conservative data and assumptions. The purpose of this conservative analysis is to eliminate from
further consideration any nuclear or radioactive material inventories so small that even an
unmitigated release will not exceed URC. If the potential radiological consequences estimated for
an inventory under these conservative analysis conditions are below the level of URC, radiological
sabotage is not possible for this inventory. Consequently, it is not necessary to designate any VAS
associated with this inventory, and the inventory may be protected in accordance with prudent
management practice.

If the potential radiological consequences of the release of a complete inventory are equal to or
greater than the URC limit, the possibility of sabotage that could lead directly to URC must be
considered. Consequently, the direct dispersal of the inventory should be included in the sabotage
logic model as a potential malicious act leading directly to URC, and the remaining steps of the
VAI process should be performed for the inventory. The feasibility that the threat could cause
direct dispersal of the inventory is addressed when the threat characteristics are considered later in
the process.

4. INITIATING EVENTS OF MALICIOUS ORIGIN

To determine the areas that must be protected to prevent acts that lead indirectly to URC, two types
of sabotage attacks must be considered:

1. The attacker causes an IE that creates conditions more severe than the facility mitigating
systems can accommodate (that is, events that are beyond the safety design basis).

2. The attacker causes an IE and disables the systems needed to mitigate the effects of the IE.

An IE that is deliberately caused by an adversary in an attempt to cause a release from a facility is
called an IE of malicious origin, or IEMO. Facility safety analyses, such as a deterministic safety
assessment (DSA) or a probabilistic safety assessment (PSA) report [8], will have already identified
and analyzed many IEs that could be caused by random failure, human error, etc. These events
could also be caused by malicious acts and can serve as a starting point for identifying IEMOs.
When identifying the IEMOs, the VAI team should consider events that may not be included in the



safety analyses and that must be included in the VAI process (that is, events that are impossible or
extremely unlikely to occur accidentally but could be caused maliciously). Each IEMO should be
assessed to determine whether there are systems capable of mitigating it.

Every IEMO that exceeds mitigating system capacity should be included in the sabotage logic
model as a potential malicious act leading to URC. The feasibility that the DBT could cause an
IEMO that exceeds mitigating system capacity is addressed when the threat characteristics are
considered later in the process.

In order to address IEMOs that are within mitigating system capacity, the combinations of IEMOs
and mitigating system disablement events that could lead to URC must be determined. These
combinations of events that lead indirectly to URC are detailed in the sabotage logic model. The
feasibility that the DBT could cause the IEMOs or disablement events is addressed when the threat
characteristics are considered later in the process.

The specific systems that are used to mitigate IEs depend upon the facility and the amount or type
of the radioactive material it contains, and may differ depending upon the facility operational state.
Systems that are used to mitigate IEs are those that support safety functions such as reactivity
control, decay heat removal, coolant boundary integrity, and containment integrity [6], [9]. The
systems that directly perform critical safety functions are defined to be front line systems, while
those required for proper functioning of the front line systems are defined to be support systems.
The successful operation of a front line system may depend upon the availability of one or more
support systems, and it is essential that these dependencies be identified. If a PSA has been
prepared for the facility, the information on front line and support systems should be readily
available from the PSA or supporting documentation.

Front line or support system success criteria are defined as the minimum performance needed for
the fulfillment of the system’s safety function under the specific conditions created by an IEMO [9].
Relevant information for developing front line system and support system success criteria is given
in facility safety analyses. The success criteria for front line systems are of particular importance
for the VAI analysis because they define the starting points for the subsequent logic modeling of the
system sabotage scenarios. Success criteria include performance measures (e.g., flow rate, response
time) and hardware requirements (e.g., the number of required flow paths, power trains, etc.),

5. SABOTAGE LOGIC MODEL

The next step in performing a VAL is constructing a sabotage logic model that identifies the events
or combinations of events that could lead to URC. These include the direct dispersal of radioactive
material, IEMOs that exceed mitigating system capacity, and the combinations of events (IEMOs
and mitigating system disablement events) that will lead to URC for IEMOs that are within
mitigating system capacity.

Direct dispersal and IEMOs that exceed mitigating system capacity are included in the logic model
as single events leading to URC. The portion of the logic model that deals with IEMOs within
mitigating system capacity includes each such IEMO combined with the malicious disablement of
the specific systems designed to mitigate the IEMO. Logic models for system disablement are
developed to the component level using a top-down approach. The logic models must be developed
in sufficient detail to allow linking of disablement events to the facility locations (areas) in which
disablement can be accomplished.



A PSA will contain detailed logic models that can be used, directly or with some modification, in
developing the sabotage logic model for IEMOs within mitigating system capacity. The model
development is typically done in two stages. The first stage is the development of the facility
sabotage logic model that represents the combinations of IEMOs and disablement of front line
systems leading to URC. The second stage is the development of system sabotage logic models for
individual front line systems and the support systems upon which they depend. The logic models
are developed either by modifying existing logic models from the facility PSA, if one has been
prepared, or by developing logic models using facility system configuration information and the
success criteria and dependency information. This process produces the facility sabotage logic
model that links each IEMO with the disablement of the front line systems required to mitigate it,
and system logic models that detail the ways front line systems can be disabled (either directly or by
disabling their support systems). The basic events in the sabotage logic models will be the direct
dispersal events, the IEMOs, and the events that disable mitigating system components.

6. THREAT CAPABILITY TO PERFORM SABOTAGE EVENTS

The sabotage events addressed in the preceding sections do not consider the capability of the threat
to perform the malicious acts required to cause URC. All events that could lead directly or
indirectly to URC are included to ensure that no potential VAs are overlooked, without regard to
whether the DBT capabilities are sufficient to perform the sabotage acts. If the DBT characteristics
change, the information and models developed in the preceding steps will be valid for use in
identifying VAs under the changed threat conditions.

In this step of the process, any events that are not credible, given the DBT capabilities, should be
eliminated from consideration. The threat capability to perform the direct dispersal of material, to
cause the IEMOs, and to disable the mitigating systems should be assessed. The events that are
beyond the capability of the threat should be removed from the sabotage logic model. An analysis
of the potential consequences more realistic than the conservative analysis discussed above may
also be performed at this point in the process.

Furthermore, any events that cannot be prevented by the facility physical protection system should
be identified. Generally, any events that the threat can accomplish without gaining access to the site
should be assumed to always occur. For example, it is practically impossible for the facility
physical protection system to prevent the loss of offsite power, because the threat can cause loss of
offsite power in many ways without gaining access to the facility. Therefore, the VAI process
should assume that offsite power is unavailable. Any other such events in the sabotage logic model
should be identified and flagged for proper treatment in the area identification process described
below.

7. SABOTAGE AREA LOGIC MODEL

The next step in the VAI process is identifying and documenting the areas from which an adversary
could accomplish each event in the sabotage logic model. The information about these areas is
collected through a structured process and verified by conducting a walk-down of the facility. The
area data are entered into the sabotage logic model by replacing each event (each direct dispersal
event, IEMO, and each mitigating system disablement event) in the model with the area or areas
from which it can be caused. Events that the threat can perform without gaining access to the
facility should be replaced with a logical “1” in the logic model. The result is a sabotage area logic
model in which the basic events are facility areas.



Additional consideration is required to address spatial interactions between adjacent areas. There
may be cases in which a malicious act in one area can disable equipment, components, or devices in
one or more adjacent areas. External event safety analyses such as seismic, fire, and flooding PSAs
provide useful information on spatial interactions. Additional guidance on how to address spatial
interactions is available in Reference [10].

8. CANDIDATE VA SETS
Identifying candidate sets of VAs is accomplished in the following two steps:

1. The sabotage area logic model is analyzed to determine all combinations of areas an
adversary would have to gain access to in order to complete sabotage scenarios that could
lead to URC. Each such combination of areas is a minimal cut set of the sabotage area logic
model. These combinations of areas are potential adversary target sets that can be used to
develop sabotage scenarios for physical protection system evaluation exercises.

2. The sabotage area logic model is analyzed to determine minimal combinations of areas that
must be protected to ensure that no sabotage scenarios that lead to URC can be completed.
This step is accomplished by finding prevention sets [11] for the sabotage area logic model.
A level 1 prevention set contains at least one area from each of the minimal cut sets of the
sabotage area logic model and is equivalent to one of the solutions for the Boolean
complement of that logic model. If the adversary is prevented from gaining access to all the
areas in a prevention set, he will not be able to complete any of the sabotage attacks
represented in the sabotage area logic model. Each of the level 1 prevention sets contains a
minimal complement of equipment, systems, or devices which, if protected against
sabotage, ensures that no sabotage attacks can be completed. Protection of each area in any
one of these sets will prevent all of the sabotage scenarios that could lead to URC.

9. VA SET SELECTION

Each of the candidate VA sets meets the international requirements for a set of facility VAs [4].
The facility operator may choose to protect any one of the candidate VA sets. In making the
selection of a set of areas to protect, the operator could take into account various factors important
to safe and efficient operation of the facility. For example, the operator might select the candidate
VA set that provides the optimum combination of the following:

o Low impacts on safety, plant operations, and emergency response
o Low difficulty of providing protection

o High effectiveness of protection measures

e Low cost of protecting the VAs

It is unlikely that one candidate VA set will receive the highest rating for each of the selection
criteria. Thus, it will be necessary to make trade-offs between the ratings in the various areas and
select the candidate VA set that is the overall best choice. This can be done using engineering
judgment, or by employing a more structured analytical approach. References [12] and [13]
provide examples of structured trade-off analysis methods.

CONCLUSION

All nuclear facilities are required to identify and protect VAs to prevent radiological sabotage. The
VAI process described in this paper can be used to identify a minimum set of areas which, if
protected, will preclude all radiological sabotage scenarios. The VA set will include the following:



o All areas from which the DBT has the capability to cause direct dispersal of radioactive material
that exceeds the URC criteria

o All areas from which the DBT could cause IEs that exceed the mitigation capability of facility
systems

e A minimum combination of areas whose protection will either prevent each IE that can be
mitigated or protect a minimum set of equipment needed to mitigate the IE

Using the VAI process will allow nuclear facility operators to minimize the impact of physical
protection on operation, safety, and cost of the facility while meeting physical protection
requirements.
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