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Problem Statement: 
Red Team personnel utilize several 
reconnaissance tools to map the topology of 
a target network. This project explores 
methods for taking these varied tools and 
combining their results to create a powerful, 
unified tool. NetHD is an attempt to 
accomplish this task by creating a modular 
tool that unifies the results of various 
network reconnaissance tools into a usable, 
common data format. 

Approach: 
• Construct various network topologies to map 
• Create wrappers for reconnaissance tools 
• Design a universal data structure for storing 

network mapping results 
• Test the accuracy of the unified scan results 

Results: 
We created Python libraries, utilizing pexpect, to 
deploy  Nmap, Nping, and route based on user 
commands (see Fig. 1 and Fig. 2). 
The output is parsed and merged into our 
extensible custom format (see Fig. 3) which 
currently supports: Hostname, MAC Address, 
and IP Address. The output can be exported as a 
JSON file, and the data structure which supports 
this internally provides duplicate host detection 
and merging. 
 

Figure 3: Sample nmap .py result 

Figure 2:  1 target, ICMP type 13 scan 

Future Work: 
• Instrument additional tools 
• Add support for new data fields 
• Identify a host’s device type 
• Uniquely identify one host with multiple NICs 
• Develop a standard set of test networks for 

tool verification 

Figure 1: Project structure 
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