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Role of Border Security in 
Nonproliferation

Proliferation Vectors
● Material
● Technologies
● Expertise

Illicit Transit of 
Materials to 
WMD Build 

and/or Target

Safe and Secure 
Transit of Materials to 

Controlled 
Destination

Role of Border Security in Nonproliferation
Detection and Interdiction of Illicitly Trafficked :
● Material
● Technologies
● Expertise
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Nonproliferation Context

Mission
Strengthen border security controls to 

support global nonproliferation and 
counterterrorism efforts
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Border Security Systems Model

System Drivers
• Geopolitical
• Socio-cultural
• Normal Traffic

Implementation Drivers
• Power
• Communications
• Reliability
• Sustainability

Access Control

Material/
Equipment

Physical
Infrastructure

Data/ 
Information

Organizational
Structure

Personnel

Capabilities
• Surveillance
• Detection/Inspection
• Interdiction
• Disposition

Environmental Drivers
• Terrain
• Altitude
• Climate/Weather
• Vegetation/Wildlife

Commodity/ 
Detection Targets
• People
• Radiation
• Fraudulent Docs
• Chemicals
• Bioagents
• Etc.
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International Border Security Program

• Systems Model

• Country Engagement Model –
Capacity Building Through Regional 
Cooperative Engagement

• Border Security Systems Analysis

• Training

• Technical Assistance

• Decide where to 
engage

• Generation of 
interest and 
Commitment

• Common 
Framework

• Action Plan to 
prioritize and 

address 
deficiencies

• Define objectives 
and scope of 
work

• Capacity 
building, training, 
and resource 

development for  
management, 

technology, 
personnel, and 
monitoring 

facilities

• State is able to 

self sustain 
border security 

enterprises

• State is working 

with US to define 
and attain 
regional border 

security goals

• Seek 

opportunities for 
the state to 

become a 
regional/global 
outreach partner 

to move toward 
international 

standards in 
border security 

• CBSP Country 
Assessments

• Background Studies

• Identify existing work 
in country

• Plan Engagement 
Strategy
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• Initial trainings or 
technical exchanges

• Formation of core BS 
Working Group

• Establishment of 
engagement protocol 

– contracts, venues, 
etc.

• Visiting scholars

• Joint Border Security 
Systems Analysis

• Strategy 
development for 

Phase II engagement

• Visiting Scholars

• Specialized 
training/working 

group/ technical 
exchanges

• Technology 
capability support

• Personnel tiered 
Curriculum support

• Visiting Scholars

• Training academy 
exchanges

• Technology test and 
evaluation data 

exchanges

• Regional host/ 
coordinator for border 

security activities

• Joint workshops/ 

technical exchanges 
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Iterative process

Commitment Building Capacity Building

Maturing Cooperation

Material/
Equipment

Physical
Infrastructure

Data/ 
Information

Organizational
Structure

Personnel

Access Control

Border Security Framework

PLAN

Relevant Treaties & 
Agreements

Threats/Border Targets

Border Security 
Management

Constraints

CHARACTERIZATION 
OF EXISTING SYSTEM

Power Systems

Inspection Regimes

Ports of Entry

Land, Sea, Air

Physical Conditions

Communications

Exercises

Communication Systems

Permitted Activities & 
Normal Operations

Critical Success Factors

Detection/Assessment

Communications

Delay

Response to Events
Normal, Abnormal, Malevolent

DESIGN OF 
ENHANCED SYSTEM

Design Objectives

Detection Elements

Delay Elements

Response Elements

Communications & 
Coordination

Exterior Sensors

Assessment

Nuclear/Radiological 

Monitoring

Aerial/Satellite

Integration 

Inspections

EVALUATION OF 
BORDER SYSTEMS

Analysis

Performance, PD/PN

Vulnerability

Abnormal & Malevolent 
Events

Field Testing

Modeling/Simulation

Components

System

Mission/Objectives

Border Definition

Geopolitical Context

Disposition of Confiscated 

Materials/People

Open Borders

Permitted Activities & 
Normal Operations

Detection/Assessment

Communications

Delay

Response to Events
Normal, Abnormal, Malevolent

Disposition of Confiscated 
Materials/People

Personnel

Operations

Basic Skills & Training

Personnel Management

Personnel Assurances

Weaponry

Redo the Process if any Change Occurs

Inspection Regimes

Domestic Prioritization

Disposition

Trends Analysis

Scenario-Based Exercises

State-Based

Regional
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Sandia National Laboratories

• Nuclear Materials Secure Transportation

• Nuclear Facility Physical Protection

• Nuclear Materials Interim Storage and Waste Management Systems

• International Safeguards

• Critical Infrastructure Security

SECURITY

SAFETY

Storage

Transportation Processing

Accountability


