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Event logs are:

• Ubiquitous (nearly all types of computing systems generate them)
• Informational (nearly always the first place to look for problems)

• Voluminous (infeasible to read all
of them)

• Noisy (many messages are
completely useless)

• Non-stationary (characteristics
change with time)

• Ambiguous (meaning often
depends on operational context)
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Liberty (512 node Linux cluster at SNL)
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Interrogating (grep) or monitoring (logsurfer) with regular expressions:
• Is common
• Can be easy (or NOT)
• Can be effective (or NOT)

Many hard questions cannot be easily answered with grep!
Under what conditions does string “xyz” occur?

    ^ e.g. nodes, times, apps, users…

What do you look for… when you don’t know what to look for?
Is anything “strange” in the logs?
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Premise: Similar computers
correctly executing similar work

should produce similar logs
Process:
Group log messages into “documents”
   according to time and host factors

Encode as a “term-doc” matrix:
X=GL where G is a per-term
information weight regarding
some factor of interest
(Host, Time, App, User, etc)

Compute document (column vector)
magnitudes and similarities

Visualize in interactive web application
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Lij = log(ci,j)
Gij = 1+∑jpijlog(pij)/log(N)
  pij =  ci,j /∑jci,j
  cij = count of I’th term in j’th document

N docs

M
terms X = LGG
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(1)Query
(2)Document statistics
(3)Term information weights (colors)
(4)Message templates (co-occurring terms)

(5) Information-colorized logs
(6) Term statistics
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How effective is it?

Of the 33 GL Combinations Tested,
host information weighting provides
exceptionally good fault detection.

On a 512 Node Linux Cluster at SNL,
60% of faults are detected with an
alarm precision rate of at least 80%.
This corresponds to an excellent false
positive rate of 0.07%.
Results for Red Storm, Blue Gene,
Thunderbird, and Liberty are pending…
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TP=True Positives
FP=False Positives
FN=False Negatives
TN=True Negatives

Metrics:
    Precision = TP/(TP+FP)
    Recall      = TP/(TP+FN)

Scoring Key
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src.log.entlog(bytes)

Effectiveness comparison:
Bytes vs Host information

Fault and Non-Fault classes
mostly overlapping  mostly separated
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“the cure for logorrhea”


