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Project Purpose

The principal driving foctor for this project is the reduction of meen time ta
restore customer needs an Networks thaot were previously unattoinable.
Implemnenting this tool will allow us ta remotely cannect to computers where
custamers were restricted to this ability and required desk side visits. This will
increose the rate of properly handled tickets and therefore reduce the mean
time to restore break-fix issues ond service request on Networks that were
previously unattoinoble.
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Project Purpose
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Project started
on February 2013

- Project Plan Designed
- Appliances Purchased
- Cycles Dedicated

And then on June 2013...
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Must approach it from a

security first perspective!
- Secure the Data

- Secure the appliance
+ Secure the customers
+ Secure the techs

- Secure our clearances




In the Post Showden Era
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How do we achieve our
goals In a correct balance
of Security and

efficiency?
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Must approach it from a
security first perspective!
» Secure the Data
- Secure the appliance
- Secure the customers
- Secure the techs
« Secure our clearances
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CNARS

From: SharePoint Admin
Sent: Monday, September 15, 2014 12:41 PM

To: E——
Cc:
Subject: CNARS Request Approved

The following CNARS request was approved:

CNARS Number: 3595
Requestor: |

Application Name: Bomgar Remote Support
Restrictions Apply:

If restrictions apply, you will be contacted by the CS Approver. To access this request, go to the
https://sharepoint. sandia.gov/sites/CNARS/SitePages/MyRequests .aspx. Proceed to specified CNARS request.

Please call the Corporate Computing Help Desk (CCHD) at [l it you have questions regarding the Classified Network Application
Request System (CNARS) application.




CyberSec Risk Assesment

/ The risk assessment process follows the Information
Security Risk Management Framework (ISRMF) used

by the Office of the Chief Information Officer (OCIO).
As part of the process, identified risks were evaluated
on the level of inherent risk and residual risk using the
likelihood and consequence scales / scoring in the
following sections.
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After 25 LONG months

(Original projection = 5 months!)




Early Wins

Method of + RDP
communication « SCCM Bomgar on the SRN
fo end-users .

Bomgar
“Red Remote”

Success Rate 100% 100%

GAA, CHAT, VPN & Reduced process from 9

Improvement = Remote Sites steps to ONE step

Call CCHD with Issue - Remote and solve

Call CCHD with Issue
Step 2 Ticket Created Step 2 Document and Close ticket

Step |1

Ticket routed to Rover
Ticket routed by TTD

Rover Call customer

Rover Walk to Location

Resolve Issue

Rover Walk back to Desk

Document and Close ticket

Previous Methods - Total time to Restore Improved Operation - Total time to restore

76 hours, 46 minutes 9 minutes

CU/[/ =



Lesson Learned!

- Perception of Customers
- Perception of Techs
- Perception of Cyber Security
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