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Largest National Laboratory — Multiple s
Missions and Locations

Albuquerque, New Mexico Livermore, California

= Budget and Staffing: $2.5 Billion and 12,000 employees

= Mission Space: Nuclear Weapons, Homeland Security, Cyber
Security, Nonproliferation, and Energy Security




What it means to be a National Lab and Federally ()i _
Funded Research and Development Center

= Long-term government relationships afford the
continuity to maintain currency in its fields of
expertise.

= Meets special long-term research or
development needs.

= QOperates in the public interest with objectivity
and independence, is free from organizational
conflicts of interest.




Sandia Strategy Targets Several National ) i
Security Missions Germane to 100RC

" |ncrease security and resiliency of critical
infrastructures
= Strengthen the nation’s S&T base in
= Energy

= Climate
= |nfrastructure

= Reduce our dependence on foreign oil

" |ncrease deployment of low carbon stationary power
generation

= Understand risks and enable mitigation of climate
change impacts




NISAC History & Mission Ll
What we do

= Provide fundamentally new modeling and simulation capabilities for the
analysis of critical infrastructures

=  Conducts incident consequence analyses
= Provides support for national and regional exercises
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Prior investments can be leveraged for future national needs




Our Quantitative Resilience ) s,
Assessment Approach

Laboratories
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Biringer, Vugrin, and Warren (2013)
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The Energy System Works
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Load Not Served, Hurricane

® Hurricane Load Not Served

Hurricane Impacts

Load Served, Hurricane

Load Not Served (MW)

Time

Recovery Effort, Hurricane

Load Served (MW)

®m Hurricane
Recovery...

Time
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Cost of labor and
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Single Disruption (Deterministic)

SCOPE SIMULATE MEASURE EXPLAIN

IMPACT
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Single Disruption (Probabilistic)

Iterate through realizations

SCOPE SIMULATE MEASURE EXPLAIN

Probability
Distribution of

Hazard
Uncertainty

Iterate through realizations

Single Multiple W Case ¥ Things we
Disruption g Disruptions g Study & dowell @

Sandia
"1 National

Laboratories

Disruption of

Impact

Prob(RI)




Sandia
|l1 National

Laboratories

Multiple Disruptions (Deterministic)
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Multiple Disruptions (Probabilistic)

Iterate through realizations

SCOPE SIMULATE MEASURE EXPLAIN
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Design for Resilience ) e,

Laboratories

Budget

¥

Inform Design
Options

SCOPE SIMULATE MEASURE EXPLAIN

Iterate
Through
Designs

Distributions of
Hazards
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A more resilient system exhibits ) e,
improved performance

Laboratories

Load Served, Hurricane
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Oil System Earthquake Scenario

-

/ 4' o e __j: 4 o

j_ _-'&’-: ‘~--~!.M‘]ﬁr_i

ha) o (r
“Cincinnati N
1 (R
— : §
L =3 \ .

pas- 1) 4§

= x5

O e

\ Y ]
Frankfort ﬁ"' =" Charlestor
- e Charleston
; 3
4

keyrucky L eXI0g IC’H{

A

%

~a”

;Legend

4 Petroleum Pipelines
: — Pipeline - Refined
— Pipeline - Crude
New Madrid Seismic Zone: MMII Damage Contours |

Light

Moderate

i & [ l7sl
: .
b B ) |
'r ™| sin,
Seangie | 0D | Bigmingha

Single Multiple Things we
Disruption g Disruptions A dowell



The DHS/SNL National Transportation Fuels i) doa_
Model was used for this Scenario
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New Madrid Earthquake Fuel Supply Shortfalls
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NISAC FAST

Analysis Capability

Hurricane Irene
Analysis Summary
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Potential Impacts by Infrastructure Sector

Infrastructure

Food and

Local
IRegion

-al

Impact
Level

National
Impact
Level

- Low @ - Medium

Logistical difficulties will make distribution and availability of basic

Agriculture food supplies locally difficult.
Banking and Local banking/ATM access disruptions in local outage regions.
Finance Delays may occur in processing insurance claims.

Chemical: Plants

High short-term regional impact (700+ facilities) due to power
outages. Potential isolated supply chain impacts.

If a dam fails, there will be notable local impacts. No regional or
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Dams @ @ national impacts are expected. There are 256 high-risk dams in the
projected Irene wind area.
Demand for emergency services is expected to be significant.
I ) gg‘e!ge"cy Q @ Some services can be expected to be covered if the National
vices Guard is activated.
. . Restoration time is 4 to 14 days after the damage assessment is
Energy. Electric (H) @® | completed. 3 generating plantyss in hurricane zor?e, no expected
ower - -
B national impacts
Hurricane Irene Information Regional effects are high due to key internet facilities in projected
August 26, 2011 I Technol Q @ surge zone including MAE East, New York International Internet
8 AMEDT Friday ogy Exchange, Flag Telecom landing.
511.'1:es":.st:ﬁ:::ﬂ;v?gé:]ﬁnﬁ.ﬁ.W 5 27 hospitals in the expected 100% electric power outage area.
Current Movement !imph Hosp'rtals @ @ These are med to have some back up generation,_whic_h
g E:::l:tm LSE::.OJLS should sustain them unless they run out of fue_:l_; _8 hospitals in > 3
(. Potentlal Track Area feet surge area, 3 days to evacuate those_facﬂm% i
B Hurticane Warning Some disruption could occur due to electric power loss or delay in
E5 Hurticane Watch Petroleum ™ () receiving water shipment. Available fuel stocks are sufficient such
Trop-Stotmn Warning that severe shortages of fuel are not expected.
Local calls may be dropped or incomplete. Most impacted area
ar | Telecomm: @ @ codes: 551 and 201, New Jersey; 646 and 212, Manhattan, 516
Wireline and 631, Nassau and Suffolk counties; and 609 in Ocean
County_No expected national impacts
Telecomm: @ @ Local impacts due to downed towers, misdirected antennas, and
Wireless failures of battery backup-systems in power outage regions.
Transport @ @ Storm surges along the Northern Atlantic states may have a
Road/Rail significant regional disruption on rail transport in the short term.
= Flooding and power outages at DCA and ORF as well as some
Transport- Airports Q @ level of inundation at all NYC airports could have regionally
significant impact and potential national slowdowns in air traffic.
. Direct damage to port facilities and aids to navigation expected as
L H::t?;gt ™ (M) | aresult of inundation and storm surge. Port of New York/iNew
Bermiia Jersey heavily impacted by surge.
wx: Drinking (L) @® | Noregional or national impacts expected.
- 6;(? wgtsft:;w ater @ @ No regional or national impacts expected.
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On Our Hurricane Katrina Analysis...
Tom Toles

I DONT THINK
ANYONE ANTICIPATED
THE BREACH OF 4
THE LEVEES. =

' Eox STORY |
] s{i?fmlﬂ -iﬁ% e 4@ HOURS
BEFORE KATRINA HIT, HOMELAND
SECURITY GAVE US A RERFORT
PREDICTING BREAGHED LEVEES,
MASSIVE FLOODING ANp
MAIOR LOSSES OF LIFE.

I DONT THINK
ANYONE ANTICIPATED
THE RELEASE OF

O gL, 1T JusT
WATER UNDER THE DAM... g
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Things we do well

= Comparative Hazard Analysis

= What threats should we be most concerned about?
= System Vulnerability Analysis

= What system features are contributing to a lack of resilience?
= Response Strategy Development

= What is a better (optimal) response to improve resilience, given
constrained resources?

= System Design

= How can we design the system to overcome weaknesses and
spectrum of threats?

" |nvestment

= How can we best invest our resources to maximize resilience given the
uncertainty of future disruptions?

Single Multiple Case Things we Q&A
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Sectors we do well

Infectious Disease Risk Assessment

= Helps cities with all phases of infectious-disease risk assessment and resilience
planning: modeling disease spread; assessing health infrastructure, hospital-
surge, and supply-chain constraints; and designing intervention strategies.

Water Management Planning

= Helps cities with all phases of water management and planning: forecasting
water supply/demand given climate uncertainties; and conducting risk
assessments on water system interdependencies with other infrastructures.

Energy Resilience Design

= Helps city evaluate its grid interdependencies (transportation, water, and
waste systems); identify disasters that pose greatest risks to energy system;
and develop simulation-based conceptual designs that can meet city’s energy-
resilience needs.

Single Multiple Case Things we Q&A
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