
 

Abstract— Today’s globalized supply chains are extremely 
complex. They are systems of systems and a conglomeration of 
interconnected networks and dependencies. There is a constant 
supply and demand for materials and information exchange with 
many entities such as people, organizations, processes, services, 
sources, products, and infrastructure at various level of 
involvement. Fully comprehending supply chain risk is a very 
challenging problem as supply chain attacks can be initiated at 
any point within the product or system lifecycle, and can have 
detrimental effects to mission assurance.  Counterfeit items, from 
individual components to entire systems, have been found in 
commercial and government systems.  This paper overviews a 
supply chain decision analytics framework that will assist 
decision makers and stakeholders in performing risk-based cost-
benefit prioritization of security investments to manage supply 
chain risk, and presents results from a case study along with 
discussions on quality data collection and pragmatic insight to 
approaches in supply chain security.  This case study considers 
application of the framework to analyzing the supply chain of a 
United States Government critical infrastructure construction 
project, and illustrates how the framework can be used to 
identify supply chain threats and suggest mitigations for 
addressing those threats. 
 

Index Terms—Supply chain risk management, supply chain 
security, risk analysis, decision support systems, security, 
integrity, critical infrastructure 

I. INTRODUCTION 
The United States Government (USG) is dependent on 

supply chains that are highly complex and geographically 
diverse which presents a risk to national security. Modern 
supply chains are large-scale, globalized conglomerations of 
interconnected networks. This complexity reduces 
transparency and visibility into the supply chain at every level 
of involvement, including people, organizations, processes, 
services, sources, products, and infrastructure. This reduces 
understanding of how technology and products are acquired, 
developed, integrated, and deployed. Currently, there is a 
general lack of visibility, understanding, and control over 
supply chains.  

For example, according to the director of the United States 
Department of Defense’s (DoD) Defense Microelectronics 
Activity (DMEA), “the defense community is reliant critically 
on a technology that becomes obsolete every 18 months, and 
is made in unsecure locations over which the USG does not 
have market share influence” [5]. As a result, DoD is limited 
to utilizing independent distributors and brokers that are 
highly susceptible to counterfeit threats and malicious 
subversions. Many DoD supply chains have already been 
compromised by counterfeit electronic parts, posing a risk to 
the security and the reliability of U.S. defense systems [5].  

The United States Government Accountability Office 
(GAO) issued a report which found that many USG 
departments, including the DoD and the Department of 
Homeland Security (DHS), are inadequate in countering the 
information technology (IT) supply chain threat.  Lacking are 
protective measures, policies to address the threat, and 
monitoring capabilities to verify compliance with and 
effectiveness of any counter measures [4].  Furthermore, the 
U.S. Department of Commerce states that manufacturers of 
electronic subsystems often do not discover counterfeit parts 
[10].  Rather, they are discovered primarily after the parts had 
been returned as defective.  Industry simply does not have the 
capability (staff, equipment, processes, or budget) to detect 
counterfeits as the required reliability testing, qualification, 
and verification requires a large effort [11][12].  

It is extremely challenging to fully comprehend supply 
chains and their vulnerabilities due to inherent complexities in 
systems, corporate structures, and distribution networks. 
Examples include the number of unique components in a 
system and the complexity of the components themselves; 
difficulty in identifying suppliers and sub-suppliers and their 
processes; understanding internal processes and how they 
interact with external suppliers; and understanding the 
material and information flows to and from outsourced 
vendors (including a vendor’s internal processes.) This 
complexity impacts all aspects of systems and possibly 
provides more adversarial opportunities to hide a malicious 
insertion: from individual components, to the assemblies and 
systems composed of these components, to systems-of-
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systems and entire buildings and facilities. Owing to this 
complexity, a supply chain decision analytics framework is 
needed to support system owners and decision makers to 
identify and mitigate supply chain risks. 

Supply chain vulnerabilities pose threats ranging from 
quality issues, such as counterfeits that impact the reliability 
of the end system, to malicious actions by sophisticated actors 
with intent on compromising the confidentiality, integrity, or 
availability of end systems.  

Section II provides a brief survey of related work.  We find 
that there is a lack of lifecycle focused approaches to supply 
chain analysis, which is part of the motivation for our efforts. 
We introduce a decision support framework for analyzing 
supply chains across the system lifecycle in Section III, and 
the application of this framework for a military construction 
project and results from the analysis are presented in Section 
IV. In addition, we show how the results were used to target 
specific aspects of the supply chain for a detailed analysis. We 
also present recommendations for reducing the risk of this 
supply chain. Section V provides a brief discussion on 
challenges and future work, followed by the conclusion in 
Section VI. 

II. RELATED WORK AND MOTIVATION 

A. Related Work 
Much of the existing national guidance for addressing 

supply chain risk focuses on information and communication 
technology (ICT). For instance, NIST has released a series of 
reports that suggest high-level supply chain risk mitigation 
measures [1]-[3]. Suggested controls include guidelines such 
as using trusted shipping and warehousing, and also engaging 
independent penetration testing teams. These reports do not 
indicate how one should analyze and prioritize deployment of 
mitigations or how best to map a system’s supply chain and 
lifecycle to support supply chain risk analysis.  For example, a 
recently developed a cyber supply chain tool based on some of 
the NIST guidelines [1][6], permits construction of a flow-of-
goods view of the supply chain which aids in mapping a 
product’s prominence and presents the user with a small set of 
questions about each transaction and node. The answers to 
these questions are combined with data from the national 
vulnerability database for assessing cyber vulnerabilities and 
are translated into an overall risk score for the resulting cyber 
supply chain map.  The tool has a strong ICT focus but does 
not consider product lifecycle or optimization of mitigation 
actions.  Another common approach for supply chain risk 
management (SCRM) is to use data aggregation and analysis 
tools to collect and categorize information on suppliers and 
vendors [7] so that an analyst can make risk determinations.  

B. Motivation 
We find that most of the current SCRM approaches are 

incomplete and do not provide a holistic lifecycle perspective. 
Supply chain vulnerabilities exist at every stage of the 
lifecycle process, from initial development of a concept and 
requirements through design, procurement, manufacturing and 
construction, and eventual deployment, operation, 
sustainment, and decommissioning. Each stage of this 
lifecycle consists of many process steps, each of which 

contains sub-processes, and each of these incorporates internal 
and external actors, information and material flows, and 
supporting infrastructure. Altogether these elements constitute 
the supply chain, and any of them can introduce risk and 
vulnerabilities. In order to reduce risk we need to understand 
processes, vendor and supplier involvement, and supporting 
infrastructure. We must incorporate both material flows, 
including logistics and supplier networks, and information 
flows, including business processes and operation, to 
comprehensively evaluate supply chains. Considering only 
cyber risks or only analyzing suppliers and vendors is 
insufficient.  

To address these issues we have developed a decision 
support system to enable decision makers to perform risk 
informed cost-benefit prioritization of security investments 
and mitigation approaches to help them manage supply chain 
integrity and risk. We have used this framework to analyze the 
supply chain of a new critical infrastructure system (CIS) 
under construction by the DoD.  

Our framework provides a repeatable and structured process 
for capturing and representing complex supply chains across 
the system lifecycle, and accommodates both material and 
information flows. The repeatable and structured nature of our 
process is important because the supply chain problem is too 
large and complex.  Budget constraints often limit the analysis 
and effectiveness of mitigation strategies to be developed, 
analyzed, and deployed without a formal approach for 
understanding the problem. Additionally, this further aids in 
reducing the complexity of supply chain analysis by reducing 
the required SME input to the knowledge of lifecycle activities 
and processes with which they are already familiar.  

As part of our framework, we have developed a generalized 
approach for analyzing risk within supply chains. This 
approach evaluates risk along a number of distinct categories 
discussed in Section III, and can be used to characterize 
suppliers, processes, and infrastructure. By organizing the risk 
assessment along these dimensions we can evaluate the risk of 
any entity or element in the supply chain using information at 
any level of detail that is available. This permits a hierarchical 
approach to the analysis and allows us to perform more 
detailed analyses of selected portions of the supply chain 
without requiring the same level of detail in other portions. 
For example, after an initial supply chain mapping and high-
level risk analysis, we can identify critical portions of the 
supply chain that warrant a more thorough analysis. For 
instance, a node in the supply chain where many information 
or material items converge may indicate that a detailed 
analysis of the risk at that node is warranted.  

This hierarchical approach not only reduces the amount of 
information that must be collected and the SME effort 
required for collecting it, but it also reduces the cost of the 
analysis. Furthermore, it helps to identify areas where data 
might be either unavailable or unnecessary for analysis. The 
hierarchical supply chain and lifecycle process mapping is 
then used to identify weaknesses and potential vulnerabilities 
in the supply chain. For instance, it can help identify locations 
where information loss occurs; bottlenecks where there is a 
convergence of information or materials (i.e. indicating 
potential high-risk locations); and nodes where testing or 
evaluating materials may be most helpful. Weaknesses in the 
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supply chain must be understood in order for effective 
mitigations to be easily identified. Our framework helps 
decision makers understand their complex supply chains, 
allowing them to deploy mitigations with confidence and with 
a defensible basis for why particular mitigations were selected. 

III. SUPPLY CHAIN LIFECYCLE DECISION ANALYTICS  
The goal of our framework is to provide a decision-support 

analytics that enables decision makers to perform risk-based 
cost-benefit prioritization of security investments to manage 
supply chain integrity and risk. The key challenges are the 
complexity of the end-to-end supply chain lifecycle problem, 
and the scalability of the supply chain representation. To 
overcome this complexity we developed a hierarchical 
decomposition methodology for examining the supply chain 
lifecycle. The decomposition, illustrated in Fig. 1, consists of 
(1) information-based mapping of the supply chain lifecycle 
and flow representation, (2) vulnerability and mitigation 
modeling, (3) risk assessment via application of difficulty and 
consequence security risk metrics that can be used to evaluate 
vulnerabilities throughout the supply chain lifecycle, and (4) 
solving mathematical optimization models that evaluate 
threats and mitigations based on the security metrics. This 
approach systematically examines the lifecycle phases of 
supply chains and assesses risk using various metrics 
including the leveraging of a security risk metric based on the 
degree of difficulty an adversary will encounter when 
attempting to execute attack scenarios [8]. These metrics 
enable decision makers to overcome the complexity of 
quantifying security risk, and it is suited for cost-benefit 
optimization. The methodology enables the decision maker to 
have the flexibility to scale the problem and to evaluate the 
supply chain at various depths (e.g., components, sub-
component, sub-assembly, systems, etc.), and to leverage each 
decomposition to address system or enterprise level supply 
chain vulnerabilities. Additionally, this approach enables 

decision makers to recognize emergent behaviors and their 
global effects. 

The first component of the decision analytics framework is 
representation of the supply chain. This includes mapping of 
both the materials and information flow of the supply chain 
across the lifecycle phases. We have developed an 
information-based approach that enables a hierarchical 
decomposition of the supply chain. The representation is a 
directed graph that can represent high level flow diagrams to 
detailed processes, and is scalable based on the level of 
fidelity provided by SMEs.  The purpose of the supply chain 
representation mapping is to enable the analyst to have a 
complete understanding of the risk associated with the 
processes, suppliers and infrastructure throughout the supply 
chain across the lifecycle. 

After generating the supply chain mapping we perform a 
high-level risk assessment of the process steps and entities 
within the supply chain. For this, we have partitioned supply 
chain risk into a set of eight indicators. These indicators are 
the amount of control and influence over a process step or 
entity, the information and material exposure during a process 
step or to an entity, the diversity or redundancy or a process 
step or entity, the temporal access of an entity to the system, 
visibility into a process step or entity, the rapport between the 
system owner and entity, and the reputation and financial 
strength of the entity. Moreover, we have developed an 
assessment protocol to aid analysts in assessing each indicator. 
For each of these indicators, there is a series of qualitative and 
quantitative questions that can be easily answered for 
assessing the risk within each indicator category. Aggregating 
risk across the indicators provides a first measure of the risk of 
individual process steps and entities. At this level of detail we 
can begin to identify locations of elevated risk within the 
supply chain by noting higher risk scores. Elevated risk scores 
may also identify appropriate locations in the supply chain for 
further, more detailed analysis. Additionally, the structure of 
the supply chain graph can help us to identify nodes where 
there is a convergence of information, materials, or both. 
Organizing risk into sets of indicators enables the hierarchical 
nature of the analysis, and furthermore provides the flexibility 
to overcome the problem of missing or unavailable data. We 
can evaluate the risk at different portions of the supply chains 
and with different levels of detail by varying the types of 
questions we answer about them. As long as these questions 
are consistently categorized by the indicators, we can 
accommodate varying levels of detail within our analysis.  

The second component of the framework, vulnerability and 
mitigation modeling, provides analysts with the ability to 
perform vulnerability and mitigation assessment on the supply 
chain. The end-to-end supply chain representation in 
combination with lifecycle phases, provides a structure for 
analysts to systematically identify potential vulnerability 
insertion points. Once the insertion points are identified, 
SMEs can develop attack scenarios based on adversary goals 
to subvert the supply chain. However, this type of 
vulnerability assessment can be highly subjective and the 
supply chain vulnerability space is too large for manual 
analysis to provide comprehensive coverage. To streamline 
SME effort and to reduce the subjective nature of red-teaming 
based attack path generation we developed a functional 

 
 
Fig. 1.  Our supply chain lifecycle decision analytics framework supports 
gathering and representing the supply chain and lifecycle processes at any 
level of detail; risk assessment of the process steps, suppliers, and 
infrastructure in the supply chain; generation of attack graphs to understand 
potential sequences of adversary actions, and assessment of the difficulty and 
consequences of each attack graph; and optimal selection of mitigations. In 
this use-case we focus on representing the supply chain, identifying locations 
that warrant further analysis. 
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ontology for both adversary and mitigation actions that relates 
actionable functions to the supply chain. The ontology consists 
of a set of actions that are applied to the set of objects 
(materials and information) that exist in the supply chain at 
their defined locations in the supply chain.  As an example, an 
adversary can acquire (action) the product design (object) at 
the design house (location). Sequences of these (action, object, 
location) triplets form attack graphs. This ontology helps to 
encapsulate the problem into manageable elements. This also 
enables an efficient method of automatically inferring attack 
scenarios against the supply chain and of representing them by 
directed graphs. By generating a rich attack space in this 
manner we can measure the overall supply chain risk with our 
difficulty and consequence risk metrics. 

The mitigation space can be evaluated in a similar manner. 
Mitigation actions can be applied at locations within the 
supply chain, or to specific objects at specific locations.  By 
generating and representing attack scenarios and mitigation 
options in this manner we free analysts from having to manage 
individual vulnerabilities and empower them to analyze the 
supply chain holistically and comprehensively. This may help 
them to identify mitigation strategies that address multiple 
vulnerabilities. For example, identifying common nodes that 
are part of multiple attack scenarios could provide broader 
mitigation. 

Once the supply chain vulnerabilities have been identified, 
the third component of the framework provides risk 
assessment of the vulnerabilities. This process enables the 
analysts to rank and prioritize the vulnerability space of the 
supply chain. We leverage Sandia National Laboratories 
developed risk assessment methodology that have been 
previously applied for physical security.  This risk assessment 
methodology enables the evaluation of attack scenarios based 
on difficulty and consequences [8]. Mapping the attack 
scenarios to the difficulty and consequences space further 
enables optimization techniques to be applied for risk-based 
cost-benefit decision analysis. 

The fourth part of the framework, optimization, provides 
decision support for the decision maker to select the best 
mitigation strategies to counter the discovered vulnerabilities. 
Optimization models enable decision makers to perform risk-
based cost-benefit prioritization of mitigation strategies, while 
our risk assessment methodology enables ranking of the attack 
scenarios and provides input for optimal prioritization. The 
goal of the decision support component is to find the best set 
of mitigation strategies such that attack scenarios become 
more difficult for the adversary, reduce the consequences if 
the attack is successful, or both.  A more detailed discussion of 
this framework can be found in [9]. 

In this use case we focus our attention on an initial high 
level mapping of the supply chain, and then use the mapping 
to identify locations warranting more detailed analysis and to 
identify structures in the supply chain, such as convergence 
points, that are good candidates for applying mitigations. We 
then perform a detailed technical analysis of a small collection 
of products found within the supply chain.  

IV. USE CASE 

A. Scope 
As described in Section III, the main purpose of the 

framework is to enable government or business entities to 
make decisions concerning supply chain risk, and to help them 
select mitigation approaches that might be most effective, 
provide broader coverage, reduce cost, or satisfy some other 
constraint.  In this research we use this decision analytics 
framework to analyze the supply chain of a DoD critical 
infrastructure system under construction and highlight the 
complexities of supply chain risk and give real examples of 
how to work through the challenges of applying supply chain 
risk management for national security.   

Many SCRM approaches are applicable only to early stages 
of procurement or engineering efforts, and many of these 
approaches consider mitigations that are effective only during 
an early stage contract or qualification process.  In this use 
case we wanted to highlight the applicability of the framework 
when the supply chain and contracts have already been 
established.  In this example, the overall DoD contracted 
construction project was well underway – equipment vendors 
and contractors were already selected before our team was 
engaged.  Similarly, many SCRM approaches assume that if a 
good screening process is used, then the system will be more 
secure. Yet, as we will discuss in this manuscript, a 
comprehensive SCRM approach must also accommodate for 
operational security issues that are introduced by well-
screened original equipment manufacturer (OEM) 
implementations from trustworthy supply-chains.  The 
approach must also account for other security issues 
introduced during post-contract support or later in a system’s 
lifecycle.   

The scope of our work was to analyze the supply chain 
lifecycle, business processes, equipment and vendors to 
identify weaknesses or vulnerabilities where an adversary 
might have opportunity to affect the end product.  Our analysis 
included business entities and relationships, the federal 
contracting process, the pre-bid information distribution 
processes, company and personnel screening process, OEM 
hardware equipment and software, network and protocol 
implementations, engineering and integration processes, and 
critical infrastructure industry practices. 

B. Data Collection 
Since the focus of the framework is to identify 

vulnerabilities in the supply chain and lifecycle of a program, 
we acquired much data through document collection and on-
site interviews.  In particular, our data collection included 
DoD information controls used for the Request For 
Information (RFI) and contract process, construction site 
controls, contractor knowledge of facility mission, 
manufacturer knowledge of end-use, manufacturer quality and 
procurement practices, hardware and software components, 
and military construction (MILCON) program testing and 
acceptance process of the system.  During a construction site 
visit we met with the government program management office 
(PMO), government oversight teams, prime contractors, 
subcontractors, and system integrators to understand the 
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current state of the program, supply chains, and entities 
involved in the large construction effort. 

Additionally we engaged with MILCON security 
representatives and the responsible DoD Civil Engineering 
Center to better understand the process for security testing and 
verification of the system.  The civil engineering unit applies a 
battery of security tests and provides the recommendation for 
an Authority to Operate (ATO).  They also provide early 
feedback on specified equipment whether its security posture 
acceptable for the DoD facility. 

To validate use of the framework and to collect more 
granular data on the CIS case study, we procured equipment 
similar to that specified for the DoD facility from another 
local integrator (within another U.S. region) and constructed a 
working test system.  This provided the opportunity to apply 
our SCRM risk indicator protocol, an extensive questionnaire 
similar to [13], and validate their applicability for establishing 
SCRM risk metrics used in the framework.  Under this 
procurement contract our team spent much time with the local 
integrator to understand normal practices within this industry 
and OEM specific configuration details of this control systems 
domain. 

The procurement also helped established a communication 
channel with the OEM regional manager of the CIS 
equipment; through procurement we moved from a third-party 
role and became a customer.  While keeping in mind the 
operational security (OPSEC) considerations, we exercised 
this relationship to understand the manufacturing quality 
control, supply chain, and customer data collection practices 
of the OEM.  The DoD site location was not disclosed to the 
OEM, making sure that an inadvertent correlation would not 
increase the supply chain risk due to our analysis efforts. 

We compiled this data into a directed graph representation of 
the lifecycle, processes, and supply chain interactions, 
including both material and information flows, for the supply 
chain established for this construction process and helped 
identify key weaknesses in the supply chain and system 
integration process (Fig 2).  This analysis also identified the

 
limitations of traditional approaches to supply chain security 
risk mitigation – primarily due to our late engagement in the 
construction/procurement process.  For this SCRM case study 

the limitations significantly emphasized the importance of 
operational system security characterization followed by 
acceptance testing with detailed information assurance test 
plans.    

The SCRM system-level analysis led us to conduct an in-
depth analysis on the OEM hardware equipment, software, 
network and protocol implementations.  This particular deep-
level SCRM analysis captured data which included 
identification of integrated circuits, circuit board designs, 
software, network equipment, and included other traditional 
vulnerability assessment data to provide a holistic view of the 
security risks of the construction program and the system’s 
lifecycle. 

C. Results 
Thorough data collection and analysis of the DoD program, 

roles, and responsibilities helped identify operational 
processes, entities involvement, and supporting infrastructure. 
We studied the business characteristics, operational practices 
and process steps in relation to this construction project of the 
various entities that have impact on the critical infrastructure 
system.  A total of 24 questions, categorized into our 8 
indicator categories, were used to evaluate the supply chain 
risk. For each question we assign lower and upper bounds for 
each entity’s score, allowing us to accommodate for 
uncertainty in the responses. We transform the entity’s 
responses into risk scores by normalizing the response to each 
question to the maximum reported responses to those 
questions. This provides a relative scoring of risk. Then, 
individual scores are combined with a weighted average to 
determine an overall risk score, which is also shown in Fig. 3.  

It is important to note that these supply chain risk scores are 
relative scores among the entities in question; the value of the 
score in itself is less important than the ordinal comparison 
which provides analysts a way to evaluate areas of higher risk. 
It is also noteworthy to point out that an independent risk 
score can be highly subjective, and establishing a meaningful 
baseline can be extremely difficult. 

Figure 4 provides another perspective of the data offered by 
spider charts (aka radar charts), which identify an entity’s 
strengths or weaknesses in several of the risk indicator areas.  
This view allows an analyst to quickly make determinations 

  
 
Fig. 2.  An illustration of the supply chain representation and flow for the 
entire CIS construction and commissioning process.  104 process steps or 
entities within the supply chain were identified, highlighting its complexity. 
The color of the nodes represents varying level of potential risk. 
  

 
 
Fig. 3.  The supply chain risk indicators heatmap for various entities their 
overall relative risk score.  In this example, each column represents various 
DoD contractors that have some impact on the CIS system.  Adjacent bands 
of a category indicate upper and lower bounds on the score.  Adjacent green 
and red bands indicate a lack of information whereas adjacent bands of the 
same or similar color indicate high confidence in the information. 
  

1.0 0.570.740.720.660.84

A                  B                 C                D                E                 F



 
 

6 

on specific risks, whether to collect more information or 
potentially work with a supplier to improve their risk posture.  

As mentioned in Section II, there are supply chain 
weaknesses or vulnerabilities at any stage of a system’s 
lifecycle process.  One of the analysis goals was to use this 
SCRM decision analytic framework to identify critical nodes 
in the supply chain for the CIS.  Of the 104 nodes identified 
(Fig. 2), there are areas in the supply chain where several 
predecessor nodes converge into single nodes – this indicates 
high-risk nodes.  A greater edge density of the supply chain 
directed graph means more complexity and suggests more 
risk.  The convergence also indicates that a detailed analysis of 
the node is warranted (Subsection D) and identifies it as a 
potential opportunity to apply mitigations that can have broad 
impact in reducing supply chain risk.   

Since the decision to analyze the supply chain risks of the 
DoD system occurred well after contracts were already 
awarded, the opportunity to apply many early-stage SCRM 
mitigations, such as advanced vendor screening, were 
significantly reduced.  If many of the potential mitigations 
were to be applied in this late-stage, they would add 
significant cost and delays to the program as the SCRM 
problem boundaries and complexities were too large and 
uncontrolled.  Ultimately, late-stage supply chain analysis 
emphasizes the importance of operational system security 
characterization followed by comprehensive acceptance 
testing with detailed information assurance security plans.  
The high level analysis of Subsections B and C helped to 
identify components for more detailed analysis while 
Subsection D provides details of our deeper-level SCRM 
analysis and operational security testing which help clarify 
gaps between SCRM security practices and operational 
security. 

D. Further Analysis 
One of the assumptions of security professionals and many 

supply chain security methodologies is that adversaries will 
use advanced techniques to access or compromise a system.  
We determined that the components, communications, and 
protocols used in this CIS meet national standard 
specifications.  However, the OEM implementation of the 

specifications, along with proprietary extensions, created 
many simple attack vulnerabilities.   

Our deeper-level analysis began with identifying the 
hardware and software technologies used in the control 
system.  We checked for signs of illegitimacy, poor quality, 
and opportunities within the supply chain or quality processes 
for malicious adversary insertions.  Overall, our analysis 
revealed that the OEM had high regard for quality and 
reliability, and manufactured most assemblies in-house, 
including printed circuit assemblies.  The OEM quality 
process allows insertion of equivalent components or specified 
components from alternate but qualified suppliers.  The use of 
alternate suppliers is one of the key risk areas identified in 
[10].  Some of the factors that the OEM uses to make the 
supplier decisions include:  
1) Quality Performance - acceptance testing, responsiveness 

to issues.  
2) Cost and Service Performance - price, on-time delivery, 

lead time and cycle time, ease of doing business, accuracy 
and timeliness of documentation.  

3) Supplier Capability - production capability, infrastructure.   

Aside from their supplier selection, the components are 
verified and validated through the hardware development and 
quality assurance (QA) departments listing of all acceptable 
alternate sources and suppliers.  The purchasing department 
then chooses which prequalified supplier to use based on 
price, lead times, availability, payment terms, and other 
factors. While this OEM process is reasonable, it follows a 
cost-driven model of qualifying once, and does not include a 
schedule for continued component sampling, audits of the 
supplier, or other security factors. 

We partially validated the output of the OEM quality system 
with a deep-level hardware and software inspection.  In the 
devices we observed many complex programmable logic 
devices (CPLD), ARM processors, and other COTS 
components that affect the digital data flow and controls.  
Using standard COTS reliability screening technology such as 
x-ray imaging, the ICs appeared to be consistent across 
packages, suggesting that their lineages are from single 
sources.  This does not necessarily rule out grey market or 
black market components, but it does suggest the OEM has 
processes that allow for some traceability back to the 
component manufacturers.  Analysis of the system’s software 
included embedded firmware, programmable logic, Windows 
CE applications, and general Windows OS applications for the 
human machine interface (HMI) workstation.  Cursory static 
analysis of the software did not produce any significant 
findings.  Using open-source or COTS software designed to 
interact with the system’s network protocol, we observed that 
the OEM fully implemented the protocol standard however, 
similar to many other vendors, we observed a large number of 
proprietary extensions and data objects. 

Security characterization of the working test system 
procured during this process revealed that system behavior, 
proprietary protocol implementations and other extensions 
lead to a number of operational weaknesses and vulnerabilities 
of the system.  This highlights the fact that even with good and 
reasonable supply chain risk reduction, the system 
implementations must be considered in securing a system.  A 

 
 
Fig. 4.  The supply chain risk for entity A through F represented in a spider 
chart.  Larger areas or indicator values further from the center mean greater 
supply chain risk.  This chart allows analysts to more easily identify and 
better characterize supplier risk. 
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number of findings might be mitigated during the supply chain 
risk reduction steps or during initial commissioning of a 
system; however critical infrastructure systems typically 
operate for several decades and are serviced or tuned on a 
regular basis.  Ultimately, this means that mitigations for 
today’s security challenges may no longer be applicable in the 
future life of the system.  The lifecycle must be considered in 
the overall risk analysis. 

From our detailed analysis, one recommendation for 
reducing risks introduced from the CIS supply chain is to 
apply information assurance best practices such as network 
security and monitoring, including out of band monitoring, 
and establishing stringent procedures for system upgrades, 
security testing, and audits.   

Additionally, this case study offers a pragmatic perspective 
on three aspects of supply chain security: criticality analysis, 
threat analysis, and mitigation course of action.  Criticality 
analysis prioritizes some risks, but our results show that it is 
also important to understand the overall supply chain and 
system risks.  Threat analysis and mitigation options often 
focus on procurement and screening of vendors or randomly 
selected COTS components.  Screening does not account for 
future risks and threats introduced during normal operation 
and maintenance of the system. Practitioners need to account 
for system hardening to reduce risks throughout the lifecycle 
of the system.  Finally, guidelines for mitigation courses of 
action need to consider the cost-benefit of SCRM risk 
reduction efforts as well as the system’s lifecycle. This is 
especially true for existing programs where SCRM analysis is 
performed in later stages of the acquisition process when it 
can be costly to implement some mitigation options. 

V. CHALLENGES AND FUTURE WORK 
One characteristic that distinguishes a mature approach to 

supply chain security is its appreciation for the challenges of 
collecting accurate and quality supply chain data.  Some 
approaches use online information, Dun and Bradstreet 
reports, or systems such as [7]. However, our experience in 
this case study reveals that these results were sometime 
inaccurate or outdated, and more importantly they did not 
directly correlate to the operational security issues introduced 
by supply chain factors.  Consequently, supply chain security 
approaches cannot rely solely on such indicators.   

It can be challenging to collect accurate data which helps 
build a holistic view of the system’s supply chain.  For 
example, government entities are constrained by fairness of 
business opportunity regulations and may not be able to 
interact with potential suppliers or to collect detailed supply 
chain risk information prior to issuance of the RFI or contract.  
It may be possible to specify such provisions in the RFI, use 
pre-bid questionnaires, or with contract language.  However, 
our experience in this case study demonstrates that suppliers 
may have a loose interpretation of the requested information, 
which leads to a reduction in data quality.  If the supply chain 
information requests are too extensive in a pre-bid 
environment, some suppliers may choose not to respond. This 
could result in lower-quality suppliers earning the contract and 
introduces more security risks to the system. 

Another industry accepted approach to gain detailed supplier 
information is through non-disclosure agreements (NDA), 
which legally bind both parties to protect the other’s disclosed 
information.  This process can take much time and usually 
involves legal staff or top-level company representatives.  
Again in our experience, suppliers are not as willing to 
establish an NDA unless they have a contract in place or have 
significant financial interests at stake.  When establishing an 
NDA to gain specific vendor supply chain information, it is 
also important to realize that the NDA does not oblige the 
supplier to disclose information.   

Regardless, the challenges of collecting accurate and quality 
supply chain data can be overcome.  Establishing professional 
and courteous business relationships with suppliers will at 
many times have more gains than formal information request 
processes.  The relationships must still be mindful of laws, 
procurement regulations, and the operational security concerns 
of the end system. 

The work presented in this paper only illustrated part of the 
decision analytics framework, which have already 
demonstrated it’s usefulness. As such, future work will 
include application of the complete framework to additional 
case studies. Additional supply chain decision analytics will 
include considerations of how to apply the framework within 
small business constraints, and also how to address the Buy 
America Act and other trade laws.   

VI. CONCLUSION 
This paper provided a brief description of a systematic 

supply chain decision analytics framework that enables 
decision makers to better understand their supply chains 
holistically. This includes evaluating supply chain 
vulnerabilities across system lifecycles.  We introduced a risk 
assessment methodology that evaluates internal and external 
entities, processes, supporting infrastructure, and other 
elements of the supply chain by a collection of risk indicators. 
Relative evaluation of the supply chain elements against each 
other by these indicators allows for a high-level, visual risk 
assessment with a heat map, and also permits an analysis of 
the risk contributions from the individual indicators using 
spider charts.  This framework aims to help decision makers to 
perform risk informed cost-benefit prioritization of security 
investment and mitigation approaches to manage the integrity 
of supply chains. We have successfully applied part of this 
framework, namely supply chain mapping, risk evaluation, 
and vulnerability assessment, to a DoD CIS construction 
project case study.  

We have shown that this framework will work at various 
stages of a system lifecycle. In particular, this analysis was 
done during the development phase of the CIS.  As a result, 
detailed characterization and vulnerability assessment would 
be the most cost-effective and best option for mitigating 
supply chain risks.  The assessment results identified areas of 
immediate risk, and provided a high-level comparison across 
the entities.  Furthermore, it helped focus the analysis towards 
areas where further in-depth studies were needed.  

As part of the data collection and information mapping of 
the supply chain lifecycle and flows, we validated the use of 
SCRM questionnaires for supplier screening. The relevant 
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companies seem to be compliant, but we also noted some 
nuances of such data collection methods.  We also found that 
establishing relationships with vendors seems to be more 
fruitful in collecting valuable supply chain risk analysis data 
than other methods, as it lent itself toward a stronger 
correlation of pragmatic and beneficial risk reduction 
methods, keeping in mind that using one type of information 
source or risk indicator is insufficient for overall system 
security. 

This case study clarified gaps between SCRM security 
practices and operational security.  Supply chain security 
practices do not holistically solve all security problems, 
especially for critical infrastructure systems that operate for 
several decades.  This framework helps enable government or 
business entities to make decisions concerning supply chain 
risk, and to help them select mitigation approaches including 
technical vulnerability analysis and system security testing.  In 
addition, we found that most SCRM guidelines do not account 
for the limited functionality of systems that lack security 
options.  Many supply chain risk reduction methods would not 
likely identify or block an adversary from operating within 
normal or OEM specification of the system.  Ultimately, our 
analysis of this case study highlights that a system’s security 
has strong dependencies on both supply chain security and 
traditional information assurance practices.  It also emphasizes 
the need for detection and prevention mechanisms to be 
specifically tailored for each OEM implementation and overall 
system integration. 
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