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1 Introduction

1.1 Purpose

This document details the configurations and enhancements implemented to support the usage of federal
Personal Identity Verification (PIV) Card for logon on unclassified networks.

The guidance is a reference implementation of the configurations and enhancements deployed at the Los
Alamos National Laboratory (LANL) by Network and Infrastructure Engineering — Core Services (NIE-CS).

1.2 Intended Usage

This document is intended for network administrators and information technology (IT) staff responsible for
maintaining the unclassified network environments.

1.3 Background

The PIV Card (referred to as the HSPD-12 Credential in DOE) is the federal identification credential issued to
federal employees and contractor employees. It has electronic features that allow it to be used to identify and
authenticate people to facilities (i.e., physical access control systems or PACS) and to networks and
applications (i.e., logical access control systems (LACS)).

For LACS usage, the PIV Card contains electronic credentials (X.509 Public Key Infrastructure (PKI) keys and
certificates) that assert an individual’s identity, which can only be accessed using a Personal Identification
Number (PIN). The credential holder keeps the PIN private to prevent unauthorized access or potential
compromise of their HSPD-12 Credentials. The HSPD-12 Credential (“something you have”) and PIN
(“something you know”) combination is a 2-Factor authentication mechanism that can be used by many
commercial network operating systems and applications that use PKI Certificates for authentication. It is
federally mandated by both OMB (via M-11-11) and DOE (via DOE Order 206.2) that PIV Card be used for
logging onto federal networks (i.e., PIV Logon).

1.4 PIV Cards at DOE

Most DOE personnel are issued are PIV Card (or HSPD-12 Credentials) from the General Service Administration
(GSA) Managed Service Office (MSO) USAccess program (USAccess). Individuals who are employees or
contractors affiliated with another federal agency (such as DOD or GSA) will have PIV Cards issued by their
home agency. DOE Order 206.2 prohibits issuance of PIV Cards to personnel from other Agencies who already
possess a credential; therefore, the unclassified networks can be configured using the guidance in this
document to allow other government agencies PIV Cards to be used for logon, if there is a logon requirement
for the person.

1.5 Network Environment

While this document uses Microsoft Windows Server 2012 R2 (64-bit) as a reference implementation, the
guidance in this document applies to networks operating in Microsoft Windows Server 2008 R2 functional
Active Directory (AD) environment or later.
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1.6 User Logon Experience
Upon making the Windows desktop configurations in this document, the main logon screen presents the user
two icons:

e QOther User icon

e Insert a smart Card icon

To logon with:

1. UserlD and password (if PIV logon is not enforced for the use), users
a. Click Other User icon
b. Type their username in the Username field
c. Type their password in the Password field

2. PIV Card and PIN, users:
a. Insert their PIV Card into a smart card reader
b. Click Insert a smart Card icon
c. Type their 6-8 digit PIN of their PIV Card in the Password field
d. Type their username in the Username hint field

1.7 PIV Logon Process

The PIV logon capability is the native logon feature in Active Directory called Smart Card Logon (SCL). SCL is the
usage of smart cards (the PIV Card is a smart card) for authentication. The following explains Microsoft’s SCL
process at a high-level:
1. Atthe login screen, user inserts their PIV Card into a smart card reader, types in their 6-8 numeric PIN
and types in their username.
2. Workstation creates a signed request using the PIV Authentication Certificate (a PKI certificate on the
PIV Card) and sends the signed request to the Domain Controller (DC).
3. The DC verifies that the PIV Authentication Certificate is valid by checking that:
a. It wasissued by a certification authority the AD trusts (e.g., Entrust Managed Services PKI);
b. Itis not expired; and
c. It has not been revoked by checking the Certification Revocation List (CRL) or using Online
Certificate Status Protocol (OCSP), if available.
4. The DC performs a lookup in AD by matching information from the PIV Authentication Certificate with
an account in the AD forest.
The DC sends a digitally signed authorization to the workstation using the DC’s own PKI Certificate.
The workstation verifies that the DC PKI Certificate is valid.
7. The logon process completes and the user has access to domain resources and privileges authorized
for the account.

o w

1.8 Assumptions
1. |Initially, the PIV logon capability will be available as optional logon method to the Windows AD.
a. Asthe PIV logon capability is rolled out into production, considerations will be made on how
and when to enforce the PIV Card for logon.
b. When enforced, UserID and Password will be disabled for a user and will be available for logon
on an exception basis.
2. Initially, only DOE PIV Cards issued by the USAccess will be supported.
a. Credentials from other agencies will be addressed if there is a requirement to do so.
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1.9 Summary
To summarize the baseline configurations and infrastructure enhancements implemented:

e An Only Locally Trusted (OLT) PKI (using a Microsoft’s AD Certificate Services (ADCS)) was deployed
and configured to support the issuance of Domain Controller (DC) certificates needed for PIV logon to
function. (§ 2.1)

e The Active Directory Trust Stores were configured with the requisite CA certificates to support the PIV
Card for logon. (§ 2.2)

e PKI certificates were issued to the DCs from the OLT PKI using auto-enrollment. (§ 2.3)

e DCs were configured to ignore the User Principal Name (UPN) encoded on PIV Cards so that Certificate
Mapping could be used for configuring user accounts for PIV logon. (§ 2.4)

e A robust validation solution was deployed that includes a Local CRL Repository (§ 2.5.2) and validation
software (§ 2.5.3) on DCs to minimize the organization’s dependency on external entities for logon to
the network. (§ 2.5)

e A GPO was created to restrict PIN change (§ 3.2), to enable the logon fields (§ 3.1), and to enable the
desired behavior on PIV Card removal (§ 3.2) on all Windows-based computers and servers.

e Smart card readers were connected to computers. (§ 3.3)

e Windows-based computers (not servers) were configured with ActivClient Middleware to enhance the
user experience with the PIV Card. (§ 3.4)

e Users’ accounts were configured by mapping their PIV Authentication Certificate from their PIV Card
using automated tools and scripts. (§ 4.1.2)
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2 Active Directory Configurations and Infrastructure Enhancements

2.1 Microsoft Enterprise Certification Authority

To support smart card authentication in a Microsoft Active Directory environment, the Domain Controllers
(DCs) require a PKI certificate (see Section 2.3). For this local PKI requirement, an Only Locally Trusted (OLT)
Public Key Infrastructure (PKI) was established using Microsoft’s Active Directory Certificate Services (ADCS),
which is available on Microsoft’s Windows Server 2012 R2 server operating system.

The OLT PKI primarily issues PKI certificates to non-person entities (NPE) on the unclassified internal network.
NPEs include hardware devices (e.g., computers, servers, routers) and applications (e.g., web servers,
databases, online applications). The term “OLT” is used intentionally to reflect that the PKI only trusted and
accepted internally to the organization. Therefore, the OLT PKI only issues PKI certificates to NPEs that do not
require interoperability and trusted communications with entities external to the organization. This
implementation is consistent with DOE Order 206.2, “Identity, Credential, and Access Management”:

“DOE Elements may implement internal (or local), site-specific PKls to satisfy local PKI requirements

that do not require trust and interoperability outside of site-specific locations.”

As shown in the figure below, the OLT PKl is a two-tiered PKI architecture, which is recommended based on
Microsoft and industry best practices, and exists within the Windows AD environment.
e Tier 1: An offline Root Certification Authority (CA), which only establishes subordinate (or issuing) CAs
e Tier 2: One or more online subordinate CAs in the Windows AD that issue PKI certificates to NPEs

The offline Root CA is hosted on a physical Figure 1: OLT PKI Architecture
server. When not in use, the Root CA is powered
down, and secure in accordance with local T o -
procedures. | ST ok |

I !
The subordinate CAs are hosted on Windows : on,.,
virtual machine (VM) servers as members of the : I
Windows AD. One or more subordinate CAs can it 4
be established, as needed, to accommodate the ok P Pt oLT
various local PKI requirements. NPE CA1 ~ * . NPE CA2
The certificate revocation lists (CRLs) are . k.
available via HTTP to the organizations Local CRL / /\\ LY
Repository (See Section 2.5.2 ). This allows the | \ 2 '\\
OLT PKI to support NPEs that are standalone 7 | \'-\ / J' \
computers and servers, as well as those that are :mI o ‘ 5 I ot I*- — I v
directly joined (or members) to the Windows '
AD.

All configurations and the concepts for operating and managing the OLT PKI are described in the organization’s
respective PKI certification practice statement (CPS).
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2.2 AD Certificate Trust Stores
The AD Certificate Trust stores must contain the CA certificate chains for the PKl issuers of all certificates
involved in the smart card logon process. For the basic implementation to leverage DOE PIV Cards, this
includes the CA certificate chains for:
e The OLT PKI (§ 2.1), which issues certificates to the DCs. All domain-joined computers and servers
must have the CA chains in their respective trust stores so they “trust” and “validate” the DC
certificate during the smart card logon process.
e Entrust Managed Services PKI, which issues the PIV Authentication Certificate on DOE PIV Cards.

Table 1 identifies the CA certificate and the GPO configuration? to configure the appropriate trust stores for all
DCs and all domain-joined Windows computers and servers. As additional PKls are encountered (such as the
DOD PKI for CAC holders), the respective CA certificate chains must be deployed.

Table 1: Certification Authority (CA) Certificates

Certificate Store
Trusted Root
Certification Authorities

Intermediate
Certification Authorities

Trusted Root
Certification Authorities

CA Certificate
Issued to: OLT RootCA described in Section 2.1

Notes:
e This is the self-signed Root CA for the OLT PKI

Issued to: OLT NPE CA1 described in Section 2.1
Issued by: OLT RootCA

Notes:
e Thisis the issuing CA of DC certificates from the OLT
PKI

Issued to: Entrust Managed Services Root CA
Issued by: Entrust Managed Services Root CA
Expires: 7/23/2025

Serial Number: 448062f4

Notes:

e This is the self-signed Root CA for DOE PIV Cards
issued by GSA USAccess after July 30, 2015

e The cert is posted and maintained at:
https://federaladminservices.managed.entrust.com
/[fedcerts/

e The cross-certificate (issued by Common Policy) is
not used in order to eliminate the dependency of
accessing external CRLs for all CAs that might be
discovered by Microsoft when building the
certificate chain to Common Policy

Configuration

Create (or update) GPO by adding (importing)

the OLT RootCA to:

Computer Configuration\Policies\Windows
Settings\Security Settings\Public Key
Policies\Trusted Root Certification
Authorities\

Create (or update) GPO by adding (importing)
the OLT NPE CA1 to:

Computer Configuration\Policies\Windows
Settings\Security Settings\Public Key
Policies\Intermediate Certification
Authorities\

Create (or update) GPO by adding (importing)
Entrust Root to:

Computer Configuration\Policies\Windows
Settings\Security Settings\Public Key
Policies\Trusted Root Certification
Authorities\

Notes:

e See Appendix C.1 for the Base-64
representation of Entrust root to create
the “.cer” file for importing

L publishing CA certificates via GPO instead of the certutil command allows for easier removal of CA certs (via GPO) when
they are expired or no longer needed. Certutil configures certificates in the registry stores of computers, which requires
manual or logon scripts to remove.
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Certificate Store CA Certificate

Configuration

Intermediate
Certification Authorities

Issued to: Entrust Managed Services SSP CA
Issued by: Entrust Managed Services Root CA
Expires: 7/23/2025

Serial Number: 448063d5

Notes:

e This is the issuing CA of the PIV Authentication
Certificate, which is the PKI certificate used for PIV
Logon with DOE PIV Cards issued by GSA USAccess
after July 30, 2015

Trusted Root
Certification Authorities

Issued to: Entrust Managed Services Root CA
Issued by: Entrust Managed Services Root CA
Expires: 5/9/2019

Serial Number: 447f9cf2

Notes:

e This is the self-signed Root CA for DOE PIV Cards
issued by GSA USAccess prior to July 30, 2015

e The cert is posted and maintained at:
https://federaladminservices.managed.entrust.com

/[fedcerts/

e The cross-certificate (issued by Common Policy) is
not used in order to eliminate the dependency of
accessing external CRLs for all CAs that might be
discovered by Microsoft when building the
certificate chain to Common Policy

Issued to: Entrust Managed Services SSP CA

Issued by: Entrust Managed Services Root CA

Expires: 5/9/2019

Serial Number: 447f9d1f

Intermediate
Certification Authorities

Notes:

e This is the issuing CA of the PIV Authentication
Certificate, which is the PKI certificate used for PIV
Logon with DOE PIV Cards issued by GSA USAccess
prior July 30, 2015

To view certificates after the GPO is applied either use:
1. The certutil command from any domain-joined computer
a. Launch the Command tool
b. For Trusted Root Certification Authorities:
i. type certutil —viewstore -grouppolicy root
c. ForIntermediate Certification Authorities:
i. type certutil —viewstore -grouppolicy ca

2. The Windows Certificate Store on any domain-joined computer

a. Launch MMC
b. Add Certificates snap-in (for local computer)
C. Right-click on Certificates — Local Computer

Create (or update) GPO by adding (importing)
Entrust SSP CA to:

Computer Configuration\Policies\Windows
Settings\Security Settings\Public Key
Policies\Intermediate Certification
Authorities\

Notes:

e See Appendix C.2 for the Base-64
representation of Entrust SSP CA cert to
create the “.cer” file for importing

Create (or update) GPO by adding (importing)

Entrust Root to:

Computer Configuration\Policies\Windows
Settings\Security Settings\Public Key
Policies\Trusted Root Certification
Authorities\

Notes:

e See Appendix C.3 for the Base-64
representation of Entrust root to create
the “.cer” file for importing

Create (or update) GPO by adding (importing)
Entrust SSP CA to:

Computer Configuration\Policies\Windows
Settings\Security Settings\Public Key
Policies\Intermediate Certification
Authorities\

Notes:

e See Appendix C.4 for the Base-64
representation of Entrust SSP CA cert to
create the “.cer” file for importing
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d. Select View| Options
e. Check the box labeled: Physical Certificate Stores and click OK button
f.  For Trusted Root Certification Authorities:
i. navigate to Certificates — Local Computer | Trusted Root Certification Authorities |
Group Policy | Certificates
g. For Intermediate Root Certification Authorities:
i. navigate to Certificates — Local Computer | Intermediate Certification Authorities |
Group Policy | Certificates

2.3 Domain Controller (DC) Certificates

While a third party CA2 may be used to issue PKI Certificates to DCs, using the OLT PKI and enabling auto-
enrollment ensures that the DC has a valid certificate at all times. As the DC’s PKI certificate expires, a new
certificate is automatically provisioned by the OLT PKI via auto-enroliment.

In the Windows AD, DCs obtain their PKI certificates from the issuing CA of the OLT PKI, (e.g., OLT NPE CA1 per
§ 2.1), via auto-enrollment. The auto-enrollment setting for the Default Domain Controller Policy GPO was
updated for DCs>:
1. Logon toa DC as a member of Domain Admins or Enterprise Admins.
2. Click Start | Administrative Tools | Group Policy Management.
3. Inthe console tree, double-click Group Policy Objects in the forest and domain containing the Default
Domain Controller Policy GPO.
4. Right-click the Default Domain Controller Policy GPO, and then click Edit.
5. Navigate to Computer Configuration | Polices | Windows Settings | Security Settings | Public Key
Policies.
6. Double-click Certificate Services Client - Auto-Enroliment.
7. Select the Enroll certificates automatically check box to enable auto-enrollment. Also select:
0 Renew expired certificates, update pending certificates, and remove revoked
certificates enables auto-enrollment for certificate renewal, issuance of pending certificate
requests, and the automatic removal of revoked certificates from a user's certificate store.
o Update certificates that use certificate templates enables auto-enrollment for issuance of
certificates that supersede issued certificates.
8. Click OK to accept changes.

Once auto-enrollment policy is configured, a certificate is issued when there is an auto-enrollment pulse from
the DC, which occurs every 8 hours. To force the auto-enrollment to pulse on a DC:

1. Open Command window

2. Type gpupdate /force

3. Type certutil —pulse

4. Type certutil -viewstore my to verify certificate was issued to the DC

2 DC PKI Certificate Requirements: http://support.microsoft.com/kb/291010
3 Configure Certificate Auto-enrollment: http://technet.microsoft.com/en-us/library/cc731522.aspx Correction: must be
Computer Configuration not User Configuration as stated in TechNet article
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2.4 DC Configuration for Certificate Mapping

To support Certificate Mapping using the DOE PIV Cards, The Default Domain Controllers GPO was modified to

include the registry modifications described in Table 2 so that it is applied to all Windows AD controllers.
Table 2: Domain Control Registry Modification for Certificate Mapping

Registry Comment
HKEY_LOCAL_MACH|NE\SYSTEM\CurrentContro|Set\ServiceS\ch The registry modification is necessary so that the DC
ignores the User Principal Name (UPN) that is
DWORD: UseSubjectAltName configured in the Subject Alternate Name (SAN) of all
current PIV Authentication Certificates.

Value: 0

This guidance is exclusively implementing Certificate Mapping, which will require users to enter their
username in the username hint field that is exposed on the logon interface (see §3.1). The difference that
users will see is that the PIN field is displayed on top of the username hint field; therefore, unlike with
username and password, users must enter their PIN first and then their username.

This registry change does not prevent UPN Mapping from working if it is needed for one or more accounts for
whatever reason. Implementing UPN mapping for a select few simplifies the overall configuration and the
long-term administration of the PIV logon capability.

2.5 Robust Revocation Status Checking Approach
If the DCs are unable to successfully validate a PIV Card (i.e., perform a PKI certificate status check via CRL or
OCSP), logon fails for the user and any other user who attempts to logon to the Windows AD. For an initial
pilot implementation of the PIV logon capability, the firewall rules might be modified to allow DCs outbound
access to the certificate status information (i.e., CRLs and OCSP) for validating DOE PIV Cards; however, the
long-term impact is that the DCs are directly dependent on external entities (e.g. Entrust Managed Services)
for availability and sustainability of authentication to the network. Thus, a robust revocation status checking
solution was implemented that:
e Offers more autonomy so that organization is less dependent on external entities for the day-to-day
logon operations.
e Provides more security to the DCs by no longer requiring firewalls to allow access to external entities.
e Combines the use of CRLs and OCSP and the use of pre-fetching and dynamic querying of revocation
data to provide a more fault tolerant validation capability.
e Reduces latency and slowness to the PIV logon process attributed to obtaining revocation data over
the WAN/Internet.
o Offers event logging capability that can alert administrators when validation might be failing.
e Provides the ability to quickly deploy contingency configurations for business continuity. Users can
continue to logon with PIV Card while administrators diagnose and troubleshoot issues associated with
performing revocation status checking within the local infrastructure.

The solution architecture introduces two new components to the local infrastructure:
e An http service that routinely polls for CRLs at the external sources (i.e., http://pki.energy.gov/ and
http://managed.entrust.com) and downloads (or caches) them.
e A software agent called, Axway Desktop Validator Enterprise (DVE), which is installed on the Windows
AD DCs to augment Microsoft’s native capabilities provided via Microsoft CAPI and to perform all of
the certificate validation for the DCs.
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2.5.1 Concept of Operations
Figure 2: PIV Logon Validation Architecture
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Controllers

The concept of operation (as depicted in Figure 2) is as follows:

1. Entrust Managed Services (Figure 2, lower right, pink box) generates the CRLs that required by the DCs
to validate (or check the revocation status of) the PKI certificate on the PIV Card that is being used for
logon. The CRLs are publicly available and are rather large in size (10+ MB).

2. DOE Headquarters (Figure 2, upper right, orange box) harvests CRLs from Entrust and other PKI
providers and makes them available via to DOE sites via an http service (http://pki.energy.gov/crls).

3. The Local CRL Repository (Figure 2, upper left, grey oval) is an http service that routinely polls DOE HQ,
Entrust Managed Services, and the OLT PKI CAs for the latest CRLs.

4. The Axway DVE software (Figure 2, lower left, blue box) is installed on DCs and configured (Figure 2,
lower left, orange trapezoids in blue box)

a. To routinely fetch and cache the PIV Card related CRLs from the Local CRL Repository (LCR),
which are needed to validate a user’s PIV Card during the logon process.

b. To routinely fetch and cache the CRLs for the OLT PKI CAs, which are needed to validate the
DC certificate. Audit records show that the DC attempts to validate its own certificate at least
every hour as well as anytime an administrator logs directly onto the DC.

5. When a user initiates a logon with their PIV Card, the DC must perform a revocation status check to
ensure the PIV Card is still valid (i.e., not revoked).

a. The Axway DVE performs the revocation status check (Figure 2, lower left, green diamond in
blue box) on behalf of the DC, which then continues with the PIV logon process.

2.5.2 Local CRL Repository (LCR)

The Local CRL Repository (LCR) (Figure 2, upper left, grey oval) is an http service that stages CRLs for PKls that
the organization may encounter. Initially, the LCR stages only the CRLs that are needed to validate the DOE PIV
Cards issued by the GSA USAccess system, which uses the Entrust Managed Services PKI. As the organization
encounters other external PKls, whether for logon or other usages, the LCR may be updated to stage those
CRLs as well.

PIV Logon Configuration Guidance Version 1.0 Page 13 of 64
LANL Network and Infrastructure Engineering — Core Services (NIE-CS) February 12, 2016


http://pki.energy.gov/crls

The LCR also stages CRLs issued by the OLT PKI. This allows all internal NPEs (computers, servers, applications)
to validate certificates issued by the OLT PKI whether they are standalone systems or systems that are directly
joined (or members) to the Windows AD.

2.5.2.1 LCR System Configuration
A basic configuration for the LCR is:

e Operating System: Red Hat Enterprise Linux (RHEL) 5.10

e Web Server Platform: Apache 2.4.10

GNU Waget: used to retrieve CRL files via http from external sources

e cron script: script containing wget commands that is executed as a cron job

2.5.2.2 LCR Script

An automated script using GNU Wget commands is scheduled as a cron job to download and cache CRLs locally
to the LCR. Though the script has additional logic for efficiencies, the pertinent commands to obtain the CRLs
are in the following format:

export http proxy=< proxy server if one exists>
wget -nv -N <http URL of target CRL> -P /var/www/html/<folder on local web
service> -a /var/log/<log file name> -nd

The script must pull CRLs for the DOE PIV Cards that have PKI Certificates issued by Entrust Managed Services.
The primary source of the CRLs is DOE HQ. If the DOE HQ source is unavailable, the script fails over to Entrust.
The URLs for the target CRLs are listed in Appendix E.

As additional PKls are encountered, the URLs for the target CRL(s) that are issued by each PKI will be added to

the script. The script is run as a cron job that executes periodically. CRLs are only downloaded if the CRL file on
the target system (at DOE HQ or Entrust) is newer than what exists on the LCR. By polling at a high frequency,

organization has the freshest CRL data internally.

The automated script also pulls CRLs from the online issuing CAs of the OLT PKI. The CRL for the offline Root
CA is stored on the issuing CAs so that the script automatically fetches it as the CRL is updated.

2.5.3 Axway Desktop Validator Enterprise (DVE)
Axway DVE was formerly known as Tumbleweed DVE. Axway DVE* was installed on each DC on the Windows
AD. The Axway DVE is configured
1. With the Standard Configuration, which is fully documented in Appendix F.3
2. Such that revocation status checking is internalized within the local network enclave by utilizing the
Local CRL Repository (LCR) (Section 2.5.2) for CRLs
3. To perform revocation status checks only on PKI certificates issued by PKl issuers (i.e., CAs) that the DC
is expected to encounter, which include:
a. The CAs for the Entrust Managed Services PKI, which issues PKI certificates on DOE PIV Cards
b. The CAs for the OLT PKI, which issues the Windows AD Controller certificates
As other PKls are encountered (e.g., if another Agency’s PIV Card will be used for logon), the DVE will be
updated with the relevant CA and revocation information®.

4 DVE is for servers such as Domain Controllers, whereas DV is for individual desktops and computers
5 For any CA that is not configured in the DVE, an audit log will be generated in the Event Viewer application log called,
Tumbleweed, for any revocation status check attempted on a PKI certificates issued by that CA
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2.5.3.1 Specifications
e Axway DVE version: 4.12.0.127 (64-bit Service Pack 4)
e Windows AD DC operating system: Microsoft Windows Server 2012 R2 (64-bit)

2.5.3.2 DVE Deployment
For the initial install and configuration of DVE on each DC:
1. Logon to DC
Install DVE using vendor installation
Configure DVE with the Standard Configuration (Appendix F.3) by.
Launch Axway Desktop Validator console from desktop icon
Select the DVE Import / Export tab
Navigate to the manual configuration file for the Standard Configuration listed in Table 4
Reboot DC
Verify the DVE configuration was applied by:
a. Launching the Axway Desktop Validator console from desktop icon
b. Selecting tabs and comparing to images documented in Appendix F.3.

ko oo wWN

2.5.3.3 Group Policy Object for DVE
The DVE configuration on DCs is maintained via Group Policy; therefore a Group Policy Object (GPO) ¢, (e.g.,
Axway_DVE_Configuration for_DCs), was stabled to manage the configurations on the DCs.

The Axway_DVE_Configuration_for_DCs GPO uses properly formatted DVE Group Policy configuration files to
apply the configurations to DCS. A recommended Standard Configuration as well as several contingency
configurations are documented in Appendix F along with Table 4, which identifies where the configuration files
are stored in the Windows AD for the Axway_DVE_Configuration_for_DCs GPO to consume.

a Settings ';li-

[F] Settings

Any changes to the Standard Configuration are
propagated via Group Policy. Additionally, DCs
can be configured within minutes” with the one
of the contingency configurations in order to _—

support business continuity whenever issues |
occur that are associated with revocation status
checking. Appendix F.7 provides guidance on

Mot Configured Comment:

® Enabled

Options Help:

Modificatianid Specify location of canfiguration file on 2 shaned focation, the ID

when to apply the various contingency options. i iy kot il ¥ mmceina} e
Location .'-.'-.—\IETLCGON'-D\-‘E'-.Gmu

Anytime a DVE configuration needs to be Type 0 3

propagated to all the DCs: i )

MaxRefreshSalt [0

1. Open/Edit the GPO called,
Axway_DVE_Configuration_for_DCs
2. Navigate to Computer
Configuration/Policies/Administrative
Templates (...)/Classic Administrative [ oc ][ come ][ aemy |
Templates (ADM)/DESKTOP
VALIDATOR/Configuration

5 Instructions for generating properly formatted DVE Group Policy configuration files are in Appendix E
7 DCs pulse for Group Policies every five minutes, thus all DCs will be configured/updated within five minutes of updating
the GPO.
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3. Double-click the Settings object and then
a. Select the Enabled radio button
b. In Madificationld field, increment the number by 1 from the previous number (failure to do so will
cause the GPO to not be applied to the DCs)
c. Type the Universal Name Convention (UNC) locator of the Group Policy file of the desired
configuration in Table 4
d. Verify zero (0) is in the fields labeled Type, RefreshPeriod, and MaxRefreshSalt
4. Click Okay to finish edits
5. Right-click on Axway_DVE_Configuration_for_DCs and select (“check”) Link Enabled to apply the GPO to
the DCs

Within 5 minutes, the configurations will be applied to all DCs, since DCs check for GPs every five minutes by
default. On each DC, an audit log will be generated in the Event Viewer application log called, Tumbleweed:

/Information Eyent ID 1, System Message: Configuration was successfully reloaded.
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3 Microsoft Windows Client Configurations

The configurations in this section are specific to Windows-based computers, servers and virtual machines used
by people to authenticate to the Windows AD. This includes Windows 7 (or later) and Windows Server 2008
R2 (or later) platforms. Other platforms (e.g., MAC, Linux) and devices (e.g., tablets, mobile) will be addressed
separately when solutions have been vetted.

3.1 Client Registry and/or Local Computer Policy Settings
A GPO (e.g. PIV_Client_Config) was created (or updated) and subsequently linked and enforced to all
Windows-based computers and servers. The GPO contains the settings that are described in Table 3.

Table 3: Configurations for Windows

Group Policy Object (GPO)
Computer
Configuration\Policies\Administrative
Templates\Windows Components\Smart
Card\

Setting: Force the reading of all certificates
from the smart card

Value: Enabled

Registry
HKEY_LOCAL_MACHINE\SOFTWARE\Poli
cies\Microsoft\Windows\SmartCardCred
entialProvider\

DWORD: ForceReadingAllCertificates

Value: 1

Comment
This is needed so the PIV Card
can be used for logon via
Certificate Mapping

Computer
Configuration\Policies\Administrative
Templates\Windows Components\Smart
Card\

Setting: Allow user name hint

Value: Enabled

HKEY_LOCAL_MACHINE\SOFTWARE\Poli
cies\Microsoft\Windows\SmartCardCred
entialProvider\

DWORD: X509HintsNeeded

Value: 1

This changes the interactive
logon screen with a field that
allows a user to type the
username of the account that
they want to logon to as
described in § 1.6.

Computer Configuration\Policies\Windows
Settings\Security Settings\Local
Policies\Security Options

Setting: Interactive logon: Smart card
removal behavior

Value: No Action

HKEY_LOCAL_MACHINE\SOFTWARE\Mic
rosoft\Windows
NT\CurrentVersion\Winlogon

DWORD: ScRemoveOption

Value: 0

e  Allows users to replace

their badge into their
badge holder and remain
working at their computer

e  Allows users to logon with
their PIV to multiple
computers and use them
simultaneously

e  Complies with DOE/NSSA
policy that the badge must
be worn and displayed
above the waist at all
times
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Group Policy Object (GPO)
User Configuration\Preferences\Windows
Settings\Registry

Registry
HKEY_CURRENT_USER\Software\Micros
oft\Office\14.0\Outlook\RPC
DWORD: EnableSmartCard

Value: 1

Comment
Outlook 2010 registry
modification, described in
KB25970288 that has
addressed an issue
experienced by some
organizations where user
accounts were being locked
out upon enforcing PIV logon.
Upon opening Outlook,
Microsoft Exchange
continuously prompted users
for domain credentials
(username and password),
which caused the user’s
account to lock. Upon applying
this registry setting, accounts
were no longer being locked
out.

User Configuration\Preferences\Windows
Settings\Registry

HKEY_CURRENT_USER\Software\Micros
oft\Office\15.0\Outlook\RPC

DWORD: EnableSmartCard

Value: 1

Outlook 2013 registry
modification, described in
KB2597028° that has
addressed an issue
experienced by some
organizations where user
accounts were being locked
out upon enforcing PIV logon.
Upon opening Outlook,
Microsoft Exchange
continuously prompted users
for domain credentials
(username and password),
which caused the user’s
account to lock. Upon applying
this registry setting, accounts
were no longer being locked
out.

Computer
Configuration\Preferences\Windows
Settings\Registry

HKEY_LOCAL_MACHINE\Software\Policie
s\Microsoft\Windows\SmartCardCreden
tialProvider

DWORD:
AllowSmartCardPinChangeAndUnblock

Value: 0 if ActivClient is not installed
1 if ActivClient is installed

Needed to support Microsoft
Hotfix (see 3.2)

Prevents users from being able
to change their PIN via the
password/pin change option
provided by Windows
interface.

PIN Changes are only allowed if
ActivClient is installed, which
does enforce the FIPS 201
requirements for PINs.

8 Microsoft Outlook Hotfix: https://support.microsoft.com/kb/2829595/en-us
% Microsoft Outlook Hotfix: https://support.microsoft.com/kb/2829595/en-us
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Group Policy Object (GPO) Registry Comment

Computer HKEY_LOCAL_MACHINE\Software\Policie | Needed to support Microsoft
Configuration\Preferences\Windows s\Microsoft\Windows\SmartCardCreden | Hotfix (see 3.2)
Settings\Registry tialProvider

Message displayed to users
REG_SZ: who try to change their PIN via
SmartCardPinChangeAndUnblockString the password/pin change
option provided by Windows
Value: interface.

if ActivClient is not installed: PIN changes
are not allowed from this computer

if ActivClient is installed: PIN changes are
allowed from this computer

3.2 Microsoft Hotfix for PIN Changes

The Microsoft hotfix!°, KB#: 2808693, was deployed, along with the associated registry settings in the
PIV_Client_Config GPO to all Windows-based computers and servers. This prevents users from changing their
PIN to a non-PIV conformant PIN. If the GPO detects that the Actividentity ActivClient Middleware is installed
(Section 3.4), the GPO configures the computer to allow PIN changes since the middleware enforces the PIN
policy requirements.

3.3 Smart Card Readers
There are several smart card reader options, which include those that:

e Siton adesk and plug into a USB port

e Are portable (foldable) and plug into a USB port, when needed
e Areintegrated (or built-in) to the keyboard

e Areintegrated (or built-in) to laptops

The following are some of smart card readers on the GSA’s FIPS 201 Approved Products List (APL) and are
being used in DOE; however the table does not reflect all readers that are being used:

Smart Card Reader \ET) [ Comment Image
Type
External USB OMNIKEY® 3121 USB | Smart card reader that sits on the desk and
Reader Desktop Reader - HID | plugs into a USB port on a computer or laptop.
Global
APL# 148
External USB SCR3311 Heavy Smart card reader that sits on the desk and
Reader Weight USB Smart plugs into a USB port on a computer or laptop.

Card Reader
(Discontinued)

APL#: 51
Keyboard Reader Dell KB813 Smart card reader is built-in the keyboard for
(standard) Smartcard USB convenience. Dell Keyboards only when
Keyboard included with some standard Dell desktop and
workstation computers.
APL#: 1186

10 PIN Change Hotfix: http://support.microsoft.com/kb/2808693
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Smart Card Reader \ET Comment Image

Type
Keyboard Reader CHERRY G83-6644 Smart card reader is built-in the keyboard for
(standard) FIPS 201 Certified convenience.
Smart Card Keyboard
APL#: 325
Laptop Integrated Dell & HP laptops Smart Card Readers have been included in most
Reader standard laptops for several years and are
typically found on the side of laptop.
Dell: Drivers may be required
HP: Drivers may be required
Portable (Foldable) CLOUD 2900 R Smart card reader plugs into a USB port on a
USB Reader SCR3500A computer or laptop. L 4 4
7 <
APL#: 1262 Is designed to be portable and easy to transport. \"’?f\~
Portable (Foldable) SCM SCR3500 Smart card reader plugs into a USB port on a
USB Reader (Discontinued) computer or laptop.
APL#: 463 Is designed to be portable and easy to transport.
This is the reader has been used in the past but
the version has been discontinued and is no
longer available for purchase.

3.4 PIV Middleware

Though Microsoft Windows 7 (and later) include a native Microsoft smart card mini-driver!! that allows the PIV
Card to work for PIV logon, many organizations have decided to configure PIV Middleware on Windows-based
computers to enhance the overall user experience with the PIV Card. Though there are alternatives on the GSA
FIPS 201 Approved Products List (APL), many organizations are using Activlidentity ActivClient 7 on Windows-
based computers.

3.4.1 Deployment
Organizations can establish an installation package which can be deployed using SCCM or an application
catalog. The vendor documentation provides guidance on how to create the installation package.

3.4.2 Installation Package
The installation package ensures that the steps described in Section 3.4.3 are performed to successfully install
ActivClient in a manner that
e Automatically configures Firefox to use the PIV Card
e Prevents incompatibility with Entrust software on desktops
e Installs the appropriate ActivClient features needed for users
e Removes ActivClient features that will cause conflicts with Entrust or are not applicable to organization
e Applies the latest hotfix for the ActivClient software

11 Smart Card Enhancements: http://technet.microsoft.com/en-us/library/ff404304(v=ws.10).aspx
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3.4.3 Configuration

The ActivClient middleware settings on Windows-based computers can be configured and managed via Group
Policy Object (GPO). It is recommend to create or update an existing GPO (e.g., PIV_Client_Config previously
referenced in this document) that contains all PIV Card related configuration settings. The Actividentity
ActivClient Group Policy templates are used in the GPO.

3.4.4 Manual Installation
To install the Activlidentity Middleware without the installation package described in Section 3.4.2, the
following must be done in order:
1) Copy the following files to a local directory (e.g., c:\\temp) on the target computer
a) For 32-bit Windows platforms
i) ActivClient x86 7.0.2.msi
ii) The latest hotfix (*.msp) from the vendor
b) For 64-bit Windows platforms
i) ActivClient x64 7.0.2.msi
ii) The latest hotfix (*.msp) from the vendor
2) Verify Mozilla Registry value exists (or create if necessary),:
a) For 32-bit Windows platforms: "HKLM\SOFTWARE\Mozilla\Moxzilla Firefox" /v CurrentVersion /t REG_SZ /d "31.6.0"
b) For 64-bit Windows platforms: "HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Mozilla\Mozilla Firefox" /v
CurrentVersion /t REG_SZ /d "31.6.0"
3) Install ActivClient software
Note: This is a passive install, which could take a minute or two. The status indicator will disappear
when install is complete
a) For 32-bit Windows platforms
i) Launch a Command window as administrator
i) Type (or copy): cd c\temp
iii) Type (or copy) the following:
msiexec /i "ActivClient x86 7.0.2.msi" AddLocal=ALL

Remove=0utlook,SettingsManagement,DeptOfDefenseConfiguration /passive /norestart
b) For 64-bit Windows platforms
i) Launch a Command window as administrator
ii) Type (or copy): cd c\temp
iii) Type (or copy) the following:
msiexec /i "ActivClient x64 7.0.2.msi" AddLocal=ALL
Remove=0utlook,SettingsManagement,DeptOfDefenseConfiguration /passive /norestart
4) Install ActivClient Hotfix
Note: This is a passive install, which could take a minute or two. The status indicator will disappear
when install is complete
a) For 32-bit Windows platforms
i) Launch a Command window as administrator
ii) Type (or copy): cd c:\temp
iii) Type (or copy): msiexec /p latest_hotfix.msp /passive /norestart
b) For 64-bit Windows platforms
i) Launch a Command window as administrator
ii) Type (or copy): cd c\temp
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iii) Type (or copy): msiexec /p latest_hotfix.msp /passive /norestart

5) Reboot
Note: ActivClient will not be configured or function correctly until computer is restarted after initial
install of software
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4 User Account Configuration

4.1 Associating PIV Card with Account

This guidance is for organizations using Certificate Mapping (vice UPN Mapping) to configure accounts on the
Windows AD for PIV logon. If UPN Mapping is required in the future, each account that uses UPN Mapping
must also be configured for Certificate Mapping; otherwise, logon will fail for these accounts.

Certificate Mapping entails configuring the altSecurityldentities attribute of user’s AD account with specific
information from the user’s PKI certificate being used for authentication. Though Microsoft offers several
options for certificate mapping'?, this guidance uses the default configuration option of Issuer <I> and Subject
<S> fields of the user’s PIV Authentication Certificate.

e Format
0 altSecurityldentities:X509:<I>[full DN of issuer]<S>[full DN of subject]
o  Where

O [full DN of issuer] contains the DN information from the Issuer field of the user’s certificate
O [full DN of subject] contains the DN information from the Subject field of the user’s certificate

e Example: John Smith’s PIV Card issued by the GSA USAccess System
altsecurityidentities:X509:<I1>C=US,O=Entrust,OU=Certification
Authorities,OU=Entrust Managed Services SSP CA<S>C=US,0=U.S.
Government,OU=Department of Energy,CN=JOHN SMITH(Affiliate)
01D.0.9.2342.19200300.100.1.1=89001122334455

4.1.1 DOE PIV Card Quirk

There is an anomaly with the PKI certificates issued on DOE PIV Cards via the GSA USAccess system. The OID
that is included in the Subject Name is not always consistent from user to user, or from card to card. As shown
below, the OID can appear before or after the Common Name (CN).

X509:<1>C=US, O0=Entrust,OU=Certification
Authorities,OU=Entrust Managed Services SSP CA<S>C=US,0=U.S.
Government,OU=Department of Energy,CN=JOHN SMITH(Affiliate)
01D.0.9.2342.19200300.100.1.1=89001122334455

X509:<1>C=US,O0=Entrust,OU=Certification
Authorities,OU=Entrust Managed Services SSP CA<S>C=US,0=U.S.
Government,OU=Department of
Energy,0I1D.0.9.2342.19200300-100.1.1=89001122334455 CN=JOHN
SMITH(AFFiliate)

Therefore, organizations should configure each user account with both versions of the Subject Name so users
are not impacted by the anomaly as they get new or updated PIV Cards.

12 Certificate Mapping options: http://blogs.msdn.com/b/spatdsg/archive/2010/06/18/howto-map-a-user-to-a-
certificate-via-all-the-methods-available-in-the-altsecurityidentities-attribute.aspx
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4.1.2 Automated Mapping
This section describes a semi-automated process for configuring user accounts on the Windows AD. Using a
set of PowerShell scripting tools:

1. A Master List of PIV Data is generated and maintained using data from GSA USAccess Application
Status Report (ASR). Since the ASR does not contain any identifier that is specifically unique to the
organization (e.g., such as site specific employee ID), the PowerShell script performs fuzzy logic using
ASR attributes (site name on badge, email address, and naming information) to match to an employee
in organization’s local LDAP repository. Thus, the Master List of PIV Data is registry of PIV Data that is
tied to (or associated with) a person’s local employee ID.

2. The altSecurityldentities attribute for one or more accounts is updated with the X509 certificate
mappings associated with a user’s PIV Card using the Master List of PIV Data registry.

The process will significantly improve when the NNSA OnelD Attribute Exchange Service (AES) is available. The
OnelD will contain HSPD-12 (or PIV) data that is correlated with organization’s employee information; thus, the
organization will not have to rely on fuzzy logic for associating an employee with their actual PIV Card.
Furthermore, the organization will be able fully automate the updates to the Windows AD accounts since there
will be an online authoritative source available in OnelD.

4.1.3 Manual Mapping

If necessary, the Active Directory Users and Groups (ADUC) tool can be used to configure the
altSecurityldentities attribute of a user’s account with the PIV Authentication Certificate. This is only
recommended if the account cannot be configured using the process in Section 4.1.2, such as for PIV Cards for
users from other Federal agencies.

To use ADUC, the person’s PIV Authentication Certificate file (“.cer” file) is exported from their PIV Card as
described in Appendix D.

WARNING! Configuring accounts with certificates using ADUC must be done on computers or servers
that do not have Entrust Entelligence Service Provider (ESP) software installed. Testing showed that
the presence of the ESP software replaces the string, “O1D.0.9.2342.19200300.100.1.1”, which is in the
Subject name of PIV Authentication Certificates to, “UID”, when importing using ADUC. Logon will fail
unless the Subject name in the altSecurityldentities attribute exactly matches what is on the PIV Card.

To configure account for certificate mapping using ADUC:

1. Launch ADUC from a computer or server that does not have T — :'
Entrust ESP installed ot

2. Right click on the user account and select Name Mappings O o
from the drop-down menu 1 el |

3. Click Add (button) and select the PIV Authentication e
Certificate file (.cer) to map to the account §7 U Scbinct s skt secily ontly

4. Click OK (button) to finish. =
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4.2 Enforcing PIV Card for 2-factor Authentication
The following describes a process for enforcing 2-factor authentication (2FA) with the PIV Card at the account-
level to the greatest extent practical. If needed, alternatives to account-level enforcement will be considered.

Account-level enforcement amounts to configuring the user’s account on the Windows AD such that a
password can no longer be used by a user to authenticate to the Windows AD or to any resource on the
Windows AD that uses Windows AD as its authentication source. User accounts that require knowledge of the
Windows AD password in order to perform a mission and/or business function will be temporarily excluded
from the 2FA enforcement until the password dependency is addressed.

This section discusses account-level enforcement and the approach to effectively manage how user accounts
in the Windows AD are enforced.

4.2.1 Account-level enforcement
To enforce (or require) the PIV Card for 2-factor Authentication, the AD user account setting “Smart card is

required for interactive logon” must be enabled (or checked). Ve, 5o T S ]
. 3 . . . Published Certficates | Member Of | P rd Replication | Dialin | Object
If the “Smart card is required for interactive logon” is not Sec:,,w T esg,lﬂm::n; || asss';;m:pc[m Lem:,;"clmj
Remote Deskiop Services Profile I COM+
er.mabled (no checkgd) for the AD u§er account, then the user ] o (e
will be able to continue to logon with username and password "
ser logon name:
(UN/PW). To prevent the user from being able to logon with fipe user | [ — v]
UN/PW, “require smart card for interactive logon” needs to be %’“ name fre-Windows 2”°°|)=| |
. . ‘ joe_user
selected. Upon doing so, the password is changed to a
random 256 character password and UN/PW will no longer be [ J e ]
allowed for the AD user account. [] Unlock account
Account options:
If a user tries to logon with UN/PW, they will be presented P oents saed -

["] Smart card is required for interactive logon

with the following message: CSEE
["] Accourt is sensitive and cannot be delegated

[[] Use Kerberos DES encryption types for this account v
Account expires

You must use a smart card to log on to this computer. ® Never
O End of: | Sunday . November 8, 2015 E |

m [ ok ][ Cancel |[ Aoy |[ Hep |

To allow for UN/PW again, the user account has to be configured and a password reset must be performed.

4.2.2 Managing 2FA enforcement
AD security groups and PowerShell scripts are implemented to effectively manage and enforce 2FA on user
accounts on the Windows AD. Using this strategy, an organization can run reports and assess
1. How many user accounts are expected to be using the PIV Card for 2FA
2. How many user accounts are being exempted and whether it is a short-term or a mission need
3.  If user accounts exist in the Windows AD but have been omitted from the 2FA requirement

This strategy could be adapted to use with machine-level enforcement as well, for those who are not enforcing
2FA at the account level.

The following provides the high-level approach to managing the 2FA enforcement on the Windows AD:
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1. There are a set of 2FA “Required” and “Exemption” security groups in the Windows AD that

include:

a. 2FA_Required: members of this group have the “Smart card is required for interactive logon”
setting configured unless they are a member of one of the “Exemption” groups.

b.  2FA_Daily_Exemption: members of this group have been identified as needing a reprieve of
the 2FA requirement for the day. This “Exemption” group is cleared on a nightly basis.

c.  2FA_Short-term_Exemption: members of this group have been identified as needing a
reprieve of the 2FA requirement on a short-term duration (e.g., waiting for PIV Card).

d. 2FA_Mission_Exemption: members of this group include those accounts for users who would

be negatively impacted by 2FA enforcement with a PIV Card and have proven they are unable
to perform one or more mission or business functions.

2. All user accounts (standard and admin) are members of the 2FA_Required security group, because
the underlying premise is that all accounts associated with a user are expected to be using 2FA.

w

A user account is added to the appropriate 2FA “Exemption” security group, as needed.

4. A 2FA-Enforcement PowerShell script, which is scheduled to run nightly (after business hours):

a.
b.

Clears the 2FA_Daily_Exemption security group membership; and

Sets the “Smart card is required for interactive logon” setting on each user account (or
member) in the 2FA_Required security group unless the user account is in one of the 2FA
“Exemption” security groups.

The 2FA “Required” and “Exemption” security groups are managed in the following manner:
1. 2FA_Required:

a.

b.

All user accounts (standard and admin) are members of the 2FA_Required security group,
because the underlying premise is that all accounts associated with a user are expected to be
using 2FA.

Service accounts or any account that is not associated with a user are not included in the
2FA_Required security group

2. 2FA_Daily_Exemption:

a.

a o

A user account is added to the group whenever a reprieve of the 2FA requirement for the day
has been substantiated.

If the 2FA-Enforcement PowerShell script is run during the day, user accounts that are
members of this security group will not be configured for 2FA enforcement.

This “Exemption” group is cleared on a nightly basis.

Once the user account is removed from this security group, it will be enforced for 2FA the
next time the 2FA-Enforcement PowerShell script is executed, unless the user is a member of
one of the other “Exemption” security groups.

3.  2FA_Short-term_Exemption:

a.  Auser account is added to the group whenever a short-term (greater than a day) reprieve of
the 2FA requirement has been substantiated (e.g., waiting for PIV Card).

b.  Members of this security group only include those who would normally be expected to use
their PIV Card for logon if they had it available.

c. Membership of this security group is assessed often to ensure that the users are only
exempted for the amount of time required.

d. Anytime the 2FA-Enforcement PowerShell script is executed, user accounts that are members
of this security group will not be configured for 2FA enforcement.

e.  Once the user account is removed from this security group, it will be enforced for 2FA the
next time the 2FA-Enforcement PowerShell script is executed, unless the user is a member of
one of the other “Exemption” security groups.
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4.  2FA_Mission_Exemption:

a.  Auser account is only added to this security group if it is determined that enforcing 2FA
would negatively impact their ability to perform one or more mission or business functions.

b.  Membership of this security group is assessed at least every 6 months to determine whether
the exemption still is applicable to the user.

c.  When there is evidence that the mission and/or business function is able to support the PIV
Card, the respective user accounts will be removed from this group.

d.  Anytime the 2FA-Enforcement PowerShell script is executed, user accounts that are members
of this security group will not be configured for 2FA enforcement.

e.  Once the user account is removed from this security group, it will be enforced for 2FA the
next time the 2FA-Enforcement PowerShell script is executed, unless the user is a member of
one of the other “Exemption” security groups.

During the initial roll-out of the 2FA enforcement with the PIV Card:
1.  All user accounts in the Windows AD are
a. Added to the 2FA_Short-term_Exemption security group; and
b. Added to the 2FA_Required security group
2. Asagroup of users are targeted for 2FA enforcement, the respective user account (or accounts if
users have multiple) are:
a. Removed from the 2FA_Short-term_Exemption security group;
b.  Assessed to determine if they warrant an exemption and be added to the appropriate
“Exemption” security group;
C. Enforced with 2FA by executing 2FA-Enforcement PowerShell script, which only enforces 2FA
on accounts that are not in one of the “Exemption” security groups
3. The expectation is that the membership of the 2FA_Short-term_Exemption security group will
move towards zero as the 2FA requirement is fully implemented.

Short-term, the network or security administrators will routinely scrub the Windows AD for user accounts and
add to appropriate 2FA security groups using scripts. Long-term, the organization’s account creation and
management processes could be enhanced to ensure user accounts are included in the appropriate 2FA
security groups.
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Appendix A Deployment Anomalies
The following describes anomalies that some encountered when using this guidance for implementing the PIV
logon capability.

A.1 Anomaly #1: DCOM GPO impacts issuance of certificates to DC via auto-
enrollment from OLT CA.

Observation: The DCs were not getting PKI certificates from the OLT PKI even after ensuring the OLT CA and
the auto-enrollment GPO was properly configured.

Resolution: Windows 2012 R2 server hosting the OLT CAs were getting a GPO with a setting that includes the
local security policy setting, DCOM: Machine Launch Restrictions in Security Descriptor Definition Language
(SDDL) syntax. Certificates were successfully issued to the DCs upon modifying this setting to include
Authenticated Users with the following set to Allowed:

e local Launch

e Remote Launch

e Local Activation

e Remote Activation

A.2 Anomaly #2: “You cannot use a smart card to log on because smart card logon
is not supported for your user account”

Observation: Upon initial implementation, PIV logon was failing initially from both Windows 7 and Windows
Server 2008 clients. The following error message was displayed upon the user entering their PIN and username
hint:
"The system could not log you on. You cannot use a smart card to log on because smart card logon is
not supported for your user account. Contact your system administrator to ensure that smart card
logon is configured for your organization."

Resolution: Upon performing extensive research, trying recommendations prescribed by blogs and TechNet
articles for this particular error message, and ensuring all configurations were applied as documented, the
result was no different. Upon rebooting all DCs in the Windows AD, PIV logon was successful. None of the
online documentation for configuring smart card logon in an Active Directory environment indicates a reboot is
necessary. In the development environment, PIV logon worked without rebooting the DCs. So the answer
remains the same to issues unexplained: “When in doubt, reboot.”
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Appendix B

References

The following is a catalog of references to documents and online articles that were used to identify
configurations and/or troubleshoot items when testing and deploying PIV logon in both development and
production environments.

# Title/Article Location
1.| DOE Smart Card Configuration and https://spaces.kcp.com/display/doelacs/Domain+Logon.
Operations Guidance version 3.0
2. | Microsoft’s HSPD-12 Logical Access http://www.microsoft.com/download/en/details.aspx?di
Authentication and Active Directory splaylang=en&id=9427
Domains
3.| How to disable the Subject Alternative http://technet.microsoft.com/fr-
Name for UPN Mapping fr/library/ff520074(WS.10).aspx
4.| Map a user to a certificate via all the http://blogs.msdn.com/b/spatdsg/archive/2010/06/18/h
methods available in the owto-map-a-user-to-a-certificate-via-all-the-methods-
altSecurityldentities attribute available-in-the-altsecurityidentities-attribute.aspx
5.| Mapping one smartcard certificate to http://blogs.technet.com/b/askds/archive/2009/08/10/m
multiple accounts apping-one-smartcard-certificate-to-multiple-
accounts.aspx
6. | Certificate Templates Overview http://technet.microsoft.com/sv-
se/library/cc730826(WS.10).aspx
7.| Configure Certificate Auto-enrollment http://technet.microsoft.com/en-
(Note: TechNet Article Correction: us/library/cc731522.aspx
Reference to “User Configuration” in the
GPO should be “Computer Configuration”)
8.| Requirements for domain controller http://support.microsoft.com/kb/291010
certificates from a third-party CA
9. | Smartcard logon using certificates from a http://blogs.technet.com/b/instan/archive/2011/05/17/s
3rd party on a Domain Controller and KDC martcard-logon-using-certificates-from-a-3rd-party-on-a-
Event ID 29 domain-controller-and-kdc-event-id-29.aspx
10| Guidelines for enabling smart card logon http://support.microsoft.com/kb/281245
with third-party certification authorities
11| Smart Card Enhancements (PIV mini-driver) | http://technet.microsoft.com/en-
us/library/ff404304(v=ws.10).aspx
12| DC PKI Certificate Requirements if issued by | http://support.microsoft.com/kb/291010
Third Party CA
13| Moving Your Organization from a Single http://blogs.technet.com/b/askds/archive/2010/08/23/m
Microsoft CA to a Microsoft Recommended | oving-your-organization-from-a-single-microsoft-ca-to-a-
PKI microsoft-recommended-pki.aspx
14| Remove a Certificate Template from a CA http://technet.microsoft.com/en-
us/library/cc772358.aspx
15| Microsoft Hotfix for PIV PIN Changes from http://support.microsoft.com/kb/2808693
Windows 7 or later and Windows Server
2008 or later
16| Add a Certificate Template to a CA http://technet.microsoft.com/en-
us/library/cc771937.aspx
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http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=9427
http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=9427
http://technet.microsoft.com/fr-fr/library/ff520074(WS.10).aspx
http://technet.microsoft.com/fr-fr/library/ff520074(WS.10).aspx
http://blogs.msdn.com/b/spatdsg/archive/2010/06/18/howto-map-a-user-to-a-certificate-via-all-the-methods-available-in-the-altsecurityidentities-attribute.aspx
http://blogs.msdn.com/b/spatdsg/archive/2010/06/18/howto-map-a-user-to-a-certificate-via-all-the-methods-available-in-the-altsecurityidentities-attribute.aspx
http://blogs.msdn.com/b/spatdsg/archive/2010/06/18/howto-map-a-user-to-a-certificate-via-all-the-methods-available-in-the-altsecurityidentities-attribute.aspx
http://blogs.technet.com/b/askds/archive/2009/08/10/mapping-one-smartcard-certificate-to-multiple-accounts.aspx
http://blogs.technet.com/b/askds/archive/2009/08/10/mapping-one-smartcard-certificate-to-multiple-accounts.aspx
http://blogs.technet.com/b/askds/archive/2009/08/10/mapping-one-smartcard-certificate-to-multiple-accounts.aspx
http://technet.microsoft.com/sv-se/library/cc730826(WS.10).aspx
http://technet.microsoft.com/sv-se/library/cc730826(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc731522.aspx
http://technet.microsoft.com/en-us/library/cc731522.aspx
http://support.microsoft.com/kb/291010
http://blogs.technet.com/b/instan/archive/2011/05/17/smartcard-logon-using-certificates-from-a-3rd-party-on-a-domain-controller-and-kdc-event-id-29.aspx
http://blogs.technet.com/b/instan/archive/2011/05/17/smartcard-logon-using-certificates-from-a-3rd-party-on-a-domain-controller-and-kdc-event-id-29.aspx
http://blogs.technet.com/b/instan/archive/2011/05/17/smartcard-logon-using-certificates-from-a-3rd-party-on-a-domain-controller-and-kdc-event-id-29.aspx
http://support.microsoft.com/kb/281245
http://technet.microsoft.com/en-us/library/ff404304(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/ff404304(v=ws.10).aspx
http://support.microsoft.com/kb/291010
http://blogs.technet.com/b/askds/archive/2010/08/23/moving-your-organization-from-a-single-microsoft-ca-to-a-microsoft-recommended-pki.aspx
http://blogs.technet.com/b/askds/archive/2010/08/23/moving-your-organization-from-a-single-microsoft-ca-to-a-microsoft-recommended-pki.aspx
http://blogs.technet.com/b/askds/archive/2010/08/23/moving-your-organization-from-a-single-microsoft-ca-to-a-microsoft-recommended-pki.aspx
http://technet.microsoft.com/en-us/library/cc772358.aspx
http://technet.microsoft.com/en-us/library/cc772358.aspx
http://support.microsoft.com/kb/2808693
http://technet.microsoft.com/en-us/library/cc771937.aspx
http://technet.microsoft.com/en-us/library/cc771937.aspx

# Title/Article Location

17| Add a Certificate Template to a CA via http://social.technet.microsoft.com/Forums/windowsser
certutil ver/en-US/8e7404d5-801e-4bal-8fbf-709858c91ea4/ca-
missing-templates-in-enable-certificate-
templates?forum=winserversecurity

18 Removing Domain Controller Certificates http://technet.microsoft.com/en-
us/library/cc783979(v=ws.10).aspx

19| Decommissioning a Microsoft Enterprise CA | http://support.microsoft.com/kb/889250
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http://technet.microsoft.com/en-us/library/cc783979(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc783979(v=ws.10).aspx
http://support.microsoft.com/kb/889250

Appendix C Certification Authority Certificates

C.1 Entrust Managed Services Root CA - Expires 2025
This is the Entrust Root CA certificate for PIV Cards issued after July 30, 2015 by GSA USAccess.

The following Base-64 blob®? is for:
Issued to: Entrust Managed Services Root CA
Issued by: Entrust Managed Services Root CA
Expires: 7/9/2023
Serial Number: 4480624

To create a “.cer” file, copy everything from and including “-----BEGIN CERTIFICATE-----“ thru “-----END
CERTIFICATE-----" into a file with an extension “.cer” (e.g. EntrustRoot2025.cer).
]jBTZXJ2aWNIcyUyMFJvb3QIMjBDQSxvdT1DZXJO
aWZpY2F0aW9uJTIwQXV0aG9yaXRpZXMsbz1FbnRydXNOLGM9VVM/Y2VydGImaWNh
dGVSZXZvY2F0aW9uTGlzdDtiaW5hcnkwgYeggYSggYGkfzBO9MQswCQYDVQQGEwWIV
UzEQMA4GA1UEChMHRW50cnVzdDEIMCAGA1UECXMZQ2VydGIimaWNhdGIvbiBBdXRo
b3JpdGllczEpMCcGALUECXMgRW50cnVzdCBNYWS5hZ2VkIFNIcnZpY2VzIFlvb3Qg
QOExXDTALBgNVBAMTBENSTDEWHQYDVROOBBYEFKITvmSEgOtdJsYnPi7ZRhGhVPNB1
MAOGCSqGSIb3DQEBCWUAA4IBAQBEML+2814774Ljsi9UQVui)8rMn3vWxghSgrwh
OTSKEgHgmMaAAz/DSwWkIIWSt3MKhXslYiudW7paB4hlxvPurpOYpliOTn2JesPOKN
cV865auh+LFr/wBGDYIUMr/X0jnmFVgqHHGBN5EV50gpWx0x6YDpOPVUFNAZNMNHi
63epgld9aNwau7oWQqtvW38I1fZzdT/bd3B3zBtJRpbji)VEeaX6SUXrMT2noMsN
2vBWo++6XpnB7LUPMxX5nZQ/EIF1+s7NmX6xjxU8qBOjPLG/IvVf+1bJ1RbmhYXnH
yc374GfUGKTMBfB4hR6pet7+PgFtXubRd0zI709gqiwQgZpU

13 Entrust posts all Trusted Root Certificates for Entrust Managed Services (EMS) PKI, at
https://federaladminservices.managed.entrust.com/fedcerts/
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C.2 Entrust Managed Services SSP CA - Expires 2025
This is the Entrust SSP CA certificate for PIV Cards issued after July 30, 2015 by GSA USAccess.

The following Base-64 blob* is for:
Issued to: Entrust Managed Services SSP CA
Issued by: Entrust Managed Services Root CA
Expires: 7/23/2025
Serial Number: 448063d5

To create a “.cer” file, copy everything from and including “-----BEGIN CERTIFICATE-----“ thru “-----END
CERTIFICATE-----" into a file with an extension “.cer” (e.g. EntrustSSPCA2025.cer).
)/56eRwLcRt
ts6N7vud+lghftXM71tNzel)9buOkeG6J2QMRedU5kotAEapPUdZ4f7moc4LYVa0 1hbmFnZWQIMjBTZXJ2aWNIcyUyMFJvb3QIM;jBD
QSxvdT1DZXJ0aWZpY2F0aWI9uJTIwQXV0aG9yaXRpZXMsbz1FbnRydXNOLGM9OVVM/
YOFDZXJ0aWZpY2F0ZTtiaW5hcnksY3Jvc3NDZXJ0aWZpY2F0ZVBhaXI7YmIuYXJ5
MEMGCCsGAQUFBzABhjdodHRwOIi8vb2NzcC5tYW5hZ2VkLmVudHJ1c3QuY29tL09D
U1AVRU1TUmMI9VvdENBUMVzcG9uZGVyMIIBiAYDVROfBIIBfzZCCAXswgebggeuggeiG
NmhOdHAG6Ly9yb290d2ViLm1hbmFnZWQuZW50cnVzdC5jb20vQ1JMcy9FTVNSb290
QOEyLmMNyblaBrWxkYXA6Ly9yb290ZGlyLm1hbmFnZWQuZW50cnVzdC5jb20vY249
V2luQ29tYmIuZWQyLG91PUVudHJ1c3QIMjBNYWS5hZ2VkITIwU2VydmljZXMIM]BS
b290JTIwQOEsb3U9Q2VydGImaWNhdGIvbiUyMEF1dGhvemI0aWVzLG89RW50cnVz
dCxjPVVTP2NIcnRpZmljYXRIUMV2b2NhdGlvbkxpc3Q7YmIuYXJ5MIGHoIGEoIGB
pH8WfTELMAKGA1UEBhMCVVMxEDAOBgNVBAoTBOVudHJ1c3QxIjAgBgNVBASTGUNI
cnRpZmljYXRpb24gQXV0aG9yaXRpZXMxXKTANBgNVBASTIEVudHJ1c3QgTWFuYWdI
ZCBTZXJ2aWNIcyBSbh290IENBMQOwWCwYDVQQDEWRDUkwxMB8GA1UdIwQYMBaAFKIT
vmSEg0tdJsYnPi7ZRhGhVPNB1MBOGA1UdDgQWBBRVtGwzP+NgGqgf/w+209+QE2inQ
YzANBgkqhkiGOwWOBAQsFAAOCAQEAHQpB8fe6Cj/DIsRBNnP7AKghR2UFEF+pOFXec
SIP5R3B8cVz9ippRiZrLFdnV{vAjj3XxEQAXGTJILNVjcNGtHuvklhmebsXICEoHm
grRYuAoAyhu92lyQl+cq77mOlpVbmE6AsXsUvh9zBTlavsXJORhfQ49JID6nPuda
rO8DI6ehTFpxpzEghieGso4XDu3tLI3Z6kOe2Hgfp9CdEf7rRjIPdLpv/RFGPbsx
YJ7V4c1ryxnbCPOIDF8zw00Ocuw08tvtP4YdSid+FcR7PoGqKXBUdOJR6GwWIP6N3F
FVgoq2/4mMrZ1ZDmz2mbS/06xdlIRc99aHAIMHvbqg/EpE5dr3g==

14 Entrust posts all Trusted Root Certificates for Entrust Managed Services (EMS) PKI, at
https://federaladminservices.managed.entrust.com/fedcerts/
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C.3 Entrust Managed Services Root CA - Expires 2019
This is the Entrust Root CA certificate for PIV Cards issued prior to July 30, 2015 by GSA USAccess.

The following Base-64 blob?® is for:
Issued to: Entrust Managed Services Root CA
Issued by: Entrust Managed Services Root CA
Expires: 5/9/2019
Serial Number: 447f9cf2

To create a “.cer” file, copy everything from and including “-----BEGIN CERTIFICATE-----“ thru “-----END
CERTIFICATE-----“ into a file with an extension “.cer” (e.g. EntrustRoot2019.cer).
)d15D6dnbBS2lwgwwclFXCtOf/bn051 TIwQOEsb3U9Q2VydGImaWNhdGlv15 Entrust posts all Trusted Root Certificates for Entrust Managed Services (EMS) PKI, at
https://federaladminservices.managed.entrust.com/fedcerts/
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C.4 Entrust Managed Services SSP CA - Expires 2019
This is the Entrust SSP CA certificate for PIV Cards issued prior to July 30, 2015 by GSA USAccess.

The following Base-64 blob?® is for:
Issued to: Entrust Managed Services SSP CA
Issued by: Entrust Managed Services Root CA
Expires: 5/9/2019
Serial Number: 447f9d1f

To create a “.cer” file, copy everything from and including “-----BEGIN CERTIFICATE-----“ thru “-----END
CERTIFICATE-----" into a file with an extension “.cer” (e.g. EntrustSSPCA2019.cer).
?2e9ZR2bXqWp6tcMOH)J908n5IL4htk8ilrfaNOJFEiz/FKSsnpPpFmL+7z5QPR3NAumcSfk
ae8ZK+tNTIAIXf1W3wFfUpcNigYJIKgj

16 Entrust posts all Trusted Root Certificates for Entrust Managed Services (EMS) PKI, at
https://federaladminservices.managed.entrust.com/fedcerts/
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Appendix D Exporting PIV Authentication Certificate from PIV Card
The PIV Authentication Certificate can be exported from the PIV Card into a certificate (.cer) file. Only the
public key certificate is exported in this process. The PIV Card restricts the ability to export private keys.

e See D.1 for computers with Actividentity ActivClient installed
e See D.2 for computers without Actividentity ActivClient installed

D.1 Exporting PIV Authentication Certificate using Actividentity ActivClient
To export to a certificate (.cer) file:
1. Insert PIV Card into the smart card reader.
2. Launch ActivClient User Console by clicking Start | All Programs | Activldentity | ActivClient | User
Console

[ ActivClient - [GLEN LEE (Affiliate)'s Smart Card] o @

File Edit View Tools Help

a AN 7| . . .

VA =-$ - @O

4 % Tasks View v X
(@

5"'_'%"‘ Card Tasks : * | Smart Card VI My Personal
Show my smart card info Info Certificates| Info

My Certificates Tasks N
& View My Certificates

My Personal Info Task -

[¥ Wiew My Personal Info LJ

Help Tasks N
@ Get help on using this software

% Ready

3. Double-click on My Certificates icon located in the right pane
4. Select the entry labeled PIV Authentication - <YOUR NAME>

(G ActivClient - My Certificates [GLEN LEE (Affiliate)'s Smart Card] = e

File Edit View Tools Help

QI X=$H @O

4 % Tasks View

A P A A

Digital Key Card Key
LU Signature... Manage...  Authentica.. Managem...

T,

View this certificate...
'a'( Delete this certificate
‘&;ﬂ Export this certificate...

My Certificate Tasks
& View this certificate...
¥ Delete this certificate
&4 Export this certificate...

(Affiliate)

Smart Card Tasks . | Managem..
= Show my smart card info

EMm..

I,

Help Tasks a
@ Get help on using this software

‘.4 Export a certificate from the smart card

5. Right-click on the entry Select “Export this certificate”
6. Type the name of the file and save it to a location on the computer
("o ==
0 The certficate has been exportad successfully.
7. When completed, you should see ~ ' and the certificate (.cer) file created in the
location you selected during the export process.
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D.2 Exporting PIV Authentication Certificate using native Microsoft tools

To export to a certificate (.cer) file:
1. Insert PIV Card into the smart card reader.

Click File | Add / Remove Snap-in
Select “Certificates” then click Add button
Click OK

NoupkwnN

Launch MMC Console by clicking Start and typing MMC in the “Search programs and files” text box

Navigate to Certificates — Current User | Personal | Certificates
Select the PIV Authentication Certificate that is on the PIV card.

a. Itisthe one that says “Client Authentication, Smart Card Logon” in the Certificate Intended

Purposes column.

8. Right-click on the PIV Authentication Certificate and select All Tasks | Export

B corts - [Console Root\Certificates - Current liser Personal| Certificates]

@ Fle Action Vew Favortes Window  Help

=11
=Ll x]

e | Fim LT < I8

Console Root leied To = [ tesued By [ Expranon .. [ intended Purposes

S Certhates - Current User “a/Department of Energy Entrust Managed Services S5P CA  11/4/2017 -PIV-cardauth

B ] Personal EJGLEN LET (Affiate)  Entrust Managed Services S5P CA  11/4/2017 <Al

Certficates SGLEN LFF (Affiate)  Entrust Managed Services SSP CA 11/4/2017  Clent Authentcation, Smart Card Logan, Ay Purpose

Trusted Rook Certfication Authorties FZIGLEN LEE (Alffate)  Entrust Managed Services SSP CA 11/4/2017  <Al>
mﬂnﬁ;ré:mmn . algieniee@ianl gov Communications Server &/13/2015 Chent Authentication : Open i
Active Directory User Object Cut Recpuest Certificate with New Key...
Trusted Publshers Copy Renew Certficate with New Key...

# _ untrusted Certficates Delate
Thrd-Farty Root Certficanon Authorties Advanced Operations i

Trusted People

ther People

Certficate Enrclment Requests
Smart Card Trusted Roots

4]

Export a certficate

9. Follow the instructions of the Certificate

Export File Format

Export Wiza rd . Certificates can be exported in a variety of file formats,

a. When prompted for “Export File

Format”, select “Base-64 encoded Select the Format you want ko use:

X.509 (.CER)”. This will allow the file
to be read by a text editor as well.

Certificate Export Wizard El

)

Essage oyntax Standard - PKCS #7 Certificates {P7E)

< Back ” Mext = ][ Cancel

Certificate Export Wizard E|

The expart was successful,

10. When completed, you should see

the location you selected during the export process.

and the certificate (.cer) file created in
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Appendix E CRL and OCSP Sources
# Type Validates Original Source DOE HQ Source Notes
1. CRL DOE PIV http://sspweb.managed.entrust.com/CRLs | http://pki.energy.gov/crls/entrust/EMSSSPCA2.c | CRL that validates PIV Cards issued
Cards /EMSSSPCA2.crl rl after July 30, 2015.
Also validates other Agencies’ PIV
Cards that use Entrust Managed
Service SSP.
2.| CRL DOE PIV http://rootweb.managed.entrust.com/CRL | http://pki.energy.gov/crls/entrust/EMSRootCA2. | CRL that validates all CAs issued from
Cards s/EMSRootCA2.crl crl Entrust Managed Services Root after
July 30, 2015.
3.| CRL DOE PIV http://sspweb.managed.entrust.com/CRLs | http://pki.energy.gov/crls/entrust/EMSSSPCAl.c | SHA 2 version of CRL that validates
Cards /EMSSSPCA1.crl rl PIV Cards issued prior to July 30,
2015.
Also validates other Agencies’ PIV
Cards that use Entrust Managed
Service SSP.
4.| CRL DOE PIV http://sspweb.managed.entrust.com/CRLs | http://pki.energy.gov/crls/entrust/EMSSSPCA.crl | SHA 1 version of CRL that validates
Cards /EMSSSPCA.crl PIV Cards issued prior to July 30,
2015.
Also validates other Agencies’ PIV
Cards that use Entrust Managed
Service SSP.
5.| CRL DOE PIV http://rootweb.managed.entrust.com/CRL | http://pki.energy.gov/crls/entrust/EMSRootCA1. | SHA 2 version of CRL that validates all
Cards s/EMSRootCA1.crl crl CAs issued from Entrust Managed
Services Root prior to July 30, 2015.
6. CRL DOE PIV http://rootweb.managed.entrust.com/CRL | http://pki.energy.gov/crls/entrust/EMSRootCA.c | SHA 1 version of CRL that validates all
Cards s/EMSRootCA.crl rl CAs issued from Entrust Managed
Services Root prior to July 30, 2015.
7. OCSP | DOE PIV http://ocsp.managed.entrust.com/OCSP/E | http://pki.energy.gov Also validates other Agencies’ PIV
Cards MSSSPCAResponder Cards that use Entrust Managed
Service SSP.
8.| OCSP | DOE PIV http://ocsp.managed.entrust.com/OCSP/E | http://pki.energy.gov Validates all CAs issued from Entrust
Cards MSRootCAResponder Managed Services Root.
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http://sspweb.managed.entrust.com/CRLs/EMSSSPCA2.crl
http://sspweb.managed.entrust.com/CRLs/EMSSSPCA2.crl
http://sspweb.managed.entrust.com/CRLs/EMSSSPCA1.crl
http://sspweb.managed.entrust.com/CRLs/EMSSSPCA1.crl
http://rootweb.managed.entrust.com/CRLs/EMSRootCA2.crl
http://rootweb.managed.entrust.com/CRLs/EMSRootCA2.crl
http://rootweb.managed.entrust.com/CRLs/EMSRootCA1.crl
http://rootweb.managed.entrust.com/CRLs/EMSRootCA1.crl
http://sspweb.managed.entrust.com/CRLs/EMSSSPCA1.crl
http://sspweb.managed.entrust.com/CRLs/EMSSSPCA1.crl
http://sspweb.managed.entrust.com/CRLs/EMSSSPCA1.crl
http://sspweb.managed.entrust.com/CRLs/EMSSSPCA1.crl
http://sspweb.managed.entrust.com/CRLs/EMSSSPCA.crl
http://sspweb.managed.entrust.com/CRLs/EMSSSPCA.crl
http://sspweb.managed.entrust.com/CRLs/EMSSSPCA.crl
http://rootweb.managed.entrust.com/CRLs/EMSRootCA1.crl
http://rootweb.managed.entrust.com/CRLs/EMSRootCA1.crl
http://rootweb.managed.entrust.com/CRLs/EMSRootCA1.crl
http://rootweb.managed.entrust.com/CRLs/EMSRootCA1.crl
http://rootweb.managed.entrust.com/CRLs/EMSRootCA.crl
http://rootweb.managed.entrust.com/CRLs/EMSRootCA.crl
http://rootweb.managed.entrust.com/CRLs/EMSRootCA.crl
http://rootweb.managed.entrust.com/CRLs/EMSRootCA.crl
http://ocsp.managed.entrust.com/OCSP/EMSSSPCAResponder
http://ocsp.managed.entrust.com/OCSP/EMSSSPCAResponder
http://pki.energy.gov/
http://ocsp.managed.entrust.com/OCSP/EMSRootCAResponder
http://ocsp.managed.entrust.com/OCSP/EMSRootCAResponder
http://pki.energy.gov/

Appendix F Axway Desktop Validator Enterprise Configurations

Several configurations were developed to support revocation status checking on the Windows AD DCs.
e A standard configuration, called “Standard Configuration”,
e Several contingency options that can be deployed to support business continuity should issues occur
that are associated with revocation status checking.

In this Appendix:
e F.1 DVE Configuration Files
e F.2 DVE Group Policy Object
e F.3 Standard Configuration
e F.4 DVE Contingency Option 1
F.5 DVE Contingency Option 2
F.6 DVE Contingency Option 3
F.7 Scenarios of Operational Disruptions and the Recommended Contingency Option
F.8 Catalog of Tumbleweed Audit Logs

F.1 DVE Configuration Files
Several configurations were developed to support revocation status checking on the Windows AD DCs:
e Astandard configuration, called “Standard Configuration”,
e Several contingency options that can be deployed to support business continuity should issues occur
that are associated with revocation status checking. Appendix F.7 provides guidance on when to apply
the various contingency options.

These configurations are documented in this Appendix F. Table 4 identifies each configuration and a
recommended location for the configuration files (both manual import files and Group Policy files) so they are

accessible by all DCs.
Table 4: DVE Configurations

DVE Standard Configuration (Documented in Appendix F.3)
:\r/llqaprl)uril \\[domain]\NETLOGON\DVE\Manual\DVE Standard Configuration.txt
S;ﬁ;‘\';’ \\[domain]\NETLOGON\DVE\GP\DVE_Standard.txt

DVE Contingency Option 1 (Documented in Appendix F.4)
mapr;“ri' \\[domain]\NETLOGON\DVE\Manual\DVE Contingency Option 1.txt
S:I’l‘c‘\';’ \\[domain]\NETLOGON\DVE\GP\DVE_CO1.txt

DVE Contingency Option 2 (Documented in Appendix F.5)
:\;Iqapr:)uril \\[domain]\NETLOGON\DVE\Manual\DVE Contingency Option 2.txt
Scr)‘l’l‘c‘f \\[domain]\NETLOGON\DVE\GP\DVE_CO2.txt

DVE Contingency Option 3 (Documented in Appendix F.6)
mapr;“ri' \\[domain]\NETLOGON\DVE\Manual\DVE Contingency Option 3.txt
S;ﬁg\';’ \\[domain]\NETLOGON\DVE\GP\DVE_CO3.txt
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These were created using DVE’s Import / Export tab, which provides

. . . . . . \& Axway Desktop Validator - Enterprise Edition -..| = | 5 [I0%0]
options of generating configuration files in the proper formats for

General | Appications | Validation | Network | Securty | Caching | Alers |

manual importing or using Group Policy to apply configuration loggng | Patn  mport/Epat | CRLDowrload | SCVP Cpfions |
changes to the DVE. e _ o
. . . Export and import configuration options.
DVE Configuration Files can be generated by: Reason for Expot
. . . . . . " Share Configuration
1. Configuring one instance of DVE with all the desired settings (~ Prapwre Shot et Package

%" Group Policy Based Configuration Distribution

2. Generating the Group Policy configuration file by:
a. Selecting the DVE Import / Export tab

Corfiguration File Type

b. Selecting “Group Policy Based Configuration Distribution” e
option under “Reason for Export”
c. Browsing to afile location (e.g., Desktop) and typing an T
appropriate file name C:\Users\glenlee\Desktop\DVE_Standard td Browse
. Clicking Expor n
d. Clicking Export butto =
OK | Cancel ‘

F.2 DVE Group Policy Object
A Group Policy Object (GPO) called, Axway_DVE_Configuration_for_DCs, should be established using the using
Group Policy Management tool.
1. Launch Group Policy Management tool
2. Create the GPO called, Axway_DVE_Configuration_for_DCs
3. Add the Axway DVE administrative template (ADMX):

a. Copied dv.admx?” to %systemroot%\policyDefinitions

b. Copied dv.adml®® to %systemroot%\policyDefinitions\en-us

c. Launched Group Policy

. . | B Group Policy Management Editor M
Management Editor to confirm Fle Acion View Help
template was added by navigating 2@ Em T _
. . W 3] Axway_DVE_Configuration_for_DCs Settin
to: Computer Configuration | @8 Compuber Comipaaion e
. . . . . 4 | Policies
Policies | Administrative Templates b O St g
| DESKTOP VALIDATOR | s 5 AdminrveTamlts ot defnitons ADVE i) eeed o the ool ot
. . » ] Contral Panel
Configuration b B Network
. . Printers
4. Link GPO to Domain Controllers Server
. Start Menu and Tackbar
5. Apply GPO to Authenticated Users, b 21 System
. . 3 Windews Components
which will apply GPO to all DCs : Classic v\dmini:lmi-.'eTemplale;H\DMJ
A DESKTOPR VALIDATOR
Configuration
&l Settings

Preferences

4 8, User Configuration
i <[ m >
Preferences e

{11 setting(s)

17 dv.admx file is located at C:\Program Files\Tumbleweed\Desktop Validator
18 dv.admxl file is located at C:\Program Files\Tumbleweed\Desktop Validator\en-US
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F.3 Standard Configuration
This section specifies the specific DVE configurations for the standard operational usage in deployment.

Included in the details is rationale (if appropriate) for the configuration as well as observations or lessons

learned when testing the configuration. General Tab

F.3.1 General (tab) '@ Axway Desktop Validator - Enterprise Edition -... = | & -
The General tab configures DVE settings that dictates loggng | Patn | Impot/Ewot | CRLDownload | SCVP Options |
. . . . General ications alidation WOl ecuri achin: erts
1. If DVE perform the validation of PKI certificates, instead e R I N e
of using native Microsoft CAPI (see General Options). General Options

If unchecked, the native Microsoft CAPI will perform

¥ Use Aoway DV as CAP| revocation provider About...
all the revocation status checking and all
configurations in DVE will be ignored
2. How DVE validates PKI certificates issued by CAs that Dol ol s
ifi i i The defautt validation apti d wh :
have not been specifically configured in the DVE (see The defoult validation optons re used whe o

Default Validation Options)
As shown in Default Validation Options, the

“Default Validation” is disabled. The DCs are CA Specic Validation Options
only going to validate certificates from “known” The cettification authority speciic options all
Yy going e oy spechecptenalowyou_ Setings.._|

(or “expected”) CAs, which are configured in the
CA Specific Validation Options
Default Validation Options

Default Validation Options

[ Enable Default Yalidation

QK Cancel Apply
Walidation Options
0 | Protocal Address Signing Certificate | 551 Ce
1 OCSP Using A4
2 CRLDP
: 2 CA Specific Validation Options
| | | | Select CA Certificate -
oK C |
ﬁ Issued To |ssued By Store Walidation ~

5 E ntrust Managed

. . . Entrust banaged Services F!nt Ch  Entrust Managed Seri . o CRL
3. Configurations on how PKI certificates from the CA should =) Entrust Managed Servioes SSP T4 Entust Managed Servie..  Dv CRL =
. . EntrustManaged Services 55P CA  Entrust Managed Servic o CRL
be validated (e.g., CRL, OCSP) as well as other settings [E= LANL WIN DLT NPE CA1 LENLWIN OLT RoctCA DV CRL
e . . . [ LANLWIN OLT NPE Ca2 LAMLWIN OLT RoctCa DV CAL
(see CA Specific Validation Options) =1 LENL WIN OLT Root CA LANLWINOLT RootC& DY CRL
As shown in CA Specific Validation Options, the CAs that l?(_?i|n.cMammNahmaHahmam.u o i Natinnal o DY nese

DVE recognizes as eligible PKI certificate issuers that need
to be validated (i.e., perform a revocation status check): - - -
VlewCertlhcate| St Validation Options \ Dielete Validation Options
O The Entrust Root CA and the Entrust SSP CA are the
CAs in the certificate chain of the PIV Authentication o |
Certificate on DOE PIV Cards. There are two sets:
=  Root and SSP (expiring in 2019) for PIV Cards issued prior to July 30, 2015
=  Root and SSP (expiring in 2025) for PIV Cards issued post July 30, 2015
0 The OLT PKI CAs (Root and Issuing CAs) that issue PKI certificates to the Domain Controllers

¥ Show Only Configued Cés

Cancel |

The following sections describe the “Validation Options” (i.e., “Set Validation Options” button) for the CAs.
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Entrust CAs

There are two sets of Entrust CAs that are configured
1) Entrust CAs that expire in 2025 and are required for DOE PIV Cards issued after July 30, 2015.

2)

Entrust CAs that expire in 2019 and are required for DOE PIV Cards issued prior to July 30, 2015.
The following are the configurations applied to each CA:

e The DVE is configured to use CRLs to validate certificates, which is more efficient when validating
thousands of logons with PKI certificates from the same issuing CA.

e The CRLs are retrieved from Local CRL Repository, which has two URLs for failover purposes.
e The CRLs are pre-fetched on download schedule as configured in the CRL Download tab (See Section F.3.8)
e The CRLs are also kept in memory after DVE uses the first time in order to improve performance

Entrust SSP CA (expires 2025)

Entrust Root CA (expires 2025)

™ Apply theze settings to all Cetifcation Authoities diectly izmed by te CA
[ Ikt ' afclsticn fioe this CA

CAL Options
[¥ Use CRL Downioad Schedule
[# Keep CAL in Memary

Wabdation Option:
I IZI.| Pisbocal | Addess

| Sigrng Certificats | 55

2 (CAL

1 CAL hittg: £ MSSSPCAZ al
hitg: . EMSSSFCAZ o

Entrust SSP CA (expires 2019)
CA Specific Validation Options

[ Enable Valdation
Ceilificate Autharty
Entrust Managed Seraces S5P CA
CaA Optians
[T Apphy these settings to ol Certification Authorties deectly issued by this CA
I Inkibit W aliclation, fou thie: CA

CRL Options
¥ Use CAL Download Schedule
[ Keep CAL in Mamory

Valdation Dplions

0] Piotocol | Addiess:

| Sigring Certificate | 55

1 CAL Hitpe s, MESSPCAT el
[N MESSPCAT &l

2 CAL

Cancel I

CA Options

[ Apply these sellings to al Certfication Authorties deecty msusd by this CA
[ Inhibit Waldation for this CA

CAL Dptions

[¥ Usze CRL Dewrdosd Schadules

[v Esep CAL inMemony

Wabdahon Dptions

CA Specific Validation Options. - CA, Specific Validation Options
[+ Enabls Vaidation ¥ Enable Validation
Catificate Authcety — Coaatifuz st Anthanly
Enirust Managed Services S5P CA - Entrust Managed Services Root C4,
CA Oplions

0| Fictocol | Address

| Sigrang Certifcate | 55

1 CAL
2 OAL

hitp-/, MSRockCAZ ool
it MSRootCAZ o

I | I | o
fir3 Cancel |
Entrust Root CA (expires 2019)
CA Specific Validation Options [x

[ Enable Vahdation

Cadtificats &uhonly

Enlrust Managed Seraces Root Cb |:';.""Ti
Cé Opticeis

[~ Apply thesa sallings io &l Cartification Authonties doectly ssued by this G

™ Irhibit ' sbedatior for thiz Ch

CAL Optians

[¥ Use CRL Download Schedule

¥ Keep CRAL in Memary

Waldahon Dpions

0.[ Prolocol [ Addvess | Sigring Certifcate | £

1 CAL Fitpe MSRoolCATcil

? CAL Fitpe /A EMSRo0ICAT o

< m >

| | | |
[T ] Carcal |
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OLT PKI

The following are the configurations applied to each CA in the OLT PKI:

e The DVE is configured to use CRLs to validate certificates, which is more efficient when validating
thousands of logons with PKI certificates from the same issuing CA.

e The CRLs are retrieved from Local CRL Repository and via CRL Distribution Point (CRLDP) encoded in the

certificate as a fallback

e The CRLs are pre-fetched on download schedule as configured in the CRL Download tab (See Section F.3.8)
e The CRLs are also kept in memory after DVE uses the first time in order to improve performance

OLT Root CA

OLT NPE CA1

CA Specific Validation Options

Jv Enable ‘Y alidation
Certificate Authority
LaAML WIN OLT Roat Ca
C4 Options
[~ Apply these settings to all Certification Autharities directly issued by this Ca

I~ Inhibit Y alidation far this CA

CRL Options
¥ Use CAL Download Schedule
v FKeep CRL in Memary

‘alidation Options

D.| Pratocal | Address

| Signing Certificate

1 CRL hittp:# OLT-RootCh, crl
2 CRL hittp: /4 OLT-RootCa, crl

3 CRLDP

| fdd

]

Cancel |

[v Enable Validation

CA Specific Validation Options

Certificate Authority o
LANL WIN OLT NPE Ca1 ’;:“]
C4 Options

[~ Apply these ssttings to all Certification Authorities directly issued by this Ca
[ Inhibit /alidation for this Cé

CRL Options
[v Use CRL Download Schedule
[v Keep CRL in Memory

‘alidation Options

D.| Protocol | Address

1 CRL hittp: 2 LT-HPECAT cd
2 CRL hittpc 74 LT-HPECAT cd

3 CRLDP

| Signing Certifical

| [ | | | A

o]

Cancel |
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F.3.2 Applications (tab)
The Applications Tab shows all current applications on the computer/server on which the DVE is installed and
might require a certification revocation status check.
e On the DCs, the only applications relevant to
validating certificates are Internet Explorer and
Logon Account Authentication (i.e., PIV logon).
e Since browsing external sites shouldn’t be done
from DCs, there’s no need to have Internet Enable certficate vaiidationfor spectic applications.
Explorer selected, though it can be. r
e At a minimum, Logon Account Authentication
must be checked, which is proposed as the
standard configuration for normal operations.

Applications Tab
'@ Axway Desktop Validator - Enterprise Edition I;Ii-

logging | Path | Impot/Epot | CRLDowrload | SCVPOptions |
General ~ Applications ]\c"alidation ] Network I Security ] Caching ] Alerts ]

It i B

v Logon Account Authentication

-

Please check the appropriate boxes to tum on revocation status checking,
using Deskiop Validator, in the listed applications. For other CAP|-reliant server
and client applications that are not listed {including MS Exchange Server, MS
Intemet Authertication Server, Word, Excel, PowerPoirt and Silanis
ApprovelT), please referto vendor documentation on how to control revocation
status checking. Al client (interactive application) alerts are controlled by the

DV Alert tab.
QK | Cancel
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F.3.3 Validation (tab)

With the exception of one of the General Options, the configurations in Validation Tab are the default

configurations upon installing the DVE. These are the
recommended settings when using CRLS and/or OCSP data
from the sources configured in CA-Specific Validation
Options of the General tab (see Section F.3.1).

The additional General Option configuration is:
e Reorder validation URLs upon fail-over. Reset after: 20
Mins

For any CA in the CA-specific Validation Options that has
multiple configurations, this setting allows DVE to reorder
and avoid continuing to use an option that fails repeatedly.
If one option continues to fail, it will be temporarily moved
to the bottom. This prevents the audit log from being
populated with unnecessary errors.

The remaining configuration options in this tab allow us to
develop fault tolerant and contingency configurations to
apply at times when fresh revocation data is not available.
The Contingency Options are addressed in a separate
section.

F.3.4 Network (tab)

Validation tab

@ Axway Desktop Validator - Enterprise Edition —...|;|£-

Logging ] Path ] Import / Export ] CRL Download ] SCVP Options ]
General ] Applications ~ Validation l Metwork ] Security ] Caching ] Merts ]

General Options
Iv¥ Check certificate expiration during status check:
¥ Do not validate seff signed certificate

[¥ Bemove other CAPI revocation providers

Response status if validation info is configured & DV is unable to verify status
* Unknown " Revoked " Good

Response status if validation info is not configured
* Unknown " Revoked " Good

I E::gea;t\;ar!idaﬁon URLs upon fail-over. m g ’E Mins

Alowable time difference between this system = ’?‘ .

and time stamp on received responses 0 =] Hours |5 =1 Mins
QCSP Options

™ Validate responder certificate in delegated mode
CRL Options

[” Disable CRL fetching (Only use cached CRLs)

™ Ignore unknown critical CRL extensions

™ Use CRL after expiration for m Hours m Mins

o ]

Cancel | |

The Network tab is where a proxy server would be configured if the DCs needed to access entities for

revocation data that are external to the network. Since the
DCs are not permitted outbound access and the LCR is being
leveraged for all CRL information, there is no need to have
the network proxy configured.

Network tab

\@ Axway Desktop Validator - Enterprise Edition _[=To |

Logging ‘ Path | Import / Bxport ] CRL Download 1 SCVP Options |
General | Applications | Validation ~ Network ]Sewnty | Caching | Aets |

Configure network and connection specific settings.

g ]
Addresses with Port number separated by commas:
Do not use proxy for: {ports not allowed in the list)
[——
Connection Options
Connection timeout 3 E: Seconds
LDAP Search timeout 120 EZ Seconds
Maximum number of concumrent connections 20

0K I Cancel Apply
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F.3.5 Caching (tab)

The Caching tab shows the configuration for how DVE caches results of revocation status checks (top portion)

and where to download and store CRLs (bottom portion).

e Certificate Revocation Status Cache Policy

0 Caching time is set for 4 hours, which means that

DVE will retain and use the result of a status
check for up to 4 hours prior to generating a new
revocation status check against a CRL or OCSP
service.

By caching for a period of time, the DVE doesn’t
have to seek and generate a new result for
processes that make multiple requests, which
would cause significant latency and performance
issues that would impact the user during logon.
This aligns with the CRL Download schedule that
is polling for new CRLs every 4 hours (See Section
F.3.8). The status responses will not be valid
longer than the CRL.

CRL Cache Policy
0 All default configurations remain upon

installation of DVE, with the exception of the
CRL cache location
= The CRL directory was created at the root so

Caching tab

logging | Path | Impot/BExpot | CRLDownload | SCVPOptions |
General ] Applications ] Validation ] MNetwork ] Securty ~ Caching ]Nerts ]

Certificate Revocation Status Cache Policy
I¥ Enable cerificate revocation status caching
" Until expiration

™ For |4 * Hours |0 3: Mins from production

Maximum status cache memony 64 3: KB Flush Cache Mow

CRL Cache Policy

¥ Keep CRL with defined end date
% Until expiration

" For |0 3 Days |0 3 Hours from the start date

[+ Keep CRL with o end dates for |0 3: Days |2 =] Hours
CRL cache location  |C:\Aeway DVE CRLs Browse
QK I Cancel

that it is easy to locate all CRLs that DVE consumes.
=  When configuring the CRL Download tab (See Section F.3.8), this is the location that the

downloaded CRLs are stored.
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F.3.6 Alerts (tab)

The “alerts” are pop-up notifications in the system tray, which is unnecessary for DCs. Therefore, all of them

have been cleared in the Alerts Tab. This does not impact
events posted to the Event Viewer application log called,
Tumbleweed.

The item that needs to remain configured is “Log and
display events for validation responses only once in x
Seconds”.

e By specifying a duration greater than 0, this prevents
DVE from reporting multiple events for the same
certificate being validated.

e Asstated in Section F.3.5, multiple validation requests
take place for a single validation. The event log would
be filled with redundant messages unless this
configuration is made.

F.3.7 Logging (tab)

The Logging tab gives 3 options for capturing audit events:
1. Viathe Event Viewer
2. Viaalog file
3. Both Event Viewer and log file

For normal operational usage, the Event Viewer should

be used exclusively.

e  “Enable File Logging” is useful for troubleshooting
scenarios only. These the file logs can get
significantly large, especially for DCs that are
authenticating thousands of users a day.

PIV Logon Configuration Guidance Version 1.0

LANL Network and Infrastructure Engineering — Core Services (NIE-CS)

Alerts tab

= Axway Desktop Validator - Enterprise Edition f|;|£-

loggng | Path | Import/Eqot | CRLDownload | SCWP Options |
General ] Applications ] Validation ] Metwork ] Security ] Caching  Aerts

Select the events you want alert notifications for.

Events

[1Motify on valid cerfficate response Resst

] Motify on revoked certificate response 4
Select Al

[ Motify on unable to check certificate
[ Motify on expired certificate

[ Motify when certfficate is not yet valid
[] Motify on CA certificate

[]Motify on cached revocation status
[] Motify on system message

[ Motify on unknown certificate response
Clear Al

] Log and display events for
wvalidation responses only once in

10 3: Seconds

Do not allow closing the alert notification
application

QK Cancel Apply

Logging tab

@ Axway Desktop Validator - Enterprise Edition —...I;li-

General ] Applications ] Validation ] MNetwork ] Security ] Caching ] AMlerts ]
loggng | Path | Impot/Eot | CRLDownload | SCVP Options |

@ Configure logging options.

¥ Enable Event Logging
[™ Enable File Logging

File Logging Type
i
Log File Pathname
C:%Program Files Tumbleweed"\Desktop Validator'.DesktopVali

OIS IS

View Log... Clear Log

o]

Cancel Apphy
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F.3.8 CRL Download (tab)

For CRLs that are specified in the CA Specific Validation Options identified in Section F.3.1, the CRL Download
tab provides the ability to schedule the time and frequency of the downloads. This is ideal so that DVE doesn’t

have to fetch a CRL at the time of a status check, which
could cause latency and slowness to the authentication
process.

The standard configuration:

o Fetches CRLs every 4 hours on a daily basis to the
location specified on the Caching tab in Section
F.3.5.

e Fetches CRLs if the CRL at the source location is
newer than the CRL already stored in location
specified on the Caching tab in Section F.3.5.

e Fetches CRLs from only those locations that are
configured in the CA Specific Validation Options (See
Section F.3.1)

This strategy increases the likelihood of detecting a
revoked PIV certificate sooner than if we were using
traditional CRL checking where CRLs are only fetched
when they are set to expire (up to 48 hours for PIV).

CRL Download tab

@ Axway Desktop Validator - Enterprise Edition —...I;Ii-

General ] Applications ] Validation ] MNetwork ] Security ] Caching ] Alerts ]
Logaging ] Path ] Import / Export CRL Download l SCVP Options ]

p;q Configure CRL download schedule.
£

The schedule applies to CRL, VACRL and Compact CRL validation
mechanisms specified in CA specific validation options.

v Enable CRL download schedule

Mote: Enter Time Intervals in Cron Notation

Minute Hour Day
o [n.a812.152 -
Month Day of week

Download CRL(s) on 0 minute, of the 0.4,8,12,16,20 hour, every
day, every month, every weelk-day

Download Mow

OK I Cancel Apphy
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F.3.9 Other tabs

After vendor documentation review and assessing the functionality, the following tabs do not require
modifications from the installation defaults. The figures show how the DVE should be configured for normal
operation.

Security tab SCVP Options tab
logging | Fath | import/Expot | CRLDownioad | SCVPOptions | General | Applications | Validation | Network | Secutty | Caching | Alets |
General I Applications I Validation I Metwork ~ Security |Caching I Alerts Logging I Path I Import / Export I CRL Download SCVP Options
— Validation Policy
% Configure extended security options. @ se Default

" |Use Custom Policy Id: I

[~ Add digital signature to OCSP/SCVP certificate status requests TR s

Digital 1D: Choos=. | [ Specify Requestor Name
[T Include Custorn Test I

™ Include Heost Mame

S5L Options ™ Include Application Name

I~ No S5L server authentication [~ Owvenide Trust Anchors
I~ No S5L server certificate name check lasued To | lssued By | Add |

Delete |

QK I Cancel Apply

Path tab Import / Export tab

General I Applications I Validation I Network I Security I Caching I Merts I

General I Applications | Validation | MNetwork I Security I Caching I HMlers I

loggng  Path | Impot/Beport | CRLDownload | SCVP Options Logging | Path mport / Bxport | CRL Download | SCVP Options
[@ Certificate Path Validation @ Export and import corfiguration options.
r— Reason for Export
~ Local Path Validation

& Share Corfiguration
" Prepare Silent Installation Package

[™ Enable Path Validation
" Group Policy Based Corfiguration Distribution

Initial Policy Set:
|2529.320

r— Corfiguration File Type

& Text Format
" Registry Hive Format

™ Initial Ewplicit Policy

I~ Initial Policy Mapping Inkibit

I Initial &y Policy Inkibit

r—Corfiguration File Pathname

QK I Cancel Apply
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F.4 DVE Contingency Option 1

Contingency Option 1 is the preferred option if PIV logon is failing for an extensive amount of user population.

F.4.1 Configuration
The one deviation from the DVE Standard Configuration is
made on the Validation tab:
e CRL Options:
0 The checkbox labeled, “Use CRL after
expiration for”, is selected; AND
0 The corresponding duration of 72 Hours is
configured (adjust duration as necessary).

F.4.2 When to use
1. PIVlogon is failing because DVE is unable to get a
fresh (“non-expired”) CRL; AND
2. CRL checking is configured in the CA-specific Validation
Options for the “offending CA”; AND
3. DVE has a stale (“expired”) CRL in the CRL cache
location (See Caching tab in DVE).

F.4.3 Diagnostics
There will be at least two (2) Tumbleweed audit Iog{|"é"Eerr

Contingency Option 1

@ Axway Desktop Validator - Enterprise Edition —_\;li-

Logging I Path ] Import / Export ] CRL Download ] SCVF Options I
General ] Ppplications ~ Validation ] Network ] Security ] Caching 1 Mlerts I

General Options
[v Check certfficate expiration during status check
[¥ Do not validate seff signed certfficate
[¥ Remove other CAPI revocation providers
Response status i validation info is configured & DV iz unable to verify status
@ Unknown " Revoked " Good

Response status if validation info is not configured
" Unknown " Revoked " Good

Reorder validation URLs upon fail-over. - -
v Poset after 1] 3 Hours |20 == Mins
Allowable time difference between this system i T Hours [5 =1 Ming

and time stamp on received responses

QCSP Options
[~ Validate responder certfficate in delegated mode

CRL Options
[~ Disable CRL fetching (Only use cached CRLs)
[ lgnore unknown critical CRL extensions
¥ Use CRL after expiration for @Hnum 0 == Mns

0K | Cancel | |

entries for each certificate (see Certificate Name in log entry) being checked by DVE, which can be correlated

via the “Transaction Id” in the log:

1. |9 Errer :Fyent ID 16, Communication error — unable to connect”
O Suggests DVE is unable to access the CRL source configured in the CA-specific Validation
Options for the Certificate Issuer (i.e., the “offending CA”).
0 In other words, DVE cannot download the CRL to CRL cache location.

Event Properties - Event 16, Desktop Validator -

General I Details

Certificate Revocation Status
Calling Application: Microsoft Local Security Authority Service

Certificate Serial Number: 49213214

Reveocation Status: Unable to verify

Validation Protocol: CRL

Validation Url: http:// EMSSSPCAL.crl
Error: Communication error - unable to connect
Transaction |d: 9060-1407

More Information: Event Log Online Help

Certificate Name: /C=US/O=U.S. Government/OU=Department of Energy/UID=89001000262217/CN=PAUL BROWN (Affiliate)
Certificate Issuer: /C=US/O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services SSP CA

Log Name: Tumbleweed

Source: Desktop Validator Logged: 10/10/2014 11:44:25 AM
Event ID: 16 Task Category: None

Levek: Error Keywords: Classic

User: SYSTEM Computer: A
OpCode:

[«] [#]
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2. |9 Error :Event ID 16, Revocation information expired”
0 Suggests DVE has a stale (“expired”) CRL in its CRL cache location for the Certificate Issuer (i.e.,
the “offending CA”).
0 This type of audit log entry makes DVE Contingency Option 1 a viable option.
2] Event Properties - Event 16, Desktop Validator -

. General .Details

Certificate Revocation Status A
Calling Application: Microsoft Local Security Authority Service

Certificate Name: /C=US/0=U.5. Government/OU=Department of Energy/UID=89001000262217/CN=PAUL BROWN (Affiliate)
Certificate Issuer: /C=US/O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services S5P CA

Certificate Serial Number: 43213214

Revocation Status: Unable to verify

Validation Protocol: CRL

Validation Url: C:\Axway DVE CRLs
\D3CEE75B8SATCDHCS1C66736A9587209ECE239F3C33EBAF1DBB5222B68357C4640711D434B905869\ latest.crl

Error: Revocation information expired

[«] [#]

Transaction |d: 9060-1407 hd
Leg Name: Tumbleweed

Source: Desktop Validator Logged: 10/10/2014 11:44:25 AM

Event ID: 16 Task Category: None

Level: Error Keywords: Classic

User: SYSTEM Computer:

OpCode:

Meore Information:  Event Log Online Help

F.4.4 Benefit
1. Users may continue to logon with their PIV Card while administrators diagnose and resolve the issue
that is causing DVE to not get fresh (“non-expired”) CRLs.
2. Revocation status checking is still being performed against a CRL, preventing known revoked
certificates from being used for logon to the network.
3. DVE continues to check for a “fresh” CRL and will use it once it becomes available.

After applying Configuration Option 1, there will continue to be at least two (2) Tumbleweed audit logs: one (1)
|ﬂ Error and one (1) (D nformation Thege are generated for each certificate (see Certificate Name in log entry)
being checked by DVE until the issue has been resolved. The two (2) audit logs can be correlated via the
“Transaction Id” in each log.
1. |“ Error :Eyent ID 16, Communication error — unable to connect”
O Suggests DVE is trying but still unable to access the CRL source configured in the CA-specific
Validation Options for the Certificate Issuer (i.e., the “offending CA”).
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&l Event Properties - Event 16, Desktop Validator x|

General | Details

Certificate Revocation Status

Calling Application: Microsoft Local Security Authority Service

Certificate Name: /C=US/0=U.5. Government/OU=Department of Energy/UID=89001000262217/CN=PAUL BROWN (Affiliate)
Certificate Issuer: /C=US/O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services S5P CA

Certificate Serial Number: 43213214

Revocation Status: Unable to verify

Validation Protocol: CRL

Validation Url: http: / eu e |1 555P CA1.crl

Error: Communication error - unable to connect El
Transaction |d: 9060-1411 v

Log Name: Tumbleweed EI
Source: Desktop Validator Logged: 10/10/2014 11:49:23 AM

Event ID: 16 Task Category: Mone

Level: Error Keywords: Classic

User: SYSTEM Computer: L

OpCode:

More Information: Event Leg Online Help

2. (@information .Fyent ID 10, Revocation status”
0 Suggests DVE performed a revocation status check using the CRL in its CRL cache.
0 Itlooks like a normal record; however by correlating this audit record with the previous record
that shows a failed attempt to obtain a CRL, the conclusion is that revocation status checking
was done with a stale (“expired”) CRL.

4 Event Properties - Event 10, Desktop Validator -

. General | Details

Certificate Revocation Status s
Calling Application: Microsoft Local Security Authority Service

Certificate Name: /C=US/0=U.S. Government/OU=Department of Energy/UID=89001000262217/CN=PAUL BROWN (Affiliate)
Certificate Issuer: /C=US/0O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services S5P CA

Certificate Serial Number: 49213214

\Revocation Status: Good

Validation Protocol: CRL

Validation Url: C:\Axway DVE CRLs
\D3CEE75B89ATCD6CI1CH6736A958T209ECE239F3C33EBAF1DBA5222B68897C4640711D434B905869" latest.crl

Transaction Id: 9060-1411

[¢] [+]

Log Name: Tumbleweed

Source: Desktop Validator Logged: 10/10/2014 11:49:24 AM
Event ID: 10 Task Category: None

Level: Information Keywords: Classic,Audit Success
User: SYSTEM Computer: 7
OpCode:

More Information: Event Log Online Help

o
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F.4.5 Risk and Mitigation
There is a risk that a Domain Controller would allow a revoked certificate to be used for logon if the certificate
was revoked after the CRL was published by its CA and downloaded to DVE’s CRL cache location on the DC.
However, the number of certificates that could be used is significantly small. The number of certificates posing
a risk to the network:
1. Is constrained to those who have had their PIV revoked since the last time DVE received an updated
CRL
2. s further limited to the local user population, and even then, to those who have had their PIV revoked
since the last time DVE received an updated CRL

This contingency allows for revocation status checking for the greater majority versus performing revocation
status checking for none. Furthermore, DVE is configured to only validate certificates issued from CAs that the
organization trusts. All other certificates are denied; therefore, logon is only available using certificates (or
PIVs) that are from a trusted source. Lastly, DVE continues to check for a fresh (“non-expired”) CRL and uses it
once it becomes available.

F.5 DVE Contingency Option 2

DVE Contingency Option 2 should be used only if DVE Contingency Option 1 doesn’t meet operational needs
while troubleshooting the issue. With this configuration, DVE defaults to “Good” if a status check cannot be
rendered for one of the configured CAs in the “CA-specific Validation Options” on the General tab.

F.5.1 Configuration
The deviations from the DVE Standard Configuration are made on the Validation tab:
e General Options:

O The radio button “Good” is selected for Contingency Option 2
“Response status if validation info is @ Axway Desktop Validator - Enterprise Edition - ==
configured & DV is unable to verify status” loggng | Psth | Impot/Bpot | CRLDownlozd | SCVPOptions |

General ] Applications ~ Validation I Network ] Securty ] Caching ] Merts ]

e CRL Options:

o The CheCkbOX |abEIEd’ "USE CRL after Genlzalgzt:l:zertﬁicate expiration during status check
eXplratlon for”, |S Se|eCted,' AND I¥ Do not validate seff signed certfficate
0 The corresponding duration of 72 Hours is GREme A
f' d Response status if validation info is corfigured & DV is unable to verfy status
con |gu re " Unknown " Revoked *+ Good
Response status if validation info is not configured
& Unknown " Revoked " Good
F.5.2 When tO use ] ) v E:g;ea%\;ar!idaﬁnn URLs upon fail-over ’G Hours [20 = Mins
1. PIVlogon is failing because DVE is unable to Aowable o .
. T lowable time difference between this system 0 = bows [5 =1 Mins
successfully validate certificates for one or more CAs BRSNS
(i.e., certificate issuers) configured in the CA-specific R
. . . I Validate responder certificate in delegated mode
Validation Options of the General tab; AND
“« - ” . CRL Options
2. DVE does not have a stale (“expired”) CRL in the CRL [
cache location (See Caching tab in DVE) for one or ™ Ignore unknown crical CAL extensiors
more of the “offending” CAs; AND B LR = 72 HHous [0 = Mins
) ==

3. All other revocations status options (e.g., OCSP) are o |
not successful (or not configured) for each of the = o |ty |
“offending” CAs in the CA-specific Validation Options configured in the General tab

F.5.3 Diagnostics

For CRL failures, there will be only one (1) Tumbleweed audit Iotc:,f|":="'E"Elr entry for each certificate (see
Certificate Name in log entry) being checked by DVE:
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1. |9 Errer :Fyent ID 16, Communication error — unable to connect”
0 This indicates that DVE is unable to access the CRL source configured in the CA-specific
Validation Options for the Certificate Issuer (i.e., the “offending CA”).
0 In other words, DVE is unable to download the CRL to its CRL cache location.
0 Moreover, the fact there are no additional audit records indicating revocation data has
expired, it means that (1) the DVE has never obtained and used a CRL before now; or (2) a
person or process deleted the CRL(s) from the CRL cache location.

{4 Event Properties - Event 16, Desktop Validator -

General | Details ‘

Certificate Revocation Status A
Calling Application: Microsoft Local Security Authority Service

Certificate Name: /C=US/0=U.S. Government/OU=Department of Energy/UID=89001000262217/CN=PAUL BROWN (Affiliate)
Certificate Issuer: /C=US/O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services SSP CA

Certificate Serial Number: 49213214

Revocation Status: Unable to verify

Validation Protocol: CRL

Validation Url: http:// : EMSSSPCAT.crl

Error: Communication errer - unable to connect E
Transaction Id: 9060-1415 i

Log Name: Tumbleweed [ﬂ

Source: Desktop Validator Logged: 10/10/2014 11:53:23 AM

Event ID: 16 Task Category: None

Level: Error Keywords: Classic

User: SYSTEM Computer: o =

OpCode:

More Information: Event Log Online Help

[awe ]

F.5.4 Benefit
This option retains all the benefits of Contingency Option 1 but also addresses revocation status checking
failures beyond stale (or “expired”) CRLs.

1. Users may continue to logon with their PIV Card while administrators diagnose and resolve the issue
that is causing DVE to not perform revocation status checking as expected.

2. DVE continues to performing revocation status checks for certificates issued by CAs for which the DVE
is able, and defaults to “Good” if a status check cannot be rendered for one of the configured CAs in
the “CA-specific Validation Options” on the General tab.

3. If astale (“expired) CRL is available, DVE will perform revocation status checking against it for the time
period configured, preventing known revoked certificates from being used for logon.

4. DVE continues to check for a “fresh” CRL and will use it once it becomes available.

After applying DVE Contingency Option 2, there will continue to be at least two (2) Tumbleweed audit logs
generated for each certificate (see Certificate Name in log entry) being checked by DVE until the issue has been
resolved:

1. |9 Error :Eyent ID 16, Communication error — unable to connect”

PIV Logon Configuration Guidance Version 1.0 Page 53 of 64
LANL Network and Infrastructure Engineering — Core Services (NIE-CS) February 12, 2016



0 Suggests DVE is trying but still unable to access the CRL source configured i
Validation Options for the Certificate Issuer (i.e., the “offending CA”).

n the CA-specific

il

. General .[)etau;

Event Properties - Event 16, Desktop Validator

Certificate Revocation Status

Calling Application: Microsoft Local Security Authority Service

Certificate Name: /C=US/0=U.S. Government/OU=Department of Energy/UID=89001000262217/CN=PAUL BROWN (Affiliate)
Certificate Issuer: /C=U5/0=Entrust/OU=Certification Authorities/OU=Entrust Managed Services S5P CA

Certificate Serial Number: 49213214

Revocation Status: Unable to verify

Validation Protocol: CRL
Validation Url: http://t /
Error: Communication error - unable to connect
Transaction Id: 9060-1417

Log Name: Tumbleweed

Source: Desktop Validator Logged: 10/10/2014 11:35:54 AM
Event ID: 16 Task Category: MNone

Level: Error Keywords: Classic

User: SYSTEM Computer: g
OpCode:

More Information: Event Log Online Help

[¢] [#]

(@ information .Fyent |D 12, Revocation status” indicating DVE defaulted to “Good”.
0 Unfortunately, the record does not contain the corresponding Transaction |

d to correlate it

with the previous record that shows a failed attempt to obtain a CRL. A request to the Vendor

has been made to include this information in the record.

il
. General | Details

Event Properties - Event 12, Desktop Validator

The following information was included with the event:

Certificate Revocation Status Change

Calling Application: Microsoft Local Security Authority Service

Certificate Name: /C=US5/0=U.S. Government/OU=Department of Energy/UID=83001000262217/CN=PAUL BROWN (Affiliate)
Certificate Issuer: /C=US/O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services S5P CA

Revocation Status: Good

Revocation Status Source: Revocation Status returned as Good per user configuration.

Log Name: Tumbleweed

Source: Desktop Validator Logged: 10/10/2014 11:55:54 AM
Event ID: 12 Task Category: None

Level: Information Keywords: Classic,Audit Success
User: SYSTEM Computer: L ]
OpCode:

More Information: Event Log Online Help

[¢] [#]
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F.5.5 Risk and Mitigation
With this configuration, there is a risk that a Domain Controller would allow a revoked certificate to be used
for logon if the certificate was revoked:
1. After the CRL was published by its CA and downloaded to DVE’s CRL cache location on the DC (See
Contingency Option 1); or subsequently
2. From one of the CAs configured in the CA-specific Validation Options in the General tab and DVE is
unable to render a certificate status check for some reason

DVE continues to performing revocation status checks for certificates issued by CAs for which the DVE is able,
and only defaults to “Good” if a status check cannot be rendered for one of the configured CAs in the “CA-
specific Validation Options” on the General tab. Revocation status checking is performed when possible versus
not performing revocation status checking at all. Furthermore, DVE is configured to only validate certificates
issued from CAs that the organization trusts. All other certificates are denied; therefore, logon is only available
using certificates (or PIVs) that are from a trusted source. DVE continues to attempt a revocation status check
as configured in the CA-specific Validation Options in the General tab prior to using the default “Good” status.

F.6 DVE Contingency Option 3

DVE Contingency Option 3 should not be needed if the CA-specific Validation Options on the General tab is
configured with all the requisite CAs. With this configuration, DVE defaults to “Good” for any certificate for
which it cannot render a status check.

F.6.1 Configuration
The deviations from the DVE Standard Configuration are made on the Validation tab:

* General Options: Contingency Option 3
H 1, v
O The radio button “Good” is selected for & Axway Desktop Validator - Enterprise Edition - = | o I
" . . . . . .
Response status if validation info is configured e e e ]
& DVis Unable to Verlfy Status” General ] Applications ~ Validation ] Network ] Security ] Caching ] Alets }
O The radio button “Good” is selected for General Options
“Response status if validation info is not ¥ Check cetficete expreton dung setus check
f‘ d// ¥ Do not validate sef signed cerificate
con /gure [¥ Remove other CAPI revocation providers
° CRL Opt/ons Response status f validation info is configured & DV is unable to verify status
) " Unknown " Revoked % Good
O The checkbox labeled, “Use CRL after expiration Response staius f valdation info is ot configured
o .  Unknown " Revoked % Good
for ’ IS SeleCtedl AM v Eeor\:leal;tvahdmlon URLs upon fail-over. mHours 20 = Mins
1 H . eset after: = =
0 The corresponding duration of 72 Hours is Nl e s bt sem. = ces el s
Conflgu red and time stamp on received responses = =
OCSP Options
F 6 2 When to use [~ Validats responder certficate in delegated mode
1. PIVlogon is failing and the Windows AD Administrator LR G
. . . I Disable CRL fetching (Only use cached CRLs)
believes it might be related to DVE not successfully =
validating a certificate; AND ¥ Use CRL after expiraton for [72 JHous [1 =] Mins
2. DVE Contingency Options 1 & 2 were tried, but PIV
logon continues to fail Ok | Cance | ey |

This option should only be implemented for the time period to assess whether or not PIV logon is successful.
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F.6.3 Diagnostics
There will be one (1) Tumbleweed audit Iog|"§'5"Elr entry for each certificate (see Certificate Name in log
entry) being checked by DVE. The log entry will have “Error: No VA information specified”, which means that
the Certificate Issuer is not a configured CA in the CA-specific Validation Options in the General tab.

fal

General 1 Details

Event Properties - Event 16, Desktop Validator

Log Name:
Source:
Event ID:
Level:

User:
OpCode:

More Information:

Certificate Revocation Status
Calling Application: Microsoft Local Security Authority Service

Certificate Name: /C=US/0=U.5. Government/OU=Department of Energy/UID=89001000262217/CN=PAUL BROWN (Affiliate)
Certificate Issuer: /C=US/O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services SSP CA

Certificate Serial Number: 49213214
Revocation Status: Unable to verify
Error: No VA information specified.

Tumbleweed
Desktop Validator
16

Error

SYSTEM

Event Log Online Help

Logged: 10/10/2014 12:05:36 PM
Task Category: None
Keywords: Classic

Computer: .

[#] [*]

Copy

If PIV logon is successful after applying DVE Contingency Option 3, then the “offending” CA is not configured in

the CA-specific Validation Options on the General tab, as shown in the Tumbleweed (@ Information 3,dit record
(see “Error: No VA information specified” in audit record).

fal

General IDetaiIs '

Event Properties - Event 12, Desktop Validator

Log Name:
Source:
Event ID:
Level:

User:
OpCode:

More Information:

Certificate Revocation Status Change
Calling Application: Microsoft Local Security Authority Service

Certificate Name: /C=US/0=U.5. Government/OU=Department of Energy/UID=8%001000262217/CN=PAUL BROWN (Affiliate)
Certificate Issuer: /C=US/O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services SSP CA

Revocation Status: Good
Revocation Status Source: Revocation Status returned as Good per user configuration.
Error: No VA information specified.

Tumbleweed
Desktop Validator
12

Information
SYSTEM

Event Log Online Help

Logged: 10/10/2014 12:09:14 PM
Task Category: None
Keywords: Classic,Audit Success

Computer: oull—

[«] [#]
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If PIV logon continues to fail, then there is a fundamental problem with DVE or the failed logons are not
related to revocation status checking.

F.6.4 Risk and Mitigation
The risks and mitigations are the same as described for DVE Contingency Option 2.

If PIV logon is successful, then that means that one or more CAs (i.e., certificate issuers) associated with the
certificate is not configured in the CA-specific Validation Options on the General tab. For logon to have been
successful, the Windows AD had to have been configured to accept (or trust) the CA certificates but the
configuration was not propagated to the DVE. This typically happens when AD is updated with a change to
existing PIV Card infrastructure by the PIV Card issuer or to accommodate a new PIV Card issuer is introduced
to the environment (e.g., Department of State employee comes to organization and requires logon access
using their agency issued PIV). Thus, the DVE will be updated and the DVE can return to normal standard
operational configuration.

If PIV logon is still not successful, then the DVE can return to normal standard operational configuration and
other troubleshooting is required.

This option should only be implemented for the time period to assess whether or not PIV logon is successful.
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F.7

Scenarios of Operational Disruptions and the Recommended Contingency Option

This section describes multiple scenarios associated with revocation status checking that could cause operational disruptions to the PIV logon
process. The table below:

Describes each operational scenario;
Identifies the potential audit logs generated in the Event Viewer application log called, Tumbleweed;
Suggests the preferred contingency option in Appendix F to implement; and
Provides a high-level rationale to communicate to decision makers.

Operational Disruption Tumbleweed Contingency
Scenario Audit Logs Option1l  Option 2 Option 3 Rationale
1) | 1. The Local CRL Repository (LCR): Figure 4: Revocation Since DVE has cached CRLs, use them
a. Has “expired” CRLs; AND information expired even though they are stale (“expired”).
. LA
b. Is not getting fresh (“non-expired) CRLs from Continue to use stale CRLs while
the target source (source is down, network or :
int ti t troubleshooting why the Local CRL
I_n ernet issues, etc.) Repository is not able to get fresh (“non-
2. DVE: i . preferred expired”) CRLs from the target source.
a. !s conf_lgured for c_mly CRLS for the (;ertlflcate ol This allows for revocation status
issuer in CA-Specific Validation Options; . checking for the greater majority versus
AND ] . - performing revocation status checking
b. Is not getting fresh (“non-expired”) CRLs for none.
from the LCR; BUT
c. Has stale (“expired”) CRLs in the CRL cache This contingency allows for PIV logon to
location (See Caching tab in DVE) continue functioning versus resorting to
other credentials for logon.
2) | 1. The LCR is unavailable (down, disconnected, Figure 3: Communication Since DVE has cached CRLs, use them
etc.); error — unable to connect even though they are stale (“expired”).
2. DVE: (CRL)
a. Is configured for only CRLs for the certificate !:lgure 4:.Revoca.t|on Continue to u.se stale CRLs while
issuer in CA-Specific Validation Options; information expired troublfeshot?tlng why the Loca! CRL
AND Repository is down or not available to
b. Isunable to get fresh (“non-expired”) CRLs Preferred the Domain Controllers. This allows for
' from the LCR: BUT F.4 revocation status checking for the
c. Has stale (“expired”) CRLs in the CRL cache fxztcz;i:’:ﬁ;'xsvcegiﬁizgg:r::)nnge
location (See Caching tab in DVE) ’
This contingency allows for PIV logon to
continue functioning versus resorting to
other credentials for logon.
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Operational Disruption

Tumbleweed

Contingency

Scenario Audit Logs Option1  Option 2 Option 3 Rationale
3) DVE: Figure 3: Communication This temporary configuration allows PIV

a. Cannot get a CRL for the certificate issuer in error —unable to connect logon to function while administrators
CA-Specific Validation Options; AND (CRL) troubleshoot why the Domain

b. Is configured for only CRLs for this Controllers are unable to get CRLs.
certificate issuer; AND Preferred _ .

c.  Does not have a stale (“expired”) CRL in the E.5 This contingency allows for PIV logon to
CRL cache location (See Caching tab in continue functioning versus resorting to
DVE) other credentials for logon. The Domain

Controllers are configured to allow only
specific credentials that are issued by
trusted federal entities.

4) DVE: Figure 5: Communication This temporary configuration allows PIV

a. Cannot get to the OCSP configured for the error - unable to connect logon to function while administrators
certificate issuer in CA-Specific Validation (ocsp) troubleshoot why the Domain
Options; AND Controllers are unable to get to the OCSP

b. Is configured for only OCSP for this to validate PIV cards.
certificate issuer Preferred

F.5 This contingency allows for PIV logon to
continue functioning versus resorting to
other credentials for logon. The Domain
Controllers are configured to allow only
specific credentials that are issued by
trusted federal entities.

5) DVE: Figure 5: Communication Since DVE has cached CRLs, use them

a. Is configured for OCSP and CRLSs for the error - unable to connect even though they are stale (“expired”).
certificate issuer in CA-Specific Validation (OCSP)

Options; AND Figure 3: Communication Continue to use stale CRLs while

b. Cannot g(Fothe OCSP: AND error — unable to connect troubleshooting why the Local CRL

¢. Cannot get a fresh (“non-expired) CRL; BUT ((.:RL) . REp.OS't,?ry is not able to get fresh “non-

d. Has a stale (“expired”) CRL in the CRL cache Flgure 4:.Revoca.t|on preferred explred ) CRLs from th.e target source.
location (See Caching tab in DVE) information expired F.4 This allows for revocation status

checking for the greater majority versus
performing revocation status checking
for none.

This contingency allows for PIV logon to
continue functioning versus resorting to
other credentials for logon.
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Operational Disruption

Scenario

Tumbleweed
Audit Logs

Option1  Option2

Contingency

Option 3

Rationale

6) | 1. DVE: Figure 5: Communication This temporary configuration allows PIV
a. Is configured for OCSP and CRLSs for the error - unable to connect logon to function while administrators
certificate issuer in CA-Specific Validation (OCSP) troubleshoot why the Domain
Options; AND Figure 3: Communication Controllers are unable to get to the CRLs
b. Cannot g(Fothe OCSP: AND error — unable to connect and OCSP to validate PIV cards.
c. Cannot get a fresh (“non-expired) CRL; AND (CRL) SRR . .
d. Does not have a stale (“expired”) CRL in the £ This .contmgen.cy ?”OWS for PIV Iog.o nto
CRL cache location (See Caching tab in continue funcf('omng versus resorting Fo
other credentials for logon. The Domain
DVE) Controllers are configured to allow only
specific credentials that are issued by
trusted federal entities.
7) | 1. Logon is failing and all there is no indication why This temporary configuration will help

in the audit records

Preferred
F.6

administrators determine if revocation
data (or the lack of) “in general” is the
cause for PIV logon failures.

This contingency allows for PIV logon to
continue functioning versus resorting to
other credentials for logon. The Domain
Controllers are configured to allow only
specific credentials that are issued by
trusted federal entities.
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F.8

File Action View Help

Catalog of Tumbleweed Audit Logs
Figure 3: Communication error —unable to connect (CRL) (see F.4.3, F.5.3 for more details)

&= e B

[2] Event Viewer (Local)
[ ;_Q Custom Views
b (s Windows Logs
a3 Applications and Services Lo|
f&] Active Directory Web Ser|
f5] DFS Replication
% Directory Service
f&] DNS Server
] Hardware Events
E Internet Explorer
5] Key Management Service
b ] Microsoft
[+ Symantec Endpoint Proty
Tumbleweed
| Windows PowerShell
b Cé Saved Logs
[} Subscriptions

Tumbleweed MNumber of events:

Date and Time
10/10/2014 11:44:25 AM
10/10/2014 11z

ANMAMAIS 14,4407 ARL

Level

0 Error

Ll r

s available

Source
Desktop Validator
Desktop Validator

None

Event 16, Desktop Validator

General | Details

Certificate Revocation Status

Certificate Senal Number: 49213214
Revocation Status: Unable to verify
Validation Protocol: CRL
Validation Url: http:

Error: Communication error - unable to connect
Transaction |d: 9060-1407

Tumbleweed
Desktop Validator
16

Error

SYSTEM

Log Mame:
Source:

Event ID:

Levek:

User:

OpCode:

More Information:

nt nline H:

The following information was included with the event:

Calling Application: Microsoft Local Security Authority Service
Certificate Name: /C=US/0=U.5. Government/OU=Department of Energy/UID=89001000262217/CN=PAUL BROWN (Affiliate)
Certificate Issuer: /C=US/O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services 55P CA

EMSSSPCAL.crl

10/10/2014 11:44:25 AM

Logged:
Task Category: None

Keywords:
Computer:

Classic

File Action View Help

= 2@ B

[2] Event Viewer (Local)
[ ;_Q Custom Views
p [ Windows Logs
4l Applications and Services Lo
f&] Active Directory Web Ser
f¥] DFS Replication
§+] Directory Service
DNS Server
Hardware Events
[&] Internet Explorer
[&] Key Management Service
b [ Microsoft
Symantec Endpoint Prott
| Tumbleweed
@ Windows PowerShell
1 [ Saved Logs
[} Subscriptions

Tumbleweed Mumber of events: 1,571 (1) New

Date and Time
11:44:25 AM
10/10/2014 11:44:25 AM

404014 94,4897 ARA

°Ermr
i3

F-S,

vents available

Source
Desktop Validator
Desktop Validator

PP

Event 16, Desktop Validator

General | Details

Certificate Revocation Status

Certificate Serial Number: 49213214
Revocation Status: Unable to verify
Validation Protocol: CRL

Validation Url: C:\Axway DVE CRLs

Error: Revocation information expired
Transaction |d: 9060-1407

Tumbleweed
Desktop Validator
16

Error

SYSTEM

Log Name:
Source:

Event ID:

Level:

User:

OpCode:

Mere Information:

THIE (UG TG TRGLIGTT WO S 1TCIaUE0 Wikl b1 Sveris

Calling Application: Microsoft Local Security Authority Service
Certificate Name: /C=US/0=U.5. Government/OU=Department of Energy/UID=89001000262217/CN=PAUL BROWN (Affiliate)
Certificate lssuer: /C=US/O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services 55P CA

\D3CEE75BEIATCDECI1CH6736A9587209ECE239FICIIEBAF1DBE5222B68897C4640711D434B90586% atest.crl

10/10/2014 11:44:25 AM

Logged:
Task Category: MNone

Keywords:
Computer:

Classic

PIV Logon Configuration Guidance Version 1.0

LANL Network and Infrastructure Engineering — Core Services (NIE-CS)

Page 61 of 64

February 12,2016



Figure 5: Communication error - unable to connect (OCSP)

General | Details I

The following information was included with the event: Al

Certificate Revocation Status

Calling Application: certutil.exe

Certificate Name: /C=US/0=U.5. Government/OU=Department of Energy/OU=Los Alamos National
Laboratory/OU=People/serialNumber=295982/CN=Glen Alan Lee

Certificate Issuer: /C=US/0=U.S. Government/OU=Department of Energy/OU=Los Alamos National Laboratory

Certificate Serial Number: 46B1C587 =
Revocation Status: Unable to verify

Validation Protocol: OCSP

Validation Url: http://ocsp g

Error: Communication error - unable to connect

[#]
ransaction |d: 9060-1095 vl El

Log Name: Tumbleweed

Source: Desktop Validator Logged: 10/8/2014 8:35:40 AM
Event ID: 16 Task Category: None

Level: Error Keywords: Classic

User: WINDS\glenlee Computer: s e s e O
OpCode:

More Information: Event Log Online Help

Figure 6: CRL Download Scheduler Error - Communication error

General | Details

System Message: CRL Download Task Completed

Validation Protocol: CRL

Subject: /C=US/O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services Root CA

Status: Communication error - unable to connect —

Validation Protocol: CRL
Subject: /C=US/O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services SSP CA
Status: Communication error - unable to connect

Number of updated CRLs: 0

[«] [+]

Element not found

Log Name: Tumbleweed

Source: Desktop Validator Logged: 10/9/2014 8:00:10 AM
Event ID: 1 Task Category: None

Level: Error Keywords: Classic

User: SYSTEM Computer: N ——
OpCode:

More Information:  Event Log Online Help

o
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General | Details

Figure 7: No VA information specified (see F.6.3 for more details)

Certificate Revocation Status

Certificate Serial Number: 49213214
Revocation Status: Unable to verify
Error: No VA information specified.

Log Name: Tumbleweed

Source: Desktop Validator
Event ID: 16

Level: Error

User: SYSTEM

OpCode:

More Information: Event Log Online Help

Calling Application: Microsoft Local Security Authority Service
Certificate Name: /C=U5/0=U.S. Government/QU=Department of Energy/UID=89001000262217/CN=PAUL BROWN (Affiliate)
Certificate Issuer /C=US/O=Entrust/OU=Certification Authorities/OU=Entrust Managed Services SSP CA

Logged:

10/10/2014 12:05:36 PM

Task Category: None

Keywords:
Computer:

Classic
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Appendix G Checklist

Check # ltem Sections Comments

1. | Installed Microsoft Enterprise CA per § 2.1 2.1

2. | Added both the Entrust Root and SSP CA certificates 2.2
to enterprise AD stores per § 2.2

3. | Configured auto-enrollment GPO for DC certificate 2.3
issuance per § 2.3

4. | Verified DCs have certificates issued from the OLT PKI | 2.3
per § 2.3

5. | Applied GPO containing registry modifications to DCs | 2.4
to ignore UPN Mapping per § 2.4

6. | Applied PIN change hotfix and associated GPO 3.2
containing registry modifications to pilot computers
per § 3.2

7. | Applied the GPO to make registry modifications to 3.1
pilot computers to enable logon interface to support
PIV logon via certificate mapping per § 3.1

8. | Applied the GPS containing the registry modifications | 3.2
to pilot computers to “not lock” on smart card
removal per § 3.2

9. | Connected smart card reader to pilot computers per | 3.3
§3.3

10.| Configured test user accounts with PIV certificate per | 4.1.2
§4.1.2

11.| Installed Local CRL Repository per § 2.5.2 2.5.2

12.| Copied DVE Installation and Configuration Files to 2.5.3.2
\\[domain]\NETLOGON\DVE

13.| Installed Axway DVE on all DCs and configured with 2.5.3.2
Standard Configuration per § 2.5.3.2

14.| Created DVE GPO, 2.533
Axway_DVE_Configuration for_DCs, per § 2.5.3.3
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