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Absn,'acl_

In its bid to respond to evolving business requirements, the cuergy utility indastry is exploring new ways to
. provide cost effective quality encrgy to ¥s constituency while concurrenfly reducing the need for additonal
generation plants, consumption of non-renswable fuel resources, and gencrabion of emissions. Their
options cover a full spectram that inclydes the uﬂhcespram'im the "last mile" access to its tustomers for
both generic internet access required for empowering the users as well as sapporting the necessary ulility
applications. In one scenario the Energy utilities provide high speed NII access to both residences.and
. industry over ulility owned infrastructure in order to obtain the level of relinbilily they fieed as well as
providing the infrastructyre necessary to support reel tinme energy supply and consumption management.
In a second scenario, the enargy utilities make use of a combination oftimrown infrastructure and that
of axisting service providers, such ax cable and telecommunications coimpanies to salisfy the same set of
requirements. Either scenario cais greatly increase the number of active nodés on the National
Information Infrastracture’ (NII) and the Global quoma&ou Infrastructure (GIT); and Iherefore have a

- lnrge impart on rb:urbmti

As the u!ils'ﬂes start making use of the Internet, NII, and GII for partial or total support of their own grid
management and business activities, as well as utility to consumer transactions, they encounter certain
obstacles that althoagh are nof unique are never the less foreboding duc to the scale necessary for
implententation.. Imagine every house, industrial building, canpus, office bm‘!ding, and the like kaving its
own local arca fetworks that inolade both information and onergy appliancos that noed to communicate.

' “Issues relevant to. this application area include, but are not limited fo: What protocols will be used? The
use of multicast for broadcast of real ime pricing information? What security and privacy issues will be
introduced in this new model? What monetary/business/trade isyues will be relevint when the distribution
of energy and associated business transactions cross national boundarics? What communications and
information models will be used for the utility to consumer interactions? What protocols are required to
Support re-cggregation ofcom«rrqpomsk roal fime priciug wpdaics or shortage potices? Will the
building LAN be implemented over the existing power lines, telephone lines, cible, radio or othet medicr?
Will each bmldmgckchcdmhaddnssabkmdwﬂtthe m:appkmeskmmacbc (ie: alayﬂw,
fvasters, efc.) .

Tluspaperm’donflmetbemqormaudmeswﬂhremectbl)ﬂ:emagywﬂm:nscwposxﬁk
provision afxmmturm 2) the current major bniu&ssmdmgulamyinua,ﬁdnmfmkd .
. challgnges facing an utility company wishing to use the Internet, NII, and GII to support both its interncd
and customer based communications needs; and 4) explore what models and technologies are nqurad’by
botblkeuﬁhhaand&arm(ag premises LAN, mgmwaymdwpmbes,andtheuﬁldy
infrastracture) to support both ermgy desmand management ' and possidly generic IntsmethH/GH access
fo the end user.

\
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Introduction

Inmbndtompondtocvolvmgbusinesreqmre-
ments that will bc more competitive in hature, a0d as
a result of the Encsgy. Policy Act of 1992, the energy
utility industry must, dnd' is, explore new ways o
provide cost effective quality energy 10 ifs constitu-
ency while concurently reducing the nced for
additiopal generation plants, consumption of non-

renewable fucl resources, and generation of emis-

sions; in addition to identifying customer-focused

requirement and enabling strategies.”” Since 1970 .
'theuendhasbeeﬂawayﬁomtheuseofhrgeplmts_

and- increasing in-line service transmission lincs

towards the use of more dispersed smaller plants in

the 500 megawatt range 0 address the increasod load
growths of the uatton.' The public attitede against
meoonsmonofnewplalm. coupled’ with a
growing consumption and need for energy, requires
innovative solutiony for belter utilizutivn vf available
encrgy resomrces. Energy consmnptxon vaties by
“time of day as well ag by the requitements of the
consumer. The residental, commercial, and induyird-
al sectars all require energy, buf in varying amounts,

. atd:ﬂ‘amwmesoftheday,andfordmndma-'

nqnsotnmc. The Utitities can rednce their- “spin-
ning reserves,” that is the cnergy required to satisfy
burst peak demands during uousual conditions (i.e.
continual subszero weather sr e Washington D.C,

area Over 2 soven day period) or peak demands, and
" avold blackouts or ‘rolling brownouts (a -rolling |

brownout is when the utility systetpatically reduces
or cancels the delivery of electricity 1o one or more
areas in ¢rder 10 stay within the bounds of their

gcnerationordehve:ycapam;r)thxmghseveml_

methods. The use of time of day (TOD) or teal time

pricing (RTP) adjusts the cost of the electricity

delivered dased on the detand for electricity, with
the escalating costs acting as damper for non-critical
energy consumption ‘during high demand or scvere
situations. Load management, the. ability for sharing
ortransfeta!ofchcmcityﬁ'omompowuunmyw
another to satisfy a temporal requirement for addi-
tional electricity, usually at an increased onst, is
anothér inethod that may work at least amomg
neighboring atilifies; however, the information and
physical hlﬁ'asuucuncforaocomphshmg this is ouly
now being contemplated and deployed.

‘ In addition to TOD/RTP and load menagement,
the current utility model is undergoing a paradigm
shift ﬁnmaself oontamedgcne:mion and ‘distribe-
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fion system to a more distributed and competitive
model compkte with scparaic. cocgy generation <
backbone grid distribution providers

. cofporations,
{rauch like the Infer-exchange camiers in the tele-

communtcations enviromnent), and energy retatlers

* "and regional grid providers (mmch Iike the telecom-

munications Jocal exthange carriers). ‘Enhanced
control by the consumer over how, how much, when,
and as what cost energy is consumed is eavisioned: as
not only belping the wiilities achieve their goals with
espect to more efficient energy generation and
distribution but also giving the end nser more control
ovcrmezrownmgypmctmesandmerebysamg
them money, although the cost per kilowatt hour
(kwh) -may increase. All of thesc: changes will
require 8 mose capable nformation and energy
infrastmictire that sapparts interactive energy servic-
¢s, automated and online Nfrastructure maintenance
and operation, and business style interactions among
alld&eenﬁﬁesgenaaﬁrig,pmvﬁng.mdmum—
ing energy*  There arc currently many trials by
otilities to provide the above enhanced services or
combinations 'of energy and natwork mformation
services. -They inchxio, bug are not limited to:

wireless meter reading, pwﬂd:ngmalumcpzmgm
commercial customers,’ integraied provision of
cnhmdmgymwesaswenasgemlmm

access and CATV services,* mdmtegmtedmmncl '
pal evergy systems and telecommunications services.’
"Pacific Gas.and Eleciric, the nation’s largest inves-
tor-owned edergy wlility, is teaming with- TCIL, the

- country’s largest cable fizm, and Microsoft, the

largest-software company; to develop and market test

- energy management and .information systems in

2,000 housoholds in Walnut Creck, Califoria. "
Many studies have recently been made that analyze
the aiilitics' business requircments and regulatory
statur, wnd cosseyucutly justify e utilitics invulve-
mcn;‘ i;lgom using and providing petwark infrastric-
are. : :

Utility Regulation:-

* "Blectric ulilities are well-positioned to contribute .
to the Nationa! infoimation Infrastractwe.” ‘Lhewr -
legal powers, dcnvedﬂ'omﬂzexrdlmwdopem

- ing authoritics, arc confirmed in their rights of way

tor carrying out the activities and fumctions necessary

. for the delivery and of elecmc services (0 their -
) 'cum:ms, lnchldmg building. mquimd elecommuni-
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thar have become essential for managing electricity
demsand and supply.” There are thires main cawgo-

ries of wtility, the Investor owned utlhty aou),

. Mnmcipal Utdlity, and the. Co-op. All function
“differently within various legal boundaries, yet all
Jave some legal authorify with respect to telecosamu-
nications that givés them certain leeway to build and
or deliver mility related telecommunications services.

.Theuuﬁ&eshaveasuongease,xfmeychooseto
pursue i, forjusnfymg the need for high capacity
and reliable telecqnmmﬁcations services to support

) meirbudmssmqmmenmformacﬁvc,malume,
energy demspd and Cousumption managemént as
well as to supiport their Supervisory Control and Data
Acquisition (SCADA) systems. . Leveraging these

. capabilifies can fuxther the goal of universal access
for the NI, especially in rural areas where the cable
indastry and telecommunicatioas providers are less

likely to provide thenece&atymﬁ:astmcnreduew

the low dedsity customer base.

The Encrgy Ul:ﬂxﬁes cnnently provxde their own |

telecommunications mfrastmcune for the provision,
- maintenance and operation of their gencration and
distibution systems in order (o 'ensure, to th greatest
degree possible, reliable operation and delivery of
clectriclty to their customer base. There are some
instances where they utilize services provided by the
telecommunications carrices, but for the major part
they provide and operate their own teleconmumica-
tions infrastructure except for the "last mile” that
provides connectlvity t the consumer. - Current
Energy Information Systoms (BIS) are mainly
provided through wircless (8. fadio frequency)
- technologies. The Energy Udlites’ use of existing
cable, telecommunications merandoﬂmprowden
. for. providing “last milc® actess to the customer
makes SCase BIVER 100ay'S regulary cavironment
although it may make less sense with respect 1o the
cable and telecommumications service providers
ability to support the utibties’ tecimical requirements,
However, many utilities, legislators, and the public

havebeenwresﬂmgmmmenouonoftheUumy ;
compatucs provriing both “last auie” energy setvices

eapab:ﬁtyasweﬂasmegeneral Internet and NII
access © the consumer, either in a -competitive or

augmwtaymamxtto(hccabﬁcmtcleoommca ’

tions services sectors., The "electric ntitities serve
one percentage point mom,of the U.S. residential
population than the teiephone compames - 95%

comparedto%% and 30% more than cable-televi-.

“’andmexet'omatea logical choice for

- #EHE
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- providing "last mile" sccess © -the ‘end user and

consumer. 1 the cocrgy utilities wese to provide last
mile access via fiber to suppost their energy related

" services it is estmated that approximately 95% of

the fiber optic network capacity will be in excess of
the bandwidth required for energy services roquire-
menis. Thisucesscapacnycoumbelusedarsold
to information service providers, inctuding cable and

- telecommunications contpanics; with the profits from

s

. investors and ratcpayers, 'PUHCA

such sales distributed to the rate payers and the
utility depending on what arrangements have been
made with the Public Utilitics Commissions (PUC).

A major applicable regulation, with respect to the
Encrgy Utilitics legal ability to provide non-energy
related information services and "last mile” Internet
and NIT access , is the Public Utitity Holding Com-
pany Act(PIm(‘A)mbwasenmedasawnter-
piece of the New Deal in 1935, To protect both
requires that
registered holding éomprunies he confined t0 sach
other businesses as are reasonably relevantor eco-
nomically justifishle for supporting dzeoperauonsof
the main business purpose(s) of integrated public
urility systems orcompanies .” Although tho PUHCA
docs not stop utilities from providing cuetgy related
sesvices 10 the end user, it does make it more diffi-
Culi for the wtilitics to provide more general Internet,
NII, and wlecommunications services In its current
form. Carrent teloccommuenications reform bill drafts
will not only encourage cowmpetition smong the -
cable, long distance providers, andlocal telecommu-
nications providers but also-loosen rcgulations on
unliﬁesthaabya}!owmgﬂnmwalsop'ovﬁe "last
mile" services.as well as NII and Interoot accoss
provides." This kas e potential of wuly cogender-
ing competition among the cable and telecomimunica-

.' tions services providers since they will pot be able to

continue dragging theilr feet with respect. © providing
enhanced and-cost cfficicat services to the consumer
or they may loose customers: (o -the cncrgy utilities.

As the utilities enter the market of providisg
¢ither encigy related services of the more generic
Intemet and NII access, NIi/Internet cammon car-
ringe and privacy will becopae an issue. It is impera-
tive that the utilities, as well as ali NI/Iatemet and

- information service providers, be granted the same

+ segulatory protection afforded to the telecommunica-

tions -carriers, .Le. common camage. In addiion to
the need for common Cartiage, privacy is another

“issue that may well xeqmreregulam attention. .




" When the energy uttlity records imfonuution relhuting

" . to a customer’s. mse of electricity, i.e. billing nforma-

tion and appHance usage, who has the right to access
_ this information and what safoguards are enlisied ©

ptovmttbemn-anm:zed,eixbu'bymaﬂmorﬂm
utility, disscmination or disclosure of information
aboulacuswmcfmmwasgmemedsolelyfotme
purposes of cnabling mare efScicnt encrgy manage-
ment. In addition © e Security aud privacy issucs
-associated with the utiines’ providing “jast mue”
access, collocation, open access, and the interconnec-
towpeering of the atiliies with other irifarmation
and telecommunications scrvice providers must be

emctedwensmthatmeccnsmuseesaseamless )

mfomauon infrasteuciure.
Utility Business: -

. Thcmommhwnuhtymodelmqmck!ybemg
replaced by 2 more distributed model that will see
the occurrence of multiple geperation companies
(als0 known as Gencos), backbone style grid distes

bution providers (aka Gridcos), delivery line carriers -

to the customer (aka Difcos), and retailers (aks
Retailcos). This new model will require mome
advanced,” adaptive, and flexible ftechuical and
business capsbilities and models and techpologies.
Inorde:toéchievehegoalsofrcduoedspummg
reserves while not buikfing new plants, the energy
ntilities expect to utifize hoth rapidly curtailable and
selectively interraptable loads. Aa example of such
loads- In a residence include washing machines,
dryers, hot water. heaters, -electric car hattery charg-
ers, ait conditioners and other appliances that can be

" turned off for certain tme infervals witliout adversely |

affecting the customer. Industry and the business
comnurnity also possess energy applications thaf can
be time shifted or delayed. [n addition to rapidly
mﬂableloads,both&eunmymdtbemm«
can benefit from the use of time of day (TOD) or
feal time pricing (RTP), whereby the-cost of encrgy
is driven by demand and the consumce.is given the
choice in quasi "real time," ¢.g. every 15 to 60
minuies e price is advertised, 10 redece ‘of sustain
cncrgy consumption bascd on their knowlcdge of the
cunrent price of electricity. An example is during the
hotsnmmermonthswhenmedmdfoxelecmcny
. %0 fus the air conditioning wmits in office buildings
" omtpaces the wilives ability.to provide the required
ehancuy.muﬂlkymmmoamaMgherpnce
that encouraged residences to curtail their nse of airf
conditioners and other appliances until the evening

"when they srrived. home, at whick time the air

$h54
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conitoming/Meating sysicms coukd bC activated.
This real time pricing and the subsequeat action of 2
sesidence or business fo tum off appliances in such
dmes would be accumplished vis commungul- xc-
sponse interactions over variods telecommunications

‘media  Jo order to save on energy relatad costs,

mdeswics could schedule whelr enorgy imtensive

- oporations at off peak time periods or curtail such

opecanonsdumgpmodsofmgndunmd. The

- Eloctric Power Research Institute (EPRD),” Pacific

Gas and -Electric (PG&E), and Mamiott. Hotels are
conrently conducting trials in San Francisco and New
‘York City on the use of real time pricing and coatrol
of the Hotels' hmng.venmauou,andarcmdmw-
ing (HVAC) systems. .

In addition 10 pmvnimg more real tme. dnven
Gosting and control of energy eonsmnption via
tclecommunications based services, the utilities will
uced to provide for 2 more efficient and quality
enesgy services infrastoucture. This will require
enhanccdmmnmgandmanagmtofﬂ:eenergy

‘gcnerationand&ﬁstﬁbnwncompmtsﬂmughthz

use of telecomimunications. Better management and
accountability of its infrastructure s expected 1o at
Jeast partially recoup some of the monies Iost to
energy piracy. which is estimazed to be .5 to-1.0% of
the power diswibuted and in temms of the 1990
ﬁgmesoflnbm:onddlmwoxﬁofenergydmuib-
nted in 1990 could well save .8 10 1.7 billion doliars
‘per year?” Manual meter reading has been estimated
to cost $6 per bouse bold with a possible savings
from automated” (infers nead for some somt of
telecommunications) of 35 billion doflars based on

.theﬂgurect%mﬂhmmpzedhouseholdsm

1990. Teleoommnamumhasedmonnoﬂng.
gathering, and prédictive analysis can help anticipate -
the need for-parts or component replacement before
a failure occurs that csuses the logs of service w its
customers, as well as 1o identify failures it real time
and -pinpoint both the focation and camse of the
problem.  Scalablc online and both computing and
communications basod network amd cocrgy grid
mwagcment:suuaalforwpporungth«cgoals A
future usc of computing and comuiunications capabil-
ities for enhancing energy sexrvices couid include the
useottealﬁmweaﬂmmalysxsofvmblssmhas
pollution and heat/cold exteentics 0 Control, the real
time pricing valnes for the purposes of reducing
emissions and. avoiding bwwmxs o1 2 per geo-
graphic ot mctropolitan arca.

One result of the information age is that the




. otiliges willieed Lo notonly provide quality cucrgy
to its customers, but will also need to give the .
- consumer, both residcntial and others, more enbanced
and easy 10 use oulive billiug wud wxounting. In
- addition, a trend towards more customer conirol over
their own information and enesgy appliances will
require the utilitics apd thind party energy providers,
to provide enhanced interactive capabilities for
curtailing the use of clocuicity. This switch to user
driven- selecuon will roquirc more - infosthation ,
techndlogy to be built into encigy dppliances to
enable energy customers to manage theif energy use.

The imsiiediate futaré will probably see retail

competition for large Customers, with the possibility
of concutreat multiple suppliérs, muck a8 today
meny large facilities have more than ong major
telecommunicafion setvice provider in order to obtaini
thcbcstposubbpmeasweliaswenhancerelmbuh-
ty. The timeline for extension of retail choices.
residences and the remainder of the indystrial ‘and

commercigl sectors is less certain. Inetdmcasc,dn )

foure business-and techuical models must account
for and plan for the eventval real time choice .of
energy suppliers by the customers. In addition 10
the complexities introduced by a multi-provider
encrgy infrastructure, the utilities will require suppont
-for new information/data flows, peeting/gateway
technologios and models for supporting inter-utility .
and intra-utiffty component snergy and information
services and retailing peovidess.

2

" Users or Providers of Infrastructure:

As ntoled eailier, the epergy utilitics have the
- choice of either creating .and running theic own
telecommunications infrastructure or wiilizing the
oonnectivity provided by other telecommunications
service providers. The Glasgow Electzic Plant Board .
offers compotitive CATV services in addition o EIS.
This has caused the local CATV provider to reduce
their rafes by uas much as 50%. Glaggow is now
planning on also providing 2 megabit per second
Internet access. Onmcothahand,Bm«gymd
otbers are using existing CATY providers and
infrastructare for providing EIS, A feceat study by
Anderson Cousulting found that “Tn Most cascs, the
beneflis and risks ‘of using a thind party provider's
_network outweigh the benefits and risks of a wiility
owning and operating its own network."® This is

BERE
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cspecially truc with rospoct to the utilitics Superviso-
ty Control and data Acquisition (SCADA) that have
real time and high reliability requiremcnts.” Al
though the majority of the clectric grid managemeat
is accomplished trough the use of the utilitics' own
tclecommanications infrastructure, there are some
eaperhncaad projects that uulioecablc, wircicss and
othasetvwesforpmvzding “last mile" access for the
purposcs of encrgy sorvices management. Possiblc
syacrgics berween the utility companies und the cable
and (cleconunuaications providers conld be exploited:
such that the udlities conld take advantage of thic
"last mile” infrastructure already m piace to acdress
the energy applications cutrently deployed. Howev-

. ef, the future will fequire more cohanced capabilities

for the “last mile,” as noted by the Anderson Con-
Sulting stody, "For the present, namowband altesua-
tives such as radio-based infrastructurcs are adequate
10 deliver many of the communications-enabled
services being considered. Nevertheless, frends in
other industrics are moving toward customer interfac-
es through televisions and personal computers; these
intesfaces will require broadband.”® Broadband is
required and necessary, not as owch for the band- |
widih, but more for the speed and real-tune capabili-
tes it provides. Im order o use existing cable
infrastrocture for two way commumications, the cable
providers will be sequired to retrofit their infrastruc-
ture to handie high bandwidth two way interactive
traffic. Inaddmon.smcethemamnyofd:eable
compenies’ current infrastructure is residential they
will bave to partner with altenate providess or
extend their reach to-the busincss and indastrial
semaswbﬂasw_expahdinmsiden&almm
they carrently do ot suppost. The cable companics

* taomrently reach approximatsly 60% of residences. -
"The loca! welecommunications service providers, aka

known as the local exchange camiers or regional Bell -
Operating Companies (RBOCs), have a much Larger
footprint with respect t0 customer base, They are
only one percentage point behind the energy utilitics,
94% and 5% respectively. However, even though
the telecommunications industry has made strides in .
memmtofmfamm,meymmvﬂoom
‘conventional twisted peir lines, it may make more

‘economical sense for the utilitics to provide fiber
. directly to their customers, which could be funded by
" inceoased revenues from the sale of oxoess capscity,

by overall éncegy savings 0 the cusiomer, by the
savings from deferred plant construction, aad also by
the provision {at Iess cost) of the other services w
the customer, such as the cable and other Information
Services (e.2. Internet) exemplified in the Glasgow

s




S36L55

Kentucky experumnctit. - Any one of the above sceani-

" os Bas been proven feasible, yet a heterogencous

envmmmt,compnsedofsomecambmauonofan
of the above will most hkely ¢ the'case. It should
also be expected that many costomers, especially the
residential customer, will -probably already bave
Intexnct gcoess; theretore -the Coergy sCrvices para-
digm must provide and take advantage of this capa-
bility and others.

. Some of the variables affecting the decision as to
what subscl(s) of solution space defined above will
be cmployed for delivesing eiergy sexvices 1o the
consumer or for sypporting the utilities's management

and operation of its generation and distribution

sysiem will depend on the actual services deployed.
“The utilitics arc investigating the use of automatic
processing of acoustical signals and optical spectra
for asscessing the siate of generating equipment and
switching gear for the purposes of .détecting or
predicting faulty equipment. This applicaton will
require that data'be collected frofy the momitoring

processes and dispatched (0 processing centers which,
will run the snalyses required 30 detect possible

faults an@ trigger appropriate actions, whether manu-
al or aumtomated. Real time pricing will require wide
hroadceasts of real timie prices. anywheze from a 15
winutc to one hour basis, and will requirs the capa-
bility for aggregating responscs from all customers
wifhin a very short time period. Somc managers in
the utility business do aot believe: that the cucrent
Internet or public telecommunications infrastructare
(POTS oriemted) Is capable of handling the troad-

casts, pecessary for real time pricing, rapidly -
mmﬂnblehadreqmtsandome:smhnmemncal A

interactions. - "Electric utility commuomications net-
work reliability must meet-a higher standard than

that for telephone service.” This is because the

eommunimﬁon network must fulfill two . :umique
roquirement ... First the commupications ristwork

musthandleanmeasmgvolnmeofmsmnmmal .

functions (ic. rcal-timc billing information)...
requising complete commneauwsmdxmdancy and

"Power Grid repair considerations also reguire that.

ropalr <rew communlcations be reliable..."*? Load
balancing between. utility providers “will. require
highly reliable and secure commanications to ensure
,thatsmoothojmnouofmemergy pid(s) is
achieved. -Remote connection and disconnection of
electric service, especially with respect -to high
density unils (ial see & high rake of occupaut tune
over, xsmomergoaloftheuﬁlitiolsmthmrcffm‘tsto
teduce unnecessary overbead and pmvzde more

####
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responsive services.. This application, will royuire

accelerated deployment of secured information, albeit
on 2 less frequent basis than other energy applica-

" tons. Anotier 100! for providing reltable and adap-

tive encrgy systems, that the wtifites will utilize is
video based monitoring aad reconding of ovents at
powes plants and substalions, which .will require
falrly pefsistent high bandwidth capacity.- All of

 these, including the business aspects of real tiroc

pricingozﬁmfeqtday'pncmg,asweuas'mow
conprol of energy and information appliances, will
recquire business level sectirity and reliability, inciud-
ing authentication and digital signatures, as wel] as

. rclisble and predictable telecommunications services.

The telecommunications requirements for interacting
with the customer, Le. real time pricing, remote
control of user of energy appliances (hot water
heaters, air conditioners, ¢ic.) are not quite as severe,
yet also demand a lot of the same level of capabili-
ties and surety. Many of these applications can be

met through either existing service providers of the
© Jast mile” ormmughnewﬁberopucsandmdio :

fmqnency services.

N mmmmmmvmm

’ EmySeKVieescmbeWhlydlvxdedmtwo
categori¢s. Those services focused on the operation
mdmmgcmcmofewgywrvkesindnde,bmare
‘not limited to: antomated meter reading; data collec-
lion amdmanqggnem; document handling (electronic
archival) aod distribution of utility documents; ficld
data transfer; automated oetwork conrol of disiribo-
tion, Detworks ncluding SCADA, dynamic load
control, and other such uses); outage bandling (fault
detection, fanlt isdlation, predictive maintepance, cte-;
and video oonferencing for interpal communications.
Customer focused, services imclude, but are not
limited to: aggregated customee billing (for custom-

ers with multiple locations), castotoer usage manage- -
ment (RTP, TOD, direct load control); providing
infonmation on goncral cnorgy use and managoment

- through welevision apd omiime. services soch as the .

Intetnet; speaﬁccnmgyusagcmfomauonwthe_
consumer on per appliance basis; mteractive utility-

to-customers service commmumications; competitive
energy ‘market options and priciag; non-traditional
services such- as seculily. and other goneenergy

- setvices; moniforing of customer power quaiity;

energy and non-cnergy service bundling, such as
telephiony et cable; and otlics business activities (st
suppmﬂzeuuhhesasbothacowmmdpxww
In addition non-caergy customer focused services
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would included cable, Intcenct access and more.

The current etility infrastructure is a centralized
and monolith based model, where one utility is
respousible for the distibution and managenent of
electricity from gencraton to end nser-delivery. Any
communications enabled services, such as the adjust-

" ment of eneqgy sppliances 10 ap advertised real time

price or request for cessatiof in ordes to stave off a
brownout, are cusrendy activated by the utility
issuing a control -sequence from an utility central
officc or substation directly into the consumers
promises © tum on/off or adjust. the copsumier’s

energy appliances. This paradigm, fiow recognized

by many in the coerey utility sector, drastically -
affects the fechniques. protocols, iafoomation, con- -

oeptsandmodelsfmptovldinganenhmced.scmm,
efficient, and component based energy services.

The old monolithic model is now undergoing a

transfarmation to one based on competition at all
levels and the de-aggregation of the utilities functions

into multiple independent providers. As such, it is .

- expected that the energy utilitics' will imdesgo a lot
of the same evolutions and changes.that the telecom-
munications businesses as a result of divestiture,
"Expect the creation and competition of both back-
. booeand!ocalenugymxcepmﬁdmaswdlas
the use and provision of the required infosmation

infrastructure, The anticipated cad state will include -

the residence,indnstiisl, or business customer having
a separate local area information and energy applis

ance network infrastructore (equivalent of & local

arca vetwork) that interfaces and connects to the
energy utilities and information service providers,

analogous to the cument telephony model-of today..

From the consumers’ perspective the missing link is
the cheap (say, $100 or less) gateway, router, or
equivalent, the equivalent to the "holy grail” desk top
bux suught by cable compatics and otlicss, (bat will
pruvide multiplé residence/building/campus local area

network  capabilities, which allow pew choices

Quertaces such as COAX, twisted pah, X10, CEBus,
efc.) on one side and a similer set of chaolces (inter-
faces such as radio frequency, ISDN, twisted pair,
fiber oplics, tuble, coic) on the oiber -side. This
building block will spawn new businesses and
services providers who will provide software and
har@waxe Systems, as weR 28 services agreemems for
mansaging the consumers (homeowness, industry, and

businesses) information and ensrgy appliances. The,
end user will now determine what iformation |

regarding their cncrgy consumption’ they allow the
uﬁlmesmenergyapphancepmduoershaveaccess

FPPr

Proc. INET ‘95

10, as well 25 mamtanmg control over when/how.
their ows coergy (as well as infermation) appliances
are turaed off or on. This deaggregation of utility
components and functions, as well as cosunmg proper
business and techmical demarcation/ interconnce-

" tion/poeringlopen access points between the various

cuergy utility components and the consumers pre-
misses, will enable the incremental evolution of both

'compomn!sandcapabmuesmaninhaenuyhmrog '

enousenvironment, as well 2s engender new services

and solutions due to the competitive enagy ad -

tclooommmicaﬁons (NI 'and Inwmet) environment.
‘ Technologles-

. 'l‘hecnrmmwdnmlogybaslsﬁmmgyms
is quite dwerse. ‘They range from proprictary
SCADA and eneigy services protocols 10 systems
based on open protocols, such @ Open Sysicus
Interconnect (OSD and the Transmission Conirol

Protocolfnternet Protdcol (TCP/IP)  projocols.
SCADA is "a system of tetnole units which monitor
the powemetwork (e.g. substation voliage, carreat, -
" hreaker status), report network status t0 a master
control unit, and allows operatoss toremo&ely control

netwark petfomnam:ex."12

'I'hemapmycfrwd@nce-med solqtionsﬁodae
use the X10 protocol, which is_implemented with
simple command controls using fiequency modulated
power fiie cartier communications. CEBus, a
pmmoolproposedbytthlemica!IndusuyAssoch—
tion, and the LONWORKS protocols developed by
ajmmeﬁatofme&helonCorpmathn,Momoh
md’l'oshibaaretwonewaenmmﬂ:emm
cocrgy mavagemeant arcna’ In addition, CEBus has
been vsed in conjunction with proprietary power line
monitoring systems. BACaet (Building Automation’
and Contral Network), is yet asiother now protoool
!hatxsbungdcvelqpedbyMSTandﬂnAmm
Socicty of Heating, Refrigeration, and Air condition- .
Inyg Eagiseors (ASHRAE). The lauer theee of (hese
solotions czn be implemented over a variety of
meda, ‘such as twisted pair lines, infrared, fiber
UpiiEs, coax, sl radio foquency; yel the usguaity of

" these solutions bave significamt drawbacks for

addressing the requirements of a general LAN that
advanced information aod encsgy apphianc-

SUppoNIs
- es. Por example, CEBUS lacks an integrated imple-
. mentation in integrated circuits, X10'can only com-

mimicaté with energy appliamces using the power
carrier a5 a communications media, and BACuet is.
primarily designed 10 interface with heating and
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Curently, very fow bouseholds use PCs to

- control their-appliances Or engrgy consumption, most

are cantrolled by timer based of remoic controls
using X10. The industrial premises control systems
are & little more advarced, using PCS to control thelr

systems, especially. for HVAC, since the benefits to
begamed {cost savings) are much higher and there-
fore justify the investment These PCs usually
comumunicate with the energy supplicr using dial up
lines, or for industrial organizations the communica-

mnsxsachmedvxamemeofPCsorworkswﬁons

over dedicated lincs.

The technologiés deployed for support of encrgy
generation and distibwtion, e.g. SCADA systems,
have heen .hased on hoth proprictary and open

systems protoccls (e.g. X.25). EPRP has identified

the OSI protocol suite as the basis for their Utility

Communications Architectore (UCA), 4 which many .
of its members have adopted. They bhave developed

a two way. utility-to-customer - communications
sateway using manufactating wicssage specification
(MMS) over a reduced OSI'stack. In addition; the
utilitics are making more use of radio frequency

based wireless communications for utility to costom.

cspocmlly xwdenual, communications.

Cuﬂwttdﬂswlthadvancedenergy distribution

and m:magmwt systeats are deployed by uilities

uﬁhzmgmthermeuownopaxsyswmsmatpmmdc
cncrgy scrvices and cable .or intemot scrvicos,! as
wellasaﬂem;:tsmcombmeemnngenagyuuhty
telecommunications, and ¢able providers.” There are

- some instancos of more advanced systoms. PO&E is *
using the TCP/IP protocol suite for managing their-

energy distribution system.. In addition, to base
transport setwork serviccs, EIS are becoming more
important.  ERRI provides an cacrgy information

" services petwork that is multiprotocol, using both

OSIanaTCPIIPbasedsuvlcesaxclmsWAIsm
Mosaic.

Purure eechnical requirements will include, the
ability to make use of existing and futere technolo-

_gies such as Asynchronons Transfer Mode (ATMD),

muldmedia, field dx:a wansfer, security, wireless,
quality of servicesfresource management, TCPAP,
and more. As noted carlier, bmadbaadcapgbzhhes

mnbe:eqmredfortheramyotsewlcesandmal- :

time capabilitics' they provide.  'Trials are akready
underway for enbanced mnemng and predeﬁve

####
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mainmmofen&gymbumnéldgenmﬁm

systems. This application requires alarge fumber of
and the transmission of' obscrvation dam to e
centa(s)whomllﬂmpcrfmmtbcanalyse& Users
will want to access coergy. related information,

" including emergy relatcd accoumting' and billing

information over both the Internet and any alternage

route provided as past of the -utifity-user infrastruc-.

ture for real time energy demand management and
control  This requircs the utiities-to operate 2
multiprotocol system.: The end user premises will

require a cheap miultiprotocol gareway/interface/desk- .
© top-box. TOD and RTP both require real time

protocol support (such ‘as the JETFs Real Time
Protogol- RTP). and both muiticast protocols and the

. infrastruciure to handle the reverse aggregation of ¢

sponses in tcal Hme. The residential real-time

 pricing service POWERVIEW provides for. simuita-

neons bidirectional communications in under 12
seaomnds. leablenetumrk management tools, that
bandle the plcthora of devices employed to. support
both the emergy related and information refated
infrastmicture, sometimes on the same infrastructore,
and allow for the end-to-end maintenance and
opcration of the energy System over various media

" and between diffesens. competing and cooperaling.

business units. Fimslly, socure mechanisms and
pmtocolsmnmaybefowanymlmxy

-:ela‘nedbasmesswxﬂbccon&ctedoveranopen-

packet switched network such as the Internet of
allow'for the: rerote control of end-user premises

appliances; bowevér, we erc starting to see such
- Capabilities and as they are deployed the growth in

this area will be large. There exists a real need for
a general purpose gateway and control model imple-
mentation for the residence that atlows the consumer
to control both their energy and infommation appli-
ances from a PC or a unit attachod to their TVs, in

- addition to peumittiog e user 1o conwol what dara -
- and nformation passes beyond the walls of their
. premises (both fesidences and busimesses). As this
occurs the Utilities will need to definé thie data and .

information exchange paradigm, ¢.2. Electroic Data
Imerchange (EDI), beiween UtMiles and berween
Utility, and consmmer. .Easy @ use application
software for PCs, that will allow the consumer to

address and contro} all of their endrgy and infomna-

tion appliances, down to the electrical outlets and

autoconfiguration 4nd idenfification of appliances,

wilt swnprovidingm With real CODIOl Over teir
onezgy usage.-




The decision of utilitics to adopt a narrow 5¢t of
technical standards for the purposes of attaining
interoperability oc scale of econoinies may at first
seem Bke a sound choice, but over the Jong tenn this

will definitely put them at a technological disadvan- -

tage.!! The NII and. the Internet, as well as any

. epergy sysicm infrastructure will continue 0 be -

composed of a helerogenous mix of media-and
protocols, networks, and ' paradigms; therefore
interoperability will- be achieved more through
affinity group- coordination, the yse of open acoess
and standards for gateways and ieterfaces, not
thmughendwendhomogenmybasedomananset

" of protocols,
Summary:

Thcsxmoesofmmene:gysemces is depen-
dem:lponmemarlonanddeploymmtofa
deaggregated eleciricily and cnergy information
. infrastracture. complete with open access between
" gnergy, znfammon,andtelecanmumcmms service
providers as well as the end. user premises. The
deployment. of an opén non-proptietary
premises network "black box" may well be the most
mponantadmxoemmforbom the eacrgy services
and NTI information servides since it will enable new
and innovative supporting bardwate, software,
system, and scrvices that will drive not only the
energy supply and consumpdon applications arena
but will also spur on the deployment of NIl aid
Internet access. The model must support a heterope-
"nons "collection of telecommunications miedia and
_ services, advanced energy snd inforination spplica.
- tions and access stralegics, and a variety of consumer
promises solutions, It ie also crucial that o general
LAN for businesses and residences be developed that
supports integoited energy and information services.
The utititics will mogt likely deploy telccommunica-
tions infrastructure to mainly sapport energy servic-
es applications, but also to piovide generic NI and
hmummumakﬂm Howewer, it is
expecwdmathﬂmerease the atilities will need to

work with, ntexoperate with, and utilize the services

aud "Iast saile” wiesy provided by cable compaiics,

telecmmnunimums,lmwuet,andotherserme'

providers.

"medelive:yofadapﬁ\re,enctgyservimsandthe .

business requiremnents of both inter-utility and ntility

~tu-cvnsunaer -business activitics ' will require the

deployment of appropriafe -security: mechapisms,
Anoﬂ:e;issuednpwinquiddyoome‘tome,[o««-

T

fesidential

: . ‘, .

‘R, Adken

front, and should be addressed, s the need for

" consumer privacy. Industry and companies, &s well

as homeowners, will demand contral over who
conectsandhasmstomoinfanmmmw
mﬂxeumeofebckiuw.mmfatm.&atmbe
deduccdfromenagymumpﬂon,andwwdemes
are actve at any given Hme, can’ easily disclose
infmmaﬂontoaﬁindusma]oompeﬂwr.'bixho&-
er'“otoﬂ:etorgamzanons. .

Whether the utilities usé the Internct and NIl or .

just use the Internst technologies and protocols, the
adoption of such’technologies will require.a large
number of addresses, reliable and adaptive intercon-

nection and pecting . wechnologics ard protocals; |
imagine every outlet in a howe, office building, or . -
industiy baving its own address. The delivery of

energy services will requixc multicast, agercgs-
tonfrendezvous of responses, autheptication and
aocess control, quality of service-and network re-

source management support for real time and interac-

tive multimedia coimtnumications, and cnbanced real

time network management. Sinilar activities gre |

carrently under examination and deployment world-

‘wide, ncluding the United Kingdom, the Nether-

lands, Japan, Gesmany, and many other countries.

In closing we leave you with an- ivonic issue. If
real time and time of day energy pricing causes the
shifting of industrial or business activities and
processes to off peak hours, will this eventually
canse the-leveling Off of demand such thar the
utilities will then have no incentive for offering

lower cost coergy for off peak hopr usage? How.

will the higher cost of cnergy, duting pedk times of

the day affect those porsons and organizations hat -

_ are just begivning o telecommute? The majority of

Pcople participating in a tclecommuiing plas arc
responsible for assuming the cncsgy costs for heat
ing/cooling their residences as well as ronning their
computing and communications equipment.

" References:

1. “Transmission and Distribution Techitologies : A
Multi-Year Program Plan FY 1995-1996,° US.

_DepamnemofEnergy September 1994, Draft
"2 SupplyandDanandofElecchowaandthe

NIL" . The Information Infrastructure: Reaching
Soclery’s Goats, Report of the Informstion Infrastruc-
ture Task Force Commitiee on Applicatious and
Techmlogy, ms*rs;mal Pablication 868, Sepwm‘

gt




ber 1994.

3 IolmEood,UCS Oakadge,NJ Private

4, Glasg!owdocumeﬁt-mdmfemnce '

L SaanegO‘ Cnyofd)eFum,TheRnleof
Telecommunications,” Internaticpal Center for
Communications, SaanegoStateUmvasny Mamh
1994

6. Business Opportumities and Risks for Elecfric
Vtilities m ’rhe National Information Infrasnuuum
EPRI 'IR-104539, Octoba 1994 -

7. "Positioning the Elecmc Utility 10 Buﬂd Iut‘omm
tion Infrastmctufe.” S.R: Rivkin, US. Department of
Energy, DOEIER—'OGS& November 1994,

.8 "TheRdeomeMbandC«nmnnmnonsmm
Utility of the Future," AndersonConsxntmg, 1994

9. URI.:hup: ﬂwww.epﬂ com/

10. "NinemEightyfmraNowL'GemtgeOman, :

_Harcourt,Bracelm )

11, *Standacds: Too mach of a good thisg?" R
1. Ajken, J. S. Cavallini, . Conpcxions: ‘I‘he
Inmpmbmwkepon,mmw% Yol 8. No. 8,
andACMStandaﬂView,Junel%Vol 2. No. 2.
12, “IheRoleofEleMcComgamesinme

1994,

13, "The Eoonomws hnpaa of E'lectrw Utiligy

Provieim of . Emcrgy Infomuon Systom,"
ORI/McGsaw Hill, Inly 1994

14. "Utihty Communications An:.hnwm CUCA),"
EPRIL EPRI EL-7547, December 1991, . -

This work was performed under the auspices of the U.S. Dept. of Energy at LLNL

under contract no. W-7405-Eng-48.

YT

Information Ecopomy,” Mesa Rescarth, August -

K. Aikent



