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Abstract— The Supervisory Control and Data Acquisition
(SCADA) system discussed in this work manages a distributed
control network for the Tunisian Electric & Gas Utility. The
network is dispersed over a large geographic area that monitors
and controls the flow of electricity/gas from both remote and
centralized locations. The availability of the SCADA system in
this context is critical to ensuring the uninterrupted delivery of
energy, including safety, security, continuity of operations and
revenue. Such SCADA systems are the backbone of national
critical cyber-physical infrastructures. Herein, we propose
adapting the Mean Failure Cost (MFC) metric for quantifying
the cost of unavailability. This new metric combines the classic
availability formulation with MFC. The resulting metric, so-
called Econometric Availability (EA), offers a computational
basis to evaluate a system in terms of the gain/loss ($/hour of
operation) that affects each stakeholder due to unavailability.

Keywords— Availability, Security measures, Dependability,
Security requirements for control systems, Threats, Vulnerabilities
and Risk

I. INTRODUCTION

The typical architecture of a Supervisory Control and Data
Acquisition (SCADA) system rely on an Internet that often
uses wireless technologies. In such architectures SCADA
systems are more vulnerable to the new security challenges
including internal and external cyber-attacks. Four brief
examples of SCADA security incidents include [1-4]:

e 2000: Disgruntled employee in Australia gained
unauthorized access to a compromised SCADA causing
millions of liters of raw sewage to spill into local parks
and rivers. Pumps failed to start or stop when commanded,
while at the same time alarms failed to be reported.

e 2006: An overload of network traffic caused failures in the
reactor recirculation pumps in the Browns Ferry nuclear
plant in Alabama, USA.

e 2009: Both Chinese and Russian spies penetrated the U.S.
electric power grid, and have left disruptive software
programs using network-mapping tools.

e 2010: The year Stuxnet worm was detected. The first
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worm known to have successfully attacked SCADA

systems physically isolated from the Internet, yet
subsequently reported in the wild.
SCADA systems form the core of key critical

infrastructures, which must be available nonstop. Continuous
availability should be protected using strong measureable
security processes and practices to prevent cyber-attacks and
mitigate the impact of those risks.

A. Related Approaches to this Work

Organizations typically implement a focused risk
management process to identify and mitigate risks and assure
their organizational missions. Managing those risks requires an
integrated approach to: identify, deter, detect, and prepare for
threats and hazards to national critical infrastructure; reduce
vulnerabilities of critical assets, systems, and networks; and
mitigate the potential consequences to adverse events [5].
Presidential Policy Directive 21 (PPD-21) on Critical
Infrastructure Security and Resilience, builds on the extensive
work done to date to protect critical infrastructure, and
identifies 16 critical infrastructure sectors.

The European Network and Information Security Agency
(ENISA) has generated an inventory of risk management and
risk assessment methods [6]. A total of 13 methods were
considered. Each method in the inventory has been described
through a template. The template used consists of 21 attributes
describing characteristics of a method. The inventory also
provides for the comparison of the risk management methods
and also the risk management tools [7].

Boehm et al., [8] discuss the nature of information system
dependability and highlight the variability of system
dependability afforded to stakeholders; the dependency
patterns of their model are subsequently analyzed in [9] to
determine how and to what extent it addresses the issues raised
by [8] in regards to the Stakeholder/Value definition of system
dependability described in [10].

Herein we include an overview of SCADA systems
(Section IT) and present the mean failure cost (MFC) metric as
a measure for security failure impact (Section III). Section IV
improves on the general concept of MFC to the specific pursuit
of measuring the impact of unavailability for SCADA systems.
Section V describes a real example taken from a utility in



Tunis, Tunisia. To conclude, we discuss the proposed measure
in comparison with more common formulations.

II. SCADA SYSTEMS BACKGROUND

The IEEE standard C37.1-2007 [11] defines SCADA as a
system operating with coded signals over communication
channels so as to provide process control using remote (and
master) terminal units (RTUs). The supervisory system may be
combined with a data acquisition system by adding the use of
coded signals over communication channels to acquire
information about the status of the RTU equipment for display
or for recording functions.

A. SCADA Architecture

The typical SCADA system consists of components that
communicate with each other. The inherent weaknesses are
mitigated as illustrated in Fig. 1. Based on several studies such
as those described by Igure [12] and Hentea [13] that have
focused on SCADA architecture, we use the following
classification:

1) Hardware SCADA Components

e Corporate network segment: operates in the same
way as a general Information and Communications
Technology (ICT) network performing operations
such as e-mail and requiring an Internet connection.

e SCADA network segment: contains Servers,
workstations, Human Machine Interface (HMI) and
data historian(s), among others.

e Field devices segment: containing three types of field
devices namely programmable logic controllers
(PLCs), remote terminal units (RTUs) and intelligent
electronic devices (IEDs).

2) Software SCADA components

The software components combine [12, 13]:

e Protocols: some of these protocols are common and
found in general ICT, which are TCP and UDP.
While some are unique and only found within
specific industrial settings such as CIP, Modbus,

TABLE L IT/ICT VERUS SCADA SERCURITY REQUIREMENTS

Priority ;‘;fc‘;fm‘;g’y“(lcﬁl'g% SCADA
1. Confidenitality Availability
2. Integrity Integrity
3. Availiability Confidentiality

Fieldbus, DNP3 and PROFIBUS.
e  Operating systems: Current SCADA system servers
commonly use both Windows and Linux OS variants.

3) SCADA communication components

As discussed in [12, 13], SCADA communication links

utilize:

e Physical connections, if linked to the Internet,
through both guided and unguided transmission
media.

e Logical connection: use standard logical network
topologies, which transmit data through physical
links.

B. SCADA System Security Issues

Availability, integrity and confidentiality (listed in
priority order; but usually referred to, in an IT context, as
CIA) are the core requirements for cyber-physical security.
Security professionals and students commonly refer to these
three fundamental principles of security as the CIA triad.
Based on our literature analysis, the Information Assurance &
Security (IAS) Octave has been developed and proposed as an
extension of the CIA-triad [14]. The TAS Octave includes
confidentiality, integrity, availability, privacy, authenticity &
trustworthiness, nonrepudiation, accountability and
auditability. The importance of security requirements depends
on the nature/role of the system. The requirements in SCADA
systems are different and focus on health, safety,
environmental factors and operational availability/reliability.
As shown in Table I, the availability and integrity of
information in SCADA systems are ranked ordered as number
one and two in this regard. SCADA systems impose
deterministic hard real time response requirements with fixed
constraints on maximum transmission time making

them more vulnerable to disruption [1].
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target and introduce many security risks. This is
especially true because designing-in security and
authentication protocols into SCADA has been
considered unnecessary up until the more recent past.
Such legacy deployments have relied on the
obscurity/anonymity of specialized protocols and
proprietary interfaces as well as physical isolation
[15]. Readily available rootkits that can
subvert/exploit for example Windows or any other
platform for that matter have made security by

obscurity untenable. Such tools have become very
| sophisticated (e.g., Stuxnet) while at the same time
lowered the skill-level and time needed to launch an
attack. Other problems, such as the increasing
complexity and interdependence of critical
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infrastructures [16], include the risks from loss of service
(e.g., electricity, traffic or process control), financial sector
services, property and environmental damage and potential
loss of life [17].

C. Cyber Vulnerabilities in SCADA Systems

SCADA systems have many security vulnerabilities as
described in [12]. The increasing interconnectivity of SCADA
networks has exposed them to a wide range of network
security vulnerabilities including those related to software,
hardware, users or communication links:

Hardware vulnerabilities: Different SCADA components
address these vulnerabilities in specific ways. For example,
RTUs are difficult to protect because they have low
processing power as well as limited persistent and working
memory [18].

Software vulnerabilities: The most common SCADA software
vulnerabilities deal with disruption, data traffic interception
and modification. Software can be removed intentionally by
an attacker to cause a potentially serious failure [19]. Other
vulnerabilities are related to operating system security. The
problem occurs because many nodes on SCADA systems run
real-time operating systems (RTOS). These systems are more
susceptible to Denial of Service (DoS) attacks compared with
regular operating systems because even minor disruptions in
messaging can lead to a significant loss of system availability
as a consequence of this type of deterministic hard real-time
operations [20]. Additionally, there are problems related to the
lack of authentication and nonrepudiation mechanisms in
older protocols used in these systems (Modbus or e.g., Inter-
Control Center Communications Protocol [ICCP]) [12]
resulting in lower resiliency to disruptive attacks. Simpler
protocols are often preferred over more complex mechanisms
for improved reliability, maintainability and performance.

Communication link vulnerabilities: Phone systems may be
used as a means of connection to the outside world. As noted
in [21], problems occur because these types of gateways likely
do not include requisite security features.

Authorization vulnerabilities: A common theme in the
industry is the fear that unauthorized access to equipment may
deny legitimate access to a user or other resource demands,
causing failure of these systems to become unavailable or to
operate unreliably (less responsively) [22, 23].

These vulnerabilities provide the opportunity for attackers
to easily exploit SCADA systems via mechanisms such as:

e Hackers can intrude, modify, destroy or exfiltrate data
thereby causing disruption to systems and networks [17,
21] and/or DoS.

e  Malware (i.e., viruses, worms, Trojans and spyware) may
act on behalf of hackers causing much the same effects
albeit less intelligently but perhaps less invasively waiting
for the right time to exfiltrate, disrupt or corrupt data
and/or communications (installation via back doors or key
loggers representing hidden functionality [17, 22] which
may be delivered via firmware updates). Current research

is ongoing toward ensuring that no hidden functionality is
delivered in hardware sourced from “trusted” vendors.

e Human accidental errors can have the same impact as
malicious attacks [13] whose effects may in fact be
mitigated by installing security type control measures for
greater resiliency.

e DoS is a difficult/resource intensive attack to defend. In
SCADA, legitimate devices and services are prevented or
refused access to needed resources that ultimately disrupt
the proper functioning of network based control systems.
These are discrete-time, linear dynamic systems where
control and measurement packets are transmitted over a
linked network. The packets may be jammed or
compromised by a malicious adversary.

e Malicious cyber attacks to control systems can be
classified as either deception or DoS attacks. In the
context of control systems, integrity refers to the
trustworthiness of sensor and control data packets. A lack
of integrity results in deception: when a component
receives false data and believes it to be true (e.g., an
incorrect measurement, time stamp, or sender identity).
On the other hand, availability of a control system refers
to the ability of all components to being accessible [12,
24].

In the control and verification community there is a
significant body of work on networked control, stochastic
system verification, robust control, and fault-tolerant control
[24]aimed at intrinsically (built-in) protecting or deferring
malicious deception/DoS attacks. The more added-on type of
security control measures include typical ICT security
measures (cryptographic techniques, passwords, firewalls,
intrusion detection systems, virtual private network, antivirus,
access control, etc.) [1, 12, 13, 20, 25]. Moreover, other
SCADA measures have been proposed: first embodied in
IEEE/ISO standards [11] and NIST Guidelines [26], and
secondly enhancing SCADA protocols by placing at each end
of the communication media encryption/decryption
technologies, wrapping SCADA protocols without making
changers to the protocols using external cryptographic and
security protocols (SSL/TLS, IPSec) or modifying the
protocols fundamentally [1, 24]. A significant challenge,
however, is the decision about which of these measures is the
appropriate mechanisms considering risk, impact and cost.
Still, these techniques do not address quantifying the
likelihood of success (and impact) of those diverse sets of
security threats.

When quantifying risks to the organization let’s not forget
to include brand damage, loss of revenue, share price
reduction and in severe cases within the context of cyber
physical, loss of life [25]. The reality of the aforementioned
threats (Section I, Item 1-4) has emerged over the past several
decades [1-4]. While SCADA systems were originally
designed to be closed systems, the number of systems driving
physical infrastructure connected to the Internet and
interlinked with other systems is increasing each year [27].
From these limits derives the need to develop pertinent threat
and risk modeling approaches. A threat/risk model can help to
assess the probability, the potential harm, the priority of



attacks, and thus help to minimize or eradicate the threats
needed to formalize the perceived risk [20, 28].

III. THE MEAN FAILURE COST AS A MEASURE OF SECURITY

In [29], the concept of Mean Failure Cost (MFC) was first
introduced. The concept was refined through a series of
applications [20, 30, 31] and has been applied to several
domains which include mission assurance [32, 33], failure
impact analysis in Advanced Metering Infrastructure (AMI)
[34, 35], risk assessment [36], game theoretic simulation [34,
37], cybersecurity modeling in the cloud [38] and SCADA
environments [39]. This value-based metric, MFC, when
applied quantifies the security of a computing system by the
statistical mean of the random variable that represents for each
stakeholder, the amount of loss resulting from security threats
and system vulnerabilities. Unlike other dependability
measures, which are intrinsic to the system, MFC depends not
only on the system but also on the stakeholder, and takes into
account the variance of the stakes that a stakeholder has in
meeting each security requirement. MFC can be extended
beyond security to capture other aspects of dependability, such
as reliability, availability, safety, since it makes no distinction
about what causes the potential loss. Furthermore, whereas
other dependability models distinguish between several levels
of severity in security failures, we have no need for such a
classification scheme because the cost associated with each
requirement violation provides a way to quantify potential loss
over a continuum. The MFC can be computed by means of

[T3RE)

multiplying (“0””) the matrices as follows:

MFC =8T oDPoIM o PT (1
where,

e ST: The Stakes Matrix filled by stakeholders according to
the stakes they have in satisfying individual requirements.
It is composed of the list of stakeholders and the list of
security requirements. Each cell is expressed in dollars
(i.e., monetary terms) and represents the loss incurred
and/or premium placed on the specific requirement.

o ST (Si, R)): Is the stake that stakeholders S; has in
meeting requirement R;.

e DP: The Dependency Matrix is filled in by the system
architect (i.e., cyber security operations and system
administrators) according to an estimate of how much
each component contributes to satisfying each security
requirement; each cell represents the conditional
probability of failure with respect to a requirement given
a component has failed.

o DP (R, Cy): The probability that the system fails to
meet requirement R; if component Cy is compromised.

e IM: The Impact Matrix is filled by analysts according to
how each component is affected by each threat; each cell
provides the probability of a component being
compromised given that a threat has materialized, it
depends on the target (component) of each threat and the
likelihood that the threat will successfully compromise
the target.

TABLE II.  STAKES (ST) MATRIX FOR THE STEG SCADA SYSTEM

ST Security Requirements
Integrity | Availability | Confidentiality | Authenticity
Mantainence $7.000 $9.000 $0 $0
» personnel
D
S| System o000 | $2,000 $2,000 $2,000
] Admins
< Technical
]
% Staff $4,000 $4,000 $0 $0
Controllers | $8,000 $8,000 $6,000 $4,000

o IM (Cy, Ty): The probability that Component Cy is
compromised if Threat T}, has materialized.

e PT: The vector of threats characterizes the threat situation
by assigning to a probability each threat category.

o P(T;): The probability that threat T; materialized
within a unit of operation time.

IV. QUANTIFYING SECURITY: THE STEG CASE STUDY

Herein we assessed a full-scale enterprise SCADA system
within the domain of an electric power utility. We studied the
case of the Tunisian Company of Electricity and Gas (STEG:
Société Tunisienne de I'Electricité et du Gaz). STEG’s role is
to develop and maintain the country’s natural gas network,
thus realizing the electrification and associated natural gas
infrastructure. The case study analyzed service delivery and
associated administrative controls for electric power flow
during a one-year study period. All necessary data, including
security requirements, stakeholders, components and the
various threats (and actual attacks) were collected by
interviewing STEG Managers/Subject Matter Experts. The
information collected was used to parameterize the MFC
model.

A. The Stakes Matrix (ST)

We populated the Stakes Matrix (Table II) by
interviewing the security team. Each cell is monetized in terms
of dollars (USD) and represents the loss and/or premium
placed on a given requirement.

1) The stakeholders of SCADA
To simplify the analysis, we consolidated stakeholders
into 4 categories:

e Maintenance personnel and operational personnel
responsible for the maintenance and performance of
all system operations,

e System administrators responsible for the SCADA
system administration functions,

e  Technical staff responsible for installing software and
ancillary (non-admin type) materials/functions of the
system,

TABLE III. DEPENDENCY (DP) MATIX FOR THE STEG SCADA SYSTEM

Components
DP RTU PLC| OS |MTU|10S DBS | C | N°
Failure
Integrity 0.042/0.043/0.043| 0.11/0.16/0.043|0.16| 0.398
Availability | 0.043]0.043/0.043| 0.11]0.16/0.043|0.16| 0.398

Security
Reqs

Confidentiality 0 0| 0.08| 0.08/0.08| 0.08 0 0.68

Authenticity 0 0| 0.07/ 0.07(0.08 0.07| 0| 0.71




e Controllers of SCADA serves a vital role

TABLE IV.

THE IMPACT MATRIX (IM) FOR THE SCADA SYSTEM

in maintaining safe and efficient systems Threats
i i M
operation (e..g., qualllty assurance/control). UAV | MV | Des | 0sV | AV | sv | HAV | BV | cV ?z )
2) SCADA security requirements of the STEG - reats
We considered the security requirements RTU 0 0 |0.02]| 0.14 0 0.01 10_5 0.02 | 0.02 | 0.3499
concerns that are typically cited for SCADA PLC | 0 | 0 |002/014] 0 |00l 107 |0.02) 02 |0.3499
systems: »| OS 001]002] 01 | 10° [ 02| 0 0 | 0 |0.669
. E MTU 0.3 0.3 |002]| 0.1 10° | 0.2 0 0.02 | 0.02 | 0.399
. Integrlt}./. é. I0S | 03 [0.02]0.02]002]| 10° | 0.2 0 |0.02]0.02 0399
* Availability S| pBS | 03 [002]002]002] 10° [02] 0 [002]0.02]039
¢ Confidentiality C 0 |001]002]001| 0 |001| 0 | 0 | 05045
e  Authenticity No
Failure 0.1 [0.64]0.86 | 0.07 | 0.996 | 0.17 | 0.9998 | 0.9 | 0.04 |1
Table II provides the populated Stakes Matrix
: . . . A SCADA system can be attacked by a large number of
with the Stakeholders and their respective securit
requirements P Y threats. For the STEG SCADA systems that were evaluated,

B. The Dependency (DP) Matrix

The Dependency (DP) Matrix presented in Table III is
populated by cyber security operations and system
administrators) according to how each component contributes
to meet each requirement.

1) The components of system
To populate this matrix we used the values provided via
interviews with STEG:

Remote Terminal Unit (RTU)

Master Terminal Unit (MTU)
Programmable Logic Controller (PLC)
Operating system (OS)

I/O server (I0S)

The database server (DBS)
Communication (C)

C. The Impact Matrix (IM)

The Impact Matrix (IM) presented in Table IV has been
populated, through an interview process using subject matter
experts (SME). Each cell contains the estimated probability
that a component becomes compromised given that a threat
has materialized. Naturally, the likelihood of a successful
compromise depends on the resiliency of a given target.
Though this dependency is not denoted separately in
mathematical terms, the interview process is designed to take
into account the condition (resiliency) of the target. In other
words, the likelihood determination process should elicit and
account for the existence of known vulnerabilities and other
architectural features and/or dependencies that may cause
coincident failure at the target. A coincident failure is when
the target component is affected indirectly by other failed
components. The SME must decide during an interview, for
example, what is the likelihood that a DoS attack would affect
a given target component including any residual effects from a
DoS attack on neighboring coincident target components.
Those residual effects can vary greatly depending on the type
of attack method (strategy and tactics) for example attacks
sourced by an intelligent human agent versus a malware agent
(or some combination).

the following threat categories were considered:

Unauthorized access (UAV)

Malware (MV)

Denial of service (DoS)

Operating System vulnerability (OSV)
Authentication (AV)

Software vulnerability (SV)

Human attacks (HAV)

Hardware vulnerability (HV)
Communications vulnerability (CV)

D. The Threat Vector (PT)

The vector of threat probabilities is presented in Table V
and was established empirically over the study period. Each
cell gives the probability a given threat will emerge and are
generally mapped to requirements based on the various
encountered threats. This probability does not distinguish
between successful/unsuccessful compromise attempts, only
emergence probability. P(T;) is the probability that threat T;
materialized within a unit of operation time (hour) and is
accounted for within the various empirical perpetrator models
designed to account for both observed and unobserved
emergences. Factors such as known/unknown vulnerabilities
and countermeasures are factored into the IM, not the PT.

E. The Mean Failure Cost of the STEG SCADA Enterprise

The mean failure cost for each stakeholder is initially
calculated using the Stakes Matrix, Dependency Matrix; the
Impact Matrix and the Probability Threat vector of STEG
SCADA system per (1). The results of the initial MFC cost for
each stakeholder are presented in Table VI (Column Initial
MFCQ).

V. MFC AS A MEASURE OF AVAILABILITY

The classification of availability is somewhat flexible and
is largely based on the type of downtime used in the
computation and on the relationship with time (i.e. the span of
time to which the availability refers). A wide range of
availability classifications and definitions exist:

e Instantaneous (or Point) Availability
e Average Uptime Availability (or Mean Availability)
e Steady State Availability



e Inherent Availability
e Achieved Availability
e  Operational Availability

One popular class is instantaneous (or point) availability,
which is the probability that a system (or component) will be
operational (up and running) at a specific time, #. However,
let’s consider average uptime availability. If the system is
functioning properly from time 0 to ¢ (i.e., it never failed by
time f), then the probability of this happening is R(¢), the
instantaneous reliability at time ¢.

The mean availability is the proportion of time during a
mission or time period that the system is available for use. It
represents the mean value of the instantaneous availability
function over the period (0, T) and is given by:

M :%J-A(u)du )

where, the system functioned properly since the last repair at
time u, 0 < u < t [40]. For systems that have periodical
maintenance, availability may be zero at regular intervals. In
this case, mean availability is a more meaningful measure than
instantaneous availability. This definition of availability is
commonly used in manufacturing and telecom systems as it
considers both reliability (probability that the item will not
fail) and maintainability (the probability that the function is
successfully restored after failure).

Still, an additional metric is needed to know the
probability that the component/system is operational at a given
time (i.e., has not failed or has otherwise been restored). This
metric is availability. Availability can be addressed as
inherent (steady state when considering only the corrective
downtime of the system), achieved (similar to inherent
availability with the exception that preventive maintenance
downtimes are included), or operational (a measure of the
average availability over a period of time and including all
experienced sources of downtime, such as administrative
downtime, logistic downtime, etc.) [40]. Thus, availability is a
performance criterion for repairable systems that inherently
accounts for both the reliability and maintainability properties
of a component or system. To summarize, availability
measures the amount of time a system or component performs
its specified function. Availability is related to reliability, but
different. Reliability measures how frequently the system
fails; availability measures the percentage of time the system
is operational taking into account all factors that affect
downtime (both scheduled and unscheduled).

We adopt the following calculation as it satisfies a global
perspective of the STEG SCADA system. AVAILy, is the
operational availability (3), the ratio of the system uptime and
total time. Mathematically, it is given by:

AVAIL,, =

where, the operating cycle is the overall time period of
operation being considered and uptime is the total time the
system was actually functioning and available. The
assumptions for determining availability have weaknesses:

Uptime (3)
OperatingCycle

TABLE V. THREAT VECTOR FOR THE STEG SCADA SYSTEM
Threats Probability/hour
Unauthorized access (UAV) 0.0042
Malware (MV) 0.004
Denial of service (DoS) 0.0025
Operating System vulnerability (OSV) 0.003
Authentication (AV) 0.007
Software vulnerabilities (SV) 0.004
Human attacks (HAV) 10 E-5
Hardware vulnerabilities (HV) 0.0007
Communications vulnerabilities (CV) 0.003
No Threats 0.97159

e Independence with respect stakeholders.

e Independence of the components, which have failed
to ensure availability.

e Independence of threats, which have caused the
system/component to become unavailable.

Given these weaknesses, we propose to derive a new
measure of availability through the MFC. We compare the
advantages of this new formulation to the original MFC
formula. MFC is a formulation generally used to determine the
cost (to affected stakeholders) of a security violation (or other
such failure) of the system under study. Here, we extend MFC
to describe a single attribute of dependability, namely the
mean failure cost of availability. First, we suppose that
availability is decomposable and we consider that the MFC
has the same definition and is presented by the following
formula (4):

MFC =ST’o DP’o IM o PT (4)

where, ST' is nx1; DP'is 1xh; IM is hxp; and PT is px1. We
consider a system A, where S, S,, S;...Sy are the stakeholders
and C,, C,, Cs...Cy are the system components as above (Sec.
3) with operational availability AV AILg, as the sole criteria.

e ST’ is an extension of the Stakes Matrix defined for MFC,
where we consider the availability requirement as the only
column vector in Table II. ST’ represents the stake of
stakeholder S; has in the availability attribute.

e DP’ is an extension of the Dependency Matrix, in which
we consider the availability as a row vector (i.e., the
availability row from Table III.

o DP’ represents the set of probabilities for which a
failed component, C, will cause a violation of the
availability requirement. The last column represents
the case when no failure occurs (i.e., probability
System A will be availability) as shown in the
Availability row from Table III.

TABLE VL THE INITIAL MFC AND MFC ADJUSTED FOR
UNAVAILABILITY OF THE STEG SCADA SYSTEM
Stakehlder "(Shour) | Unavaitabilty (/hour)
Maintenance Personnel $6,437 $5,220
System Administrators $3,735 $1,153
Technical Staff $3,218 $2,316
Controller $11,739 $4,632




The resulting vector of mean failure costs is now
calculated using the updated Stakes Matrix (ST'), updated
Dependency Matrix (DP’), the original Impact Matrix (IM)
and the original Probability Threat (PT) vector for each STEG
SCADA system stakeholder category using formula (4). The
results are presented in Table VI showing the
MFC/stakeholder due to unavailability.

VI. APPLICATION OF MFC: EMPHASIS ON AVAILABILITY

Availability of a system is defined as the ratio of uptime
over the total operating cycle as in (3) that the system is
operational. If we want to redefine availability in value-
oriented terms, we must consider three factors:

e The gain, per unit of time, is realized by stakeholder S
from the system being operational, we denote this by
G(S). If we consider the STEG enterprise (i.e., the utility)
and let S be the utility, then G(S) represents the average
revenue stream per unit of operational time.

o The G(S;) for 1< 1 <4 (see Table VII column labeled
“Gain”) is provided as data from interviews made
with the STEG SMEs.

e The loss, per unit of time, is incurred by stakeholder S;
from the system being down; we denote this by MFC(S;).
If we consider the STEG enterprise and let S be the utility
company, then MFC(S;) represents lost business,
productivity and customer loyalty caused by downtime.

e AVAILg,: The availability value defined in (3).

Using this concept of AVAIL and MFC, we define a
value-oriented version of AVAIL namely, Econometric
Availability (EA) presented by the following (5):

EA(S)=((AVAIL*G(S))) — ((I-AVAIL) xMFC(S;)) (5)

We applied the new formula (4) using STEG’s SCADA
system data. The data was collected from a year-long study
that interviewed STEG stakeholders and SMEs by the
Université de Tunis. The data was analyzed and the ST’, DP’,
IM, and PT matrices were populated. The MFC was then
calculated following formula (4) for the four primary
stakeholders in Table VI and Table VII. The mean time
between failures (MTBF) was 182.5 hours. From historical
records during the one-year period, the maintenance teams
required, on average, 3 hours to repair the system (MTTR)
including both administrative and logistic downtime.
Applying the classic formula (3), the operational availability
AVAILg, is 98.38% (182.5 hours/(182.5 hours + 3 hours)).

This classical formula of availability is inadequate to
determine whether the system is profitable or not. Let us recall
that the ratio AVAIL,, operational availability, has a

system profitability. To make the availability more useful in
value-oriented terms, we have used the EA formulation (5).
Table VII shows the MFC, Gain and EA for the selected
stakeholders with the actual AVAIL of 98.4% and
hypothetical values of 93%, 90%, and 75% respectively.
These actual and synthetic values illustrate where: (1) the
system is available and profitable (i.e., positive dollar values;
all stakeholders at values of 98.4% availability, and only for
system admins and controllers at values of 93% and 90%
availability), and (2) the system is available and not profitable
(i.e., negative dollar values for maintenance personnel and
technical staff at values of 93% and 90% availability, and all
stakeholders at value of 75% availability).

The new formula Econometric Availability (EA) can be
used to evaluate the availability of a system in terms of the
gain/loss ($/hour of operation) that each stakeholder stands to
sustain as a result of availability breakdowns. If:

e EA(S) = G(S)): System is available with an average of
100% gain per unit of time.

e EA(S;)) = -MFC(S;): System is unavailable and the
MEFC(S) is the average loss per unit of time.

e (1I-AVAIL)XMFC(S;) < EA(S;) < 0: System is available
but not profitable.

e AVAILXG(S;) > EA(S;) > 0: System is available and
profitable.

VII. CONCLUSIONS

In the STEG SCADA system, all selected stakeholders
are profitable. However, this may not always be true. In the
current set of data, if we had chosen other stakeholders, whose
MFC and Gain parameters were marginal, and AVAIL was
approximately >15% less resulting in the values 93%, 90% or
75% as shown in Table VII, we would expect a situation
where those stakeholders incurring such a failure causing
unavailability becoming unprofitable.

SCADA systems used in critical infrastructures are
characterized by interdependencies (physical, cyber,
geographic, and logical) and complexity (collections of
interacting components). The critical nature and the high cost
of failures causing unavailability make EA an important
metric to ascertain. The classical formula based on time
between failure and time to recovery does not adequately
convey the stakes (profitability). In the future, we plan to
experiment with the AVAIL parameter to investigate the
sensitivity of the EA formula (5) assuming that MFC and the
Gain are fixed by the characteristics of the system.

. gt TABLE VIIL STEG SCADA ECONOMETRIC AVAILABILITY (EA) CALCULATED
value in [0, 1]. Therefore, if: USING MFC, GAIN, AND AVAIL
_ . 13 EA EA EA EA
N 1.
VAL peegeof st of sy [T e T cun o ] o o
o {hug Y)- p /’hour) ($/hour) | AVAIL | AVAIL | AVAIL | AVAIL
e AVAIL=0: system is unavailable (unacceptable). =984% | =93% | =90% | =75%
Maintenance
e O0<AVAIL<I: system not guaranteed to be |personnel $5220 | $340 | $250 | -$49 | -$216 | -$1,048
available. System Admins | $1,153 | $197 $175 $103 $62 -$140
In all three of these cases the value of AVAIL does | Technical Staff | $2,316 $170 $130 -$4 -$79 -$451
not provide us with a definitive understanding about | Controller $4,632 $620 $535 $252 $95 -$693




ACKNOWLEDGMENT

The views expressed in this paper are those of the authors

and do not reflect the official policy or position of our
respective academic institutions, the Department of Energy, or
the U.S. Government.

(1]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

(21]

REFERENCES

B. Miller and D. Rowe, "A survey SCADA of and critical infrastructure
incidents," in Proceedings of the 1st Annual Conference on Research in
Information Technology (RITI'I2), Calgary, Alberta, Canada, October
11-13,2012, pp. 51-56.

T. M. Chen, "Stuxnet, the real start of cyber warfare? [Editor's note],"
Network, IEEE, vol. 24, pp. 2-3, 2010.

D. Kushner, "The Real Story of Stuxnet: How Kaspersky Latracked
down the malware that stymied Iran’s nuclear-fuel enrichment
program," [EEE Spectrum, 2013.

D. P. Fidler, "Was Stuxnet an Act of War? Decoding a Cyberattack,"
IEEE Security & Privacy, vol. 9, pp. 56-59, 2011.

"Sector Risk Snapshot," DHS Office of Cyber and Infrastructure
Analysis (OCIA) ed. Washington, DC, 2014, p. 52.

"Inventory of Risk Management/Risk Assessment Methods," in Risk
Management/Risk Assessment Methods and Tools, ENISA European
Network and Information Security Agency ed. Heraklion, Greece, 2014.
"Comparison of Risk Management Methods and Tools," in Risk
Management/Risk Assessment Methods and Tools, ENISA European
Network and Information Security Agency ed. Heraklion, Greece, 2014.
B. Boehm, L. G. Huang, A. Jain, and R. Madachy, "The nature of
system dependability: A atakeholder/value approach," University of
Southern California USC-CSSE-2004-520, 2004.

D. Wu, Q. Li, M. He, B. Boehm, Y. Yang, and S. Koolmanojwong,
"Analysis of stakeholder/value dependency patterns and process
implications: A controlled experiment.," in 43rd Hawaii Int. Conf. on
System Sciences (HICSS), 2010.

A. B. Aissa, R. K. Abercrombie, F. T. Sheldon, and A. Mili, "Defining
and computing a value based cyber-security measure," Information
Systems and e-Business Management, vol. 10, pp. 433-453, 2012.

IEEE, "IEEE C37.1-2007, IEEE Standard for SCADA and Automation
Systems," ed, 2008, p. 143.

V. M. Igure, S. A. Laughter, and R. D. Williams, "Security issues in
SCADA networks," Computers & Security, vol. 25, pp. 498-506,
October 2006.

M. Hentea, "Improving Security for SCADA Control Systems,"
Interdisciplinary Journal of Information, Knowledge, and Management,
vol. 3, pp. 73-86, 2008.

Y. Cherdantseva and J. Hilton, "A reference model of information
assurance & security," in 2013 Int. Conf. on Availability, Reliability and
Security (ARES), Regensburg, 2013, pp. 546-555.

A. Daneels and W. Salter, "What is SCADA?," in Int. Conf. on
Accelerator and Large Experimental Physics Control Systems, 1999, pp.
339-343.

D. H. Ryu, H. Kim, and K. Um, "Reducing security vulnerabilities for
critical infrastructure," Journal of Loss Prevention in the Process
Industries, vol. 22, pp. 1020-1024, 2009.

P. A. S. Ralston, J. H. Graham, and J. L. Hieb, "Cyber security risk
assessment for SCADA and DCS networks," IS4 Transactions, vol. 46,
pp. 583-594, 2007.

R. Dawson, C. Boyd, E. Dawson, and J. M. G. Nieto, "SKMA: A Key
Management Architecture for SCADA systems," in Proceedings of the
2006 Australasian Workshops on Grid computing and e-Research -
Volume 54, Hobart, Tasmania, Australia, 2006, pp. 183-192.

C. Ning, W. Jidong, and Y. Xinghuo, "SCADA system security:
Complexity, history and new developments," in Industrial Informatics,
2008. INDIN 2008. 6th IEEE International Conference on, Daejeon,
Korea, 2008, pp. 569-574.

A. B. Aissa, R. K. Abercrombie, F. T. Sheldon, and A. Mili,
"Quantifying Security Threats and Their Potential Impacts: A Case
Study," Innovations in Systems and Software Engineering, vol. 6, pp.
269-281, December 2010.

J. Caswell, "Survey of Industrial Control Systems
Washington University in St. Louis, St. Loius, Missouri 2011.

Security,"

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

(321

[33]

[34]

[33]

[36]

[37]

[38]

[39]

[40]

A. Hildick-Smith, "Security for Critical Infrastructure SCADA
Systems," SANS GSEC Practical Assignment, Version 1.4c, Option 1,
February 23, 2005.

"Vulnerability analysis of energy delivery control system," Idaho
National Laboratory, Idaho Falls INL/EXT-10-18381, Sep 2011.

S. Amin, A. Cardenas, and S. S. Sastry, "Safe and secure networked
control systems under Denial-of-Service attacks," in Hybrid Systems:
Computation and Control. vol. 5469, R. Majumdar and P. Tabuada,
Eds., ed: Springer Berlin Heidelberg, 2009, pp. 31-45.

A. Nicholson, S. Webber, S. Dyer, T. Patel, and H. Janicke, "SCADA
security in the light of Cyber-Warfare," Computers & Security, vol. 31,
pp. 418-436, 2012.

K. Stouffer, J. Falco, and K. Scarfone, "Guide to Industrial Control
Systems (ICS) Security," National Institure of Standards and
Technology (NIST), Gaithersburg, MD Special Publication 800-82, June
2011.

1. Onyeji, M. Bazilian, and C. Bronk, "Cyber Security and Critical
Energy Infrastructure," The Electricity Journal, vol. 27, pp. 52-60, 2014.
F. T. Sheldon, R. K. Abercrombie, and A. Mili, "Evaluating security
controls based on key performance indicators and stakeholder mission,"
in 4th Workshop on Cyber security and information intelligence
research (CSIIRW'08), Oak Ridge, Tennessee, 2008, pp. 1-11.

A. Mili and F. T. Sheldon, "Challenging the Mean Time to Failure:
Measuring Dependability as a Mean Failure Cost," in 42nd Hawaii
International Conference on System Sciences (HICSS), 2009, pp. 1-10.
F. T. Sheldon, R. K. Abercrombie, and A. Mili, "Methodology for
evaluating security controls based on key performance indicators and
stakeholder mission," in 2009 42nd Hawaii International Conference on
System Sciences (HICSS), 2009, pp. 1-10.

R. K. Abercrombie, E. M. Ferragut, F. T. Sheldon, and M. R. Grimaila,
"Addressing the need for independence in the CSE model," in 207/
IEEE Symposium on Computational Intelligence in Cyber Security
(CICS), , 2011, pp. 68-75.

R. K. Abercrombie, F. T. Sheldon, and M. R. Grimaila, "A systematic
comprehensive computational model for stake estimation in mission
assurance," in 2010 IEEE SocialCom, Minneapolis, MN, 2010, pp.
1153-1158.

R. K. Abercrombie, F. T. Sheldon, and A. Mili, "Synopsis of evaluating
security controls based on key performance indicators and stakeholder
mission value," in High Assurance Systems Engineering Symposium,
2008. HASE 2008. 11th IEEE, 2008, pp. 479-482.

R. K. Abercrombie, B. G. Schlicher, and F. T. Sheldon, "Security
analysis of selected AMI failure scenarios using agent based game
theoretic simulation," in 47th Hawaii Int. Conf. on System Sciences
(HICSS), Big Island, HI, 2014, pp. 2015-2024.

R. K. Abercrombie, F. T. Sheldon, K. R. Hauser, M. W. Lantz, and A.
Mili, "Failure impact analysis of key management in AMI using
cybernomic situational assessment (CSA)," in Eighth Cyber Security
and Information Intelligence Research Workshop, 2013.

R. K. Abercrombie, F. T. Sheldon, K. R. Hauser, M. W. Lantz, and A.
Mili, "Risk assessment methodology based on the NISTIR 7628
guidelines," in 46th Hawaii Int. Conf. on System Sciences (HICSS),
Wailea, Maui, HI USA, 2013, pp. 1802-1811.

C. Vishik, F. Sheldon, and D. Ott, "Economic Incentives for
Cybersecurity: Using Economics to Design Technologies Ready for
Deployment," in ISSE 2013 Securing Electronic Business Processes, ed:
Springer, 2013, pp. 133-147.

M. Jouini, A. B. Aissa, L. B. A. Rabai, and A. Mili, "Towards
Quantitative Measures of Information Security: A Cloud Computing
Case Study," International Journal of Cyber-Security and Digital
Forensics, vol. 1, pp. 248-262, 2012.

A. B. Aissa, L. B. A. Rabai, R. K. Abercrombie, F. T. Sheldon, and A.
Mili, "Quantifying availability in SCADA environments using the cyber
security metric MFC," in Proceedings of 2014 9th Cyber and
Information Security Research Conference, Oak Ridge, TN, 2014, pp.
81-84.

"Introduction to Repairable Systems," in System Analysis Reference,
Realibility, Availability & Optimization, ed Tucson: RealiSoft
Corporation, 2013, pp. 112-125.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomDGR-Bold
    /NimbusRomDGR-BoldItal
    /NimbusRomDGR-Regu
    /NimbusRomDGR-ReguItal
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


