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Database Privacy: The Setting 

Database D 

Server 

Users 
/ 

Government, 
(queries) Businesses, 
-_ ..... _...-..... Researchers 

"7' 

... 

answers 

(or) 
Malicious 
adversary 

~ Database D = (d 1,d2 , ... ,dn) (a table of n rows) 
~ Each element is from some domain X 
~ X can be numbers, categories, tax forms, etc 
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Privacy in Statistical Databases 

Typical examples: 

• Census Benef·ts: Social & Economic 
• Civic archives 

• Medical records Privacy: Fundamental right 
• Search information 

• Communication logs privacy utility 

• Social networks 

• Genetic databases 

• 
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Example 1: Google VS. Viacom 



Example 2: AOL Disaster 
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AOL Search History Release 

• 650,000 users, 20 Million queries, 3 months 

• Goal: provide query log data that is based on real users 

• Privacy: Identifying information replaced with random id's 
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best dog for older owner 
best dog for older owner 
landscapers in lilburn gao 

3/6/2006 11 :48:24 1 http://www.canismajor.com 
3/6/2006 11 :48:24 5 http://dogs.about.com 
3/6/2006 18:37:26 
effects of nicotine 3/7/2006 
6 http://www.nida.nih.gov 

best retirement in the world 3/9/2006 21 :47:26 4 http://www.escapeartist.com 
best retirement place in usa 3/9/2006 21 :49:37 10 http://www.clubmarena.com 
ni,cotine effects on the body 3/26/2006 10:31 :15 2 http://health.howstuffworks.com 
wrinkling of the skin 3/26/2006 10:38:23 
mini strokes 3/26/2006 14:56:56 1 http://www.ninds.nih.gov 
panic disorders 3/26/2006 14:58:25 
jarrett t. arnold eugene oregon 3/23/2006 21 :48:01 2 
jarrett t. arnold eugene oregon 3/23/2006 21 :48:01 3 
plastic surgeons in gwinnett county 3/28/2006 15:04:23 

plastic surgeons in gwinnett county 3/28/2006 15:31 :00 

http://www2.eugeneweekly.com 
http://www2.eugeneweekly.com 

1 http://www.wedalert.com 

60 single men 3/29/200620:11 :52 6 http://www.adultlovec.ompass.com 
60 single men 3/29/2006 20:14:14 
c'lothes for 60 plus age 4/19/2006 12:44:03 
cl,othes for age 60 4/19/2006 12:44:41 10 http://www.news.comell.edu 
clothes for age 60 4/19/2006 12:45:41 
lactose intolerant 4/2112006 20:53:51 2 http://digestive.niddk.nih.gov 
lactose intolerant 4/21/2006 20:53:51 10 http://www.netdoctor.co.uk 
dog who urinate on everything 4/28/2006 13:24:07 6 http://www.dogdaysusa.com 
fingers going numb 5/2/2006 17:35:47 



e MI L: HA EL B.A.RB.A.Rc! and TOM ZELLER r 
Pub Ii h _,j .o.lIJ'U __ ..:OO( 

lbt ~t\lJ lJork limrs 

Buried in a list of 20 million Vveb search queries collected by AOL and 

recently released on the Internet is user No. 4417749. The number was 

assigned by the company to protect the searcher's anonymity, but it v~as 

not much of a shield. 

No. 4417749 conducted hundreds of 

searches over a three-1TIonth period on 

topics ranging from "nurnb fingers" to 

"60 single men" to "dog that urinates on 

Name: Thelma Arnold 
Age: 62 
Widow 
Residence: Lilbunl, GA 
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Lines of Work on Database Privacy 

Huge amount of work in "traditional" fields 

·:·In statistics (statistical disclosure control ) 
·:·In data mining (privacy-preserving data mining) 

·:·Problem: no precise privacy definition 

In cryptography (private data analysis) 
[DiNi, ON, BOMN, OKMMN, COMT, DMNS, Ow, BCOKMT, MT, NRS, MKGAV, BLR, ....... ] 

o I: igorou privacy guarant 
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Definition: Differential Privacy [DMNS06] 

A randomized algorithm A is E-differentially private if 

~ for all databases D, D' that differ in one element 

~ for all sets of answers S 

Pr[A(D) E S] S ef Pr[A(D') E S] 
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Definition: Differential Privacy [DMNS06] 

• E cannot be too small (think 1/10, not 1/105) 

• Distance measure on distributions matters 

• This is a condition on the algorithm (process) A 

Neighboring databases induce close distributions on outputs 
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Why is this a Good Definition? 

same 
e output as t ey 

• Suppose you know I am as tall as average Indian 
- You could learn my height from database! 

- But it didn't matter whether or not my data was part of it. 

Theorem (DN): Prefect privacy is unachievable 

Differential privacy implies 

rvou learn the same things about me whether or not I am 
in the database 
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Why is this a Good Definition? 
• Consider an intruder trying to infer personal information 

- "Background knowledge" = prior distribution on data D 

- "Conclusions you draw" = posterior p(·loutput) 
- Experiment 0: Run A(D) 

- Experiment i: Run A(D_i) where D-i = (d1, .. ,di-1,*,d+1,.,dn) 

Lemma: 't prior, 'VI output, po(·loufpuf) == pi(·loufpuf) 
------------------------------------------1 
: Bayes' rule with : 

prior(D) /ipr[y I 0] = Pr[A(O) = y] ~ Po(O I y) . G.los~ 
} 

1 _________________________________________ ~ }dlstnbutlons 
~ ----- ~ ------- ~ ---------------------------: ( dis ta n ce E) 

output Y '" : Bayes rule with : 
":Pr[y I 0] = Pr[A(O_i) = y] ~ Pi(D I y) 

1 1 
1 1 L _________________________________________ I 
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What Can We Compute Privatel ? 

Focused on function evaluation: compute f(D) 
[DiNi03,BDMN05,DMNS06,Dw06,NRS07,DMT07,BCDKMT07, 

D 

r 

Tell me f(O) 

:.....< -~) User 
~-------J' f(O) + noise 

Exception 

~ 

Starting Point: Study which other computational tasks 
can be performed in a privacy preserving manner 
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This Talk 

"Differential" privacy 
- Handles arbitrary external information 

- What can we compute privately? 

Learning algorithms that respect privacy 
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Private Learning 

• Goal: machine learning algorithms that protect the privacy 
of individual examples (people, organizations, .. ) 

Private Learning 
Utility: Learning guarantees 

Privacy: Differential privacy guarantees 

This work: 
~Characterize classification problems learnable privately 

~Understand power of popular privacy settings for learning 
16 



Private Learning 

• Goal: machine learning algorithms that protect the privacy 
of individual examples (people, organizations, .. ) 

Private Learning 
Utility: Learning guarantees 

Privacy: Differential privacy guarantees 

Focus of this talk: 
haracterize classification prob ems learnab e privately 

~Understand power of popular privacy settings for learning 
17 



Our Results 1: What is Learnable Privately 

PAC* 

sa • Halfplanes 
[BDMN05l ~8~mCiI8 §es in sa can 
be efficielltly pnvately learned 

•••• 

PAC-learnable 

o PAC* = Private PAC* 
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Learning Setting: Classification* 
• Bank needs to decide which applicants are bad credit risks 

• Goal: given sample of labeled data (past custo,mers), 
produce good prediction rule ("hypothesis") for future loan 
applicants 

10 

Other 
accts 

Yes 0.32 

10 No No 0.25 Yes 

5 Yes No 0.30 No 

20 No Yes 0.31 Yes 

10 No No 0.25 Yes 

• Reasonable rules given this data: 

- Predict YES iff 1 OO*(Mmp/inc) - (% down) < 25 

- Predict YES iff (!High Debt) AND (% down> 5) 

* Example taken from Avrim Blum, FOCS03 tutorial 20 



PAC (Probabilistically Approximately Correct) Model 
[Valiant84] 

Fresh point 
picked 

according to 
distribution P 

• 

• • • • 
• • 

A fresh point drawn according to P is w.h.p. "classified" correctly 
(over learner randomness and distribution) 

• 
• • 

• • • • 
Drawn according to some distribution P on D 21 



PAC Learning Definition 
Given distribution P over examples, labeled by function c, 

hypothesis h is good if it mostly agrees with c 

Pry_p [h(y) = c(y)] is close to 1 w.h.p. 

Let C be a set of concepts {c : X~{O, I}} 

Algorithm AcE~9learns C if, for every c in C 
~ given poly examples drawn from P, labeled by c 

of polynomial size 
~ A outputs a good hypothesis w.h.p. ""If I 1]IC~iJ1W~ 

A. 
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Private Learning 
Input: Database: D = (d 1,d2 , ... ,dn) where 
di = (Yi,Zi), where Yi - P, Zi = C(Yi) (Zi is the label on example Yi) 

No 
No 
No 

10 No 

Other 
aeets 

Yes 

No 
No 
Yes 

No 

0.32 

Yes 
....... --

0.31 Yes 

0.25 Yes 

Output is a 
hypothesis 

e.g. 

Predict Yes if 
100*(Mmp/inc)­
(% down) <25 

Algorithm A privately PAC* learns concept class C if: 
- Utility: Algorithm A PA * learns concept class C 

Distributional uarantee 

- Privacy: Algorithm A is E-differentially private 
~~lr----____ ~ ______ __ 
( Worst-case guarantee ) 
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Theorem: Every PAC* learnable concept class can be 
learned privately, using a polynomial number of samples 

Proof: Adapt exponential mechanism [MT07]: 

q(O,h) = # of examples in 0 correctly classified by hY,Pothesis h 

Algorith m A: Output hypothesis h from 

concept class C with probability- eeoq(D,h) 

• • 
Priva-~9iP~R~?>b~A~sf~~~bel all examples: Pr[h]- e,-n 

DBad hypotheses mislabel ~1 0% of examples: Pr[h]- eE" (0.9)n q(O,h)=3 

P, 

< output length of non-private learner 
25 



Theorem: Every PAC* learnable concept class can be 
learned privately, using a polynomial number of samples 

Some Observations: 

y Above theorem is a private version of Occam's razor 

y Can be extended to VC dimension analogue [BLR08] 
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> .-....., 
u 
co 
s.... 
Q) ....., 
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Basic Privacy Settings Many 
known 

protocols 

Centralized Local 

~ User 

c 1----..... User 

~ User C 
+--..... User 
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Our Results 2: Local Model 

sa = Local 

G) PAC* = Centralized 
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Statistical Query (SQ) Model [Kearns93] 

Same guarantees as PAC model, but algorithm no 
longer has access to individual labeled examples 

.-g: Xx{O,1}~{O,1} 
" 

sa T 

Oracle 
... ,. 

- + -Ey_p[g(y,c(y)) 1] _ T -

Algorithm 

~T > 1/poly( ... ) 
~ g can be evaluated 

in poly ti'me 
~ poly running time 

Probability a random point (- P) satisfies 9 

Original goal : capture noise-resistant algorithms 
~ Most known learning problems fit this model 
)- Exception: Parity requires exponential # of sa queries 
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Statistical Query (SQ) Model [Kearns93] 

Same guarantees as PAC model, but algorithm no 
longer has access to individual labeled examples 

... g: Xx{O,1}~{O,1} 
"' v'" T > 1 /poly( ... ) 

SO T 

Oracle 
Algorithm v'" 9 ca n be eva I u ated 

in poly time 
.... , v'" poly running time 

- + -Ey_p[g(y,c(y)) 1] _ T -
Probability a random point (- P) satisfies 9 

I. Adaptive SQ: Queries can be adaptive 
II. Non-adaptive SQ: Queries are fixed before the start 
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Our Results 3: Power of Interaction 

sa = Local 

PAC* = Centralized 

32 



What Have We Learned 

ity 

SQtB~5 

PAC-learnable ??? . . . 

CD PAC* = Centralized = Privately Learnable 
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What We Want to Learn ??? 

• Separate efficient learning from efficient private learning 

• Better private algorithms for sa problems 

• Other learning models 
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