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ICS‐CERT 2013 Vulnerabilities

http://ics‐cert.us‐cert.gov/sites/default/files/Monitors/ICS‐CERT_Monitor_%20Jan‐April2014.pdf
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ICS‐CERT 2013 Vulnerabilities

http://ics‐cert.us‐cert.gov/sites/default/files/Monitors/ICS‐CERT_Monitor_%20Jan‐April2014.pdf

• Total: 181 vulnerabilities
• 87% ‐ remotely exploitable
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http://ics‐cert.us‐cert.gov/sites/default/files/Monitors/ICS‐CERT_Monitor_%20Jan‐April2014.pdf

LA‐UR‐14‐24320



http://ics‐cert.us‐cert.gov/sites/default/files/Monitors/ICS‐CERT_Monitor_%20Jan‐April2014.pdf
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What is CVSS (Common Vulnerability Scoring System)?

• Vulnerability scoring system to rate IT vulnerabilities

Example: 
CVSS base score of 10.0:  
AV:N/AC:L/Au:N/C:C/I:C/A:C

AV:N
• Access Vector = Network
AC:L
• Access Complexity = Low
Au:N
• Authentication = None
C:C
• Confidentiality Impact = Complete
I:C
• Integrity Impact = Complete
A:C
• Availability Impact = Complete

http://nvd.nist.gov/cvss.cfm?calculator&adv&version=2
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https://ics‐cert.us‐cert.gov/alerts
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https://ics‐cert.us‐cert.gov/alerts
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ICS‐CERT Alerts ‐ 2014

Input data not properly 
validated
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https://ics‐cert.us‐cert.gov/alerts
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ICS‐CERT 
Alerts ‐ 2013

Traverse outside of restricted path
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Metasploit for HMI – SCADA Modules

http://www.rapid7.com/db/modules/, 10/18/2010
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Metasploit for PLC – Privately Developed

http://www.digitalbond.com/tools/basecamp/metasploit‐modules/
http://www.darkreading.com/metasploit‐exploit‐module‐released‐for‐plc‐scada‐devices/d/d‐id/1136949?
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http://ics‐cert.us‐cert.gov/sites/default/files/documents/DHS_Common_Cybersecurity_Vulnerabilities_ICS_2010.pdf, previous 2009 version (2004‐8)
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http://ics‐cert.us‐cert.gov/sites/default/files/documents/DHS_Common_Cybersecurity_Vulnerabilities_ICS_2010.pdf
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Stuxnet – PLC Data Types

• Data Blocks (DB)
• Contain program‐specific data (e.g. numbers, structures)

• System Data Blocks (SDB)
• PLC configuration information
• Created depending on the number/type of hardware modules connected to 
the PLCs

• Organization Blocks (OB)
• A type of program block in a Siemens PLC that interfaces the PLC operating 
system to the user program. Stuxnet examples:

• OB1 – entry‐point of the PLC program.  It’s executed cyclically without specific time 
requirements

• OB35 – standard watchdog OB, executed every 100ms

• Function Blocks (FB)
• Standard code blocks
• Contain code that is executed by the PLC

• Functions (FC)
• Contain program routines for frequently used functions

Operating 
System OB1

FB1

FB2 FC1

Start of
cycle

http://www.infoplc.net/files/descargas/siemens/infoplc_net_sitrain_12_obs.pdf, 
http://www.automation.siemens.com/doconweb/pdf/SINUMERIK_SINAMICS_02_2012_E/S7P.pdf?p=1
http://www.toolingu.com/definition‐430330‐177320‐organization‐block.html
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www.symantec.com/.../w32_stuxnet_dossier.pdf
STL = Statement List, ~assembly; SCL = Structured Control Language – high‐level textual programming language, ~Pascal
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www.symantec.com/.../w32_stuxnet_dossier.pdf
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www.symantec.com/.../w32_stuxnet_dossier.pdf
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www.symantec.com/.../w32_stuxnet_dossier.pdf
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www.symantec.com/.../w32_stuxnet_dossier.pdf
http://www.informit.com/articles/article.aspx?p=1636983
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NIST 800‐53 Revision 4:  Gap Areas Addressed

• Application security
• Supply chain risk
• Security assurance and trustworthy systems
• Insider threat
• Mobile and cloud computing technologies
• Advanced persistent threat
• Tailoring guidance and overlays
• Privacy

http://nova.issa.org/wp‐content/uploads/2013/06/Ron_Ross_ISSA‐NOVA‐06‐20‐2013.pdf
http://csrc.nist.gov/publications/drafts/800‐160/sp800_160_draft.pdf
http://web.cecs.pdx.edu/~hook/cs491sp08/AssuranceSp08.ppt
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Significant Updates to Security Controls

• Development processes, standards, and tools.
• Developer security architecture and design.
• Developer configuration management.
• Developer security testing.
• Developer‐provided training.
• Supply chain protection.

http://nova.issa.org/wp‐content/uploads/2013/06/Ron_Ross_ISSA‐NOVA‐06‐20‐2013.pdf
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Assurance Related Controls for Different Baselines

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800‐53r4.pdf
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NIST 800‐160

• Describe best practices for security engineering.
• Show how security engineering can be integrated into the traditional 
systems engineering process.

• Demonstrate linkage from system and security engineering processes 
to information security and risk management processes.

http://csrc.nist.gov/publications/drafts/800‐160/sp800_160_draft.pdf
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http://csrc.nist.gov/publications/drafts/800‐160/sp800_160_draft.pdf
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http://energy.gov/sites/prod/files/hss/Enforcement%20and%20Oversight/Enforcement/docs/guides/DOE_Guide_414_1_4.pdf

DOE G 414.1‐4 Revision

• Include 
• Digital instrumentation, Control and 
Automation System software

• E.g. Controllers (e.g. PLC), smart 
transmitters

• Firmware and embedded systems
• Security controls
• Software security assurance
• Non‐safety software

LA‐UR‐14‐24320



http://www.nrc.gov/about‐nrc/regulatory/research/digital/key‐issues/cyber‐security.html

Safety Software
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http://www.nrc.gov/reading‐rm/doc‐collections/reg‐guides/
http://pbadupws.nrc.gov/docs/ML0706/ML070670183.pdf
http://pbadupws.nrc.gov/docs/ML0729/ML072980159.pdf
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http://www.digitalbond.com/blog/2011/01/19/ics‐vendor‐security‐strategies‐%E2%80%93‐part‐iv‐security‐development‐lifecycle/

ICS Vendor Security Strategies –
Security Development Lifecycle (Dale Peterson/Digital Bond)

…
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Vendor Questions

• What standard(s)/guidelines are you using?
• Do you have a secure software/firmware development life cycle (concept to delivery), 
where there is a security requirement that is defined and analyzed for each phase?

• How do you secure firmware in comparison with your software (e.g. Engineering 
Workstation verification tool prior to Controller download, access control for firmware 
update, downloads only to a specific Controller serial number, digital signature)?

• How are your securing your databases?
• How are you promoting a culture of security in their organization (e.g. training)?
• How do you monitor the threat landscape (e.g. OWASP Top Ten, CWE/SANS Top 25 Most 
Dangerous Software Errors, CVE/CWE, WASC Threat Classification v2.0)?

• How do you notify customers of security vulnerabilities?
• What type of patch/upgrade testing do you do?
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BAS HMI Software

…
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https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/Top_10_2013‐Top_10 …
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COMPARE: HMI vs. IT Web App
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SANS “Critical Security Controls v5”

http://www.sans.org/critical‐security‐controls/
https://www.sans.org/media/critical‐security‐controls/nerc‐cip‐mapping‐sans20‐csc.pdfLA‐UR‐14‐24320



“Design for Security”
https://www.rockwellautomation.com/resources/downloads/rockwellautomation/pdf/events/pnc‐13/sessions/industrial‐security‐perspectives.pdf
https://www.rockwellautomation.com/resources/downloads/rockwellautomation/pdf/events/pnc‐13/sessions/industrial‐security‐perspectives.pdf

“Yes, we have one!”
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Rockwell Software & Firmware

Firmware

http://www.rockwellautomation.com/rockwellsoftware/products/overview.page
http://compatibility.rockwellautomation.com/Pages/MultiProductDownload.aspx?famID=2&keyword=Controller&crumb=112

(e.g. Ladder Logic)

1 2 3
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Rockwell Automation – Firmware “Verify”

http://www.rockwellautomation.com/resources/downloads/rockwellautomation/multimedia/solutions/integrated‐architecture/StartPageMedia/MediaPlayer.html?media=P11‐Verify.swf&mediaLang=ENU&defaultMediaLang=ENU
http://www.rockwellautomation.com/resources/downloads/rockwellautomation/multimedia/solutions/integrated‐architecture/StartPageMedia/MediaPlayer.html?media=P15‐DownloadProject.swf&mediaLang=ENU&defaultMediaLang=ENU

• Project & Controller slot #
• Project & Controller firmware revision

(digitally signed)
• Project & Controller serial #
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Rockwell Automation ‐ Add‐On Instructions

• Custom instructions that you design 
and create

• Encapsulate commonly used 
functions or device controls

• High integrity – 32‐bit signature 
values seals the instruction to prevent 
modification and provide high 
integrity

http://literature.rockwellautomation.com/idc/groups/literature/documents/pm/1756‐pm010_‐en‐p.pdf
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https://rockwellautomation.custhelp.com/app/answers/detail/a_id/54102
https://rockwellautomation.custhelp.com/app/answers/detail/a_id/54103
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What is LANL doing for Control Systems?

• Participating in DOE G 414.1‐4 Revision

• Kristi’s “Secure Coding” initiative
• LANL Secure Coding Day – Control System speaker

• Quality & Performance Assurance Audit – Control system SW/FW

• Control System 
• Security Plan – included “SW Quality Management” reference for SW/FW
• Annual Control System Workshop – LANL talk
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Next Steps

• Add Control Systems to Kristi’s plan
• Initial Phase

• Awareness, education, building/maturing basic services and prototyping with a small 
team

• Institutional Phase
• Scale team to LANL, make resources available to all developers, enforce secure coding 
practices

• Mindset – “Adapt to this evolving discipline”
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