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IMS system uses a two-factor 
approach to system authentication 

• Geophysical Analysis 

–Background monitoring for sudden 
changes 

–Signal comparison with remainder of the 
IMS system 

• Data Surety 



Data Surety 
 

• Station Security 

• Data Validation 

• Command & Control 



Station Security 
 

• Equipment co-located in a locked 
vault/cabinet/building 

• Vault/cabinet/building armed with intrusion 
switch 

• Status of intrusion switch 

• Reported in waveform data stream 

• Message sent on change of status in radionuclide  

• Status monitored at the International Data 
Centre (IDC) 











Data Validation 
 

• Signatures produced from CD1.1 data using 
• FIPS 186-2 ECDSA 
• FIPS 180-2 SHA-2 
• FIPS 140 

• Keys 
• Private/Public keys generated within security token 
• Public keys uploaded to Certificate Authority through PTS 

Secure Portal 
• Station Certificates stored on Lightweight Directory Access 

Protocol (LDAP) 
• IDC/NDCs retrieve Station Certificates from LDAP 
• Certification Revocation Lists document valid dates of 

certificates  
• Data Signatures attached to frame 
• Data signatures validated at IDC and NDCs 
• Data from failed signatures will not used for event detection by 

the IDC 



CD1.1 Data Validation 



Command & Control  
 

• Core Commands Authorized by PTS  

– Change in station operations 

• Calibration (waveform/radionuclide) 

• Detector Background 

• Blank Spectrum Request 

– Key Management 

• Commands signed and authenticated using same 
requirements as data signing 

• All Core Commands authenticated 

• All remote commands, including remote sessions, must 
be authenticated at the station 

 

 



Original C&C Method 



Proposed C&C Method 


