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Glossary of Physical Protection Terms

Preface

This glossary was prepared in fulfillment of the Glossary Preparation Task identified in the
Program Plan for providing Assistance to the Russian Federation in Nuclear Material Control
and Accounting and Physical Protection. The Program Plan is part of the Cooperative Threat
Reduction Program as provided for under House Resolution (H.R.) 3807 (Title I), as
referenced under Public Law (P.L.) 102-229.

The terms in this glossary were derived from physical protection training material prepared at
Sandia. The training material, and thus refinements to the glossary, has undergone years of
development in presentation to both domestic and international audiences. Also, Russian
Colleagues and interpreters have reviewed the translations for accuracy.

In addition to the more than 350 terms included in this glossary, many other terms common
to other specialized fields could have been added. However, to make this glossary concise and
specific to physical protection such common terms have been omitted. For example, the field
of physical protection uses terms that are also in common usage with video technology, radio
communications, and computer-related fields. Readers are referred to other specialized
glossaries for such common-use terms.
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Glossary of Physical Protection Terms

Englisb/Russian

access control - the process of permitting
authorized access or denying
unauthorized access to information,
facilities, resources or designated
security areas through information
security, physical security, personnel
security, communication security,
technical security, operations security
and/ or other programs, procedures
and means.

access control measures - hardware and
software features, physical controls,
operating procedures, administrative
procedures, and various combinations
of these designed to detect or prevent
unauthorized access to classified
information, Special Nuclear Materials,
Government property, Automated
Information Systems, facilities or
materials, or areas containing the
above and to enforce utilization of
these measures to protect security and
property interests.

A

KOHTPOJIb JOCTYIIA - IPOLCCC MOJIYUYCHUA

CaHKUMOHHPOBAHHOIO OCTYIA HJIH OTKa3a B
MOJTy9eHUHN HECAHKIMOHHPOBAHHOTO JOCTyNa K
nH(popManmy, Ha 06BEKTHL, K pecypcaM HJIM Ha
COOTBETCTBEHHO 0003HAYCHHBIC 3aKPHITHIE
YYaCTKH HOCPEACTBOM IIPHMEHEHHS METOOB
oxpanbl HH(OOPMALHH, CPEACTB 00ECICUCHHS
dusnueckoil 6€30MaCHOCTH, HOJIYICHHS OMYCKa
HepCoHaIOoM, obecrnicueHnss 6€30MacCHOCTH CBS3H,
TEXHHMYECKUX CPEACTB ObecneueHus
6e30macHOCTH, 0€30MaCHOCTH POU3BOACTBEHHBIX
onepanuil u/uH OPyrux NporpamM, mpaBHJI U
CPEOCTB.

MeEpbI 10 KOHATPOJII0 JOCTYIIA - JJICMCHTEI

00opynoBaHug H IPOrpaMMHOr0 00ECIIeUeHH ,
du3nIEeCcKne CPEACTBA YIPABJICHHS, IPaBUJIa
IKCIUTyaTal|d, aAMAHUCTPATHRHBIC TPOLUEAYPH U
Pa3/IMYHbIE COYSTAHUS BHIIIEICPEIHUCIICHHOTO,
IIpeHa3HAYCHHBIE [JI OOHAPYXKEHHS HJIH
IPEOTBPALICHHS HEAO3BOJICHHOr O 10CTYA K
ceKpeTHOH HH(hOpMAaLnH, CIEIHAIBHBIM
ANEPHBIM MaTEepHaJIaM, rOCyAapCTBEHHOM
coOCTBEHHOCTH, aBTOMAaTH3HPOBAHHBIM
UH(DOPMALNOHHEIM CHCTEMAaM, K 0OBEKTaM,
MaTepHaJiaM HUJIH yIaCTKaM, CONEPXKaIUM
BBHIIIETIE PEUHCIICHHOE, 2 TAKXKE
NpeqHa3HAYCHHbIE 151 IPOBEPKH COOJTIOACHH
9THX MEP U1 3aIMATEI HHTEPECOB G€30MacHOCTH
1 COOCTBEHHOCTH.

access delay - see delay. 3a/iepPIKKa JOCTYNA - CM. 3aJIePXKKa.

acknowledge - to indicate the reception = noaTBepKIeHMe NpUEMA - HHIUKAIUS TpUEMa

of an alarm signal. aBapuilHOro CHIHAJIA.

activated delay - any technique that AKTUBHpYeMas 3aJIepxKKa - Jr000e CpencTno,
delays an adversary and dependsona  sapepxuBaromiee HapyIIUTE IS, B OCHOBE
sensor to initiate the delay mechanism. KOTOPOrO JIEKHT NaTIHK, CIIyKaImi nuis

WHAHNDOBAHNA MCXaHU3MaA 3a0CPXKKH.
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activated denial - any technique that
denies access to a target and depends
on a sensor to initiate the denial
mechanism.

active - refers to a communication link
which carries a continuous signal
allowing immediate detection of a
break in the link.

active infrared sensor - an active
intrusion detection sensor which emits
infrared light and detects blockage of
light.

active lines - scanning lines in the raster
that contain video information.

active sensor - an intrusion detection
sensor that emits a signal from a
transmitter and detects changes in, or

receiver (see passive sensor).

actual threat - a credible situation or
validated information which indicates
that facility interests are currently or
will be at risk.

adversary - a person performing hostile
acts in pursuit of interests antagonistic
to those of the facility; an adversary
may be an insider or outsider.

adversary action - a specific act
performed by an adversary.

adversary action sequence (action
sequence) - a required/ ordered series
of acts performed by an adversary to

achieve his/her objectives.

reflections of, that signal by means of a

AKTHBUPYEMbIH CPeJCTBO 0JIOKMPOBAHKA
mocTyna - siro0oe CperncTBo,. OJIOKHPYIOILee
OCTYN K 0OBEKTY U 3aBHCSIIEE OT
cpabaThiBaHHI ATIMKA OJIOKMPOBKH.

AKTHBHBIH - OTHOCUTCS K KaHAJTy CBSI3H, TIO
KOTOPOMY NEPEAAETCS HENPEPHIBHBIN CUT'HA,
HO3BOJISISI HEMEMJICHHO ONMPEAE/ITh OOPBIB HA
JIMHHH.

aKTHBHBIA HH(PAKPACHBIH JATYHK - AKTUBHBII
AAaTUYHK OOHAPYXEHUS NPOHHKHOBEHUS,
paboTaromuii B uH(ppakpacHOM HUarna3oHe
H3JIyYeHUS 1 OOHApYXKuBaroumil 6JIOKUPOBaHIE
Jyua.

AKTHBHDbIE JIMHUM - TIOJIHBIA pacTp, coaepKaniui
BHAAEOUH(OpPMaLHIO.

AKTHUBHbIH JATYHK - TATIHK OXPAHHOM
CHUT'HAJIM3AlMHU, U3Iy9YaroIii CUrHAJ
nepefaTInKa ¥ O0HapyKUBAIOWMHA H3MECHEHHS B
3TOM CHI'HAJIC UJTM OTPAXEHHUS CUI'HaJIa ¢
TIOMOIIBIO MPHEMHHKA (CM. IACCHBHBIN
IATYHK),

IEACTBUTEIbHAA YIPO3a - 3aCJ1yXHUBarOas
OOBEPUsI CHTyalLysl /I HOATBEPXKACHHAS
nHpOpMalHs, YKa3BIBAIOIIAL HA TO, 9YTO
TIPEMNpPUATHE B HACTOSIIEE BPeMs MOIBEPraeTCs
PUCKY WK HOABEPTHETCA PUCKY B OyayiLem.

HAPYLIINTEIb - YEJIOBEK, COBEPIAFOILHIA
BpaxacOHbIC ASHCTBHUS C IENBIO IPUINHEHUS
Bpeja 00beKTy; HAPYILIATEb MOXKET OBITh KaK
BHEILIHUM, TaK ¥ BHYTPCHHHIM.

IeACTBIE HAPYIINATEIA - KOHKPETHOE ACHCTBHE,
COBEPIAEMOE HaPYLLIHTEJIEM.

OCJIeI0BATESIbHOCTD NEHCTBAM HAPYILUTEIIA
(moc1eoBaTEeIbHOCTD JICHCTBAI) - EMOYKa
KOHKPETHBIX JEHCTBHI, COBEPIIAEMBIX
HApPYLIUTESIEM A1 AOCTHXKEHUSA CBOMX LEJIEH.
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adversary capabilities - attributes of the

adversary, such as knowledge,
motivation, and access to equipment
that comprise a measure of his/her
abilities.

adversary class - adversaries are

generally classed as insiders or
outsiders depending on whether they
are working inside a facility or must
start an action sequence from the
outside.

adversary neutralization (neutralization)

- the termination by the facility guard
force of an attack such that the
adversary is captured, killed, or forced
to flee.

adversary path - an ordered collection of

actions against a target that, if
completed, results in successful theft
or sabotage.

adversary sequence modeling (sequence
modeling) - using an analytical model
to estimate the probability of success
of an adversary along a specific path
or set of paths.

adversary task - a specific act the
adversary must perform in order to
advance along a path; for example,
penetrate a barrier, travel a certain
distance, etc.

AFC - automatic frequency control

(usually video/CCTV). An AFC
circuit is used to maintain an oscillator
at a specified frequency.

BO3MOZKHOCTH HAPYIIATEIIA - TAKHC

XapaKTEePUCTHKU HAPYLIATE IS, KaK 3HAHUS,
MOTHBAIHA U JOCTYI K 000PYAOBaHHIO,
HO3BOJISFOILME ONPENC/UTD €ro/eé
BO3MOXKHOCTH.

KaTeropus HapyLIUTe s - HAPYILHTE M O0BIYHO

Pa3MENIAIOTCS HA BHYTPCHHUX U BHEIHUX B
3aBUCHMOCTH OT TOr0, pabOTarOT JIl OHH BHYTPH
XPAHAJIMINA HJTH JOJIKHBI HA9aTh
IIOCJIEIOBATEIbHOCTD ACHCTBHI 3a penesiaMu
00BEKTA.

HeHTpanuM3anuAa HApyIuuTeisa (HeHTpam3anus)

- OCTAaHOBKA aTaKH CHJIAMH CIyXObI
6€30MacHOCTH, KOra HapyLUTeJ b ToHMaH, YOUT
YT DIPUHYXICH K nodery.

MAapHIPYT HAPYIIATEJIA - YIOPSIOYSHHbIH Habop

nelicTBuil, HAPaBJICHHBIX MPOTHB O0BEKTA
OUBEPCHH, TIO 3aBEPIICHHH KOTOPOro
COBEPIIAECTCA OQUBEPCHS UM XHUIIEHAEC OOBEKTA.

MO TMPOBAHME [10CIIEI0BATEIbHOCTA NEUCTBHH

HapymnTesisa (MoaeIMpOBaHUe

D0CJ1e JOBATEIbHOCTH) - MCIOJIb30BAHAE
aHAJIMTHIECCKOH MOAEH 419 OLCHKHU
BEpOSITHOCTH AOCTHXEHHS yClexa
HapYILIUTEJIEM, TOJIb3YHIIUMCS ONPEAC/ICHHBIM
MapupyTOM HJIH cEpuei MapupyToB.

3a/1a4a HAPYIIHTENA - KOHKPETHOE [AeHCTBHE,

KOTOPOE HOJIXKHO OBITH COBEPIIEHO
HAPYIIUTENIEM [1JI51 TOTrO, YTOOBI IPOIBHHY THCS
TI0 MapLIPyTy; HAIPUMED, IPOHAKHYTh Y€pe3
3arpaXxKACHue, IEPEMECTHTHCS Ha ONPEIE/ICHHOS
paccTosiHUE U T.1.

AIIY - aBTOMaTHUECKas MOACTPOMKA 9aCTOTHL
Cxema AITY ucnosip3yeTcsl A1 NORAASPKAHUA
Kos1e0aTeIbHOrO KOHTYpa Ha 3aJaHHOM 4acToTe.
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AGC - automatic gain control (usually
video/CCTV). An AGC circuit is used
to maintain an output signal at a
constant level over a limited range of
input signal levels.

alarm - a warning from a sensor or sensor
system that a sensor has been
triggered or activated, usually signaled
by light or sound; it may indicate a
false alarm, nuisance alarm, or valid
alarm.

alarm communication and display
(AC&D) - refers to an integrated
system of people, procedures, and
equipment which collects alarm data
and presents the information in a
manner that promotes rapid
assessment.

alarm priority scheme - a technique or
presentation for dealing with alarms
from a combination of sensors in a
logical order. Alarm presentation
sequence based on importance or
seriousness of alarm.

alert - communication which informs all
security personnel of a facility
emergency and of the location of the
emergency.

AMCS - Alarm Multiplexer
Communication System.

analog signal - a radio signal which
attains an infinite number of different
amplitude levels, as opposed to one
which can attain only a finite number
of levels as a function of time. (See also
digital signal.)

angular field of view - the measure of
the field of view of a lens or
surveillance camera/lens combination
expressed in degrees.

APY - aBTOMaTHUECKas PEryJIMPOBKA YCHIICHHUS.
Cxema APY npumeHseTCs o1l MOAXEPKAHHA
BBIXOJJHOT'O CHI'HAJIa Ha MOCTOSIHHOM YPOBHE B
IpeAcsIax OrPAaHHICHHOr0 AHANa30Ha yPOBHEH
BXOJIHOT'O CHI'HaJIA.

CHI'HAJI TPEBOI'M - IPEOYIPEXACHHE, HCXOIIIEe
OT JaTYHKA HJIM CUCTEMBI TATYHKOB, OOBIYHO B
BHZE CBETOBOTO HJIH 3BYKOBOI'O CHTHAJIA; MOXET
03HAYATD JIOXKHYIO TPEBOTY, TPEBOr'Y B
pe3yJIbTaTe HOMEX HUJIM PEAIBHYIO TPEBOTY.

aBapuilHAA CHTHAIM3AIAA ¥ ONOBEIICHHE
(ACrO) - KOMIIJIEKCHASA CHCTEMA, COCTOAILAS H3
JIofiel, npoienyp u o0opynoBaHus,
NpeAHa3HAYCHHAS [UTS TOJTYICHAS aBaPUMHBIX
CUTHAJIOB K HX MPECTABJICHAS B TAKOM BUJE,
KOTOPBIi criocoOCTBYET OBICTPOIl OLEHKE.

€XeMAa NPHOPHUTETOR CHIHAJIOB TPEBOIH~ METO/
PacCMOTPEHHS aBAPUIHBIX CUTHAJIOB,
HOCTYNAIOUIMX OT KOMILIEKCAa HATYHKOB, B
JIOrHYECKOM MOPSIAKE.

OINOBEIIeHHE 00 OMACHOCTH - COOOLIEHNHE BCEM
COTPYAHHKAM CJTyK 0Bl O€30MaCHOCTH O HAJINIUM
Y11 Ha 006BeKTe U 0 MecTono1oKeHud JI1.

CHCTEMa MYJIbTHIIJIEKCOPHOH aBapHiHON
CUTI'HAJIH3ALVH.

AHAJIOTOBbIi CIIHAJI - CHT'HAJI, AMIUIHTY A
KOTOPOr0 MOXET NPUHAMATDL OECKOHETHOE
9HCJI0 3HAYEHHIL, B OTJIHYHE OT CUrHAJA,
CIIOCOOHOrO MIPHHAMATE TOJIPKO KOHEYHOE YHCJIO
3HAYEHMI B 3aBUCUMOCTH OT BPEMEHH (CM.
TakXke NA(POBOH CUrHAI).

YrJIOBOE IOJIe 3PeHH - BEJIHYHHA TOJIS 3PSHAS
00BEKTHBA HITH KOMOMHANUM O0BEKTHB/KaMeEpa,
UCHOJIB3YOUMXCS A1 HaOJTHOACHHS,
BBIPaKCHHOE B rpagycax.
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annunciator - an electrically controlled
signal board or indicator primarily
used for alarm presentation to guard
forces.

aperture - the lens opening that
determines the amount of light that

will pass through the lens and onto the

image plane.
ARS - alarm reporting system.

ASD - adversary sequence diagrams; a
means of graphically displaying paths
an adversary might take to accomplish
his objective.

assess - to determine the validity and
priority of an alarm signal.

assessment - the determination of the
cause of an alarm and the extent of the
threat.

assessment zone - the volume of space
in which assessments are possible.

attack - an attempt by an adversary to
defeat the physical protection system
and achieve his objectives. Attack
tactics include force, deceit, and
stealth, used singly or in combination.

authentication code - a code known only
to members of the response force. It
can be used to verify that a critical or
questionable transmission was made
by a member of the force.

auto-iris lens - a lens whose aperture is
controlled by monitoring the video
signal amplitude and automatically
adjusting the iris to maintain a
constant video amplitude output.

OMOBENIATEIb - pabOTAOIAs] OT JIEKTPOCETH
CHTHAJIbHAS MAHEJTh WJIH HHAUKATOD, B OCHOBHOM
HCIIOJTb3YIOLIHECS AT ONOBEIHCHIUS CHJT
criencJyX0bl 0 TPEBOTE.

aneprypa - OTBEpCTHE B 0OBEKTHBE,
ONpeaesIAoIee KOJIMYECTBO CBETA,
MPOXOMAILETO Uepe3 0ObEKTHB U HONAaTArOIEro
Ha IJIOCKOCTH N300 paKeHus.

CHCTEMA PErHCTPaNyy aBapPUHHBIX CHT'HAJIOB,

CXeMBI I0CJIEI0BATEILHOCTH ACHCTBHIH
AUBEPCAHTOB; CIOCO0 rpadHIecKoro
n300paXxxeHus MapuIpyTOB, 10 KOTOPBIM
JIMBEPCAHT MOXKET IPOABHIaThCA K CBOEH HEJH.

OIIEHHTbD - ONPEACUTD JOCTOBEPHOCTD H
IPHOPHUTET aBapPUMHOIO CHIHAJIA.

OLICHKA - ONpPEIC/ICHHUE PHIMHDBI aBapHIAHOIO
CHTHaJ1a M pa3Mepa yrpo3bl.

30HA OLEHKH - IPOCTPAHCTBECHHBIN 00bEM, B
npeaesiax KOTOPOro BO3MOXHO OCyIIECTBJIEHHE
OIICHKH.

ATAKA - [ONBITKA JUBEPCAHTA IPEOAOJIETH
cucTeMy (QU3HIECKOI 3aIHUTH U JOCTHYD CBOUX
neseit. TakTHueckue CpeAcTBa aTaKu
BKJIIOUAIOT B Ce0st IPUMEHEHUE CUITBI, OOMAH H
XHTPOCTH, MPHMEHSIEMBIE T10 OTAE/IBHOCTH HJIA B
KOMILJIEKCE.

ayreHTH(PHUKALMOHADIA KO - KO/, H3BCCTHBIH
TOJIPKO YJIEHAM OTPSNOB OTBETHOrO ACHCTBHA.
Takoil KO MOXET UCTIOJIB30BATHCS A1
HOATBEPKAcHUS (DAXTa KPUTHIECCKOH HJIH
COMHHTEJIbHOM Nepefadn IJICHOM OTPsIaa.

00bEKTHB C ABTOMATHYECKOH HPHCOBOH
nuachparmoi - 0GBEKTHB, aEPTypa KOTOPOro
KOHTPOJIUPYETCS IOCPEACTBOM CJIEKEHHA 32
aMIIATYIOU BUOEOCHTHAJIA H ABTOMATHIECKOH
PEryJIHPOBKY HPHCOBOH auadbparmsl 1
COXpaHEeHHs HOCTOSHHOH aMIIJIMTYAB! BBIXOQHOIO
BUCOCHTHATIA.
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background noise - the total system
noise, independent from the presence
or absence of a signal. The signal is
not included as part of the noise.

balanced line - a video transmission line
whose impedance to ground from
either side is equal, usually 124 ochms
in video transmission systems.

bandsplitting (frequency scrambling) - a
common analog voice scrambling
technique: partitioning of an audio
channel into several separate
frequency bands which are then
transposed or interchanged before
transmission.

bistatic - refersto an active intrusion
detection sensor in which the
transmitter and the receiver are not
collocated in the same unit. (See also
monostatic.)

blackmail - extortion by threats,
especially of public exposure or
criminal prosecution.

blinding - the reduction of scene
information as the result of relatively

high light levels entering the lens. The

camera lens opening will be
determined by the higher light levels,
and will close down. Information in
darker areas of the scene will be lost.

blooming - the loss of detail in regions of
the picture where the brightness is at
an excessive level, because of
enlargement of spot size and halation

B

¢poHOBbBII IIyM - 001t IIyM CHCTEMBEL,
HE3aBHCHMO OT HAJIMYHS HJIH OTCYTCTBHS
curHasia. CHI'HAJI HE SIBJISIETCS YaCTBIO IUyMa.

CAMMETPHYHA S JINHASA - JINHUS IepeIadn
BUAECON300paXKEHUS C OOUHAKOBHIM
CONpPOTHBJICHUEM Ha 3a3eMJICHuN ¢ 00enx
CTOpPOH, OOBIIHO paBHBIM 124 OMaM B CHCTEMaX
nepenayr BUACON300paKeHusI.

paciienyieHue mojaochl YacToT
(cKkpeMOIApOBAHHUE YACTOT) -
PacnpoCTPaHEHHBIH METO aHAJIOrOBOI
P POBKH PEUEBOrO CUTHAJIA: PA3[IEJICHAE
3BYKOBOro KaHaJia Ha HECKOJIBKO YaCTOTHBIX
I0J1I0C, KOTOPBIE 3aTeM TPAHCIOHUPYIOTCS UJIH
MEHSIOTCA MECTaMu nepeq nepefaveii cCurnaia.

OMCTATHYeCKHH - aKTUBHBIN aTYNK 00HAPYKEHUST
IIPOHMKHOBEHHS, B KOTOPOM HEPEOATUYHK H
INPUEMHHEK PA3[EJIEHBI (CM. TaKXKe
MOHOCTATHYECKHM).

INAHTAXK - BBIMOTaTEJIBCTBO C MPHMEHEHHEM
yrpo3, 0COOEHHO YrpO3bl YO IMYHOTO
pa3o01avenns Wil yroJIOBHOIO
IpECJICOOBAHKS.

OCJIeIJICHHE - COKPAIlieHHE KOJIMYeCTBa
uE(OPMALHH, TIOJIyIaeMOl OT CHUIMaEeMOro
00BEKTa, B PE3yJIbTaTEe OTHOCHTEJIBHO
BBICOKOI'0 YPOBHSI OCBEIICHHS, OMAAI0IEr0 B
O0'BEKTUB.

pacnjbiBaHue H300paKeHus - OTCyTCTBHE
feTaJiell Ha Tex y9acTKax u3o0paxeHus, e
SIPKOCTD CJIMIIKOM BBICOKAS H3-32 YBEIHYECHUS
pa3Mepa naTHA U opeoJia (pIroopeCcUEeHTHOTO
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of the fluorescent screen of the
cathode-ray picture tube; also, charge
migration on video camera imagers
from high illumination sources.

BMS - balanced magnetic switch; an
intrusion sensor usually used to
indicate a door opening. The switch is
activated by the movement of a
magnet mounted on the door.

bridging (or looping) input - a high
impedance intermediate termination of
a signal line at the input of an
amplifier, monitor, or video switcher
where the signal line must continue on
to other equipment. In video
equipment, all outputs have a
characteristic impedance of 75 ohms.
The bridging (or looping) high
impedance input allows several pieces
of equipment to use a common video
signal without significant loss of signal
amplitude. The last input in a single
video line must be terminated in 75
ohms.

brightness (luminance) - the attribute of
visual perception in which an area
appears to reflect or emit light,
measured in foot-lamberts.

broadband - wide bandwidth
transmission system with a single
carrier and multiple information
channels; it can be fiber-optic or RF
(radiated or on cable).

broadband jamming - simultaneous
jamming of many adjacent frequencies
by one high-power jamming signal.

dKpaHa 3/IEKTPOHHO-JIyYeBOH TpyOKH; TAKXe
MUTpanys 3apsifa Ha (POPMUPOBATEIISIX
1300pakeHns: BHOCOKAMEPHI OT MOLIHBIX
HCTOYHHUKOB OCBEILCHHUA,

CMP - c6aslaHCHPOBaHHOE MarHHTHOE pPeJie

("repxon"); HATUMK OXPAHHON CHTHAJIM3ALMA,
OOBITHO HCTIOJIB3YEMBII [J1S MHHK LN
OTKpbiBaHUs ABepu. Pese cpaGaThIBaeT mpH
ABIXXEHUH MarHuTa, yCTAaHOBJICHHOTO HA ABEPH.

3aMbIKQIOINFH (/1M NHKJIHYEeCKHHA) BXOJT -

IPOMEXYTOYHAS HATPY3Ka C BHICOKAM
BOJIHOBBIM CONPOTHUBJICHHEM Ha BXOIE
YCHJIUTEJISE, MOHUTOPA HJIH BUICOKOMMYTATOPA
JIMHHH Iepead CHIHAJIOB, TAC JIHHUA
Nepeaavd CUrHaJIOB JOJIKHA ObITh IPOBEOCHA
Ha gpyroe obopynosanve. B
BHIE0000PYIOBaHIH BCE BHIXOMHBIE JIHHIY
00J1aA210T XapaKTEPHBIM BOJIHOBBIM
CONPOTHBJIEHHEM 75 oM. 3aMBIKaroIast
TIePEMBIUKA HA BXOMIE C BEICOKHM BOJIHOBBIM
COTIPOTHBJIEHHEM TTO3BOJISIET HECKOJIBKUM
npudopam HCIOJIH30BATH OO BUIEOCHIHAT
0€e3 3HAYHTEJIbHBIX NOTEPD B AMIUTHTYAC
curnasa. Ilocsenuuil BXoR HA OAUHOYHOMN
BUJCOJIMHIK JOJIKEH UMETh CONPOTHBJICHUE 75
OM.

APKOCTDb - TOKA3aTCJIb 3pUTCJIbHOIO BOCIIPpUATHA,

0603HAYAOMKI OTPAKEHUE WK H3JTyICHUE
CBETA YYACTKOM MOBEPXHOCTH U H3MEPSIEMBII B
dbyT-1ambepTax.

IHPOKAN JHANA30H YACTOT - CHCTEMA Nepenadn

B IIAPOKOH MMOJIOCE YaCTOT C IPUMEHEHHEM
OOHOMH Hecyel 9acTOThl H HECKOJIBKHUX
HH(POPMAIMOHHBIX KaHAJIOB; MOXET OBITh
BOJIOKOHHO-ONTHYECKON HJIH PaHO
(uznyuaromeit nam B Kkabene).

rJIyueHye B INHPOKOM JUana3oHe 4acToT -

OAHOBPCMECHHOC TJIYIICHUC MHOI'UX COCCAHUX
YacTOT OOHMM MOWIHBIM CHTHAJIOM I'JIYIICHNIS.
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buried-line sensor - a passive intrusion
detection sensor that employs a buried
transducer to detect seismic and/or
magnetic disturbances.

burned-in image - an image that persists
in a fixed position in the output signal
of a camera tube after the camera has
been turned to a different scene.

bypass - a sensor defeat mode in which
an intruder defeats a sensor by
avoiding its detection zone or
detection method.

CAS - central alarm station. The primary
reporting and presentation location for
alarms.

charge-coupled device (CCD) - a
semiconductor device that is used
especially as an optical sensor and that
stores charge and transfers it
sequentially to an amplifier and
detector.

clear-voice - normal radio transmissions
that have not been scrambled or
encoded. (See also voice privacy.)’

clear zone - an area within the storage
site perimeter and around the
boundary of the storage site free of all
obstacles, topographical features, and
vegetation exceeding a specified
height. The zone is designed to
facilitate detection and observation of
an intruder, to deny protection and
concealment to an intruder, to
maximize effectiveness of the security

3aKJIATHOM JYHHEHHLIA NATYHK - TaCCHBHBI
AaTYiK OOHApYKEHUs IPOHUKHOBEHUS, B
KOTOPOM HCHOJIB3YETCHI 3aKONaHHBIH
npeobpa3oBaTesib 411 OOHAPYKEHUS
CeHCMHUYECKUX M/MJTH MArHATHBIX MIOMEX.

BMOPO2KEeHHOe H300pazKeHHe - H300paxKeHue,
COXpaHSIoIIEeCs B 3a(PUKCHPOBAHHON NO3UIUH B
BBIXO/IHOM CUrHaJIe TpyOKy KaMephl IOCe
TOrO, KaK KaMepa Obljia IOBEPHYTa K APYromMy
OOBEKTY.

00X0/ - peXXUM NIPEOAOJICHHS AaTINKa, IIPH
KOTOPOM HapPYLIUTEJb CBOUT HA HET
3¢ DexTUBHOCTD faTUNKa, H30eras HomagaHus B
€ro 30Hy OOHapy>KEeHHS.

C

I3 - menTpabHELl NyJI6T QH3HIECKOH
3AIUATHL.

npubop ¢ 3apsanoBoi ceazbio (I13C) -
IIOJIYTIIPOBOJHMKOBOE YCTPOUCTBO, KOTOPOE
VICIIOJIB3YETCS CIEHUAJIBHO B KAUeCTBE
ONTHYECKOro AaTYHKA U KOTOPOE HAKATIIMBAET
3apsII M EPEAAET ero NOCIeH0BaTeIbHO Ha
YCHJIUTEJIb M AETEKTOP.

epeavya OTKPbITHIM TEKCTOM - HOPMaJIbHAS
paguonepenava, Hezanmm@poBaHHAST U
HE3aKOMPOBAHHAA (CM. TAKXKe CEKPETHOCTD
peyveBoii CBA3M).

YHCTAA 30HA - TEPPUTOPHSA BHYTPU EPHUMETPA
TEpPPUTOPHHE XPAHHJIHINA ¥ 3d OFPAIOH 10
ePUMETPY, OUUILECHHAS OT BCEX Mperpam,
TONOrpapUIECKHX NPENATCTBUN K
PACTUTEJIBHOCTH, MPEBBIMIAOMINX
ONPENE/ICHHYIO BBHICOTY. 30Ha NpeAHa3HaAUCHA
IJISL TOrO, 9TOOBI COOECTBOBATD
0OHAPYKEHHIO U HAOJIIONSHUIO 32
HAPYILUTEJIEM, HE MPEIOCTABIATD
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force, and to reduce the possibility of a
surprise attack.

coaxial cable (coax) - a cable consisting of

a single conductor surrounded by, and
insulated from, a metallic shield, used
for the transmission of video baseband

and high-frequency signals.

collusion - secret agreement or

cooperation for an illegal or
malevolent purpose.

common mode - pertaining to signals or

signal components that are identical in
amplitude, duration, and time; in an
operational amplifier, characteristics
denoting amplifier performance when
a common signal is applied to
inverting and noninverting inputs.

communication - the function of

transmitting or interchanging
information, including both
transmission of alarm signals to a
central processing station and
transmission of response information
to security personnel.

communications system - the equipment

and procedures used by the security
force for sending and receiving
messages.

Complementary Sensors - sSensors

selected for combination because of
their capabilities of mutually
providing what the other lacks in
terms of probability of detection,
nuisance alarm rate, and/or
vulnerability to defeat. Multiple
sensors will use different detection
technologies.

HAPYLIUTEJIO 3aIIUTY H BO3MOXHOCTD
CIIPSITaThCS, OUTHMU3HPOBATh 3PPEKTUBHOCTD
cuJ1 coryx 0Bl 0€30NACHOCTH H CHU3HTD
BO3MOXKHOCTDb BHE3AIMHON aTaKu.

KOAKCHAJILEBIHN KadeJib - Kalesib, COCTOdIMHA 13

OIIHOT'O MPOBOIHHKA, OKPYKEHHOI'O
METAUTHIECKHM JKPAHOM H H30JIMPOBAHHOIO
OT HEro; HCIOJIb3YETCS AJ1 EPENavu BUAEO U
BBHICOKOYACTOTHBIX CUTHAJIOB.

CroBop - TalHOE COrJIAILCHUE MJIU

COTPYOHUYECTBO C IPOTHBO3AKOHHOM HJIH
3JIOYMBILUJIEHHOH LIEJIBEO.

cun(pa3nblil pe’KAM - CHTCHAJIBL HJIA KOMIIOHEHTBI

CHUTHAJIOB, HACHTHYHBIC IO aMIIATYE,
IPOAOJIKUTEIBHOCTH U BpEMEHH.
XapakTepUCTUKH CHH(A3HOr0 pexRnMa -
paboune XapaKTepHCTHKY ONEPAIMOHHOTO
YCHJTHTEJISL, Koraa CHH(Ma3HbBIH CHrHAJ
NOAAETCS Ha HHBEPTUPYIOLUH U
HEHHBEPTHPYIOLIUH BXOMIBI.

CBA3b - DYHKIMS Iepeiady Hiil oOMeHa

naopmanpeil, B TOM YHCJIE IEPEAAYH
aBapHUIHBIX CUT'HAJIOB Ha LEHTPAJIbHBII Iy JIbT
00pabOTKH TAKHX CHTHAJIOB U MEPeNavy
OTBETHOH HHGPOPMALNH CHIIAM CJTy XK OB
6e30nacHOCTH.

CHACTEMA CBS3H - 000PYAOBaHUE U NPOHEAYPHI,

HCIOJIb3yEMBIE CUJIAMU CJTyKObl 6€30MaCHOCTH
01 Iepefayv U NOJIyYeHUST COOOIIEeHHH.

JOMOJIHAIONINE JATYAKH - MATIUKH, BHIOPAaHHBIE

IS KCTIOJTH30BAHMSA B COYCTAHUM C PYTAMH
OATYHKAMHE H3-32 HAJIMYUS Y HEX TeX
XapaKTePHCTHK, KOTOPbIE OTCYTCTBYIOT ¥
APYTrUX OATYNKOB, H TIO3BOJISIFOIIHE COBMECTHO
06eCneYnTh BBICOKYIO BEPOSITHOCTD
OGHAPYKEHHUSI, CHUKECHHUE 9aCTOTHI JIOKHBIX
TpeBor, 00YCIOBJICHHBIX BHELIHIMH
IOMEXaMH, H/HJIH CBEACHHUE K MUHUMYMY
CTENMEHH ySI3BIMOCTH K MOSABJICHHUIO.
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containment - physical barriers, such as

walls, transport flasks, containers,
vessels, etc., that in some way
physically restrict or control the
movement of, or access to nuclear
material, to information related to the
quantities or locations of nuclear
material, and to IAEA surveillance
devices.

containment and surveillance (C/S) -

enclosing, localizing, identifying, and
monitoring the movement of nuclear
material. (See containment,
surveillance.)

continuous detection - for a protected

perimeter, no detection gaps occur in
the detection zones of any of the
sensor lines included in the perimeter
subsystem.

contraband - materials such as firearms,

explosives, or special nuclear material
that are not permitted to enter or to
leave a particular area; unauthorized
material or material that could be used
for sabotage, such as SNM, shielded
SNM, weapons, explosives, narcotics,
gold, and/ or currency.

contrast - the ratio of light and dark

portions of a video picture.

control track - for video tape recorders,

the area on the tape containing a
recording used by a servo-mechanism
primarily to control the longitudinal
motion of the tape during playback.

Mepbi Ho o0ecrneyeHHI0 COXPaAaBHOCTH - TAKHE

duznueckue nperpaasl, Kak CTCHBI,
TPAHCIOPTHBIE U APYTrHE KOHTEHHEPBI, TICHAJIBI
U T.[1., KOTOPBIC KaKHM-JTH00 00pa3oM
pu3n9IECKH OrpaHNIUBAIOT HJIN
KOHTPOJIIPYIOT NIEPEMEILEHHE HITH HOCTYI K
AOepHBIM MaTepHuasIaM, K HHMOpMalHH,
HMEIOIIEH OTHOLIEHUE K KOJIMYECTBY UIIH
MECTOIOJIOKEHHIO SACPHBIX MATEPHAJIOB, H K
ammapaType Habsronenus MATATO.

ofecnevyeHne COXPAHEeHHOCTH B HAGJII0AeHHE

(C/H) - nomeruenue B 3aKpHITOE
TIPOCTPAHCTBO, JIOKAJIH3ALKS, HACHTH(DHK LM
B CJICKECHNC 3a ICPEMCILLICHUEM SIACPHBIX
MaTepuasioB (CM. COXpaHeHue, HA0JII0IeHHE).

HeIlpepbIBHAS cHCTEMA OGHAPYKEeHHA -

CUTyauud, IpY KOTOPO# B 3alLANICHHOM
NEPUMETPE HE UMEETCS pa3phiBOB B JIMHAU
MATYHKOB, COCTABJISIIONIMX 30HB OOHAPYKEHUS
NPOHMKHOBEHHS H BKJIFOYEHHBIX B NOACHCTEMBI
epUMETpA.

KOHTpa®aHa - TAKHUE MaTEpHAJIBI, KaK

OTHECTPEJIBHOE OPYXKHUE, B3PBIBUATHIE HITH
CIenyaJIbHbIC SAEPHBIC MaTEPHaJIbl, KOTOPBIC
HE pa3peniacTCd NPOHOCUTH Ha ONPENEIICHHEBIC
Y4aCTK{ MJIH BBIHOCHTH U3 HUX,
KonTpabananabii maTepuai -
HEeCaHKUMOHUPOBAHHbIM MaTepuaJl Uil
MaTepHaJi, KOTOPBIl MOXeT OBITh
UCTOJIb30BaH A1 OUBEPCUH, Takoi, kak CM,
sxpanuposannbie CIIM, opyxue, BB,
HAPKOTHKH, 30JI0TO HJIH BaJIIOTA.

KOHTPACT - COOTHOIICHNE MEX Y TCMHBIMH U1

CBCTJIBIMH JaCTAMU BI/IL[eOI/ISOGPaPKGHI/Iﬂ.

© JIOPO2KKa YIIPaBJIEHHUA - B CITydae

BUIEOMAarsuTO(OHa, yIaCTOK IJICHKH,
comepXaIui 3amich, B 0CHOBHOM
HCIIOJIb3YIOLYHOCA CEPBOMEXAHU3MOM 1S
yNpaBJIEHHA IPOAOJIBHBIM IBHKEHHEM IIJICHKH
BO BpeMsl BOCIIPOM3BEACHH 3aITHCH.
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covert sensor - an intrusion detection
sensor which is hidden from view,
such as a sensor buried in the ground,
and does not radiate any signal
detectable from outside of the
perimeter. (See also visible sensor.)

crawling - the physical act of entering
and leaving a detection zone by lying
prone to the ground, moving at an
approximate velocity of 0.1 meter per
second through the zone while
maintaining a low profile.

crawl test - crawling through an intrusion

sensor’s expected detection zone to
help determine whether or not it is
functioning properly is called a crawl
test. (See detection zone.)

critical scenario - projected sequence of
events that has the best chance of
adversary success.

crossover - the point at which the
centerlines of two overlapping
microwave sensor beams intersect.

cross talk - undesired transfer of signals
between systems or parts of a system.

CRT- cathode-ray tube; a display tube
used in television sets and CCTV
monitors.

CW.- continuous wave radio
communication usually by Morse
code.

CKPbITBIH JATYHK - CIPSATAHHBIA qaTUHK
o0HapyXeHHid MPOHHKHOBEHHU, HATIPUMED,
OATYHK, 3apbITHI MO 3eMJIell (CM. Takxke
BHIMMbIi 1aTYHK).

npono3anme - (pu3NIecKuii aKT IPOHUKHOBEHAS
UJTH TOKUOAHMS 30HBI OOHAPYXKEHHUS, JIeXKa Ha
3eMJIE U IEPEABUrasch 9epe3 30Hy C
npubsm3uTeIbHOH ckopocTeio 0,1M B ceKyHAY,
HE MOIBIMASICh HAM 3eMJieH (CM. TaKkXe 30HY
o0HapyKeHmns).

HCOBITAHAE HA NPONOJI3aHHE - PONOJI3aHHE
gepes NPEeanosiaraeMyro 300y O0HAPYKEHHS
OATYNKA OXPAHHON CHTHAJIM3AUMH, YTOOBI
OIpeNe/IMTh, IPABUJIBHO JIH OH pafoTaerT.

CHieHapuid KPUTUYECKOH CUTYarAy -
IpeamosiaraeMasi IocJe10BaTE/IbHOCTD
coOBITHII, B pE3yJIbTaTe KOTOPOHl AMBEPCAHT
MMeeT HAWTYUIIYIO BEPOSTHOCTD NOOUTBCSA
ycnexa.

KpPOCCOBep - TOYKa, B KOTOPOil nepecexaroTcsa
OCEBBIC JIMHUH NIePEKPHIBAIOIINX MYIKOB ABYX
MHKPOBOJIHOBBIX JAaTIHKOB.

NEPEKPECTHDIC IOMEXH - HEKE A TS ILHBIH
epexoa CUrHajaoB MeX Ay CHCTEMAaMH HJIH
JaCTAMH CHCTCMBI.

DJIT - asiekTpoHHO-JTyueBasd TpyOKa; TpyOKa
AUCIIES, HCTIOJIB3YIOMIAACA B TEIEBH30PaX H
MOHHTOpPaX 3aMKHYTBIX KaO€JIbHBIX
TEJICBU3HOHHBIX CHCTEM.

CW - papuocBa3b ¢ UCOJIb30BAHKEM
HE3aTyXxalouie# BoJIHeI, 00BIYHO KO Mop3e.
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deadly force - that force which a
reasonable person would consider
likely to cause death or serious bodily
harm.

dead spot - gap in communication
system coverage, especially radio
coverage.

dead time - the length of time between
two successive uses of the line by a
particular sensor in a time-division
multiplexed sensor system.

deceit - attempt to defeat a security
system using; false identification or
authorization.

deception - the transmission of
misleading messages by an adversary
attempting to confuse or deceive.

defeat - to prevent someone from
accomplishing his/her goal. Also the
act of bypassing a sensor or system of
access, personnel, or material control
within the facility.

delay - the element of a physical
protection system designed to impede
adversary penetration into or exit from
the protected area.

denial - the effect achieved by safeguards
and security systems or devices that
impedes or hinders a potential
intruder or adversary from gaining
access to or use of a particular space,
structure, or facility.

D

CMEPTOHOCHaA CHJIA - TAKAas CHJIA, KOTOPYIO
pa3syMHBIH 4€JI0BEK OCUUTAET CIOCOOHOM
IPHYHHATH CMEPTh MJIH CEpbe3Hblil (pusmaeckuit
yiepb.

MepPTBas 30HA - IPOMEXYTOK B 30HE ACHCTBHSE
CBSI3H.

MEPTBOE BpeM: - IEPHOJ BPEMEHH MEX Oy ABYMsI
IIOCJIE/I0BATEIbHBIMH HCHOJIB30BAHUSIMM JTHHHA
OIpe/iC/IEHHBIM AaTYNKOM B MYJIbTUIJICKCHOM
CHCTEME C Pa3[e/ICHUEM BPEMEHH.

00MaH - NIONBITKA IPOHUKHYTH YEPE3 CHCTEMY
6€30MacHOCTH, HCTIOIB3Ys1 (PasIbIIMBOE
YAOCTOBEPEHHUE JIMIHOCTH WJTH NOAE/IAHHYIO
CaHKIHIO.

BBOJI B 320J1yKieHMe - nieperavda cOMBarOMUX ¢
HPAaBHJIBHOTO IyTH COOOIIEHHH qUBEPCAHTOM,
TBITAIOIMMCS CO3HATH My TAHHIY HJIH JIOXHOE
BOECYATJICHHE,

HAHECTH NOpazKeHHe - MOMEINATh KOMY-JIH00
NOCTHYD ero/eé ream

3a71€PXKKA - IJIEMEHT CUCTEMBI (DH3HIECKOH
3AILATHL, IPEAHA3HAUCHHDBIN U1 3aTPYIHCHHS
IPOHHKHOBEHHSA AUBEPCAHTA B 3ALULIEHHYIO
30HY HJIH €r0 BBIXOAa U3 3aIUIICHHON 30HBI.

010KupOBKA - 2D PEXT, HOCTUTHYTHI B
pe3ysbTaTe npuMeHenns rapantuii MATATO u
CHCTEM HJIH YCTPOUCTB obecrneuenus
6e30macHOCTH, KOTOPHIi MPENATCTBYET UJIH
3aTPyAHSET A/ NOTEHIMAIBHOrO AUBEPCaHTa
HOJIy9CHHE OCTYIA K ONPENCIICHHBIM
obbeMaM, KOHCTPYKIUSIM WK O0BEKTaM.
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deployment - the actions of the protective
force from the time communication is
received until the force is in position to
neutralize the enemy.

depth of field - the maximum distance
from a CCTV camera lens that two
objects may be separated in a given
lens field of view and still maintain
acceptable image focus for both
objects.

detection - determining that an
unauthorized action has occurred or is
occurring; detection includes sensing
the action, communicating the alarm
to a control center, and assessing the
alarm. (Detection does not exist
without assessment.) (See
identification and recognition.)

detection and assessment - the element
of a physical protection system
designed to discover and to verify
unauthorized intrusion attempts.

detection zone - a volume of space or
surface area under the surveillance of
one or more intrusion detection
devices from which an alarm is
produced when the volume or surface
area is subject to a condition for an
alarm.

deterrence - discouraging an adversary
from attempting an assault by making
a successful assault appear very
difficult or impossible.

digital encryption - the conversion of the
analog voice signal to a digital signal
in the system transmitter and the
encoding of each bit of the digital data

pa3BepThiBAHUE - AeificTBUS CHJT OTBETHOI'O

medcTBHS ¢ MOMEHTA HOJIYICHUS COOOIICHU 0
MOMEHTA HX MPHOBITHS HA MO3ULNH,
HO3BOJIAIOINHIE UM HEHTPaIM30BaTh Bpara.

rnyﬁnna PE3KOCTH - MaAKCUMAJIBHOEC PACCTOSIHUC

OT 00BEKTHBA KaMephl 3aMKHYTOH KaOeIbHOM
TB cucTeMBl, Ha KOTOpPOE jiBa 00BEKTa MOTYT
OBITh YAAJICHBI B TI0JIE 3PEHHS JAHHOIO

00BEKTHBA, COXPAHSIS IIPH 3TOM IIPHEMJIIEMYIO
YETKOCTb H300paKeHHS N1 060HX O0BEKTOB.

06Hapy)KeHne - onpeacJICHUe TOro, 4To

MPON3OLILIIO HITH IIPOHCXOIHAT
HECAHKIMOHUPOBAHHOE ACUCTBHE; O0HApYXEHHE
BKJIIOYAET B ce0s1 pearHpoBaHue NaTIHKA Ha
TaKoe AeiCTBHE, Mepenavyy aBapHilHOr0 CHrHaJjIa
B IEHTP YIPaBJIEHHS H OLEHKY TPEBOIH.
(OBHapyxenue He CyILIeCTBYeT 0€3 OLECHKH).
(Cm. npenTrapUKanHA 1 OTIO3HABAHHE).

oGHapy:KeHHe U OIEHKA - 3JIEMEHT CHCTEMBI

(pu3MUIECKON 3AIMTHI, IpeHa3HAYCHHBIN 111
PacCKphITHS ¥ TOATBEPKACHHUS MONBITOK
HECAHKIMOHUPOBAHHOTO IPOHUKHOBEHHUA.

30HA 0OHAPYKEeHH - IPOCTPAHCTBEHHBIN 00BEM

HJIH YIaCTOK [TOBEPXHOCTH, HAXOASAILMICS MO/
HaOIIOAEHHUEM OHOrO Wi 60Jiee JaTIUKOB
OXPaHHON CHI'HaJIN3aIHH, KOTOPHIE F€HEPHPYIOT
CHUTHAJI TPEBOTH B TOM CJIydae, KOrja B JaHHOM
o0beMe UJIH Ha YIaCTKE NOBEPXHOCTH
CO3HAKOTCS YCIIOBUS [AJ1 MOAAYH TPEBOXHOIO
CHIHAJIA.

yIepKaHue OT BpaKaeOHbIX JeHCTBHH -

CO3aHMe CUTYAl|H, IPH KOTOPOil y qUBEPCaHTa
NPONANAET XeJIaHue HanacTh Ha OOBEKT, T.K.
YCHELIHOE Hana/JAeHue KaXeTCd 0YEHb TPYHbIM
UJIM HEBO3MOZKHBIM.

mudpoBoe 3amndpoBKa - npeodpa3oBaHUE

aHaJIOrOBOI'0 PEYEeBOro CHrHasa B qudpoBOH
CHI'HAJI B CHCTEME NepeaTuika U KOOMpOBaHHE
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stream according to an algorithm
dependent upon a pseudorandom
code sequence generated within the
transmitter. '

digital signal - a radio signal made up of
a series of digital pulses produced by
pulses of one current or voltage value.
(See also analog signal.)

disgruntled employee - an employee
who is very dissatisfied and thus a
potential insider adversary.

dispersal - the process of spreading
nuclear material into the environment.

dispersion of radioactive material - the
time history of the spatial distribution
of a released quantity of radioactive
material.

distribution amplifier - a wideband
amplifier having a single input and
several impedance-matched outputs
for driving multiple signal lines.
Distribution amplifiers can be used for
video or sync signals.

diversion -

a. the unauthorized removal of nuclear
material from its approved use or
authorized location.

b. unauthorized possession or thefts of
radioactive material. Amounts of
material may be large or small
amounts acquired over a long period
of time.

diversion (divert) - an attack, or feint,
that draws the attention and force of
an enemy from the point of the
principal operation.

Kax10ro 6ura moToka (U pOBBIX JAHHBIX B
COOTBETCTBUH C aJITOPHUTMOM, 32aBUCHMBIM OT
HceBnocnyqaﬁHOﬁ OOCJ/ICAOBATECIBHOCTH KOOOB
B [ICPCAATYHKE.

1 pPoBOH CHIrHA - PaQHOCHTHAJI, COCTOSAIIMN H3
cepud nUPOBBIX UMITYJIBCOB, TCHEPUPYEMBIX
HMITy/IBCAMH ¢ OMMHAKOBBIM 3HAYCHHEM TOKA
WJIA HApAXEHus (CM. TAKX€e aHAJIONOBbIH
CHIrHA).

HeOBOJIbHBIH COTPYAHUK - COTPYAHHK, KOTOPbIH
OUCHBb HEYOBJICTBOPEH H TAKUM 00pa3om
SIBJIIETCS MTOTEHIUAJIBHEIM BHY TPEHHUM
HapyLIATEIIEM.

aucneprupoBanue (paccesHne) - IpoLece
pacUblIEHHS SOEPHBIX MATEPHUAJIOB B
OKpyXarole# cpene.

paccesiHie PAJACAKTHBHBIX MATEPUAJIOB ~
TPOCTPAHCTBEHHOE pacrpenesieHne BeIopoca
pPanOaK TUBHBIX MATEPHAJIOB B 3aBUCUMOCTH OT
BPEMEHH.

YCHJIMTE Ib-pacnpefeJIATeIb - N POKOMOIOCHBIH
YCHJIHTEJIb C OTHUM BXOHAOM M HECKOJIBKHMHU
COTJIACOBAHHBIMH IO BOJITHOBOMY
COMPOTHBJICHHIO BBIXOOAMH [JI5 32MUTKH
HECKOJIBKUX CHMHAJIBHBIX JIMHUN, Y CHJTHTEITH-
PaCIpenesMTE T MOT'YT HCIIOJIb30BaThC IS
BHJICO MJIM CHHXPOHH3ALHOHHBIX CHIHaJIOB.

nepeK/ioYeHHe - HECAHKLIHOHHPOBAHHOE
U3BJIEUEHHE SIHEPHOr0 MaTepuasa u3 o0JIacTh
€ro AOMyCTHMOI'O HCIOJIb30BAHKS UITH
YCTaHOBJICHHOI'O MECTa XPaHESHHS.

OTBJIEKAKIINI MaHEBP (OTBJIEKATD) - HANAJ[CHUE
HJTH €r0 HMHUTALHSA, KOTOPBIE OTBJIEKAIOT
BHMMAHHE W CHJIBI IPOTUBHHKA OT MECTa
OCHOBHOH Omnepanyu.

14
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Doppler effect - the apparent change in
the frequency of reflected sound or
reflected electromagnetic energy, due
to the motion of the reflecting object.

duress - a condition characterized by a
forcible restraint of liberty,
imprisonment, constraint, or
compulsion.

duress alarm - an alarm initiated by a
security operator to signal a physical
attack or other serious problem.

duress code - a prearranged word, group
of words, phrase, or other signal
(normally aural) which covertly
indicates to a knowledgeable person
(e.g., guard or alarm console operator)
that the individual is under some form
of coercion and is acting unwillingly.

duress system - a system that can
covertly communicate a response
requirement to a security control
center or to other personnel who can
then notify a security control center.

dynamic - refers to an active
communication link which generates a
continually changing signal to
represent the secure condition.

EASI - Estimate of Adversary Sequence
Interruption; a dynamic analytical
model.

nonseposcknii d3pexr - HabmomaeMblit cOBUr
9acTOTHI OTPaXKEHHOIO 3BYKa HJIH OTPaXEHHOU
3JIEKTPOMATHHTHOMN BOJIHBI BCJIEICTBHE
HepEMENICHIST OTPAKAIOLIETO OOBEKTA.

NPHHYKAEHUE - COCTOSHIE, XaPaKTEPA3YIOMEECs
HACHJIBHBIM OrPAaHUIEHHEM CBOOOMEI,
TIOPEMHBIM 32KJIFOUCHUEM HJTH TIPUHY XK [ICHUEM.

py4Ho€ HJIH NPHAYIHTEIbHOE BKIIIOYEHHE
CHI'HAaJIa TPEBOI'W - aBapUHHBIHA CHTHAJI,
NOaBa€MbIi OXPAHHHUKOM C IIEJIBIO ONOBEILICHUA
00 aTake Ha HET'O WJM O ApPYroif cepbpe3HoH
npobJieme.

KOJOBbIH CATHAJI 0 IPUHYKIEHH - 3aPaHES
YCJIOBJICHHBIH TapoJib, IPYIIA CJI0B, (ppasa uin
apyroii curaaJti (00BI9HO YCTHBIN), KOTOPBIH B
3aByaJIMPOBAaHHOM BHAE OMOBELIAET 3HAOIIETO
yenoBeKka (HanpuMep, OXpaHHUKA. HJTH
OMepaTopa CHCTEMBI aBAPHIHON CHrHaJIM3aIHH)
0 TOM, 9TO NOCHIJTAFOIINN CATHAJI HOOBEPraeTcs
KaKOMY-JIH00 NPHHYKACHUIO WJIH IeHCTByeT He
o cBocH BOJIE.

CHCTEMA ONIOBEILIEHUA O NPUHY XK ICHUH -
CHCTEMa, KOTOpPasi MO3BOJIIET B
3aByaJIHPOBaHHON (hopMe repesaTe TpeGOBaHHEe
0 HEOOXOOUMOCTH OTBETHOT'O [CHCTBHS B HEHTP
ynpaBJieHHsI cJ1yK00i 6€30MacHOCTH HITH
OPYromMy [epCoHAy, KOTOPBIH B CBOIO 09epenb
MOXKET OIOBECTHTD LEHTP YOPaBJICHHUS
cJ1y:k60#1 6€30MacCHOCTH.

JTUHAMMYECKHI - OTHOCUTCS K aKTUBHOMY 3BEHY
CBS3H, KOTOPOE IreHEPUPYET MOCTOAHHO
MEHIIOMMICSI CUrHaJI, 03HAYAIOHTHH
HOPMAJIbHOE COCTOSTHUE.

E

EASII - onrerka BepOSITHOCTH NPEPHIBAHUA
MTOCJIEJOBATEIBHOCTH ACHCTBUI AUBEPCAHTA;
AUHAMHYECKAsd aHAJIMTHICCKAsI MOIEb.
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eavesdropping - an adversary’s
unauthorized monitoring of
information carried over a radio
network.

effectiveness evaluation - an analysis of
the capability of a physical protection
system to defeat an attack.

electric-field sensor - an active intrusion
detection sensor which generates an
electric field and senses changes in
capacitance caused by an intruder.

electromagnetic interference (EMI) -
disturbances of equipment operation
caused by electromagnetic fields from
outside sourees.

electron capture detector (ECD) - a
passive explosives vapor detector.

element - a distinct part of a physical
protection system.

embezzlement - stealing of money or
property by an employee to whom it
has been entrusted.

emergency operations center (EOC) - a
location for assembling key personnel
from management, production, health
physics, safety, and security during a
critical facility emergency.

encryption - in digital communications,
encoding an intelligible binary data
stream to prevent uniauthorized

eavesdropping of radio transmissions.

MOACIYHIMBAHNE - HECAHKIHOHUPOBAHHOE
HOJIyYSHHE AUBEPCAHTOM HH(POPMAIHH,
IepenaBaeMoit o painoOCETH.

oneHKa 3(P(PeKTHBHOCTH - AHATH3 BO3MOXKHOCTH
OCTaHOBKH aTaKH CHCTEMOIl (PU3HIECKOMH
3aIHTHL

JATYMK JJICKTPHYCCKOro nojias - aKTHBHBIH

JaTYHUK OXPaHHOH CHrHAJIN3alMH, KOTOPBIH
TEHEPUPYET JIEKTPUUECKOE NOJIE ¥ pearupyeT
HA M3MEHEHHsI EMKOCTH, O0YCJIOBJICHHBIC
NPUCYTCTBHEM HAPYLIHTEIA.

3/1eKTpoMarsuTHbIe noMexu (IMII) -
HapyieHus paboTel 000pynOBaHHus,
00yCJIOBJIEHHBIC BO3ACHCTBHEM
3JICKTPOMATHATHBIX TOJIEH OT BHEIIHUX
HCTOYHUKOB.

3JIEKTPOHO3AXBATHBIH IETEKTOP - NaCCHBHBIN
neTexTop nmapos BB.

3JIEMEHT - OTAEJ/IbHASL YaCTh CHCTEMBbI
dHU3NIECKOH 3AIMUTHI.

XHIIICHHE - KpaxXa ACHCT HJIM UMYINECTBA
COTPYOHUKOM, KOTOPOMY OHH ObLTH AOBCPCHBL.

HEHTP Ype3BbIUAMHBIX onepanuil MecTo copa
KJIFOUEBOI'0 IEPCOHAJIA, TPEACTABJIAIOLIETO
PYKOBOLCTBO, IPOH3BOACTBO, NOAPA3AEJICHUS
3a0UTHI OT pagMOaKTUBHBIX H3JTy4CHHH,
obecneueHns 6€30MaCHOCTH ¥ CHJIBI OXPaHbl BO
BpeMs YPE3BBIYANHOr0O MPOUCIIECTBHUS Ha
00BEKTE.

3amu)poBKa - KOAMPOBaHHE IOHATHOIO
OHUHAPHOTO NOTOKA JaHHBIX B EPOBOK
CHCTEME CBSI3H C LEJIBIO IPEAOTBPAIICHU
HEMI03BOJICHHOI'O ITOAC/IyHIHBAHHS IPH
paguonepenadax.
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Glossary of Physical Protection Terms

Englisb/Russian

end event - the uppermost gate or event
of a logic diagram; a gate that does not
input to another gate; the ultimate
objective of an adversary in a sabotage
or theft fault tree.

entry control - the equipment and
procedures used to verify access
authorization and to detect contraband
and nuclear materials; generally
considered part of the physical
protection function of detection.

entry control point - entrance to a site or
secured area at which access is
controlled and egress is allowed.

equalization - the process of correcting
for transmission line losses of the
frequency characteristics of an
electronic signal.

equalizer - an electronic device used to
compensate for low- and high-
frequency losses through a
transmission system.

equalizing pulses - pulses used to
maintain horizontal sync in interlaced
scanning that occur at twice the
horizontal scan rate.

escort - an authorized individual
assigned the responsibility to
accompany persons who lack need to
know or access authorization within a
security area in order to ensure
adherence to security measures.

KOHEYHO€ COObITHE - CaMblii BEPXHHIl 3JIEMEHT
WM COOBITHE B JIOTHYECKOH CXEME; 3JIEMEHT, HE
UMEIOLIHI JIOTHIECKOT'0 COCAUHEHHUS CO
CJIEAYIOLIMM JJIEMEHTOM; FOHEYHAS LEJTb
HAPYLIATEJIA B AEPEBE OMMOOK AUBEPCUH HUITH
XHIICHHS.

NPONYCKHOH KOHTPOJIb - 000PYIOBAHUE H
IPOLEAyPhI, HCIOJIB3YIOILHECS IS IPOBEPKHU
OOmycKa ¥ Asid o0Hapy>XeHusl KOHTpabaHbl 1
SIIEPHBIX MATEPHAJIOB; OOBIYHO CUUTACTCS
JacTbIO (PYHKIMH OOHAPYKEHHUSI B CHCTEME
bu3HIECKON 3alMTHI.

KOHTPOJIbHO-IIPONYCKHOM IYBKT - BXOA Ha
O00BEKT HJIH OXPAHIEMYH) 30HY, HA KOTOPBIX
KOHTPOJIHPYETCS AOCTYI U JAETCS pa3pelICHAE
Ha BBIXOZ.

BbIPABHUBAHHE - MPOICCC KOPPCKHUH YaCTOTHBIX
XapaKTCPHUCTHK IJICKTPOHHOI'O CATHAJIa AJIA
KOMIICHCAONH NOTEPD HA JIMHAH NEPEAAYH.

KOPPEKTOP - 2JIEKTPOHHOE YCTPOHCTBO,
HCTIOJIB3YEMO€ 1A KOMIICHCATHH TOTEPh
HUXKHHX U BCPXHHUX YaCTOT Ha JIMHHUH NEPEOAYH.

YPABHHBAIOIAE UMITYJIbChI - HMITY JIBCHI,
HCIIOJIb3YEMBIE U1 TOAACPXKAHUS
r'OPH30HTAJIBHONH CHHXPOHH3AIHH B IOCTPOIHON
pa3BepTKE ¥ NOSBJISIIOIEECS C 9aCTOTOH, B ABA
pa3a npeBBHIAONIEH 9aCTOTy FOPH30HTAJIBHOM
pa3BepTKH.

CONPOBOKJAIOIIMH - YIIOJIHOMOYEHHOE JIHIIO,
OTBETCTBEHHOE 32 CONPOBOXKACHUE JIFOCH, Yy
KOTOPBIX HET [IONyCcKa K HH(OpMaLuK UTH
pa3pelIeHns Ha JOCTYN BHYTPb OXpaHsIeMOi
TEPPUTOPHH, C LEJIBEO COOJTIONEHHS ITHMH
JIFOIBMHU MpaBuJ1 obecnedeHus 0€30nacHOCTH.
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event - an act against a physical
protection system that an adversary
must perform to achieve his/her
objective.

exclusion area - a type of security area
where mere presence in the area
would normally result in access to
classified information.

explosives detector - a device capable of
detecting the presence of certain types
of explosives. Two types of explosives
detectors are:

a. lon mobility spectrometer, which is
capable of detecting all types of
nitrated explosives, and

b. Gas chromatograph-electron
capture detector, which is capable
of detecting all of the nitrated
commercial explosives, including
TNT.

extortion - stealing money or property by
force or threat, such as blackmail.

facility - a plant built or established to
serve a particular purpose; under NPT
safeguards (a) a reactor, a critical
facility, a conversion plant, a
fabrication plant, a reprocessing plant,
an isotope separation plant or a
separate storage installation; or (b) any
location where nuclear material in
amounts greater than one effective
kilogram is customarily used.

colbiTHe - NCHCTBYE, HATIPABJIEHHOE MTPOTUB
CHCTEMBI (PU3HIECKON 3aIIUTEL, KOTOPOE
HAPYLIUTEJIb OOJIKEH MPOU3BECTH, YTOOB!
[OCTHYD CBOCH 1IN,

3aKPBIThIH YYACTOK - THI OXpaHIEMOH 30HBHI,
€aMO NPUCYTCTBHE Ha KOTOPOH 0OBIYHO
O3Ha9YaeT HPHOOPETEHHE MOCTYMA K CEKPETHOM
uH(pOpMAaIHH.

netekrop BB - ycTpoiicTso, cnocoGHoe
O00HAPYXUTB NPUCYTCTBYE OMpPEEICHHBIX TUIIOB
BB. CymectByeT ABa THna aeTekTopos BB:

a. MOHHBINM CIEKTPOMETP, CIOCOOHBIH
00HapYXHTb BCE THIILI AMMOHATOB, U

6. razoxpomaTorpacuaecknit
3JEKTPOHO3aXBATHBIN NETEKTOP, CIOCOOHBII
0o0HapY>KHUTH BCE THUIIBI HMEIOIINXCSE HA
PBIHKE aMMOHATOB, BKtouas THT.

BbIMOI'aTeJIbCTBO - XUIICHAE ICHET UJIH
HMYILIECTBA C IPUMEHEHHEM CHJIBI HJIH YIPO3,
KaxK, HATpEMep, aHTaXa.

F

00beKT - OPEANPUSITHE, IOCTPOSHHOE HJTH
OpPraHU30BaHHOE C ONMPEOCICHHON LIEJTBIO;
COrJIacHO rapaHTusaMm orosopa o
HEepPaCIpOCTPAHECHHH SIIEPHOrO OpyXKus: (a)
PEaKTOp, KPUTHIECKAsS YCTAHOBKA,
ropro000OraTHTE IbHOE NMPEANPHSITHE, 3aBO/ 110
M3rOTOBJICHUIO TOILJIHBA, 3aBOM 110 epepaboTKe
SIAEPHOT'O TOIJIMBA, 3aBO/ MO 0OOralleHUI0 NJIH
OTIEJIbHOE X paHunine; (6) sir06oe MeCTo, rae
OOBIYHO UCIOJIB3YIOTCS SIEPHBIC MATEPHAJIBI B
KOJIMYECTBAX, MPEBBILIALOIINX OIHH
3 heKTHRHBIT KHJIOTPAMM.
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English/Russian

facility characterization
(characterization) - describing, listing,
or drawing the major parts of a
nuclear facility.

facility safeguards system (safeguards) -
a system to protect against the
removal of special nuclear material
and the release of radioactive material
beyond the facility’s boundary. It is
often subdivided into a physical
protection system and a material
control and accounting system.

fail safe - systems that fail or lose power
in such a way as to protect the nuclear
material.

fail soft - the capability of a physical
protection system to operate, perhaps
in a reduced capacity, during a failure
of some element in the system.

faking - the act of pretending or creating
a false impression to aid in reaching
goals.

false alarm - alarm caused by internal
equipment malfunction; since false
alarms have no readily accessible
cause, they actually are unknown
alarms.

FAR - false alarm rate. (See false alarm.)

far-field - refers to disturbances beyond
the expected detection zone of an
intrusion detection sensor.

ornpe/e/IeHHe XapaKTePHCTHK 00bEKTA
(onpenesieHHe XapaKTEPUCTHK) - OMHCAHUE,
NIePEYUCIICHIE HJIM YePTEKH OCHOBHBIX acTeil
AAepHOro o0BexTa.

CHCTEMA rapaHTHi Ha 00beKTe (rapaHTum) -
CHCTEMa 3aIIUTHI MPOTHB H3BSATHS CIIEHUAIbHBIX
SIISPHBIX MATEPHAJIOB B BBHIHOCA
PafHOAKTABHBIX MaTEPHAJIOB 32 MPEIE IbI
obpexTa. CucTEMa rapaHTHil 9acTo
HOPA3AC/ISIETCS Ha CUCTEMY (DH3HIECKON
BAIUTHI H CACTEMY Y9eTa H KOHTPOJISL.

0TKA30yCTOHYHBOCTD - XapAaKTEPUCTHKA CHCTEM,
CIIPOEKTHPOBAHHBIX TAKHM 00pa30M, 4TO NPH
OTKAa3€ CHCTEMBI HJTH IOTEPE SHEProcHAOKEHUs
COXPAHSAETCS CIIOCOOHOCTD 3aIUMILATD SOCPHbIE
MAaTEPUAJIHL

HEKPHTHYHOCTDH K 0010 OTHEJIbHLIX 3JIEMEHTOB -
cnocoOBHOCTD CHCTEMbI (PH3HIECKOH 31U THI
COXPaHATh pabOTOCIOCOOHOCTD, BO3MOXHO, B
COKpaIeHHOM 00beMe, IIPH OTKA3€ OTAE/IPHBIX
AJICMECHTOB CUCTCMBI.

OPATBOPATHCA - IPUKH/IBIBATHCS MJIH CO3AaBATh
JIOXXHOE BlIeYaTJICHHE /1 OKa3aHUSI
CcOOeiCTBHI B JOCTHKCHUN IIEJTH.

JIOKHAA TPEBOra - CUrHaJI, 00yCJIOBJICHHBIH
BHYTPEHHYIMHA HETIOJIaIKaMH 000PyI0BaHHS;
NOCKOJIBKY CHIHAJIBI JIOXKHOH TPEBOTH HE
HMEIOT OUCBUAHON NPUYMHBI, OHH B
AEeACTBUTEIBHOCTH PACCMATPHBAIOTCS KAK
CHI'HAJIbI HEU3BECTHOT'O MTPOUCXOZKICHHA.

YaCcTOTA JIOKHBIX TPEBOr (CM. JIOKHAA TPEBOra).

JAJIbHAA 30HA - OTHOCUTCS K HAPYLICHHSIM,
IPOUCXOMSAIINM 33 IPEAETIAMH 30HbI
0oOHapYXKEHNUS fAaTIUKa OXPaHHOU
CUTHAJIH3aIUH,
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FDM - frequency-division multiplexing,.

feature criteria approach - definition of a
physical protection system in terms of
the features or elements (such as
sensor systems) it must contain. (See
performance criteria approach.)

field - the video produced in one vertical
scan of the camera imager or monitor
that consists of 262.5 horizontal scan
lines in U.S. television systems. Two
fields are required to form a single
video frame.

field frequency - the rate at which video
fields are created, nominally 60 times
each second in U.S. television systems.

field of view - the area visible through
the lens of an optical instrument. (See
also linear field of view and angular
field of view.)

FJB - field junction box.

flare - light reflections from polished or
shiny surfaces. Such reflections appear
as bright areas in a video image.

float charging (trickle charging) -
continuous slow charging of a storage
battery in which the charging rate is
just sufficient to compensate for
internal losses or normal discharge.

MYJIbTHILJIEKCHPOBAHAE C YACTOTHBIM
YIIJIOTHCHAEM.

noaxod K CD3 no KpurepusAaM CoaepKAMHAXCA
3JIeMEHTOB - OIPEECJICHHE CHCTEMBI
(PU3HIECKON 3aLMTHI C TOUKH 3PECHUS
0COOEHHOCTEH UJTH 3/IEMEHTOB (TaKHX, KaK
CHCTEMBI 1aTUYHKOB), KOTOPBIE AOJIXHBI B HEl
cogepxartbcs. (CM. moaxon Ha 0CHORE
patoyHx XapaKTepHCTHUK)

110Ji€ - BUICOU300paXKEHIE, CreHEPUPOBAHHOE
OOHHM LIUKJIOM BEPTHKAJIbHOH pa3BEpTKH
¢dopMupoBaTEsII CHrHAJIA U300 pakKEeHUs WIIH
MOHHTOpPA KaMephI, KOTOPOE COCTOUT H3 262,5
TOPH30HTAJIBHBIX I10JIOC PA3BEPTKH B
aMEepHKaHCKUX TEJICBU3HOHHBIX cucTeMax. [lnsg
GOpMHUPOBaHUA OHOIO BUACOKAApPA HYXKHO OBa
TOJISL.

YacToTa MOJIeH ~ YacToTa OGpa30BaHU
BH/IEOIIOJIEl, HoMUHaJIbHAs gacToTa 60 pa3 B
CEKYH/IY B AMEPHKAHCKHX CHCTEMAX.

110J1€ 3peHus - YUacTOK, BUAMMBIN depes3
O00BEKTUB ONTHUECKOrO HHCTPYMEHTA (CM.
TaKXe JINHEHHOE MoJ1e 3peHns U yrjoBoe
noJie 3peHns).

1oJieBas pacnpenesmMTes bHas Kopodxa.

0JIMK - OTpasXEeHHE CBETa OT MOJIMPOBAHHBIX MJTH
GuiecTsaiux moBepxHocTel. Takue oTpaXeHus
BBITJISAAT KAK SPKH€E NATHA HA
BUACON300pa X ECHUH.

HenpepbIBHbIN (03UPOBAHHDbIN) MOA3aPSIT -

IPOOOJIKAOLWASICI MEAJICHHAS TOA3ApAAKa
aKKyMYJISTOpHOH GaTapen, Ipu KOTOPOit
CKOPOCTD MOMA3APSIAKH SABJISIETCI JOCTaTOYHON
[JTs1 KOMIICHCAIME BHYTPEHHUX NOTEPh HITH
HOPMAJIbHOH pa3psaaxu.
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f-number - the ratio of the focal length to
the clear aperture in a lens, expressed
in the form £/1.8.

focal length (FL) - the distance from the
optical center of a simple lens to the
plane of focus and is indicative of the
image size produced.

force - an overt attempt to overcome a
security system by violence,
compulsion or constraint.

format - the size of the usable image in a
TV camera or lens, or the system used
to record video.

frame - a single television picture, made
up of two interlaced fields, occurring
in 1/30t of a second, and consisting of
525 horizontal scanning lines (U.S.
standard).

frame frequency - the rate at which a
complete frame is scanned, nominally
30 frames per second.

free-running frequency - the frequency
at which an oscillator operates in the
absence of a sync signal.

freeze frame - to display a single frame
of video continuously.

f-stop - the lens designation indicating
relative diaphragm opening or
aperture diameter.

fullband jamming - a jamming signal
with a bandwidth greater than or
equal to the bandwidth of the signal
being jammed.

yucao f - otHomenne HOKyCHOr0 pacCTOSHUST K
OTKPBITOH OnepType OOBEKTUBA, BEIPAZKEHHOE B
suze /1,8.

¢oxycHoe paccrosanue (DP) - paccrosguue OT
ONTHYECKOTO LEHTPA MPOCTOro 0OBEKTHBA 0
dokaIbHOH IJIOCKOCTH; IBJISETCS IOKa3aTeJIEM
pasmepa MoJIy9aeMoro u300pakeHus.

NpUMEHEeHHEe CHJIbI - OTKPHITasI MOMBITKA
MPEOTOICHUS CHCTEMBI OXPAHBI OOBEKTA C
IPUMEHEHHEM HACUIIHUS, IPHHY X ACHHS HJIH
3axBaTa.

¢hopmar - pasmep npuronHoro u3o0paxenud B TB
Kamepe uiin 00BeXTHBE HJIH CHCTEME,
HCIOJIB3YIOWENC AJ11 BHIECO3aIUCH.

Kajap - ogua TB kapTrHKa, 00pa30oBaHHAS ABYMS
NIEPEK PHIBAOIIMMUICS TOJISIMH Kaxayro 1/30
CEKYHOBI M COCTOSIIIAS U3 525 rOpPH30HTAIBHBIX
noJioc pa3peprtku (cragaapT CIIA).

4acToTAa KaJAPOB - YaCTOTA pa3BEPTKU MOJIHOTO
Kajapa, HoMHHaJIBHO paBHa 30 xanpaM B
CEeKyHIy.

YacToTa CBOOOHOM reHepanyn - 9acToTa, C
KOTOpO# paboTaeT kKoJsie6aTe IbHbIH KOHTYP NIpH
OTCYTCTBHH CHHXPOHHM3HPYIOLIETO CUTHAJIA.

CTON-KAIP - NPOTOJIKATEIbHBI TOKa3 OHOTO
BHIOEOKApA.

CBETOCIJIA - XaPaKTEPUCTHUKA HACTPOIKHU
00BEKTHBA, NOKA3BIBAIOIIAs OTHOCUTEJIBHOE
packpsiTHe fuachparmMsl U AHAMETD
anepTypsl.

[0JIHOE IJIyLIeHHe - CO3MAIOIWI pagHOIOMEXH
CHUTI'HAJ1 ¢ HIMPUHOM NOJIOCH], IPEBBIUAOIIEH HIIH
PaBHOH MKPHHE NOJIOCH 3arJIyIiaeMoro
curmHasia.
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full duplex mode - refers to a transceiver  @OJIHBIA AYNIEKCHDIA PeXUM ~ (DYHKIHSL
function that allows receiving and NPUEMONIEPENATUAKE, TIO3BOJISIONIAT
transmitting simultaneously on two OJIHOBPEMEHHO N0J1y9aTh U NIEPeHABaTh
discrete frequencies. CHI'HAJIBI Ha ABYX JHCKPETHBIX YaCTOTAX.

G .

genlock - the condition where a camera  pHemHAS CHHXPOHU3ALMA - COCTOSIHHAE, IPH
or sync generator time base is KOTOPOM KaMepa HJIH 3a[1ar0luil reHepaTop
controlled from an external source. Pa3BEPTKH KOHTPOJIMPYFOTCS CHAPYXKH.

ghost - a spurious image displaced from  "gyxu" - nosropHOE "Csien0BOE" H30GPAKEHNE
the primary image caused by different NEPBHYHOTO H300PaKEHHS, TOABIICHUE
arrival times of the signals. KOTOPOT'0 06YCJIOBJICHO
HECHHXPOHH3HPOBAHHBIM [OCTYILICHHEM
CHTHAJIOB,

graded safeguards - a system designed to muoroyposnesas cucrema (311eIOHAPOBAHHA )
provide varying degrees of physical rapaHTHii - CUCTEMA, NPEAHA3HAYCHHAS [T
protection, accountability, and obecriedeHns pa3/IHaHbIX CTeTeHeH
materl.:il Cont}f‘ﬂ to 1df1fferent ty;es, (bU3MUECK Ol 3aIKMTHI, y9eTa ¥ KOHTPOJISA [JIS
quantities, physical forms, anc ANEPHBIX MATEPHAIOB Pa3/IMIHBIX THIIOB,
chemical or isotopic compositions of KOJTHUECTBA, (h3HIecKol (opMBI i
nuclear materials consistent with the i p
. . XUMHYECKOT0 WJIH W3OTOMHOIO COCTABA B
risks and consequences associated
with threat scenarios. COOTBETCTBHH CO CTEMEHbIO PHCKA M
CEPHE3HOCTHIO MOCJIEACTBUMH, CBSI3aHHBIX C
COOTBETCTBYIOLLMMH CLEHAPHSIME BEPOSITHBIX

yrpos.

H

halo - most commonly, a dark area opeoJ1 - HanGoJIee YaCTo - ITO TEMHBIH YIaCTOK
surrounding an unusually bright BOKDYT HEOOBIYHO IPKOr0 00BEKTA, HOIBJICHUE
object, caused by overloading of the KOTOpOro 06yCJIOBJIEHO IEPErPY3KOil
camera imager. Reflection of lights ycrpoiicTa (GOpMHEPOBaHUT H300paXKEHHA
from a bright object might cause this KaMephl. CBETOBOE OTPAaKEHHUE OT APKOro
effect. 06HEKTa MOKET TAKXKE MOCTYKHTH MPUIHHOH
takoro agdexra.

hardening - enhancing a wall or door to  ycujieHHe - TOBBILLIEHHE IPOYHOCTH CTEHBI UITH
make it more difficult to penetrate. [BEPH C LEJIBI0 YCIIOKHEHUS TPOHHKHOBEHHST
4epes Hux.
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hoax - a false claim.

HQ - Headquarters.

identification - the positive assessment of
a recognized object as a specific
person, animal, or thing.

impostor - an adversary who deceives by
using an assumed name or identity.

impostor pass rate - the rate at which
persons with false credentials are
allowed to pass through an entry-
control portal.

infrared - energy in that portion of the
electromagnetic spectrum having a
longer wavelength than visible light.
Many CCTV cameras have
considerable sensitivity to energy in
the shorter wavelengths of this region.

insider - a person who, by reason of
official duties, has knowledge of
operations and/ or safeguards system
characteristics, and/ or position that
would significantly enhance the
likelihood of successful bypass or
defeat of positive measures should
that person attempt such an action.

inspection - the process of gathering
information to determine the
effectiveness with which protection
programs are implemented.

o06maH - pabIIIBOE NPUTSI3aHUE HA 9TO-JHOO.

I'Y - rnasnoe ynpasienue.

I

ANeHTA(UKANMSA - IOJIOXHTEJIbHBIH Pe3yJIbTaT
nporiecca ON03HaBaHMA 00BEKTa KaK
KOHKPETHOIO JIMIA, KHBOTHOTO WJIH IPEAMETA.

CaMO3BaHel| - HapYILIUTE b, KOTOPBIA
0OMAaHBIBACT, UCTIOJIb3YS TYXKOE UMS HJIH
YAOCTOBEPEHHE.

YaCTOTA NPOMYCKA CAMO3BAHLEB - TONYCTHMAS
YaCTOTa, ¢ KOTOPO# JuaMm ¢ (pasibLInBBIMU
yAOCTOBEPEHHSIMHA JIMIHOCTH IIO3BOJIAETCS
npoiitu uepes KIIL

uadpaKpacHasn - SHEprus B TOH 9acTu
3JIEKTPOMArHUTHOTO CIEKTpa, B KOTOPOH A/IHHA
BOJIHBI IIPEBHIIIAET [JTHHY BOJIHBI BUIHMOTO
cBeTa. MHOrue 3aMKHYTBHIE CHCTEMBI
KabeJIbHOr0 TEJIEBHACHHS 00J1a1at0T
3HAYUTEJIBHOM TYBCTBHTEJIBHOCTBIO K JHEPIHH B
KOPOTKOBOJIHOBOU 9acTH 3TOT'O CHEKTPA.

BHYTPEHHHI HApYIIATEJIb - Y€JI0BEK, KOTOPHIH, B
CHJITY CBOUX OGULHAJIBHBIX 00I3aHHOCTEH,
o6J1amaeT 3HaHAAMH 00 onepanusx H/HIM O
XapaKTEPUCTHKAX CHCTEMBI rapaHTHil
fe3onacHOCTH K/uym paboTaeT B TAKOM MeECTe,
YTO BEPOSATHOCTD YCIEUHOr0 00X01a 1l
nopaXxeHust Mep 1o obecrneueno 6e30macHOCTH
'CHJIPHO HOBBICHTCS, €CJIH 9TOT 9€JIOBEK
IIONBITAETCS COBEPIUMUTD TAKHE ACHCTBHS.

HHCIEKIHA - npouecc coopa uadopmManuy ¢
ne1bto onpeneseHust 3PPEKTUBHOCTH
BHEAPEHHSI IPOrpaMM 00eCTIEUeHHsI 3aLUThL.

July 1995




English/Russian

Glossary of Physical Protection Terms

inspector - a qualified employee
responsible for inspecting, evaluating,
and rating a safeguards and security
program.

intercom - intercommunication system; a
two-way communication system with
a microphone and loudspeaker at each
station for localized use.

interdiction - the interruption of an
adversary by the response force before
he/she achieves his/her objective.

interlaced scanning (interlace) - a
process of interweaving two separate
fields of video information to form a
single video frame.

interruption - stopping the progress of
the adversary by the response force.

ion mobility spectrometer (IMS) - a
time-of-flight mass spectrometer that
measures the mobility of ions at
atmospheric pressure; a passive
explosives vapor detector.

IR - infrared.

iris - the adjustable opening that controls
the amount of light exiting a lens. Its
diameter controls both the amount of

light used to excite the imager and the
depth of field.

isolation zone - restricted access area
surrounding a facility that has been
cleared of any objects that could
conceal vehicles or individuals and
affords unobstructed observation or

HHCIEKTOP - KBaIM(PHUIUPOBAHHBIN pabOTHUE,
OTBEYAOIIHMI 32 MHCIEKIHIO, OLECHKY U
onpeseJieHre KBa (UK ANUORHON
XapaKTEPUCTHKH IPOrpaMMBI 00ECICUCHHUST
rapaHTHil 6€30MaCHOCTH U COXPaHHOCTH.

IIY - neperoBopHOE yCTPOHUCTBO, CHCTEMA
BHYTPCHHEH CBA3H; CHCTEMA IBYCTOPOHHEH
CBSA3U ¢ MUKPO(DOHOM ¥ I'POMKOTOBOPHUTEJIEM,
YCTaHOBJICHHBIMH Ha KaXKION CTAHUUH I
MECTHOT'O TOJIb30BaHHUA.

0J10KHpoBaHUe elCTBUN NPOTHBHHKA -
OCTaHOBKA AEUCTBHI HAPYLWIUTES CHIIAMHI
OTBETHOTO IEHCTBHA 10 TOro, Kak OH/OHA
JOCTHTHYT CBOEH Hesu.

YepeccTpoUYHAsl Pa3BepTKa - NPOLeCC
nepenJieTeHus ABYX OTHEJIBHBIX oJiek
BrAconHDOPMAIHE [JTS CO3MAHUSA OQHOTO
BHOCOKApA.,

npepbiBaHue - OCTAHOBKA NPOABHXKCHHUS BIEPE
HapYIIUTCJIA CHJIAMHU OTBETHOTO acucrsus.

HOHHDBIH CIEKTPOMETP - MaCC-CIIEKTPOMETP IO
BPEMEHH IPOJIETA HOHHBIX yYKOB, KOTOPBIH
U3MepseT NOABHXKXHOCTD HOHOB IPH
aT™MOc(EPHOM [aBJICHUH; ITACCHBHBIN NETEKTOP
napos BB.

UK - uadpaxpacHsiii.

apuc (enecTEopasa quagpparma) -
peryJIHpyEMOE OTBEPCTHE, KOHTPOJIHPYIOLIEE
KOJIMYECTBO CBETA, BRIXOOALIETO U3 O0BEKTHBA.
Ero npuameTtp onpenesigeT Kak KOJHIECTBO
cBeTa A1 HopMUPOBATE A H300pakKeHUs, TaK
U rJ1yOHHYy PE3KOCTH.

H30JIAPOBAHHAA 30HA - 30Ha OPAHUYICHHOTO
AOCTYyIa, OKpYyXaromwas 00beKT, KOTopast
OUHIIEHA OT BCEX NPENITCTBHUI, 32 KOTOPHIMU
MOZKHO CIIPSITATh TPAHCTIOPTHBIE CPEACTBA HUJIH
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the use of other means for detection of
entry into the area. (See clear zone.)

jamming - an adversary’s attempts to
prevent radio communications
through physical destruction of
communications equipment or
through transmission of a disruptive
radio signal.

jamming geometry - the geometrical
relationship between the jammer and
the radio units in the system being
jammed.

J/S - ratio of jamming power to signal
power.

K-band - the 11 to 36 GHz band of
frequencies.

lag - a result of imager persistence,
usually expressed as a percentage of
signal remaining 3 fields (50
milliseconds) after the signal has been
removed. Lag produces image
smearing and resolution loss when
relative motion exists between camera
and scene.

Jronelt, u kotopag obecneduBaeT
GecrpendaTCTBEHHOE HAOFOACHUE HITH
ACIIOJIb30BaHHE APYTHX CPEACTB OOHAPYKEHUS
NPOHHKHOBEHHS BHYTPb 30HBI (CM. YHCTAA
30HAa).

J

6JI0KHMPOBAHHE CBSI3M - IIONMBITKY HAPYLITHTEJIS
HAPYIUNTH PAMMOCBI3b NOCPEACTBOM
(husmueckoro pa3pyuieHns 000pyIOBaHusL 1T
CBSI3H UJIH TIOCPEACTBOM T'JTyIICHHS.

reoMeTpH IJIyIICHHA - FEOMETPHIECKOoe
PACIOJIOKEHHE 1O OTHOLICHHIO APYI K APYTY
CTaHIUH aKTUBHOI'O PAaMOdJIEKTPOHHOIO
TIOAaBJICHHS | TJIYIIUMBIX
ApHeEMONepe1aTIHKOB.

I'/C - oTHOLIECHHE MOLIHOCTH TJTYIIECHHS K
MOLIHOCTH CHI'HAaJIa.

K

K-nonoca - nonoca gacrot ot 11 1o 36 rI'm.

L

3ana3abIBaHUe - PE3YIbTaT HHEPUHOHHOCTH
dopmuposaTess H300paxKeHus, OOBITHO
BBIPAZKEHHBIH B IPOLEHTAaX OT CHTHAJIA,
ocrarouierocs B Tpex nosiax (50 MusmcexkyHn)
IOCJIe TOro, KaK CUrHaJ1 ObLI Ipekpamed. B
pes3yJibTaTe 3ana3ablBaHus H300paKeHne
TePSeT YeTKOCTh U Pa3pEIlalOIyIO
CIIOCOOHOCTD, KOrZIa MPHCYTCTBYET
OTHOCHTEJIbHQE IBUKEHNE MEXY KaMepoil i
CHHMAaeMOIl ClieHOH.
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land line - a hard-wired communications
line, such as a telephone line.

light level - the intensity of incident light
measured in footcandles or lux.

linear field of view - the measure of the
field of view of a lens or camera/lens
combination expressing the width or
height of the scene at a specified
distance, stated in meters (or feet).

line of sight (LOS) - the distance over
which a radio signal may be directly
transmitted along the surface of the
earth; radio LOS is usually greater
than optical LOS.

line-of-sight sensor - an intrusion
detection sensor that requires a clear
line of sight in the detection space; an
active LOS sensor requires a clear LOS
between the transmitter and the
receiver. (See terrain-following,
sensor.)

line-lock - refers to a condition occurring
when the vertical drive (sync) is the
same frequency as the power line.

line sensor - an intrusion detection
sensor which exhibits detection along
a line. (See also volumetric sensor.)

line supervision - a means to monitor the
integrity of communication lines.

LOCA - loss-of-coolant accident; results
from a break in the primary coolant

Ha3eMHas JIMHUA CBA3M -~ IPOBOAHAS JIHHHUA
CBSI3HU, HANPUMED, TeJICOHHAS JINHHUA.

YPOBEHb OCBEILeHUsI - HHTEHCHBHOCTD MAJAIOLIErO
CBeTa, u3MepsieMas B PyT-KaHAE1ax UM
JIFOKCaX.

JIAHEWHOE 10J1€ 3PeHHA - U3MEPEHHUE NIOJIS 3PEHUST
00BEKTHBA WM KOMOUHAINH "KaMepa-
O00BEKTHB", OTPaXKAIOMIEe [IUPHHY HITH BBHICOTY
CLIEHBI Ha ONIPEeNEJICHHOM PaCCTOSIHHH,
BBIPaKEHHOM B MeTpax (nmi PyTax).

JmHuA npsaMoi sugaMocTa (JITIB) - paccrosnne,
Ha KOTOPOE palHOCHTHAJI MOXKET OBITh nepeHan
HETIOCPEACTBCHHO B0J/Ib NOBCPXHOCTH 3CMJIH,
paguo JIIIB 00brYHO AJIMHEEE, YeM ONTHIECKAs
JIIB.

JTATYMK OPpAMOU BHAMMOCTH ~ JaTYUK OXPaHHON
CUIHAJIM3ALHH, YCJI0BHEM paboThl KOTOPOTO
SIBJISIETCS HAJIHIHE OECIPEnsITCTBEHHOM JIHHUH
IpAMOH BUAUMOCTH B 30He OOHAPYXEHUS; OJIS
axTuBHOro garuynka JIIIB HeoO0XxoguMo HaJIM9HE
6ecnpensrcreensoit JIIIB mexny nepenarommm
U MIPUEMHBIM YCTpOHCTBaMU (CM. IATYMK IS
MepeceyeHHol MeCTHOCTH).

CHHXPOHHDIN PeKNM - COCTOSTHHE, BO3HUKAIOIIEE,
KOT/1a BEPTHKAJIBHBIN (CHHX POHU3HPYHOILHH)
CHTHAJI HMEET Ty XK€ YaCTOTY, UTO H CETeBas
JaCToOTA.

JTINHEAHBIN JATYHK - JaTYNK OXPAHHON
CUTHAJIM3ALHN, OCYLUECTBIISIOUI
0OHApyXKEHHE BIOJIb JIMHAN (CM. TAKXKe
00'bEeMHBIN JIATYHK).

Ha0 10 AeHue 3a JIMHAEeH - cpecTBa HabJ moaeHus
34 NEJIOCTHOCTBIO JIMHHA CBA3H.

aBapuda € HOTCpeﬁ TCHJIOHOCUTEIA, ABJALACTCA
PE3YyJIbTATOM NOJIOMKH B IEPBOM KOHTYpC
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boundary so that sufficient coolant
cannot be maintained in the reactor.

local communications - communications
which transfer details and tactical
information among security personnel
once they have arrived at the location
of an emergency.

logic tree - a logic diagram that
graphically represents how a
combination of events can end in a
specific result. It is a technique used
to describe significant ways an
adversary can reach his/her objective
by defeating the elements of a physical
protection system.

loop - 1) a signal path; 2) (L) an AMCS
term that refers to a series of
multiplexers connected via dual
communication paths to two MCUs.

LOS - line of sight.

lossy - refers to a cable having high
attenuation per unit length; in the case
of a ported coax sensor, attenuation is
caused by cable leakage.

lumen (Im) - the photometric unit of
radiant power. One lumen is the
amount of luminous flux emitted into
a solid angle of 1 steradian by a point
source whose luminous intensity is 1
candela.

lux (Ix) - the metric unit of illuminance
equal to 1 lumen incident upon 1
square meter. One lux is equal to
0.0929 footcandle.

SOEPHOTO PEaKTOPa, TAK YTO JOCTATOIHOE
KOJIAYECTBO TEIJIOHOCHTEJIS HE MOXET OBITH
COXPAHEHO B PEaKTOpE.

MCCTHAA CBA3D - CBA3b, ¢ MOMOIIBKD KOTOpOﬁ

pacupoCTpaHsOTCs NOAPOOHOCTH
TaKTHYIeCKas HH(POPMAIHS CPENH CJIYXKAIIUX
OXpaHbl HOCJIE TOr0, KaK OHH NPUOBLITH HA
MECTO POUCIIECTBHA.

JIOTHYECKOE JIEPEBO - JIOTHUECKasi CXeMa,

rpapUUIECKH NPEACTABIIIION(As], KAKHM
obpa3om koMOuHALHA COOBITHI MOXET
IIPUBECTH K ONPEHE/ICHHOMY PE3yJIbTATy; METON
OTHCAHUS 3HAYNMBIX MyTeH HOCTHXXEHUS LEITH
HAPYIIUTEJIEM NMOCPENCTBOM NPEOIOICHAS
anementos CO3.

KOHTYP - 1) nyTh DpOXOXACHUS CHIHAJIA,;

2) TepMHH "KOHTYp" B MYyJIbTHIJICKCODHOM
CHCTeME aBapHUHON CHIHAJIM3ALIH OTHOCHTCS K
CepHH MYJIbTHIIEKCOPOB, COEAMHEHHBIX
[BOMHO# JiiHUEH CBsI3M C OABYMs OJ10KaMH
yIpaBJICHUS MYJIbTHIJIEKCOPOB.

JIIIB - simens npsMoil BUIUMOCTH.

Kabes1b ¢ yTeuKoil - KabeJib ¢ BBICOKHM IIOTOHHBIM

3aTyXaHwueM; B caydae nepdhopupoBasHoro (¢
OTBEPCTHSMH [JII BHIXOZA H3JTydCHHST)
KOaKCHAaJIbHOro Kades1d NpUauHON 3aTyXaHus
SBJIIIOTCA KaOeJ IbHBIE YTEUKH.

mwomen (Im) - poTomeTprdecKad equHANA

H3MePEHHsT MOIHOCTH H3JIydenud. Onun
JIFOMEH PaBHSIIETCS KOJIHIECTBY CBETOBOIO
IIOTOKA, H3JIy4aEMOro B TeJICCHbH yroa 1 cp
TOYEUHBIM HCTOYHIKOM, CHJIa CBETa KOTOPOIo
paBHa 1 kanpese.

JIOKC - METPHYECCKAd COUHANA H3MEPCHIA

OCBEIIIEHHOCTH, paBHasi 1 JIIOMEHY, aJaroLeMy
Ha 1 xBazgpaTHeiii MeTp. ONUH JIIOKC PaBHSIETCH
0,0929 ¢pyT-KaHAETHL
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magnetic buried-line sensor - a buried-
line sensor that generates an electrical
signal when ferromagnetic material
passes near the transducer.

magnetometer - an electronic device
designed to scan personnel and items
to detect the presence of metal.

malevolent act - an illegal action, or an
action that is committed with the
intent of causing wrongful harm or
damage. It includes trespass, theft or
diversion of huclear weapons,
weapons components, or Special
Nuclear Material; industrial sabotage
and radiological sabotage; espionage;
loss, compromise, or theft of classified
matter or government property;
vandalism; and adverse impacts on the
national security, program continuity,
or on the health and safety of
employees, the public, or the
environment.

malevolent action - a deliberate action
with intent to harm or destroy
installations or people.

metal detector - see magnetometer.

matching transformer - a passive device
used to convert the impedance of a
circuit to the impedance of a
transmission line or vice versa.

material access area (MAA) - a location
in a nuclear facility where a person can

M

3aKJIaHOH JITMHEHHbIA MArHUTHBIA TATYHK -
NOA3EMHBIH JTHHEHHBIM NATYNK, TEHEpUPYHOIUi
JJIEKTPUUYECKHI CUrHaJI, KOrjaa
hbeppOMarsuTHLIA MaTEpHaJl OKa3bIBACTCS
BOJM3M OT peobpazoBaTeasl.

MArHATOMETP - 3JIEKTPOHHOE YCTPOKCTBO,

| mpenHa3’HAYEHHOE /19 CKAHHPOBAHHS JIFONCH H
HEOMYIIEBJICHHBIX IPSIMETOB C LEJIBIO
o0HAPYXKEHUS MPUCYTCTBUS METALJIa.

37I0YMBILIJIEHHOE IEHCTBHE - HE3aKOHHOE
OelicTBrE UM ACHCTBHE, COBEPILICHHOE C
HaMEPCHHEM NPHYUHHTD Bped Wiu yuiepo.
Crona BKJIIOYAIOTCS BTOPKEHHE Ha
TEPPUTOPHIO, XHILICHUE HJIN HCIOJIb30BAHUE B
HE3aKOHHBIX [EJISIX SOACPHOTO OPYXHS, €ro
KOMIIOHEHTOB HJIH CIIEIHAJIBHBIX SOEPHBIX
MAaTEepHAJIOB; IPOMBILJICHHAA AUBEPCHS I
PaaAuoOJIOTHYECKAs AUBEPCHS; LIIMHOHAXK
HOTEPsI, KOMIIPOMETAIHUS WJIH XUIIECHUE
CEKPETHBIX MATEPHAJIOB UJIH I'OCYaPCTBEHHOM
COOCTBEHHOCTH; BAHAIM3M; HETAaTHBHBIC
BO3HCHCTBHS HA COCTOSHUE HAIHOHAIbHOU
0€30MacHOCTH, IPOAOJIKEHHE IPOr PAMMBI HJTH
Ha 30pOBbE U 6€30HaCHOCTD pabOTaIONMX Ha
NpeNnpUsSTHH, HACCJICHUS WJIH OKpyXarommei
CpenslL.

3JI0YMbILLJICHHAA AKIUA - IPEIHAMEPEHHOE
OeHCTBHE C UEJIBIO MPUYNHUTE yIepo,
pa3pyHHTh OOBEKTHI UM YHHITOXHUTE JIFOACH.

METAJUIOUCKATEJIb - CM. MArHUTOMETP

coriacyrwonmii rpagcchopmarop - naccuBHOe
YCTPOKUCTBO, UCIIOJIB3YIOIIEECH A1
npeoOpa30BaHus COPOTHBJICHUS NI B

CONpPOTUBJICHAE JIMHUH NIepeadi 1 Ha000pOoT.

yuactToK QoCtyna K Marepuasiam - MECTO Ha

28
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have access to nuclear material with an
opportunity for theft.

material control and accountability
(MC&A) - a system for verification of
quantities and locations of special
nuclear material within a facility,
including on-line material surveillance
and accounting,. '

material surveillance - the collection of
information through devices and/or
personnel observation to detect
unauthorized movements of nuclear
material, tampering with containment,
falsification of information related to
location and quantities of nuclear
material, and tampering with
safeguards devices.

material surveillance procedures -
procedures to ensure that an area
containing Special Nuclear Material is
observed by at least two cleared and
knowledgeable authorized persons,
who may be doing other work, but
who can give an alarm in time to
prevent the unauthorized removal or
diversion of the Special Nuclear
Material or an act of sabotage
involving Special Nuclear Material.

MCU - multiplexer control unit.

microwave reflector - a planar metallic
surface or grid designed for passive
reflection of a microwave beam and

AIEPHOM OOBEKTE, I'I€ YEI0BEK MOKET UMETh
TaKOH AOCTYN K AACPHBIM MaTepuasiam,
KOTOPBI NpeqoCTaB/IAET BOSMOXHOCTH OJIS
XHIIICHUS,

y4eT ¥ KOHTPo.1b MaTepuasioB (CYuK) - cuctema

IPOBEPKH KOJIHIECTBA U Pa3MEILCHUS
CTIeUAJIbHBIX SIAEPHBIX MaTEPHAJIOB BHYTPH
00beKTa, B TOM 9HCJIe HAOIONEHIE 3a
MaTepHaJiaMi H UX YUET B ONEPaTUBHOM
pexunme.

HA0 M0 ieHAe 32 MaTepuasaMi - c6op

UHAOPMALHH C MOMOIIBIO YCTPOHCTB HIIH
HaOJIFOAArOIIEr0 IEPCOHATIA C LEJIBIO
00HAPYXEHHSI HECAHKIIMOHNPOBAHHOT' O
NEPEMEILEHUS IOEPHBIX MaTEPUAJIOB,
BMEILATE/IBCTBA B MEPHI COXPaHEHUS
MaTepuasioB, panbcuuKanuyu MHQOPMALIH,
OTHOCSIIEHCS K Pa3MEIIEHHIO ¥ KOJTHIECTBY
SIACPHBIX MaTEPHAJIOB, H BMEIIATE/IbCTBA B
paboTy npubopoB, 00€CIIeYHBAIOIIUX MaPaHTHH
6€30MacHOCTH.

nponexyphl 1o HADTIOIEHHIO 32 MaTeprHaIaMH -

MeEphi, 00eCeYUBaIOILUE TAPAHTHH TOT'0, YTO
COAEPXKALIKil CIelUa /IbHbIE SIACPHbIE
MaTepHaJIBl YIaCTOK HAXOAUTCA MO/
HaOJTIOIEHHEM 110 MEHBLIEH Mepe MBYX

o012 ar0NIHX TOMYCKOM 1
KBaM(PUIHPOBAHHBIX JIUL, KOTOPBIE MOT'YT
OIHOBPEMEHHO BBIIOJIHATE APYrylo paboTy, HO
CriocOOHBI BOBPEMSsI IOAATh CUTHAJI TPEBOT'H,
9TOOBI IPEIOTBPATHTD HECAHKIIMIOHAPOBAHHOE
H3BSITHE HJIH UCIIOJIF30BAHNE B HE3aKOHHBIX
nesiax JAM wom nUBEPCHOHHBIN aKT MO
OTHOLICHUIO K JIM..

MYJIBTHIJIEKCOPHBI 6JIOK YIIPaBJICHHS.

MI’]KPOBOJ’IHOBblﬁ OoTpaxKaTteJjb - IJIOCKad

METAJJIHYCCKAA NOBCPXHOCTD UJIA CCTKA,
npé€aHa3navcHuad 419 NaCCHBHOI'O OTPAXK CHUA
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used for the purpose of directing the
beam.

microwave sensor - an active intrusion
detection sensor which transmits
microwave signals and detects
changes in the signal caused by a
moving object.

mitigating - reducing the severity or
harshness of a situation.

monochrome signal - a television signal
without color information.

monostatic - refers to an active intrusion
detection sensor in which the
transmitter and the receiver are
together, either the same or nearly
coincident. (See also bistatic.)

MPCA - Material Protection, Control, and
Accounting (See safeguards.)

multiplexer - a device that allows two or
more signals to be transmitted
simultaneously on a single carrier
wave, communications channel, or
data channel.

multiplexing - a signaling method using
wire or radio characterized by the
noninterfering transmission of more
than one signal over a communication
channel.

MUX - multiplexer.

nuclear material - any fissile or fertile
material used in nuclear reactors.

MHKPOBOJIHOBOTO IyUKa U MCHOJIb3YIOLIASICS
IJ1sI HAaIPaBJICHHUS MyYKa.

MUKPOBOJIHOBBIA JATYHK - aKTUBHBIA TaTYNK
OXPaHHOH CHTHAJIM3AalMH, NePENArOMuH
MUK POBOJIHOBBIC CUT'HAJIBI M OOHA PYKHBArOLIHil
U3MEHEHUA B CUTHAJIE, 00YCJIOBJICHHBIE
NEePEMELIAOMUMCS] O0BEKTOM.

CMATYEHHE - NOHH K CHUEC CCPBC3HOCTH UITHA
KCCTKOCTH CHTYalUxH.

MOHOXPOMHDIM CUraaj - TB cursasi, He Hecymii
uHPOpMAIUH O IBETE.

MOHOCTATHYECKHH - aKTUBHBI NaTYUK OXPaHHOMN
CHTHA/IM3aL1H, B KOTOPOM NEPEHAIOIIEE U
IPUEMHOE YCTPOHCTBA HAXOOSTCA BMECTE H
SIBJIIFOTCS. MJTH OJHUM H TEM XK€ YCTPOUCTBOM,
WJIM IOYTH COBMAZAIOIINAM (CM. TaKXe
OHCTATHYECKHI).

C3Y u K - 3ammra, yueT 1 KOHTPOJIb SAEPHBIX
matepuasios (cm. IapanTtum).

MYJIbTHILJIEKCOD - YCTPOICTBO, MO3BOJIAIOLIEE
nepeaaBaTh OMHOBPEMEHHO /iBa Wi GoJiee
CUTHAJIOB 110 OHOM HECYIUEH BOJIHE, KaHATy
CBSI3U WJIH KQHAJTy JaHHBIX.

MYJIbTHIUICKCHPOBAHHE - METO[ IepeAadn
CHTHAJIOB MO PAHO WJIH N0 IPOBOAAM, KOTOPbIH
XapakTepu3syeTcs nepenaueii 6e3 nomex dosee
OIHOrO CUr'HaJIa IO KaHAaJy CBSI3H.

MUX - MyJIbTHIUTEKCOP.

N

ADEePHbIH MaTepHa - 000 gestauics
MaTEpHAJI UJIH MATEPHAI IS IACPHOrO
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nuisance alarm - an alarm that occurs
when the sensing device is operating
normally but that is not caused by an
unauthorized action. For example,
wind, snow, or birds may cause
nuisance alarms.

BOCIIPOH3BOACTBA, HCIOJIB3YIOMHUNHCS B SIIEPHBIX
peaxTopax.

CHI'HAJI TPEBOr'| M3-3a BHEIHUX NOMeX - CUI'HAJI,
IIPUYNHOH KOTOPOIO HE SIBJIIETCS
HECAHKIMOHUPOBAHHOE EHCTBUE,
BO3HHKAIOLIHH, KOrja AaT9ukK (PyHKIUOHHPYET
HOpMaJsibHO. Hampumep, BeTep, cHer wym OTULBI
MOT'YT NOCJTy XHUTb IPHYUHOH CUIHAJIOB TPEBOTH
13-34 BHCHIHHX IIOMEX.

nuisance alarm rate (NAR) - the expected wyacToTa CHrHAJI0B TPEBOTH H3-32 BHEILIHHX

rate of alarms from an intrusion
detection sensor which can be
attributed to known causes unrelated
to intrusion attempts.

offset - the distance on the ground
surface, measured from either the
transmitter or the receiver in the
direction of the line of sight, in which
an intruder can crawl under the beam
of a microwave sensor undetected.

offsite - the area outside the plant’s or
facility’s land boundaries, not just
exterior to the buildings.

on-site -the area within the plant’s or
facility’s land boundaries, not just
interior to the buildings.

outriggers - the angled strands of wire at
the top of a fence.

outsider - a person who does not have
official business with the facility nor
has been granted routine access to a

noMex - OXXHaeMas 9acTOTa CUTHAJIOB OT
OaTYMKOB OXPAHHOH CHI'HAJIH3ali, KOTOPHIE
MOT'YT OBITH OTHECEHBI Ha CUET H3BECTHBIX
HNPHUYHH, HE HMEIOIHMX OTHOILEHHS K NONBITKAM
TMPOHHKHOBEHHUSL.

O

MEpPTBaA 30HA - PaCCTOSHHE 110 MOBEPXHOCTH
3€MJIH, OTMEPEHHOE OT NEPEHAROILET0 UITH
IPUHAMAIOIIET O YCTPOICTBA B HANPaBJICHAH
JIMHUH DPSIMOH BHAUMOCTH, I'I€ HaPYLINTEJIb
MOZKET NPONOJI3TH MO JIyIOM
MUK POBOJTHOBOI'O JATUHKA HE3aMEUEHHBIM.

CHAPYKH MNEPUMETPA - YIACTOK 3a NPEAcIaMH
I'PAHMLBI TEPPUTOPHH NPEONPUSITAST HITH
00BeKTa, a He NPOCTO MPUJIETAFOIIHI K
30aHHSIM.

BHYTPH NePHMETPA - y4acTOK B Ipefaesax
I'PAHUIBI TEPPUTOPHHU NPEANPUATHS HJIH
00BEKTa, BKJIFOUAS BHYTPEHHHE NOMEILECHHS H
TEPPUTOPHH, IPUJICTAIONINE K 3MaHHAM.

KO3bIPbKH - YCTAHOBJICHHBIC MO YIJIOM PSIbL
TIPOBOJIOKH IO BEPXY Orpa’kKICHHS.

MOCTOPOHHHM - YEJIOBEK, KOTOPHIH HE HMEET
HUKaKOU ohuIHaIbHON IPHYUHBI U1
HAXOXEHHSI Ha 00BEKTE ¥ KOTOPOMY He OblJI

July 1995

31



English/Russian

Glossary of Physical Protection Terms

program, operation, facility, or site; a
person who is not authorized to enter
a protected or vital area.

overburden - a cover of dirt or rocks
above a sensitive area to protect it
from attack; access delay.

overt - an action that is open and not
concealed. An attack using explosives
would be an overt attack.

Pp - probability of detection of an

intrusion.

Pg - probability that an intrusion

detection sensor will sense an
unauthorized action.

pan/tilt mount - an electromechanical
device used for remote CCTV camera
field of view positioning,.

PAS - primary alarm station.

passive - refers to a communication link
which carries a signal only when an
alarm occurs.

passive infrared sensor - a passive
intrusion detection sensor which
changes infrared energy (heat) over
background levels.

passive sensor - an intrusion detection
sensor which produces no signal from

BBIZIaH AONIYCK, NO3BOJISIOMHUI TOCTYH K KaKOh-
Jmub0 nmporpamMme, oneparun, 00beKTy HIIH
npeanpusTHio M3; yes0BeK, He UMEHOIIHil
IOMyCKa B 3AINUILEHHYIO UJIA KPUTHUYECKYIO
30HY.

HACBINb - MOKPHITHE U3 3€6MJIH HJIH KaMHEH Ha|
0CcO00BAXHBIM YUYaCTKOM [JUTSI 3aIUTH €0 HA
cJydJail aTaku; CpeACTBO 3aAEPXKKH NOCTYIIA.

ABHOE - [ICHCTBUE, HE ABJIAIOLICECS TalHBIM HJTH
3aMaCKHPOBAHHBIM. ATaka ¢ HCIOJIb30BaHHEM
B3pBIBUATHIX BEIIECTB MOXKET CJIYXKHUTh
IIPEUMEPOM OTKPBITOH (IBHOM) aTakH.

P

P, - BEPOSITHOCTb OGHAPYKEHHSI IPOHHKHOBEHHUS.

P, - BEpOATHOCTD TOrO, 9TO AATYMK OXPaHHON
CHT'HAJTH3AIHY CPEearnpyeT B CIJIydae
HECaHKIMOHHPOBaHHOH aKIUH.

DAHOPAMHAA FOJIOBKA - JJICKTPOMEXaHUIECKOE
YCTPOMCTBO, HCHOJIB3YEMOE TIPH YIIPaBJICHUH
MUCTAaHIMOHHON KaMepoli CHCTEMBI 3aMKHYTOI'O
kabesbHOoro TB.

NEePBUIHAS CTAHIAA OXpaHHOﬁ CUrHaImn3anvu.

IACCHBHOE - OTHOCUTCA K 3BEHY JIMHUH CBA3H,
KOTOPBIil IEpenacT CUrHaJl TOJIBKO B CJIydae
TPEBOTH.

NacCHBHbIA HH(DPAKpPaCHbIM NATYHK - TACCHBHBIN
OaTIHK OOHAPYXKEHUS IPOHUKHOBEHNUS,
ONPEJISTIOIHI H3MEHEHUS SHEPruu (Temnsia) B
nHAPAKPACHOM AMANA30HE MO OTHOIIECHHIO K
(POHOBBIM YPOBHSIM.

NACCUBHBIA JATUYHK - JaTINK OXPAHHON
CHI'HAJIM3AI{H, HE UCTIOJIb3YIOHI CHIHA
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a transmitter but simply detects
energy emitted in the proximity of the
sensor. (See also active sensor.)

path - any physical route taken by the
adversary.

performance criteria approach -
specification of a physical protection
system in terms of the performance
expected from it. (See feature criteria
approach.)

performance test - an equipment test
designed to evaluate its functioning.

perimeter - an isolation zone around a
protected area.

PETN - a solid explosive.

physical protection - measures for the
protection of nuclear material or
facilities designed to prevent
unauthorized removal or sabotage.

physical security -

a. the use of locks, guards, badges,
alarms, procedures, and similar
measures (alone or in combination) to
control access to nuclear material or
facilities.

b. the measures required for the
protection of nuclear material or
facilities from espionage, theft, waste,
fraud, abuse, or damage by accident,
fire, and environmental hazards.

physical security plan - a facility-specific
document (or group of documents)
that gives a comprehensive description
of the measures employed for the
physical protection of property,
information, equipment, nuclear

nepenaTyrka, KOTOPBIi MPOCTO OOHAPYKUBAET
JHEPTHIO, N3TyIaEMYIO B 30HE ACHCTBHS
faTanka (CM. TAKKE AKTHBHBIH NATUYHK).

MapLIPYT - J1r000i IyTh, MO KOTOPOMY CJICOYET
HAPYIIHUTETb.

NOJIX0 HA OCHOBE Pa0OYNX XapAKTePHCTHK -
TexHndeckue TpedboBannst Kk CD3, OCHOBaHHBIE
Ha OKHAAEMBIX OT Hee pabouHuX XapaKTepHCTHK.

[IPpOBEpPKa paboTOCHOCOGHOCTH - HCIIBITAHHE
000opynoBaHUs, TPENHAZHAUCHHOE /1T OLEHKH
ero PyHKIHOHUPOBAHUA.

nepuMeTp - H30/IMPOBAHAAA 30HA BOKPYT
3aIMUINCHHON 30HBL.

PETN - tBepnoe BB.

(pu3HUecKas 3aMTA - MEDHI 10 3aLIUTE INEPHBIX
MaTepHaJIOB WJTH OOBEKTOB, IEJIbI0 KOTOPHIX
ABJACTCA NPCaAOTBPAILLICHUE
HECAaHKIMOHHPOBAHHOI'O U3BSITUS HJIH JUBEPCHH.

obecneuenne (hn3AUecKoil 6€30NaCHOCTH

a. HCIIOJIB30BAHKME 3aMKOB, OXPaHBI,
yAOCTOBEPEHUH JIMYHOCTH, aBAPHHHOM
CHI'HAJIM3AUHMH, IPOUEAYp U IPYIHX MOomoOHBIX
Mep (110 OTHEIPHOCTH HJIH B KOMIUJIEKCE) U1
obecrnieucHrsI KOHTPOJISL JOCTYNA K SIEPHBIM
MaTepuaJiaM Ui O0BEKTaM.

6. Mepbl, HeOOXOAMMBIE /1 3aLUUTH IACPHBIX
MaTEpPHaJIOB H OOBEKTOB OT LINMHOHAXKA,
XULLIEHAUS, TIOPYH, HOANEJIKH, HENPABHIIBHOTO
oOpaieHus W/ HaHeCeHHs ymepba mpu
aBapuH, 1oXape 1 CTHXHIHBIX OeACTBUAX.

ITonozxkenue 06 odecneuenun (PU3HYECKOH
0€30MaCHOCTH - JOKYMEHT (HJIH KOMILJIEKT
AOKYMEHTOB) AJIS1 ONPEAEIICHHOTO O0BEKTa,
BKJTFOUAIOIIHI OJTHOE ONUCAHUE MED, NPHHSTHIX
it obecneueHns (pu3ngeckoit 3aImThl
MMYIIecTBa, HHPOPMAIHH, 060PyIOBaHHS,
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materials, and other assets of national
interest.

PI - minimum cumulative probability of
interception; the cumulative
probability of detection from the start
of an adversary path to the point
determined by the time available for
response (TR).

PIDAS - perimeter intrusion detection
and assessment system.

piezoelectric effect - a property of an
asymmetric crystal, such as quartz,
rochelle salt, tourmaline, or various
synthetics, that delivers a voltage
when mechanical force is applied to its
faces.

PIN - personal identification number.

PIR - passive infrared.

point detector - an intrusion sensor
which has a relatively small detection
region usually located close to the
sensor.

portal monitor - any electronic
instrument designed to perform scans
of items, personnel, and vehicles
entering or leaving a designated area
for the purpose of detecting weapons,
explosives, and nuclear material (See
explosives detector and
magnetometer).

ported - refers to a cable having closely
spaced, small holes or gaps in the
shield that allow RF energy to radiate.

ANEPHBIX MATEPHAJIOB U APYIHX HEHHOCTE,
NPECTABJILIONINX HHTEPEC AJ1s1 BCelt HALHH.

P1 - MuanMaJIbHAsE KyMYJIATHBHAS BEPOSTHOCTD
NepexBaTa; KyMyJISITHBHAS. BEPOITHOCTD
o0HapyXeHusI OT HavaJia MapuipyTa
HAPYILIUTEJIA 10 TOUKH, ONPEAC/IAEMOR
IPOAOJIKHATEIBHOCTBIO BPEMEHHU, UMEIOLIET0Cs
IJ1 pa3BOpavYMBaHuA OTBETHBIX AckcTBHl (TR).

COIIIIO - cucTeMa OXpaHHOH CUTHAIH3ALKH 1
OLICHKH CHTYALHH 110 EPHMETPY.

be303JIeKTpuYecKuii 3(hekT - cBoiCTBO
aCHMMETPHYHOTO KPHCTA J1a, KaK, HAIlpUMeD,
KBapla, CETHETOBOI! COJIH, TYpMaJIiHA HJIH
Pa3JIMIHBIX CHHTETHYECKUX KPUCTAJIIIOB,
COCTOSIIEE B CIIOCOOHOCTH CO31aBaTh
JIEKTPUYECKOE HANIPSI K EHUE NTPY MPHUJIOXKCHIA
MEXaHUYECKOr0 YCHJINSA K UX TOBEPXHOCTSIM.

JIMYHbIA HOMEP - I€PCOHAJIBHBIN
HACHTH(DUKANHOHHBI HOMEP.

NacCHBHBIA MH(PPAKPACHBIM.

JIOKQJIbHbII AETEKTOP - JaTIUK OXPaHHOM
CHUTHAJIH3aIMH, HMEIOLIHH OTHOCHTEIbHO
HEOOJIBIIYIO 30HY ACHCTBUSA, OOBIYHO
PacnoJIOXKEHHYIO BOJIU3H OT HErO.

NOPTAJIbHBbIIA MOHHATOP - JIFO00MH 3JIEK TPOHHBIH
npudop, NpeaHa3HAYECHHDIN U1 CKaHHPOBAHU
IPEeaMETOB, IEPCOHAJIA ¥ TPAHCIOPTHBIX
CPEACTB, BCTYMAIOIMX B ONPENEICHHYIO 30HY
UM TIOKHJIAIOIUX €€, C IeIbt0 O0HAPYXKEeHHsI
OpYXHs, B3pBIBUATHIX BELIECTB U SIACPHBIX
MaTepuaJios (cM. gerekTop BB u
MAarHuToOMeTp).

m3nyvyaromui (nmepdpopupoBannblii) Kadesn -
KabeJip ¢ pacnoyIOKEHHBIMH OJIN3KO APYr K
OPYTY OTBEPCTHSIMH UJTH IPOMEXYTKaMH B
IKpaHUpyIoiell 0OMOTKE, KOTOPHIE MO3BOJISTIOT
U3J1ydaTh PaguOCHIHAJL
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positive feature - an element of a
physical protection system that has a
predictable, effective level of
performance.

positive personnel identity verification -
examination of a unique physical
characteristic, such as voice, eye
pattern, or fingerprint, of a person to
compare with stored data. If the data
match, the person's identity is verified.

PPS - physical protection system.

priority - a measure of the importance of
a particular alarm relative to site
security.

primary event - an event considered to be
the cause of other events but which
itself has no developed cause; the first
step in a logic tree. A primary event
may be a basic, an undeveloped, or a
developed event.

probability of detection (Pg) - the

likelihood of detecting an adversary
within the zone covered by an
intrusion detection sensor.

protected area - a specifically defined
area, enclosed by one or more physical
barriers, to which access is controlled.

protective force - the guard force at a
nuclear facility whose responsibility it
is to respond first to an adversary
attack.

MO0JIO3KHATEIbHOE KAYECTBO - JJIEMEHT CUCTEMBI
hU3HUECKON 3aUThI, UMEFOLHI
IpencKa3yeMble BBICOKHE padoune
XapaKTEePHCTHKH.

MOATBEPKIeHHEe 0/ UTHHHOCTH JIMYHOCTH
COTPYIHHKA - MPOBEPKA TAKUX YHHKAJIBHBIX
pu3nUeCKUX XapaKTepUCTUK, KaK I'0JI0C,
PHCYHOK KPOBEHOCHBIX COCYZIOB I'JIA3HOTO AHA
HJIM OTIIEYATOK [TAJIBHEB 4EJIOBEKA [
CPaBHEHS C JaHHBIMH, XPaHAIUMHUCS B 6a3e
nasebiX. [Ipw mOsIOXHTEIBHBIX pe3yJibTaTax
CPaBHEHMS NOATBEPXAAETCA NOATHHHOCTD
JIMIHOCTH IE€JIOBEKA.

CD3 - cucreMa (hu3HIECKOIl 3ALUTHL.

NPHOPHTET - MEpa BaXXHOCTH KOHKPETHOr'O
aBapuitHOro curHasa aJist 6e300acCHOCTH BCETO
00BeKTa.

nepBUYHOE COObITHE - COOBITHE,
paccMaTpuBaEMOe B Ka4eCTBE MPUIHHBI PYTHX
COOBITHIA, HO KOTOPOE CaMo 10 cebe HE HMEET
00OCHOBaHHO! ITPUYHMHBI; IEPBHIH 11ar B
JIoru9IeckoM aepese. llepBuaHoe cOOBITHE
MOKET OBITH OCHOBOIOJIArAFOINUM, HEPa3BHTHIM
WJTH Pa3BUTHIM COOBITHEM. '

BepPOATHOCTH 0GHapyxeHAA (P,) - BEpOITHOCTD
O0HAPYKEHHSI HAPYLIUTEJ1 BHYTPH 30HBI
edCTBUS AATYNKA OXPAHHOH CHrHAJIH3AIHH.

3aIUUIIEHHAA 30Ha - CIECLHA/IbHO TIOMEYCHHAA H
OrOpOXEHHas OMHIM Ui GoJiee pU3NIECKUMH
3arpaxaICHUsIMH 30Ha, TOCTYI B KOTOPYIO
KOHTPOJTHPYETCSI.

CHJIBbI CJIyK0bI 06€30TIACHOCTH - CHJTBI OXPAHbI Ha
SIIEPHOM OOBEKTE, B UbH O0I3aHHOCTH BXOIUT
IIEPBBIMU HAHECTH OTBETHBIH yAap B CJIydae
aTaku,
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psychotic - an insane person who acts in
an irrational manner.

PTZ - refers to a pan-tilt-zoom equipped
camera.

quiescent - refers to the state of an active
intrusion sensor when there is no
movement in the detection zone.

radio-frequency interference (RFI) -
undesired radio frequency signals that
compete with desired signals in
amplifiers, receivers, and instruments.

radiological sabotage (sabotage) - an
adversary act intended to stop a
nuclear plant from operating or cause
the release of significant quantities of
radioactive material.

RDX - a solid explosive.

real time - an observation made at the
time an event is taking place.

real time - a phrase describing the
operation of a computer or a data
processing system in which events are
represented or acted upon as they
occur.

rebar - steel reinforcement bar used to
reinforce heavy concrete walls.

NCUXHYECKH 00JIbHOH - YEJIOBEK ¢ HAPYIIICHHOM
HCUXUKOH, NEHCTBUS KOTOPOro NPpOTHBOPEYAT
30PaBOMY CMBICITY.

PTZ - 0THOCHTCS K KaMepe, OCHAIEHHON
HNOBOPOTHOH I'OJIOBKOH ¢ TpaHC(POKATOPOM.

Q

CTATHYECKHH - ONMCHIBAET COCTOSHHE AKTHBHOIO
OaT9HKa OXPaHHOM CUIHAJIM3aLUU B TO BPEMH,
KOraa B 30HE €ro JIEUCTBUSI BCE CIIOKOHHO.

R

pauEonoMexa - HexXeJlaTeIbHbe PaAH0IaCTOTHBIC
CHI'HaJIbl, KOHKYPHPYIOIIHUE C NOJIC3HBIM
CHrHaJIOM B paboTe yCHAHTEe e, IPUEMHHKOB U
HHCTPYMEHTOB.

PaaMoJIoruuecKas qIuBepcus (quBepcH) -
NEUCTBHE HAPYIINUTEJIS C LEJIbEO MPEKPAICHUS
paboTel AAepHOro 00BEKTA HITH BBIOpOCa
3HAYUTEJIPHOr0 KOJIMIECTBA PAaAHOAK THBHBIX
MAaTepHaJIoB.

RDX - tBepnoe BB.

pexKHUM peasibHOro BpeMeHH - HabJ noeHue,
neJ1aeMoe B TO BpeMSI, Korga coOpIThe
IPOMCXOAUT B PEAJIbHON AEHCTBUTEJIBHOCTH.

peEUM peasIbHOro0 BpeMeHH - ONHCaHNE
OTIEpALUK KOMIIBIOTEPA UJIH CUCTEMBI
00paboTKH JaHHBIX, B KOTOPOH COOBITHS
MPEACTaBJISIOTCS HJIM C HUMH IPOAEJIBIBACTCS
orepanys B TO BpeMsi, KOrla OHH PEasIbHO
IPOHCXONAT.

apMaTypa - CTaJIbHOH NPYTOK, UCHOJIb3yEMBbIH
AJ11 ApMUPOBAHHS XKEJIE300€TOHHBIX CTEH.
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a detected object is human, animal, or
some other object. (See detection and
identification.)

repeater - a radio device which

retransmits received signals for the
purpose of extending transmission
distance or overcoming obstacles.

resolution (horizontal) - the number of

independently resolvable elements in
three-fourths of the picture width. Itis
most easily and frequently measured
with the aid of a resolution chart, with
the resolution units specified in TV
lines. Horizontal resolution depends
upon the high-frequency phase and
amplitude response of the camera,
transmission system bandwidth, and
the monitor, as well as the size of the
scanning beams in the camera image
tube and monitor.

resolution (vertical) - the number of

independently resolvable elements in
the picture height. It is most easily
and frequently measured with the aid
of a resolution chart with the
resolution expressed in TV lines.
Vertical resolution is primarily fixed
by the number of horizontal scanning
lines per frame, generally considered
to be about 350 TV lines in a 525 scan
line system.

response - the element of a physical

protection system designed to
counteract adversary activity and
neutralize the threat.

recognition - the positive assessment that y3nasanue - HecoMHeHHasI OLEHKa

o0HAPYXEHHOr0 OOBEKTA KAK UEJIOBEKA,
*KMBOTHOT'O WJIM KaKOro-Jmbo qpyroro
npeaMeTa (CM. Takxe 0GHApPYKEeHHE H
uneHTH(pUKaNUA).

PETPAHCIIATOP - paANOCTAHIUA, KOTOpada

MIOBTOPSET IOJIy9EHHBIC CHIHAJIBI, KOrga OHa
SBJIAETCSI NPOMEXYTOYHOH CTaHIMEH
panuopesieiHON JIMHUH HJTH KOT1a €CTh
HeOOXOAUMOCTE B IPEOIOJICHUH NIPENSITCTBHUIL.

pa3pemanmasn crioco6HOCTh (ropu30HTAIbHAA)

- YUCJI0 HE3aBUCUMO Pa3JIMYNMBIX JJIEMCHTOB
Ha 3/4 wmpunsl n3o00paxenus. Pa3pemaronias
crnocoOHOCTD OLIEHUBAETCA ¢ TOMOLUBIO TB
HCIBITATEIBHOM TaBIMIBI IO YHCITY
TEJIEBU3MOHHBIX JIMHHH. ['OpH30HTa/IbHAS
pa3peraromas CliocCOOHOCTh 3aBUCHT OT
BBICOKOYACTOTHOH (ha3sl ¥ aMIJIUTYAHO-
YaCTOTHON XapaKTEPUCTHKH KaMeEpHI,
auana3oHa pabouYnx 9acTOT Nepenaromeit
CHCTEMBI H OT MOHHTOPA, a TaKXe OT pa3Mepa
CKaHUpYHOIHX Jiyueil B nepenaroweit JIT u B
MOHHTOPE.

pa3pelianias cnocofHOCTh (BepTHKAILHASA) -

YHCJIO HE3aBHCHMO PA3JIMYUMBIX JJIEMEHTOB 110
BBICOTE M300paxkeHus. Paspemaromas
CMOCOGHOCTD OLEHUBAETCS ¢ moMoIb0 TB
UCIBITATeIBHON TaOJIHIBI IO THCITY
TEJICBH3UOHHBIX JIHUN. BepTukasibHOe
pa3pelIeHie B OCHOBHOM (DHKCHPYETCS TI0
YHCJTy CTPOYEK B Pa3BEPTKE Ha KaXK bl Kazap,
KOTOpO€ OOBIYHO cunTaeTCs paBHBIM 350
TEJICBU3HOHHBIM JIHHUSIM B CHCTEME C 525-
CTPOYHOH pa3BEPTKOM.

OTBETHbDIC IIEﬁCTBHiI = JJICMCHT CUCTCMBI

(PU3NIECKON 3aIUTHI, HA3HAYEHHEM KOTOPOro
SIBJISIETCSI IPOTHBOACHCTBHE ACATEIBHOCTH
HAPYLIUTENECH U HEUTpaM3aud yrpo3bl.
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response force - the guards that respond
immediately to counter the threat of an
adversary. '

response time - time between verification
of an alarm and interruption of an
attack.

RF - radio frequency.

RF shield - an object, such as a metal
building, which will attenuate an RF

signal.

roll - the vertical movement of an image
on a monitor as the result of a
temporary loss of vertical sync,
frequently present in nonsynchronous
switching systems.

roll test - rolling through an intrusion
sensor’s expected detection zone to
determine whether or not it is
functioning properly.

run test - running through an intrusion
sensor’s expected detection zone to
determine whether or not it is
functioning properly.

sabotage
a. industrial - any deliberate act, not
involving radiological or
toxicological releases, which could
have unacceptable impact to
programs.

b. radiological - a deliberate act
directed against a nuclear material
facility or its components, or a

CHJIbI OTBETHOIO EHCTBHA - IEPCOHAJ OXPAHBI,
HEMEIJICHHO IPEITPHHAMAIONIHH OTBETHEIE
neiiCTBUS, HATPABJICHHBIE Ha OTPAXEHHE
YrpO3bl, HCXOASAIEH OT HAPYIIUTEIS,

BpeMs OTBETHBIX JIEHCTBHH - IEPHO BPEMEHH,
IPOXOAAIIHI MEX Y IIOATBEPXKACHUEM
HOAIMHHOCTH TPEBOTH H OCTAHOBKOH aTaKH.

4yacToTa paaqruoBOJIH

paaHoYaCTOTHBIN 3KPaH - TaKoi 0OBEKT, KK,
HaIpUMEp, METAJJIAUECKOE 3MAHUE, KOTOPBIi
0cJ1a0NIgeT paguoCHIHAL.

CKOJIbJKCHHE - BEPTUKAJIbHOE BUKCHHE
n300paXK€eHHs HA MOHUTOPE B pE3YJIbTATE
BPEMEHHOT'O HapyLIEHU BEPTHKAJIbHOU
CHHXPOHH3AIIUH, YaCTO IPUCYTCTBYIOLIEE B
HECHHXPOHHBIX KOMMYTATOPHBIX CHCTEMAX.

HCIbITAHAE NPOKATHIBAHMEM - IPOKATHIBAHHE
yepe3 IPOSKTHYHO 30Hy ACHCTBHA NaTuuKa,
9TOOBI ONPEAE/UTD, (PYHKIHOHHPYET JI OH
HOPMAJIBHO.

HCOBbITAHNE HAa npoder - npober uepes
NPOEKTHYIO 30HY OCHCTBHUS QaTUNKa, YTOOBI
OIIpENEsUTh, (DYHKIIHOHHPYET JI OH
HOPMAJIBHO.

S

JABEPCHA

a. NPOMBIIJICHHAS - JTFOO0E HAMEPEHHOE
neificTBue, He BKJIFOYAIOIIE
PaOHOJIOrHIECKOr0 HJIIH
TOKCHKOJIOTHIECKOI'0 BBIOpOCa, KOTOPOe
MOXET UMETH HENPUEMJIIEMOE BO3ICHCTBIE
Ha TIPOrPaMMBL.

6. pammosorgueckas - Jo00oe HaMepeHHoe
neHcTBHE, HATIPABJICHHOE IPOTHB OOBEKTA C
SAACPHBIMH MaTCpHUaJjIaMil HJI HX
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nuclear material or weapon
shipment, which could cause an
uncontrolled release of radiation or
radioactive material.

c. toxicological - a deliberate act
directed against hazardous
materials stored, produced, or used
at facilities which could cause a
release of a toxic substance that may
adversely impact the health and
safety of the public, employees, or
the environment.

safeguards - an integrated system of
physical protection, material
accounting, and material control
measures designed to deter, prevent,
detect, and respond to unauthorized
possession, use, or sabotage of nuclear
materials.

SAS - secondary alarm station, the
alternate or backup location for alarm

presentation in the event the CAS is
disabled.

SAVI - System Analysis of Vulnerability
to Intrusion; a dynamic analytical
model.

scenario - an outline of a sequence of
events by which an adversary may
achieve his objective.

scrambling - processing a radio signal to
make it unintelligible to a receiver that
does not have the proper decoder.

sector - a defined portion of the PIDAS
that may have multiple sensors and
dedicated CCTV coverage.

KOMIOHEHTAMH, HJIH IPOTHB TPaHCIOPTA C
SIAEPHBIMH MaTE€PHAJIAMH HJIH OPYKHEM,
KOTOPBIH MOXET HPHBECTH K
HEYIIPABJIIEMOMY BBIOPOCY paiHaliu HITH
pPagroaKTHBHOIO MaTepHaJa. _

B. TOKCHKOQJIOTHYECKAs - MPOU3BOJIbHBIH aKT,
HAIIPaBJICHHBIH IPOTUB XPAHALIUXCH,
IPOU3BOAMMBIX HJTH HCTIOJIB3YEMBIX Ha
00BEKTax BpeHBIX MAaTEPUATIOB, KOTOPBI
MO ET IPHBECTH K BEIOPOCY TOKCHIHOTO
BEILECTBA, KOTOPOE MOXET 0Ka3aTh
OTPULATEJIBHOE BO3ACHCTBHE HA 300POBbE H
6€30MacHOCTDb HACEJICHUS H COTPYAHHUKOB UJIU
HA OKPYXAaIOIIYIO Cpeay.

rapaHTHH - KOMIJIEKCHAg CHCTeMa (PU3HIECKON
3aIIUTEI, YU€Ta MaTEPHAJIOB H MEPOIPUATHI 1O
KOHTPOJIKO MATEPHAJIOB, IPEIHAa3HaYEHHAsd AJ1d
COEP KUBAHNS, IPEAOTBPAILCHUI, O0HAPYXKEHU
¥ IPOTHBOACHCTBUSI HECAHKIHOHHPOBAHHOMY
3aXBaTy, UCTIOJIB30BAHUIO HJTH QUBEPCHH 1O
OTHOIIICHHIO K SIACPHBIM MaTepHaJIaM.

BTOPHYHAN CTAHUMA ABAPAHHON CArHAIM3aNUN.

SAVI - cucrema aHa/M3a yI3BUMOCTU K
IIPOHMKHOBEHHIO; TMHAMUYHAS aHAJMTHICCKAs
MOJIEJTb.

CHEHAPHIA - CXeMa MOCICA0BATEBHOCTH COOBITHIA,
CJIEAYS KOTOPOi HApYIIUTE b MOXET
[OCTHTHYTD CBOIl LEJIM.

cKpeMOmpoBaHue - 00paboTKa paauocursasia
TaKuM 00pa30M, YTO €CJIH Yy IPHEMHHKA HET
COOTBETCTBYIOLIEr0 AEKOAHPYIOLIETO
YCTPOICTBA, OH HE CMOXEH €0 IPOUYECTb.

CEKTOP - OIPEIe/ICHHAsI YaCTh CHCTEMBI OXPaHHOM
CUTHAJIH3AIMH 110 IEPUMETPY, KOTOPast MOXKET
OBITh OCHAIIEHA HECKOJIbKHMH JATINKAMHU U
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secure (close) - refers to the security of a
sensor during which no traffic is
permitted through the protected area
and both intrusion and tamper alarms
are displayed at the operators’
consoles.

security - an integrated system of
activities, systems, programes, facilities,
and policies for the protection of
classified information or matter,
sensitive information, nuclear
materials, nuclear weapons and
nuclear weapon components, and
contractor facilities, property, and
equipment.

security area - in general, an area that
requires monitoring of area
boundaries and controlling of
personnel entry.

security communications network - the
procedures and hardware used to
carry communications among
members of the security force during
both normal and emergency
operations.

seismic buried-line sensor - a buried-line
sensor that detects mechanical
pressure, deformation, and vibration
transmitted through the ground burial
medium to the sensor transducer.

seismic disturbances - mechanical
pressure, deformation, or vibration
transmitted through the ground.

seismic-magnetic buried-line sensor - a
buried-line sensor that is sensitive to

CIEUMAIN3HPOBAHHON 3aMKHYTOH KaOeJIbHOM
TB cucremoii.

IITATHOE (I€3KyPHOE) - OTHOCUTCS K COCTOSIHHIO

aT4MKa, KOTAA Yepe3 3allUILECHHYI0 30HY HE
pa3peruaeTcs HIKaKoro NEPEABHXECHUS, H KaK
NAaTINK OXPAHHOM CUrHAJIM3AIMH, TaK U JATYUK
BMEILATEIHCTBA BBIBEICHBI HA MY THTHI
YIIPaBJIEHHS ONEPATOPOB.

0€300aCHOCTD - KOMIIJIEKCHASI cUCcTeMa

Pa3/MUYHBIX BUAOB AEATEIIBHOCTH, CHCTEM,
HIpOrpamMM, YCTAHOBOK M IPABHJI IS 3aLIUTHI
uaGOpManuy OrpaHAYCHHOr0 JOCTYNA B APYTOi
CeKpeTHOH HHPOpMAaLIK HJIM TEMATHKH,
KoH(MpHACHIHATBHON HH(OPMAIIHH, SIOCPHBIX
MaTEPHAJIOB, SIAEPHOTO OPYXKHS H €TO
KOMIIOHEHTOB, 4 TaKXe /15 3alMThl 00BEKTOB,
HMYIIECTBA U 000PYIOBaHH:, IPHHAJICKALIHX
MD wm ero noagpsYuKaM.

KOHTPOJIMpYyeMas 30Ha - TEPPUTOPHS, 32

rpaHALiaMH KOTOpO# HeoOXoauMo HabJITIoNaTh U
BXO[I IEPCOHAJIA Ha KOTOPYIO KOHTPOJTUPYETCS.

ceThb CBA3M CJIyKO0b1 6€30aCHOCTH - IPOLEIYPEI

1 000pYAOBaHUE, UCIOJIB3YIOMIHAECS OIS
OCYIIECTBJIEHUS CBSA3H MEXY CJIyXAaIl{MH CHJI
OXPAHBI BO BPEMs HITATHBIX H HEIITATHBIX
onepanuii.

CEHCMHYECKHHE 3aKJIAXH0H JINHECHHbIA JATUHK -

NOA3E€MHBIH JIMHEHHBIN JaTUMK, PEATUPYIOMHH
Ha MEXaHUYECKOE aBJIcHue, nedopManyio 1
BEGPAIMIO, NEPENALOLIMECS Yepe3 3EMIIIO Ha
npeobpa3oBaTe/Ib NaTIHKA.

celCMHYeCKHEe BO3AEHCTBUA - MEXAHNYIECKOE

maBJienne, nedpopmanust 1 BUOpauus,
TIEPEOAIOIIHECS YEePE3 3EMITIO.

CeHCMOMArHUTHBIN 3aKJIATHOM JTHHEMHDbIN

JATUYHK - IOI3€MHBIH JTMHESHHBIH JaTUYHK,
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both seismic and magnetic
disturbances.

self-test - a feature often available on
sensors which allows them to be tested
readily to determine whether they are
functioning properly.

sensitivity analysis - an examination of
how a system responds when one or
more of its elements are changed.

SNM detector - a device used for
detecting the presence of special
nuclear material; a portal detector.

sensor - a device that responds to a
stimulus associated with an
unauthorized action, such as an
intrusion into a protected area or an
attempt to smuggle contraband
through an entry.

special nuclear material (SNM) - fissile
material in high enough concentration
to be used in the construction of a
nuclear bomb or have potential for
radiological contamination of the
facility or surrounding area.

spoof - to defeat a sensor by means of
any technique that allows a target to
pass through the detection volume
without generating an alarm.

spread spectrum system - a jam-resistant
communication system in which the

pearupyromuil Kak Ha ceficMuJ4eckue, Tak 4 Ha
MAarHUTHBIE BO3ACHCTBHS.

caMonpoBepKa - gacto 100aBisieMoe CBOHCTBO
OaTYHKOB, KOTOPOE MO3BOJISIET JIETKO
IIPOBEPUTH €ro paboTOCIIOCOOHOCTD.

AHAJIN3 YYBCTBHUTCJIBHOCTH - OLICHKA TOr'0, KakK
CACTCMA pCarupyeT Ha H3MCHCHHMA OJHOIO HJTH
HoJ1ee COCTaBJIIIOUINX €€ JJICMEHTOB.

HeTekTop 06HApYKeHUs AHEPHbIX MATEPHATIOB
~ YCTPOKMCTBO, HCIIOJIb3YIOLIESCS It
OOHapyKEHHSI CIeUaIbHBIX SCPHBIX
MaTeprasioB; ycranapiausaercs Ha KIIIT.

JIATYMK - YCTPOUCTBO, pearupyromee Ha IpH3HAKH,
CBSI3aHHBIC C HECAHKI[HOHHPOBAHHBIM
neHcTBHEM, KaK, HallpIMEpP, TPOHUKHOBEHUE B
3AIHIUEHHYI0 30HY HJTH HOMBITKA IPOHECTH
KOHTpabaH/ly Yepe3 KOHTPOJIbHO-IPOIYCKHON
NyHKT,

cnenuanbHbId AnepHbiil MmaTepuan (JIM) -
e SIpics MaTepraJsl B KOHIIEHTPALIH,
HOOCTaTOYHO BBICOKOU I H3rOTOBJICHHS
aTOMHOI GOMOBI: TyTOHMI (32 HCKJTIOUECHUEM
PJIYTOHKSL C IIPOLECHTHBIM COEPKAHHEM
u3orona mwiyTorns1-238 6osiee 80%); ypan-233;
oGoramenssiii ypan 235 wm 233; ypan,
coaepxXauiuil CMeCh W30TOIOB,
BCTPEUAIOMIYIOCS B IPUPOJE (32 HCKJIIIOYEHUEM
BCTpevaromerocs B GopMe pyasl HIH
OCTaTOYHBIX OTJIOXEHHIT); TF060H MaTepHal,
copepXuinuit omuH 1w 6oJiee u3
BBILLIETIEPEYHCIICHHBIX MATEPHAIIOB.

NPpeoa0JIeHHE - MTPEOHOJICHAE AATIYNKA JTHOOBIM
METOLOM, [TO3BOJIAIOIINM HaPyLIUTEIIHO TPOHTH
CKBO3b 30HY OOHAPYXKEHHUS, HE BbI3bIBASI CUTIHAJT
TPEBOI'H.

CHCTeMa ¢ PACIMPEHHbIM CHEKTPOM -
IOMEXOYCTOUHBast CHCTEMA CBSI3H, B KOTOPOii
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transmitted signal is much wider than
the minimum bandwidth necessary to
transmit the information signal.

SSAC - state system for accounting and
control.

stand-off attack - an attack on a facility
without actually entering it, such as
firing a missile from off-site.

stealth - an attempt to defeat a physical
protection system by avoiding or
inactivating its components in order to
prevent detection.

stop action - in recording systems, the
process of electronically holding the
picture at one field or frame.

strategy - the overall method planned by
the adversary to achieve his objectives.

subsystem - a component or group of
components comprising one unit or
fulfilling one function of the physical
protection system.

surreptitious - secret or stealthy,
especially leaving behind no evidence
of penetration or compromise.

surveillance - the collection of
information through devices and/ or
direct observation in order to detect
undeclared movements of nuclear
material, tampering with containment,
falsification of information related to
locations and quantities of nuclear
material, or tampering with IAEA
safeguards devices.

CHTHAJI IEPEHAETCSI B PACTSIHYTOM [MATIA30HE,
ropaszio 6oJiee IMHPOKOM, YEM MHHHMAJIBHBI
AHANA30H, HeOOXOIMMBIH 1S nepeaadu
MHMOPMALMOHHOI'0 CUI'HAJIA.

I'CYuK - I'ocynapcTeeHHas CHCTEMA yUeTa U
KOHTPOJIA.

aTaKa C yAaJ/IeHHOH NO3HIHA - ATaKa Ha O0OBEKT
H3BHE, KaK, HAPUMEP, 3allyCK PaKeThl C MeCTa,
HaXOASILErocyd 3a Ipene/aMH TITOIAIKH,

CKPBITHOE TPOHUKHOBEHHE - TIOMBITKA
IIPEOIOJICHHST CHCTEMBI (DH3UUCCKON 3aIUThI.
u30eras Uy BBIBOIS U3 CTPOSI €€ KOMIIOHEHTHI,
yTOOBI H30€XKaTh OOHAPYKEHHUS.

CTON-KAJP - B 3alHCHIBAIOLIMX CUCTEMAX - MPOLECC
3JIEKTPOHHOTO YOEPXaHud H300pakeHus Ha
OZIHOM TI0JIE MJTH Kafipe.

cTparterus - odmas MeTOOUKA, NJTaHHpYeMast
HApYILINTEJIEM /19 HOCTHXKECHUS CBOSH LS.

MOJACHCTEMA - KOMIIOHCHT HJIH T'PYIIa
KOMIIOHEHTOB, COCTABJITIOLINX OAUH OJIOK HIH
BBITOJIHSIOUINX OHY (DYHKIHIO CHCTEMBI
duznyeckoil 3amUTHI.

TAUHbIA - CEKPETHBIN UJTH HCIIOATHIIKA, OCOOCHHO,
KOr[d HE OCTAETCS HHKAKHMX CJIEA0B
IPOHHKHOBEHHS] HJIH HAHECEHHOr 0 yiepoa.

Ha0moaeHne - cOop HHDOPMALNH C HOMOIIBIO
YCTPOHCTB H/HJTH HENOCPEACTBEHHOT O
HabJTI0/IEHNS € IeJIbIO O0HAPYXKEHUS
HE3a5BJICHHBIX NIEPEMEILCHUH IACPHOTO
MaTepHuaJia, NONbITOK HapYLIEHHU COXPAaHHOCTH,
daapcudUKaLUN JAHHBIX O KOJIMYECTBE U
pa3MeILIECHIH SISPHBIX MaTEPHaJIOB, a TAKXeE
IOMBITOK BMENIATeJIbCTBA B paboTy yCTpOHCTB,

obecrneurBaroIUX rapaHTHH 5€30IMacHOCTH
MATLATD.
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SWAT - special weapons and tactics.
sync - synchronizing.

sync generator - a composite of three
basic functional units: a pulse
generator, a timing reference, and a
comparator/control unit to lock the
pulse generator to the time reference.

synchronization (sync) - in a video
monitor or image tube, the process of
maintaining two or more scanning
processes in phase.

sync pulse - a pulse transmitted as part
of the composite video signal to
control scanning.

tampering - interfere in an intentional,
unauthorized, or undeclared manner
to physically defeat a security device.

OpyZKHe M TAKTHKA CIICHHASHAUCHHS
Sync - CHHXPOHU3UPYIOIIUI.

CHHXPOHHDIH reHepATOP - KOMILJIEKC U3 TPEX

OCHOBHBIX (DYHKIMOHAJIBHBIX OJIOKOB:
UMITyJIbCHOI'O TE€HEPATOPA, 3aAIOIIETO
TEHEPaTOpa U CPABHHBAIOIIET0 KOHTPOJIBHOTO
yCTpOHCTBa A1 CHHXPOHU3AIMH UMITYJIbCHOTO
TeHepaTopa ¢ TAKTOBBIM CHTHAJIOM OT
3aJaI0LIEr0 FeHEpaTOpA.

CHHXPOHM3ALMA - B BuacoMoruTope wm IJIT -

npolece yaepXKaHus ABYX 1y 6oJsiee npoLeccoB
pa3BepTKH B (Pa3ze.

CHHXPOHMILY JIbC - MMITYJIbC, IEPEAaBaEMBbIil KaK

9aCTh KOMOMHIPOBAHHOT'O BUCOCUTHAJTIA TSI
KOHTPOJIS pa3BEPTKU.

T

BMEIIATEIbCTBO - NPCHAHAMEDPCHHOC,

HECAHKLMOHHPOBAHHOE U HE3AIBJICHHOE
BMEILATEIBCTBO B LE/IAX (PU3HUECKOro BHIBOAA
U3 CTPOS KaKoro-jando yCcTpoicTsa,
ofbecneunBarowero 6€30MacHOCTs U
COXPaHHOCTb.

tamper alarm - an alarm that is generated curaasn o nonbITKe BMeNIaTeIbCTBA - CHIHA,

when access doors to sensor
electronics or wire connections are
opened or when the sensor detects a
spoofing attempt.

tamper-indicating circuitry - line
supervisory circuitry on data
transmission lines and switches used
to sense the loss of alarm capability.

reHEPUPYEMBIl B MOMEHT OTKPBITHSA KOPILyCa, B
KOTOPOM HAXOOATCA JIEKTPOHHBIE KOMIIOHEHTHI
JATYHKA HJIM COSIMHEHHS IPOBOIOB, HJIH KOra
AATIMK OOHAPYKUBAET NONBITKY
ae3uHgOopMaLuH.

nemuy ¢ HH)IHKaIIPICﬁ OONbITOK B3J71I0MA -

3aMKHyTas LEMb CUIHAJIM3AME Ha JIMHUSIX
nepeaad JaHHBIX H KOMMYTAaTOpax,
UCTIOJIb3yeMasi [JId HHAMKALUH TOTCPU
IATYHKOM CIIOCOOHOCTH T'€HEPHPOBATH
aBApUHHBIA CHUrHAJL
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tamper-indicating device - a device that  ycTpoiicTBO ¢ MHIHKan@eil HONBITKH B3JIOMA -
may be used on items such as YCTPOICTBO, KOTOPOE MOXKET HCIIOJIb30BATHCS Ha
containers and doors, which because TaKMX YYETHBIX €IUHHALAX, KaK KOHTeHHEePhI U
of its uniqueness in design or ABEPH, U KOTOPoe, O1aropapsi CBOeH YHHKATbHOM
structure, reveals violations of KOHCTPYKIHH HJTH CTPYKTYPE, YKa3biBaeT Ha
containment integrity. These devices HADYIIeHHS CPEAICTS Coxpanehns. Taxue
on doors (as well as fences) are more YCTPOHCTBa HA [BEPTX (a TAKKE Ha
generally called security seals. Orpa’k[eHHsIX) Jalle HA3BIBAIOTCA OX PAHHBIMU

HeyaTsIMI,

tamper protection - (See tamper- 3aI|TA 0T BMEMIATEILCTBA - (CM. IenH ¢
indicating circuitry). HHOUKAIMel HOIbITOK B3JI0MA).

tamper-safing - the act of applying a OMeYaThbIBAHME - YCTAHOBKA YCTPOUCTBA,
tamper-indicating device. CBUOCTEJILCTBYIOIIETO O BMEIIATEJILCTBE.

target - the objective of an attack. HeJib - OeJb aTaKH.

target identification - the process of uIeHTH(PHKAMHA eH - aHaJIH3 00BEKTa B LEJIAX
evaluating a facility to determine ONpeNesIEHHs] MECT, B KOTOPBIX HAPYLIATEJb

locations where an adversary might

¢ MOXKeT JOCTHYG CBOHUX IICJICH.
accomplish his/her objectives.

terrain-following sensor - an intrusion ATYHK JJIA nepeceyeHHoH MECTHOCTH - JaTUUK
detection sensor that detects equally OXPAaHHOH CHTHAJIM3AIMH, KOTOPbIH OTHHAKOBO
well on flat and irregular terrain. (See XOpOIIO paboTaeT KaK Ha POBHOMH, TaK M HA
line-of-sight sensor.) IIepeCeYeHHON MECTHOCTH (CM. AATYHK JIMHHH
NPsAMOi BHAAMOCTH).

test pattern - a chart used to evaluate ncobITaTe IbHAA Tab/mua - TB ucnsiTaTeibHAS
many of the operating parameters of a Tabmua, HCHoJb3yeMasl A/ OLEHKH MHOTHX
video camera or system. It has various paBounx NapaMeTpPOB BHACOKAMEPDI HJTH
line patterns for measuring resolution, BHACOCHCTEMBI, B HEE BKJIOUAIOTCS Pa3/ITdHbIE
circles to evaluate geometric distort.ion, OBPA3LBI WTPUKOBKH [T H3MEPEHUS
;:lyascl:gl-ztreez I%;i}sfeiieoiog s,:fillahng paspemaroiei CHOCOGHOCTI/I: KPYTH [J1 OLUEHKH
reOMETPHYECKUX HCKAXKEHNH U cepast IuKaa ¢

features.
[IECATHIO I'PANAUMAMH [1J151 OLEHKH
BOCIPOM3BENEHHS rPpafanuil IPKOCTH, a TAKKE
NPy He 2IEMEHTEL.
Tg - guard response time. , BpeMSI pearupoBAHUA CHJI OTRETHBIX 1eHCTBHM.
theft - the unauthorized removal of XHUILEHHUE - HECAHKLHOHHPOBAHHOE H3bSITHE
special nuclear material or other CHENMAJIBHOTO S/IEPHOr0 MaTepHasIa 1K APYTux

valuable material from a facility. LEHHBIX MATEPHATIOB C OOBEKTA.
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threat - an individual or a group with the
motivation and capability for theft of
special nuclear material or for sabotage
that would result in radiological
hazard to the public.

threat analysis - a process in which
information about a threat or potential
threat is subjected to systematic and
thorough examination in order to
identify significant facts and derive
conclusions therefrom.

threat assessment - a judgment, based on
available intelligence, law enforcement
and open source information, of the
actual or potential threat to one or
more facilities/ programs.

throughput - the rate at which people
pass through an entry-control portal, a
contraband detector, or an SNM
detector.

time-division multiplexing (TDM) - an
alarm communication system; signals
from more than one sensor are
transmitted over a common wire at
different predetermined times in a
time-interval scanning cycle.

time-division multiplexing (time
scrambling) - a common analog voice
scrambling technique: dividing a
voice signal into small time segments
whose transmission is delayed for a
brief interval during which a subgroup
of the segments is rearranged.

yrpo3a - 9eJI0BEK HJIM TPyNna JrHEH,

obJs1agaroIye KaKk MOTHBUPOBKOH, TaK U
CPEACTBAMH [JI1 COBEPILEHAS XUILEHUS
CICHHAJIBHOTO SACPHOrO MaTepHasia MJIH
IIMBEPCHH, B PE3YAbTATE KOTOPOHl BOSHUKHET
panHoJIOrHuecKas ONACHOCTD [JIS HaCeJICHHS.

AHAJH3 YIrpo3bI - NPpONCCC CHCTEMATHYICCKOIO U

TIHATEJIBHOTO aHaIM3a MHPOPMAIMH 00 yrpose
WJTH DOTEHLMATBHOH YIPO3€ B HEJIsIX
uaeHTuUKAIMA 3HAUHTEIbHBIX (DAKTOB, HA
OCHOBE KOTOPBIX ITOTOM JIEJIAFOTCS BBIBO/BI.

OICHKA YIrpo3bl - CYXICHHC, OCHOBAHHOC Ha

pa3BeIbIBATEJIBHBIX JAHHBIX, HH(OPMALHH,
NOCTYNHBLIEH OT NPaBOOXPAHUTEJIBHBIX OPraHOB
U U3 OTKPBITHIX HCTOYHUKOB, O ACHCTBUTE IbHOMI
HJIY TOTEHIUAJIBHOM yrpo3e OOHOMY HJIH
HECKOJIBKUM 00BEKTaM/IIPOr PAMMAM.

NPOIYCKHAA CrIOCOOHOCTb - HHTEHCHBHOCTH

06paloTKN MaTEpHaJIOB HA O0BEKTE HIIH
CKOPOCTD npoxoxaenus yronei gepes KIII,
AETEKTOPBI KOHTPaOaH/Ibl HJIN paHaliOHHBIH
OETEKTOP.

MYJIbTHIUICKCHPOBAHHE ¢ BPEMCHHBIM

yonoraeanem (MBY) - cucrema aBapuiiHoi
CHTHAJIN3ALMH; CUI'HAJIBI OT HECKOJIbKHX
NATYMKOB NIEPEOArOTCS HO OOIEMY MPOBOMY B
pas3JInYHbIe 3apaHee ONPEaeSICHHBIE MOMEHTH
BPEMEHH NMOCPEACTBOM IIHKJIa ONpoca
BPEMEHHBIX HHTEPBAJIOB.

MYJIbTHIIJIEKCHPOBAaHHE C BPCMCHHDIM

YILUIOTHEHHEM (BpeMeHHOe CKpeMG1npoBanme)
- WIHPOKO PaCHpOCTPAHEHHBIH METO
AHAJIOTOBOT'O PEUYEBOT0 CKpPEeMOJIHPOBAHUSA
(xomupoBaHUs): pa3AesICHHE PEUEBOr0 CHIHAJIA
Ha HeOOoJIbIINE BPEMEHHDIE CETMEHTHI, Tepeava
KOTOPBIX 320€PKUBACTCA Ha KOPOTKOE BPEMSI, B
TE€UEHUE KOTOPOro KOH(MDUIypaus IOAT Py MBI
CErMEHTOB MEHSIETCH.
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timely detection - the minimum CBOEBPEMEHHOE 0BHAPYKEeHHe - MIHIMAJTbHAS
cumulative probability of detectingan  gymynsaTBHAs BEpOSTHOCTH OGHAPYXEHUS
adversary while there is still time for HAPYILUTEJIS, TOKA EIUE Y CHJI OTBETHOTO
the response force to interrupt the AeHCTBHA €CTh JOCTATOUYHO BPEMEHH AJISI €10
adversary. MepeXBaTa.

Tg - time available for response; the UMEIOILEECs B PACTIOPAKEHHH CHJI OTBETHOIO
minimum delay along the portion of meficTBHS BpeMsi [IUISI PEarupOBaHuS;

the adversary path remaining after the  ypypvanenas sagepxka sa yactn MapiupyTa

point at which the adversary must be HAPYLIATEIS, OCTAOILEHCS MOCIIE TOrO MOMEHTA,

detfacted to allow guard response (Tg); KOT/Ia HAPYLIHTEJTb TOJCKEH OBITh 0OOHApYKEH,

Tr just exceeds Te. 9TOGBI 00ECTIEUHTh BO3MOXKHOCTD OTBETHOTO
y/1apa CHJIAMH CTyKO0BI 6E30MaCHOCTH; 3TO
BpeMsI CJIETKA NPEBBIIAET BPeMsi, HEOOXOAUMOe
CHJTAM OTBETHOrO AEHCTBHA /IS BBIIOJIHCHUS
330490,

transducer - a device that receives waves  npeo0pa3oBaTess - yCTPOHCTBO, IPUHAMAIOIEE
(electrical, acoustical, or mechanical) BOJTHBI (3JIEKTPHIECKHE, AKYCTHIECKHE HITH
from one medium or transmission MEXAHIUECKHE) U3 OMHON CPENbl HITH CHCTEMBI
system and supplies waves (not NePEenayn U NOCHIAOIIEE BOJIHDBI (He
necessarily of the same type as input) 06sI3aTEIBHO TOrO XK€ THIIA, 9TO ¥ HA BXOE) B

to another medium or transmission
svstem OPYI'yHO CPEQY UJIH CHCTEMY Nepeajdu.
ys .

transient - a sudden, high-voltage spike  Bensieck HampsizKeHHs - BHE3aNHOE PE3KOE
in an electrical system, caused by TNOBBIIIEHAE HATIPSAKEHASA B 3JIEKTPHIECKOM
arcing or lightning; any short pulse CHCTEME BCJISACTBHE 0BPa30BAHMS
attributable to external causes. 3JIeKTPUYECKOil yTH HJIH MOJIHHY; JTHOG0i
KOPOTKHIl HMITYJIbC, TPUYUHA BO3HUKHOBECHHUS
KOTOPOr0 MOXET OBITh OTHECEHA HA CUET
BHELIHAX [PUYHH.

triaxial cable - a double-shielded coaxial ~ TpmakcuasnbHbIl Kadeab - KOAKCHATBHBIA Kabesb
cable; a center conductor is C IBOHHBIM DKPAHOM; IIEHTPAJIBHBII POBON
surrounded by two concentric, OKPYXKEH JBYMS KOHIEHTPHUESCKHMI,
independently shielded conductors. HE3aBUCHMBIMH DK PAHUPYIOLHMH IIPOBOAAMH.

turnkey - built, supplied, and/or N0 KJIKOY - TOCTPOSHHOE, OCHAILEHHOE H/MJTH
installed complete and ready to CMOHTHPOBAHHOE TIOJTHOCTBIO H [OTOBOE K
operate. 3K CIJIyaTalu,

TV - television. TB - Tenesunenue.
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twinaxial cable - a coaxial cable having
two center conductors.

twisted pair - a two-conductor
transmission line seldom used in video
systems due to limited distance and
bandwidth capabilities.

two-man rule - a procedure requiring
that at least two knowledgeable
persons be present to verify that
actions taken are authorized.

Type I error - in a positive personnel
identity verification system, rejection
of a claimed identity when the identity
claimed is true.

Type II error - in a positive personnel
identity verification system,
acceptance of a claimed identity when
the claimed identity is false.

unknown alarms - alarms for which the
cause is unidentified.

upgrade - modification of an existing
physical protection system to improve
the system’s effectiveness.

UPS - uninterruptible power supply; a
battery-powered, alternating current

JIBY ZKHAJIbHbIA KOAKCHAJIbHBIH KadeIb -
KOaKCHaJIBHBIN KabeJp, HMEIOImii [Ba
LIEHTPAJIbHBIX MTPOBOTHUKA.

CKpYY€HHAA napa - JIMHUA Nepeaayu, COCTOSIIAS
U3 ABYX NPOBOOHKNKOB, PEAKO MPUMEHSIEMA B
BHACOCHCTEMAX M3-32 OTPAHHYEHUH PACCTOSHUS
H BO3MOXKHOI'0 ana3oHa pabouux 4acToT.

NPaBAJIO ABYX - IPABUJIO, IO KOTOPOMY IO
MEHBIIIEH Mepe Ba KBaM(PHIHPOBAHHBIX
YeJI0BEKa JOJIKHBI IPUCYTCTBOBATH IPH
BBITIOJTHEHHH ONIEPALMH A1 HOATBEPK ACHHUS
TOr0, 9TO BBIIOJIHIEMBIC AEHCTBHS GBI
CaHKUHOHHPOBAHBL.

ommoka I poaa - B cucteme noaTBE XK ACHUS
JIMYHOCTH YEJIOBEKA Ha OCHOBE CPABHEHUS C
0a30it JaHHBIX - OTKa3 OATBEPAUTD JIHIHOCTD
YeJIOBEKA, KOT1d IPeabsIBJICHHOES
yIOCTOBEPEHHE JINTHOCTH SIBJISIETCS
TIOAJTHHHBIM,

ommoOka II pona - B cHCTEME TOOTBEXKACHHA
JIMYHOCTH Y€JIOBEKA Ha OCHOBE CPAaBHEHHA C
0a30ii DAHHBIX - IPHHSITHE NIPEABIBJICHHOTO
yAOCTOBEPEHHS JINIHOCTH B CJIydae
TpeabsIB/ICHUS (DAJTBIIHBOIO YOOCTOBEPEHHUS.,

U

HEOMO3HAHHDIE CHI'HAJIbI TPEBOT'M - CUTHAJIBI
TPEBOTH, IPUIHHEI KOTOPHIX HE OBLJIH
HOCHTH(DHIMPOBAHBL.

YCOBEPILIEHCTBOBAHHE - MOAH(pUKAIH
UMEIOIIENCS CHCTeMBI (PU3HYECKO 3aUTHl 11
yay4qiieHus 3POEKTHBHOCTH CHCTEMBI,

HCTOYHHK GecriepefoiHOro YHeprocHad KeHn;
HCTOYHHK TEPEMEHHOr0 TOKA, MUTAEMBbIi
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source that will maintain power to
vital equipment even if all site power
is lost.

vault - a structure or room whose door,

walls, floor, and roof are designed to
make penetration difficult.

vault-type room - a facility-approved

room having a combination-locked
door(s) and protection provided by a
facility-approved intrusion alarm
system activated by any penetration of
walls, floor, ceiling, or openings, or by
motion within the room.

video distribution amplifier - a

wideband video amplifier used for the
transmission of a single video signal to
multiple video components from
individual impedance-matched
outputs.

visible sensor - an intrusion detection

sensor which is in plain view of an
intruder, such as a sensor attached to a
fence or mounted on its own support.
(See also covert sensor.)

vital area - an area of a plant or facility

containing equipment or material
whose failure, destruction, or release
could directly or indirectly endanger
the public health or safety by exposure
to radiation.

aKKyMyJIITOpHOU GaTapeeil, KOTOpHIi Oyner
ApONO/IKAaTh CHAOKATh JHEPrUeH KPUTHUIECKH
BaXkXHOE 000PYHOBaHKE, AaXe KOraa
3HEProCHAGXEHHUE HA MJIOMIAAKE IOJTHOCTBIO
OTCYTCTBYET.

\Y

OTCEK IJIA XPaHCHHA - KOHCTPYKLUNA HJIH

IOMEIIEHHE, B KOTOPBIX ABEPb, CTEHBI, II0OJI U
KPpBbIIlIa CIPOEKTHPOBAHBI TAKHM 00pa3oM,
9TOOBI 3ATPYHUATD IIPOHUKHOBEHHE BHYTPb.

KOMHaTai THIIA 3alUUILCHHOr0 OTCCKA -

YTBEPXKIOCHHOE PYKOBOACTBOM OOBEKTa
IOMELICHHE, UMEIONee Ha ABEPH (ABEPAX)
3aMKH ¢ HH(PPOBBIM UM OYKBEHHBIM KOOAOM U
3aMUTy, 00eCIeUNBacMyIO YTBEPK ACHHOM
PYKOBOACTBOM OOBEKTA CUCTEMON OXpaHHOH
CHrHaJIM3alliH, BCTYNAoWeR B AeicTBrE npu
IPOHNKHOBEHUH 9€PE3 CTEHBI, 10J1, MOTOJIOK
WJIH OTBEPCTHS, HJTH IPH NEPEOBHXKCHAN BHY TPH
NOMEILIECHHS.

ycuiarTeib-pacipeaeyiuTesib BHACOCAroajioB -

IIHPOKOIOJIOCHBIA BUEOYCHIIUTEID,
HCTIOJIb3YIOLIMUCA TPH NIEpeaave OJQHOro
BUAEOCHUTHAJIA K HECKOJIBKHM
BUCOKOMIIOHEHTAM OT HHAUBHAYAJIbHBIX
COTJIACOBAHHBIX BBIXOMAOB.

BHIMMbIH TATYHK - JaTYHK OXPaHHOH

CHTHAJIM3AIMY, HAXOSIIMICA Ha BUAY ¥
HapyLIHTEJ1d, TAKOH, KaK IPHKPEIJICHHBIH K
Orpa’kACHUIO HJIH NPHKPEIJICHHBIH K
COOCTBEHHOMY CTOSIKY AATYMK (CM. TaKXe
CKpPbITHIH JATYHK).

ocoGoBazKHas 30HA - YUaCTOK HA OOBEKTE MJIH

XPAHUJIUILE, HA KOTOPOM Pa3MEILIEHBL
060pynOBaHKE UJIH MaTepuaJsl, KOTOPBIE B
Ciyyae 0TKa3a, pa3pylIeHHS UM BeIOpoca
IPEaCTaBsAT HENOCPEACTBEHHYIO HJIH KOCBEHHYIO
OMACHOCTH JJIS 310POBbs HuH 6€30macHOCTH
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voice privacy - refers to the encoding of

transmissions for the prevention of
eavesdropping on sensitive radio
traffic or of receiving deceptive
messages. (See also clear voice.)

volume protection - monitoring an entire

area, such as a room, to detect entry
from any entrance portal, walls, floor
or ceiling,.

volumetric sensor - an intrusion

detection sensor which exhibits
detection in a volume of space. (See
also line sensor.)

vulnerability - an exploitable capability

or an exploitable security weakness or
deficiency at a facility of national
security interest. Exploitable
capabilities or weaknesses are those
inherent in the design (or layout) of
the facility and its protection, or those
existing because of the failure to meet
(or maintain) prescribed safeguards
and security standards when
evaluated against requirements for
defined threats. If the vulnerability
were detected and exploited by an
adversary, then it would reasonably be
expected to result in a successful
attack causing damage to the national
security.

vulnerability analysis - a method of

identifying the weak points of a
facility.

HACEJICHAS BCJICACTBHE PAAHOAKTHBHOIO
00JTyUCHHS.

wr(ppoBaHHA A NIepenaya - OTHOCHTCS K

KOMPOBAHUIO IEPENAYUH IS IPEAOTBPAIICHUS
IOJIC/TYLIMBAHNSA PaquoONepeaau, HOCSIIEH
3aKPBITHIH XapaKkTep, Wil OJIOKMPOBKH IpHEMa
OOMaHHBIX COOOIIEH T (CM. TaKK€ OTKPBITHIH
TEKCT).

3aIUTa 00bEMHOr0 NPOCTPAHCTBA - HAOJTIOICHHE

3a [EJIBIM YIaCTKOM, TaKUM, KaK KOMHATA,
yToOBI 00HAPYXKHUTH BXOM B Hee uepe3 Jiro0oi
TIOPTaJi, CTeHBI, MOJI HJIH IOTOJIOK.

00beMHbIH TATYHK - TaTIHK OXPAaHHOH

CHI'HAJIH3AIHH, KOTOPBIH OCYILIECTBIISICT
0o0HApYyXEHHE B IPOCTPAaHCTBEHHOM 00BeME
(cM. TakXe JTHHEHHDbIA TaTYHK).

YA3BUMOCTD - BOBMOXHDBIC I HCIIOJIB30BAHKA B

OTPHLATEIbHBIX LEJISIX BO3MOXHOCTD WJIH
cs1aboe 3BeHO B IenH 00eCneueHus
6e30macHOCTH B COXPaHHOCTH UJIH HEAOCTATOK
Ha 0coboBaXHOM 00BekTe. K mocTymHbBIM a1
HCIIOJIB30BAHHSI BO3MOXKHOCTSIM HJIH CJ1a0bIM
3BEHBSAM OTHOCSATCSE (DaKTOPHI, 00YCJOBJICHHBIE
MPOEKTOM (MECTONOJIOKECHUEM 00BEKTa) HITH
CHCTEMOH 3aIUThI 0OBEKTA, JINOO

00y CJIOBJICHHBIE HEBO3MOXKHOCTHIO CHCTEMBI
bYHKIHOHUPOBATE B COOTBETCTBHH C
HPEANHCAHHBIMY CTAaHOAPTAMH O0ECIEYCHUS
rapanTuil nu obecneyenus: 6e30MacHOCTH, 110
pe3yJibTaTaM aHasm3a TpeGoBanumil o
NPOTHBONEHCTBHIO ONPENEICHHOMY HAGOPY
yrpo3. Ecsin ysi3BuMbte MecTa OYAYT BBIIBJICHBI
H HCIOJIb30BAHBI B CBOMX LEJISIX HAPYIHTEJIEM,
HUMEIOTCS JOCTATOYHBIE OCHOBAHHUS I10JIAraTh,
YTO €r0 aTaKa yBEHUYAETCS YCIEXOM, U, TaKUM
06pa3oM, IPUIUHAT yuIepO HALHOHAJIBHOM
6€30TIaCHOCTH.

aHATA3 YA3BAMOCTH - METTON UACHTHDUKAIHH

¢cJ1abbIX MecT Ha o0bexTe.
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vulnerability assessment - a systematic OLEHKA YA3BUMOCTH - CUCTEMATHUCCKHUII IPOIECC
evaluation process in which qualitative OLIEHKH, B KOTOPOM KOJIHUECTBEHHbIE U/HJTH
and/or quantitative techniques are Ka9eCTBEHHbIE METOMBI IPUMEHSTFOTCA /IS
apl:?lled to detect Yulnerablhtles and to OGHAPYKEHHS YA3BHMBIX MECT, & TAKKE [T
arrive at an effectiveness level for a onpeaesieHns yposhs o ek THBHOCTH
safeguards and security system to ’
afeg £ }; y i HEOOXONUMOrO AJI14 TOT0, YTOOBI CHCTEMA
protect SPectic targgts rom spectiie obecnieueHns rapanTuii 6€30MacHOCTY U
adversaries and their acts.
COXPAHHOCTH MOTJIA 3aIUTHTh KOHKPETHBIE
I€JT1 OT ONPEAEICHHbIX HAPYIIUTEJIEH U NX
nefcTBuil.

W

walk test - walking through an intrusion  ucnpiTasHe HA IPOXOX - IPOXOXKACHHE Yepe3
detection sensor’s expected detection TIPOEKTHYIO 30Hy ACHCTBHSA JaATIMKA OXPAHHOM

zone to determine whether or not it is CHTHAJTH3AIlMH, ITOOBI OIPEIEUTD, TPaBUIIBHO
functioning properly. 711 oH PYHKIHOHHPYET.

waveform monitor - an oscilloscope used = uyacroTHbI aHAIM3ATOP - OcLMILIOrpad,
specifically for measurement and HCTIOJIB3YIOHICA CHeNMaIbHO AJ1 H3MEPEHH
analysis of video signals. U aHaJIM3a BUACOCHTHAJIOB.

X

X- band - the frequency band extending  guamason wactotsl oT 5200 go 11000 MIu.
from 5,200 to 11,000 MHz.

zone - a specific volume of space. (See also  30ma - onpeneJierubiil 06BeM MPOCTPAHCTBA (CM.
assessment zone, clear zone, detection TaKX€e 30HA OLIeHKH, OUMIIICHHAS 30HA, 30HA

zone, perimeter.) 00HApYKeHus, IEPUMETP).

zone - a space that surrounds (but may 30HA - NPOCTPAHCTBO, OKPyXaroiiee (HO He
not be occupied by) one or more 3aHATOE) ONHUM WM OOJIEE HEIMH, B
targets and in which the functions of Tperesax KOTOPOro OCYIIECTBIISIOTCA (DYHKIMH
the physical protection system are to (puzuueckolt 3ammuTel. Hampumep, ecim 06beKT
be accomplished. For example, if a OKpYXeH ABOMHBIM 3a00pOM, Orpak ACHHUS U

facility is surrounded by a double
fence, the fences and the space IPOCTPAHCTBO MEXAY HUMHU OOpa3yIOT 30HY.

between them form a zone.

zoom lens - lens with a variable focal TPaHC(HOKATOP - OOBEKTHB C IIEPEMEHHBIM
length. (POKYCHBIM PACCTOSHHEM.

50 July 1995




Glossary of Physical Protection Terms

Russian/English

A

ABAPUIHAA CHMHAJIN3AHAA U ONOBEIeHHe
(ACuO) - KOMILJIEKCHAS CUCTEMA, COCTOSIIAS
U3 JIIOAEH, mporenyp 1 000pyIoBaHus,
npeHa3HAYEHHAA OIS TIOJTyICHUS aBaPUAHBIX
CHUT'HAJIOB H HX NPECTABJICHHS B TAKOM BHJIE,
KOTOPBIH ciocobcTByeT OBICTPOil OLIEHKE.

aBapHA C OTePed TENJIOHOCUTEIS; ABJIIETCS
PE3YJIbTATOM IOJIOMKH B IEPBOM KOHTYpPE
SAAEPHOIO PeaKTopa, Tak YTO JOCTATOUHOE
KOJIMYECTBO TEMJIOHOCUTEJISI HE MOXKET OBITH
COXPaHEHO B peaKkTope.

AKTHBHpYeMAasi 3aiepaKKa - J1r060e CpeacTso,
3aA€PKUBAIOLIEE HAPYIIUTEIA, B OCHOBE
KOTOPOTO JIEKWUT OATYHK, CJyKAIMHH [
HHHIMHPOBAHUSI MEXaHH3MA 3aAePXKH.

aKTHBHpYeMoOe CPeJCTBO GIOKUPOBAHHSA
OCTyMA - JIF000€ CPEACTRO, OJIOKUPYOIES
OOCTYN K OOBEKTY U 3aBHCSIIEE OT
cpabaThIBaHHS OATYNKA OJIOKHPOBKH.

AKTHBHbIC JINHHM - TIOJIHBIN pacTp, copepxaruii
BHAEOHH(DOPMAIHIO.

AKTHBHDBIH - OTHOCHTCS K KaHAJTY CBSI3H, 1O
KOTOPOMY NEPEAAETCsT HENPEPhIBHBII CHTHAI,
HO3BOJISAS HEMEJICHHO ONPEae IuTh OOpBIB HA
JIMHUH.

AKTHBHbIA HH(DpAKPACHDBIA JATYHK - AKX THBHBIH
AATIHK OOHAPYXKCHUSA NPOHHUKHOBEHHS,
paboTarommit B ”HP PaKpaCHOM qUANIA30HE
H3JTydeHHS H O0HapyXuBaronmil 6JJ0KupoBaHHe
JIyda.

AKTHBHbIHA JATYHK ~ JATYHK OXPaHHOM
CUrHAJIH3ALMH, W31y YArOIMH CHrHAIT
nepeaTunka U OOHapyKHUBAIOLMA N3MEHEHNS B
3TOM CHI'HAJIE HJIH OTPa’KEHHsS CHTHAJIA C
NMOMOUIBIO IPHEMHAKA (CM. MACCHUBHBIM
JATYHK).

alarm communication and display
(AC&D) - refers to an integrated
system of people, procedures, and
equipment which collects alarm data
and presents the information in a
manner that promotes rapid
assessment,

LOCA - loss-of-coolant accident; results
from a break in the primary coolant
boundary so that sufficient coolant
cannot be maintained in the reactor.

activated delay - any technique that
delays an adversary and depends on a
sensor to initiate the delay mechanism.

activated denial - any technique that
denies access to a target and depends
on a sensor to initiate the denial
mechanism.

active lines - scanning lines in the raster
that contain video information.

active - refers to a communication link
which carries a continuous signal
allowing immediate detection of a
break in the link.

active infrared sensor - an active
intrusion detection sensor which emits
infrared light and detects blockage of
light.

active sensor - an intrusion detection
sensor that emits a signal from a
transmitter and detects changes in, or
reflections of, that signal by means of a
receiver (see passive sensor).
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AHAJIN3 YrPO3bl - IPOLECC CHCTEMATHYECKOTO U
TIIATEJIBHOrO aHaJM3a HHPOpManuu 06 yrpose
WJIH TIOTCHIMAJIBHOM YyIpo3€e B LeIaX
uaeHTHhUK Al 3Ha9UTEIbHBIX (PAKTOB, HA
OCHOBE KOTOPBIX HOTOM OEJIAF0TCS BBIBO/IBI.

AHAJIM3 YA3BHMOCTH - METOX HACHTH(DUKAIHH
caa0BIX MECT Ha 00BEKTE.

aHaJIU3 YYBCTBHTECIbHOCTH - OLICHKA TOI'0, KaK
CHCTEMA pEarupyeT Ha U3IMEHECHUA OHHOI'O UJIH
0oJsiee COCTaBJISIOMHX €€ JJIEMEHTOB.

AHAJIOTOBbIA CUTHAJ - CHI'HAJ, AMIJIATYAa
KOTOPOro MOXET IPHHAMATE DECKOHEUHOE
YHCJI0 3HaYEHHH, B OTJINUUE OT CHI'HAJIA,
CIIOCOOHOI0 TIPHHUMATH TOJIBKO KOHEUHOE
YUCJI0 3HAYEHHUI B 3aBUCUMOCTH OT BpEMEHN
(cM. Takxe nHPPOBOIA CUTHA).

anepTypa - OTBepcTHE B 00BEKTHBE,
OIPEIEIISIONIEE KOTHYECTBO CBETA,
NPOXOMSINEro Yepe3 00BEKTUB ¥ NONAJAOIIEro
Ha MJIOCKOCTH H300pakeHusl.

AIIY - aBTOMaTHUECKasT NOACTPONKA YaCTOTHI
(0OBIYHO BHIEO UJIH KaOeJIbHOE TEJIEBHICHHE).
Cxema AIIY ucnosp3yeTcd OJ1s NOANEPAKAHUS
K0s1e6aTe/IbHOrO KOHTYpa Ha 33JaHHON HacTOTe.

apMarypa - CTaJIbHOH NPYTOK, HCHOJIb3YEMBblii
IU1 apMHPOBaHUs XKe1€300€TOHHBIX CTCH.

APY - aBTOMaTHYECKas PEryIHpOBKA YCHIICHHS.
Cxema APY npumeHseTcs A/ NOAAepKaHus
BBIXOJHOT'O CUI'HAJIA HAa IOCTOSTHHOM yPOBHE B
nperesiax OrpaHIIeHHOr0 AUana3oHa ypoBHEH -
BXOAHOI'O CHI'HAJIa.

aTaKa ¢ yaaJIeHHOM MO3HIHHA - aTaka Ha 0OBEKT
H3BHE, KaK, HAIPUMEP, 3aIlyCK PaKeThl C MECTa,
HaXOAALIETOCs 3a MpeaesiaMu NJIOMWA K.

threat analysis - a process in which
information about a threat or potential
threat is subjected to systematic and
thorough examination in order to
identify significant facts and derive
conclusions therefrom.

vulnerability analysis - a method of
identifying the weak points of a
facility.

sensitivity analysis - an examination of
how a system responds when one or
more of its elements are changed.

analog signal - a radio signal which
attains an infinite number of different
amplitude levels, as opposed to one
which can attain only a finite number
of levels as a function of time. (See also
digital signal.)

aperture - the lens opening that
determines the amount of light that
will pass through the lens and onto the
image plane.

AFC - automatic frequency control
(usually video/CCTV). An AFC circuit
is used to maintain an oscillator at a
specified frequency.

rebar - steel reinforcement bar used to
reinforce heavy concrete walls.

AGC - automatic gain control (usually
video/CCTV). An AGC circuit is used
to maintain an output signal at a
constant level over a limited range of
input signal levels.

stand-off attack - an attack on a facility
without actually entering it, such as
firing a missile from off-site.
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aTaKa - IIONBITKA AUBEPCAHTA MPEOHOJIETD
cucTeMy (QU3UIECKOM 3alUTH U MOCTHYD CBOMX
nesieil. TakTHuecKue CpeacTBa aTaKu
BKJTIOUAOT B €0 MIPUMEHEHHE CUJIBI, OOMaH U
XUTPOCTD, IPUMEHSIEMBIE IO OTAEIBHOCTH HJTH B
KOMILJIEKCE.

ayTeHTH(DUKAIHOHHDBIA KOJI - KO/, H3BECTHBIH
TOJIBKO YJICHAM OTPSIOB OTBETHOI'O OEHCTBUS.
Taxkoit KOI MOXKET UCIIOJIB30BATHCS JJIs
NOATBEPXACHUS (PaxTa KPUTHIECKOM WJTH
COMHHTEJIBHOM NIEPEeayn YJICHOM OTPsIaa.

0e30DaCHOCTDb - KOMILJIEKCHAs CHCTEMA
Pa3JIMYHBIX BUAOB ACATE/IBHOCTH, CHCTEM,
IpOrpaMM, YCTAaHOBOK M IPaBHJI /19 3aLIHTHI
CEKPETHOH HHPOPMALUK HJTH MATEPHAJIOB,
KOH(pHAECHIHAIBHON HHPOPMALHH, SINEPHBIX
MAaTEPHAJIOB, SAEPHOrO OPYXKHSI H €ET0
KOMIIOHEHTOB, 4 TAKXE /14 3alHTh O0BEKTOB,
AMYIIEeCTBa H 000PYAOBaHNUS, IPHHAIIEKAIIIX
M3 1m ero noapaaUUKaMm.

OHCTATHYECKHH - OTHOCHTCA K AKTHBHOMY
JATYHKY OOHAPYKEHUS MPOHUKHOBEHHUS, B
KOTOPOM MEPEAATIYHK H MPHEMHHK pa3Ie/IeHbI
(cM. TaKXKe MOHOCTATHYECKHH ).

0JIMK - OTPaXXEHHUE CBETA OT MOJIMPOBAHHBIX HJIH
6J1ecTAIIX OBEPXHOCTEH. Takue OTpaxeHust
BBITJIAOAT KaK HpKI/I€ ATHA Ha
BUACOU300paKECHHUH.

6710KApoBanNe NeHCTBUN MPOTHBHMUKA -
OCTaHOBKA ACHUCTBUI HAPYHIUTEIS CHIIAMHU
OTBETHOr'O ACHCTBUS 10 TOr0, KaK OH/OHA
OOCTHUTHYT CBOEH 1esm,

ONI0KMPOBaHME CBA3M - ONMBITKH HAPYIIATE IS
HAPYIIUTD PAHOCBSI3b NOCPEACTBOM
(PHU3UIECKOro pa3pyLIeHUsT 000PyIOBaHUS 11
CBSA3H HJIM HOCPEACTBOM T TYLICHH.

attack -an attempt by an adversary to

defeat the physical protection system
and achieve his objectives. Attack
tactics include force, deceit, and stealth,
used singly or in combination.

authentication code - a code known only

to members of the response force. It
can be used to verify that a critical or
questionable transmission was made
by a member of the force.

security - an integrated system of

activities, systems, programs, facilities,
and policies for the protection of
classified information or matter,
sensitive information, nuclear
materials, nuclear weapons and
nuclear weapon components, and
contractor facilities, property, and
equipment.

bistatic - refers to an active intrusion

detection sensor in which the
transmitter and the receiver are not
collocated in the same unit. (See also
monostatic.)

flare - light reflections from polished or

shiny surfaces. Such reflections appear

‘as bright areas in a video image.

interdiction - the interruption of an

adversary by the response force before
he/she achieves his/her objective.

jamming - an adversary’s attempts to

prevent radio communications through
physical destruction of
communications equipment or through
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0J10KHPOBKA - 3(p(DEKT, NOCTUTHYTHIA B

pe3yJibTaTe npuMeHenusa rapantuit MAI'ATD u

CHCTEM HJIH YCTPOHCTB o0ecreueHns
6€30MacHOCTH, KOTOPHBIH NPEHITCTBYET HIIH
3aTPY[OHSET AJIsL MOTEHUHAIBHOrO JUBEPCAHTA
MOJIYUEHHE JOCTYNa K ONpPEeAeICHHBIM
06peEMaM, KOHCTPYKIHSIM HJTH OOBEKTaM.

B

BBOJ B 3a0J1yKJeHHE - Tepernavya cCOUBarOnmX ¢
IPaBHJIBHOI'O TIyTH COOOILEHHI THBEPCAHTOM,
MBITAIOLUMCS CO3AATH IYTAHHULY HJIH JIOXKHOE
BIEYATJICHUE,

BepoATHOCTD 00Hapyxenus (P,) - sepoaTHocTs
O0HAPYKEHHUs HAPYLIHTEIT BHYTPH 30HbI
AeHCTBHS AAaTYHKA OXPAHHOH CHIHAJIM3AINH.

BEPOATHOCTb OOHAPYKEHUA NPOHUKHOBEHUA -
P,.

BEPOATHOCTD TOI'0, UTO JATUHK OXpaHHOﬁ
CAIHAJIA3AIIHH CPCArupyeT B Ciay4yae
HeCAaHKLHOHUPOBAHHOH aKumH - P .

BHIMMbIN MATYMK - TaTYHK OXPaHHOH
CHI'HaJIM3a1UM, HAXOISIIHICSI HA BUAY Y
HADYIIUTEIS, TAKOH, KaK NPHKPENJICHHBINA K
Orpa’kICHUIO HJIH NPHK PETIJICHHBII K
COOCTBEHHOMY CTOSIKY JAT4HK (CM. TaKXKe
CKPBITHIA JTATYHK).

BMEHIATCILCTBO - IIPCIHAMCPCHHOE,
HECAHKIIHOHU DOBAHHOC M HE3AABJICHHOC

BMCILIATEJIBCTBO B HCJIAX (1)1/13I/I‘ICCKOI"O BBIBOa

U3 CTPOA KaKOoro-ymbo ycTpoiicTsa,
obecneunBarowEero 6€30MmacHoCTb U

COXPaHHOCTD.

transmission of a disruptive radio
signal.

denial - the effect achieved by safeguards
and security systems or devices that
impedes or hinders a potential intruder
or adversary from gaining access to or
use of a particular space, structure, or
facility.

deception - the transmission of
misleading messages by an adversary
attempting to confuse or deceive.

probability of detection (Pg) - the

likelihood of detecting an adversary
within the zone covered by an
intrusion detection sensor.

Pp - probability of detection of an

infrusion.

Pg - probability that an intrusion

detection sensor will sense an
unauthorized action.

visible sensor - an intrusion detection
sensor which is in plain view of an
intruder, such as a sensor attached to a
fence or mounted on its own support.
(See also covert sensor.)

tampering - interfere in an intentional,
unauthorized, or undeclared manner to
physically defeat a security device.
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BMODOKEeHHOe H300paxKenne - n300paxeHue, burned-in image - an image that persists
COXpaHsromeecs B 3apUKCHPOBaHHOM no3um B in a fixed position in the output signal
BBIXO[IHOM CHT'HaJIe TPYOKH KaMephi MOCsIe of a camera tube after the camera has
TOro, KaK Kamepa Gblyia TOBEPHYTA K APYroMy been turned to a different scene.
00BEKTY.

BHELUHAA CHHXPOHH3AMHUSA - COCTOSHHUE, IIPH genlock - the condition where a camera
KOTOPOM KaMepa UJTH 3aJar0Liil TeHEpaTop or sync generator time base is
Pa3BEpPTKH KOHTPOJIHPYIOTCS CHAPYKH. controlled from an external source.

BHYTPEHHHI HAPYIIHTEIb - Y€JI0BEK, KOTOPHIA, B insider - a person who, by reason of
crITy cBOMX OPHIMAJIBHEIX 00S3aHHOCTE!, official duties, has knowledge of
o0JiagacT 3HaHUSAMH 00 ONepauusIx u/um O operations and/ or safeguards system
XaPaKTEPHCTHKAX CHCTEMBI TApAHTHIl characteristics, and/ or position that
6e30nacHOCTH H/uH paboTaeT B TAKOM MecCTe, would significantly enhance the
YTO BEPOSATHOCTD YCHEUITHOrO 00X0Ma HJIH hkﬁhhmd of S Tlccessml bypass or
NOpak€eHUs Mep N0 obecnedeHno 6e30nacHOCTH defeat of positive measures should that

person attempt such an action.
CHJTBHO NOBBICUTCS, €CJIH 3TOT YEJIOBEK
NONBITAETCS COBEPIIUTD TaKue JeHCTBH.

BHYTPH NI€PUMETPA - YIaCTOK B IIpereax on-site -the area within the plant’s or
I'PaHALBI TEPPUTOPUH HpC}:[l'IpI/IHTI/IH HJTHA facﬂity’s land boundaries, not ]ust
00beKTa, BKIIOUAS BHY TPEHHUE MOMEILEHHAS 1 interior to the buildings.

TEPPHTOPHH, IPHJIETAIOIHE K 3AAHUIM,

BO3MOKHOCTH HAPYIIHUTEIIA - TAKHE adversary capabilities - attributes of the
XapaKTePUCTHKH HAPYIIHTEIS, KaK 3HAHHA, adversary, such as knowledge,
MOTHBAIWMS ¥ JOCTYH K 000PYHOBaHHUIO, motivation, and access to equipment
NO3BOJISIFOLLEE ONPENeSTHTb ero/eé that comprise a measure of his/her
BO3MOXKHOCTH. abilities.

BpeMsA IJ151 PearupoBaHMsl, UMEOIIEEC B Tk - time available for response; the
PacIoOpsIKEHUH CHJT OTBETHOT'O IEHCTBHS; minimum delay along the portion of
MUHUMAJTbHAS 3a[IEPKKA HA 9aCTH MAPIIPYTA the adversary path remaining after the

point at which the adversary must be
detected to allow guard response (Tc);
Tr just exceeds Ta.

HAPYILIHTEJIs, OCTAOLIEHCS OCIE TOrO
MOMEHTa, KOrIa HapYIIUTE b OJIKEH ObITh
o0HapyXeH, 4ToOBl 00€CHeYnTh BO3MOXKHOCTD
OTBETHOI'O yAapa CHJIaMH CJTy X OBl
0€30MacHOCTH; 3TO BPEMsSI CJIETKA MPEBbIIIAET
BpeMs, HEOOXOANMOE CHIIaM OTBETHOI'O
AEHCTBHS 1714 BBIIOJIHEHUS 3a1aY9H.

BpeM:A OTBETHbIX JEHCTBHH - IEPHON BPEMCHH, response time - time between verification
IPOXOASILUUN MEXK Y NOATBEPXK ICHHEM of an alarm and interruption of an
TNO/ITAHHOCTH TPEBOI'H H OCTAHOBKOH aTaKH. attack.
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BpeMsi p€carupoBanusa CHJ1 OXpaHbl

BCIUJIECK HANPAXKEHHA - BHE3AITHOE PE3KOE
HOBBILICHAE HATIPSIXKEHUS B JICKTPHIECKON
CHCTEeME BCJIEACTBHE 00pa30BaHUd
AJIEKTPUIECKON IyrH UJIH MOJTHUH; JIFO00#
KOPOTKHI! HMITYJIbC, IPUYIHHA BO3HHKHOBEHUS
KOTOpPOr0 MOXET OBITb OTHECEHA HA CUET
BHEILIHMX [IPHYHH.

BTOPHYHAA CTAHIHA AaBAPHUHHOHU CHTHANH3aIMM
- aJIbTEPHATHUBHAS UJIH pPE3€pBHAsl CTaHLHI,
HCNOJIb3yeMasd B CJIy4ae BBIBOOA U3 CTPOs
LIEHTPaJIBHOrO NyJIbTa (PU3NUESCKON 3aLUTHI.

BbIMOI'aTeNIbCTBO - XUIICHHE ACHET UM
HMYIIECTBA C IPUMEHEHHEM CHJIBI UJIH YIPO3,
KaK, HalIlpUMEp, HIaHTaxXa.

BbIPABHHBAHME - NIPOLECC KOPPEKIHK YaCTOTHBIX

XAapAKTCPUCTHK JJICKTPOHHOI'O CHIrHAJIa 114
KOMIICHCAWH HOTEPDb HA JIMHHUH ICPCHAYH.

r

rapaHTHH - KOMIUICKCHAS cucTeMa (Pu3nIecKoit

3alIUTH, Y9ETa MAaTEPHAJIOB U MEPOIPUATHH IO
KOHTPOJIKO MaTEPHAJIOB, NPEAHA3HAUEHHAS OJId
CAECPAUBAHNA, IPEAOTBPAlCHNs, O0HAPYXKEHUS

U IPOTHBOAECHCTBHA HECAHKIIHOHHPOBAHHOMY
3aXBaTy, HCHOJIL30BAHAIO HJIH UBEPCHH 110
OTHOILEHHUIO K SOCPHBIM MaTepHasIaM,

rapaHTHd - CACTEMA rapaHTHH HA 00beKTe -

CHCTEMaA 3alIATEI NPOTHB U3bATHA CIICHHAJIDHBIX

AACPHBIX MAaTCPUAJIOB H BBIHOCA
PanMOaKTHBHBIX MaTEPHAJIOB 32 IPEIEJIbI
oObekTa. Cucrema rapanTuil 4acTto
HOonpa3aesgeTcs Ha CHCTEMY (DU3HUECKON
3ALIMTHI M CHCTEMY YUeTa M KOHTPOJISL.

Tc - guard response time.

transient - a sudden, high-voltage spike
in an electrical system, caused by
arcing or lightning; any short pulse
attributable to external causes.

SAS - secondary alarm station, the
alternate or backup location for alarm
presentation in the event the CAS is
disabled.

extortion - stealing money or property by
force or threat, such as blackmail.

equalization - the process of correcting
for transmission line losses of the
frequency characteristics of an
electronic signal.

safeguards - an integrated system of
physical protection, material
accounting, and material control
measures designed to deter, prevent,
detect, and respond to unauthorized
possession, use, or sabotage of nuclear
materials.

facility safeguards system (safeguards) -
a system to protect against the removal
of special nuclear material and the
release of radioactive material beyond
the facility’s boundary. It is often
subdivided into a physical protection
system and a material control and
accounting system.
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reoMeTpHs IJIyUIeHHA - TeOMETPHUECKOe
PAcIOJIOXKEHNE O OTHOIICHHIO JPYT K APYTY
CTAHLHUU AKTHBHOI'O PAAHOIIEKTPOHHOTO
TIOABJICHHSI U TJTYLIIHAMBIX
IIPHEMONEPENAaTINKOB.

ryiy0HHa pe3KOCTH - MaKCHMaJIbHOE PACCTOSHHE
0T 0OBEKTHBA KaMepbl 3aMKHYTOH KaOeIbHOM
TB cucteMsbl, Ha KOTOPOE aBa 00BEKTA MOTYT
OBITH y/1aJICHBI B 10JI€ 3PEHHUS JAHHOT'O
00BEKTHBA, COXPAHSIS TIPH 3TOM HPHEMIIEMYIO
YETKOCTh N300pakeHust A1 000uX 00BEKTOB.

rJIYHICHHEC B HIHDOKOM AUANA30HE YacCToT -
OMHOBPEMCEHHOC IJIYHICHUC MHOI'AX COCCOHUX
YaCTOT OOHUM MOHIIHBIM CHTHAJIOM IJIYLICHHA.

I'/C - oTHOmIEHNE MOIIHOCTH IJIyLIEHHS K
MOIIHOCTH CHI'HAJIA.

I'CYuK - I'ocynapcTBeHHasI CHCTEMa yUeTa H
KOHTPOJISL.

I'Y - r;aBHOE ynpasJiieHHE.

A

AJIbHAA 30HA - OTHOCHTCS K HAPYIUCHUAM,
ITPOUCXOSAILIAM 32 NIPEAEIaMH 30HBI
Oo0HapyXEeHUs JaTUYMKa OXPAHHOH
CUTHaJIM3aLlHH,

JATYHK - YCTPOHCTBO, PEarupyrollee Ha NPU3HAKHY,
CBSI3aHHBIC C HECAHKIMOHHPOBaHHBIM
nelicTBueM, Kak, HanpuMep, IIPOHUKHOBCHHE B
3AIIUILICHHYIO 30HY WJTH MOMBITKA TPOHECTH
KOHTpabaHAy Yepe3 KOHTPOJIbHO-TIPOIYCKHOM
IYHKT.

JATYUK JJIA NepeceuyeHH0 MECTHOCTH - JATUNK
OXPaHHOU CHI'HaJIM3aLUd, KOTOPBIH OJUHAKOBO
XOpoi110 paboTaeT KaK Ha POBHOM, TaK H Ha
IEPECCYCHHON MECTHOCTH (CM. HATYHK JIMHHH
OpAMOUA BUAHMOCTH).

jamming geometry - the geometrical
relationship between the jammer and
the radio units in the system being
jammed.

depth of field - the maximum distance
from a CCTV camera lens that two
objects may be separated in a given
lens field of view and still maintain
acceptable image focus for both objects.

broadband jamming - simultaneous
jamming of many adjacent frequencies
by one high-power jamming signal.

J/S - ratio of jamming power to signal
power.

SSAC - state system for accounting and
control.

HQ - Headquarters.

far-field - refers to disturbances beyond
the expected detection zone of an
intrusion detection sensor.

sensor - a device that responds to a
stimulus associated with an
unauthorized action, such as an
intrusion into a protected area or an
attempt to smuggle contraband
through an entry.

terrain-following sensor - an intrusion
detection sensor that detects equally
well on flat and irregular terrain. (See
line-of-sight sensor.)
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JATYHK NPAMONA BUIUMOCTH - JaTIHK OXPAHHOM
CHTHAJTH3ALUH, yCJIOBHEM pabOTHI KOTOPOro
ABJIAETCS HAJIHIHE OECHPENsITCTBEHHON JIHHUK
IPSIMOH BUAMMOCTH B 30He OOHAPYXKEHUS; OIS
axkTHBHOro natuuka JIIIB seoOxomumMo HaIMune
6ecnpensTcTenHol JIIIB Mexny nepegaromm
U IIPUEMHBIM YCTPOIiCTBaMU (CM. JATYHK OIS
nepeceYeHHoH MECTHOCTH).

JIATYHK IJIEKTPHUECKOro MOJIA - AKTUBHBIH
MATYUK OXPAHHOW CHIHAJIA3ANMH, KOTOPBIN
reHEPHPYET JIEKTPHUISCKOE NI0JIE U PEarupyeT
Ha U3MEHEHHS] €MKOCTH, 00YCJIOBJICHHBIC
IIPHCYTCTBHEM HAPYHIATEJI.

JIBY KHJIbHbIH KOAKCHAJIbHBIN Kabeb -
KOaKCHaJIbHBIH Kabesib, UMEIOLHH aBa
LEHTPAJIbHBIX NPOBOOAHUKA.

NeiicTBHE HAPYILHUTEIA - KOHKPETHOE AeiiCTBUE,
COBEPINAEMOE HAPYIIHTETIEM.

JIEMCTBUTEIbHAA YrPo3a - 3aCJIyXHBAIOILAS
IOBEPHS CUTYAIMS WJTH TOATBEPXKACHHAS
nHGOpPMAIH, YKAa3bIBAOLIAS HA TO, ITO
MPEANpUsITHE B HACTOSINEE BPEMSI
IOABEPraeTCs PUCKY UJIH HOABEPrHETCS PUCKY B
Oynyuem.

nerekTop BB - ycrpoiictso, cnocoGHOE
00OHapyXKUTb MPHCYTCTBHE ONPEIECJICHHBIX THIIOB
BB. CymecTByeT gsa THna AeTeKTopos BB:

a. MOHHBIA CIEKTPOMETP, CHOCOOHBI
OOHAPYXKHTb BCE THIIBI AMMOHATOB, H

o

ra3oxpoMaTorpadpuuecKuii
JJIEKTPOHO3AXBATHBIN AETEKTOP, CIIOCOOHBII
00OHapyXHUTb BCE TUITBI UMEIOLIUXC HA
PBIHKE aMMOHATOB, BKJIrouasd THT.

MBEpPCHS
a. NPOMBIIJICHHAS - JiE000€ HAMEPEeHHOS
neiicTBHE, HE BKJIIOYAONIE
PAOHUOSIOTHUECKOr0 UM

line-of-sight sensor - an intrusion
detection sensor that requires a clear
line of sight in the detection space; an
active LOS sensor requires a clear LOS
between the transmitter and the
receiver. {See terrain-following
sensor.,)

electric-field sensor - an active intrusion
detection sensor which generates an
electric field and senses changes in
capacitance caused by an intruder.

twinaxial cable - a coaxial cable having
two center conductors.

adversary action - a specific act
performed by an adversary.

actual threat - a credible situation or
validated information which indicates
that facility interests are currently or
will be at risk.

explosives detector - a device capable of
detecting the presence of certain types
of explosives. Two types of explosives
detectors are:
a. lon mobility spectrometer, which is
capable of detecting all types of
nitrated explosives, and

b. Gas chromatograph-electron capture
detector, which is capable of
detecting all of the nitrated
commercial explosives, including
TNT.

sabotage
a. industrial - any deliberate act, not
involving radiological or
toxicological releases, which could
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TOKCHKOJIOTHYECKOr0 BEIGPOCa, KOTOPOe
MOXKeT HMETh HEIPHEMJIEMOE BO3/IEiCTBIE
Ha TPOr'PaMMBL.

6. paguosoruyeckas - JHoboe HaMEpPEHHOE
nelicTBUE, HAPaBJICHHOE MPOTHB 00BEKTA C
AXEePHBIMH MaTEPHaTAMHU UJTH HX
KOMITOHEHTAMH, HJIH OPOTHB TPAaHCIOPTA C
SIIEPHBIMH MATEPUAJIAMHI UM OPYXKHUEM,
KOTOPBIH MOXET NPUBECTH K
HEYIPaBJIIEMOMY BHIOPOCY pagHaliy UITH
pPaguoaKTHBHOTO MaTepuaJa.

B. TOKCHKOJIOIHYECKAsI - IPOU3BOJIbHBII aKT,
HAIIPABJICHHBII IPOTUB XPaHAIHXCA,
TIPOU3BOMMBIX HJTH MCTIOJIb3YEMBIX Ha
00BbEKTaX BPEOHBIX MATEPHAIIOB, KOTOPBI
MOXET TIPUBECTH K BBIOPOCY TOKCUIHOTO
BEHIECTBA, KOTOPOE MOXET 0Ka3aTh
OTPULATE/IBHOE BO3OCHCTBHE HA 3[I0POBbLE H
6e30nacHOCTD HACEJICHHS U COTPYAHHKOB HJTH
Ha OKPYXarollyIo Cpeny.

JAUHAMHYECKHH - OTHOCHTCS K aKTHBHOMY 3BEHY
CBA3H, KOTOPOE T€HEPHPYET MOCTOSTHHO
MEHIIOMIICA CUIHAJI, O3HAYAFOITHN
HOPMAaJIbHOE COCTOSHHUE.

JICIIeprapoBaHue (paccesiHyae) - npouece
PACHBLJICHUS SACPHBIX MAaTEPHAJIOB B
OKpyKarouei cpene.

eTEKTOp 00HApY KEeHUA AJEPHBIX MAaTEPHAAJIOB -
YCTPOHCTBO, HCIIOJb3YIOIIESC AJ1S
00HapyXEHHUS CICUHAAIbHBIX AOEPHBIX
MaTepHaJsioB; ycTaHaBusaeTcsa Ha KIIIT

Anana3oH 9actoTel oT 5200 no 11000 MI'u.

nornseposcKui 3pdexT - Hab1roAaeMbli CABUT
9acTOTH OTPaKEHHOrO 3BYKa MJIH OTPaXKEHHOMH
37IEKTPOMAarHUTHOH BOJIHBI BCJIEIICTBHE
e PEMELICHHS OTPAKAIOILEro OOBEKTA.

JOTOJIHAOIIHE TATYHKH - JaTIHKH, BEIOpAHHBIE
AJTS] HICHOJTB30BAHUSI B COYETAHUHU C OPYIHMH

have unacceptable impact to
programs.

b. radiological - a deliberate act
directed against a nuclear material
facility or its components, or a
nuclear material or weapon
shipment, which could cause an
uncontrolled release of radiation or
radioactive material.

c. toxicological - a deliberate act
directed against hazardous materials
stored, produced, or used at
facilities which could cause a release
of a toxic substance that may
adversely impact the health and
safety of the public, employees, or
the environment.

dynamic - refers to an active
communication link which generates a
continually changing signal to
represent the secure condition.

dispersal - the process of spreading
nuclear material into the environment.

SNM detector - a device used for
detecting the presence of special
nuclear material; a portal detector.

X- band - the frequency band extending
from 5,200 to 11,000 MHz.

Doppler effect - the apparent change in
the frequency of reflected sound or
reflected electromagnetic energy, due
to the motion of the reflecting object.

complementary sensors - sensors
selected for combination because of
their capabilities of mutually providing
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NATYHKAMH H3-32 HAJIMYUA Y HUX TEX
XapaKTEPUCTHK, KOTOPBIE OTCYTCTBYIOT Y
APYTHX AATYHKOB, U MO3BOJIIIOLINE COBMECTHO
obecneunTs BEICOKYIO BEPOSITHOCTD
o0HapyXeHUd, CHUXKEHHE YacTOThI JIOXKHBIX
TpeBor, 00YCJI0BJICHHBIX BHEIIHAMHE IOMEXAMH,
U/WJTH CBEACHHE K MHHHMYMY CTEIICHU
ySI3BAMOCTH K 1OfaBJieHut0. Hcnonb3oBanne
HECKOJIBKHX HATIHKOB, OCHOBAHHBIX Ha
Pa3JIMIHBIX TEXHOJIOTHSIX OOHAPYXKEHHU.

JIOPOIKKA ynpaBJIeHU:A - B CJIydac

BHOCOMArunTOOHA, YIACTOK MJICHKH,
comepXaluil 3anKch, B OCHOBHOM
HCIIOJTB3YHOIYOCS CEPBOMEXAHH3MOM /1
yApaBJIeHUd IPOJOJIbHBIM ABIXKEHHEM IJICHKH
BO BpEMSI BOCTIPOM3BEICHUS 3aIIMCH.

"nyxu'' - nosTOpHOE "csiemoBoe" M300paxKeHne

TIEPBUYHOTO U300PaXECHNIS, NIOSBJICHUE
KOTOPOro 00yCJIOBJIEHO
HECHUHXPDOHH3UPOBAHHBIM HOCTyHJICHI/IeM
CHUI'HAJIOB.

E

EASI - ouenka BepOSITHOCTH HpEPHIBAHUS

IIOCJIEAOBATEJIBHOCTH ACHCTBUI AUBEPCAHTA;
JUHAMAYECKAs aHAJIUTHIECKAad MOJECIb.

3ajava HapyIUHTeId - KOHKPETHOE AelicTeue,

KOTOPOE [OJIKHO OBITH COBEPILIEHO
HAPYLIHTEJIEM IS TOr'0, YTOOBI MPOABHHYTHCS
IO MApUIPYTY; HAIIPUMED, NPOHUKHYThH UEPE3
3arpakJeHUe, IEPEMECTUThLCS HA ONPENC/ICHHOE
PacCTOSIHUE U T.[.

3a4€PXKKA - 2JIEMEHT CHCTEMBI (PH3HUECKOI

3AIIUTHI, TPEAHA3HAUCHHBIH U1 3aTPyIHEHUT
NPOHUKHOBEHHUS QUBEPCAHTA B 3AMIALLICHHYIO
30HY HJIH €'0 BBIXOAA U3 3aIMIIEHHON 30HBL

3aAepKKa qoCTyna - CM. 3aiepKKa

what the other lacks in terms of
probability of detection, nuisance alarm
rate, and/ or vulnerability to defeat.
Multiple sensors will use different
detection technologies.

control track - for video tape recorders,
the area on the tape containing a
recording used by a servo-mechanism
primarily to control the longitudinal
motion of the tape during playback.

ghost - a spurious image displaced from
the primary image caused by different
arrival times of the signals.

EASI - Estimate of Adversary Sequence
Interruption; a dynamic analytical
model.

adversary task - a specific act the
adversary must perform in order to
advance along a path; for example,
penetrate a barrier, travel a certain
distance, etc.

delay - the element of a physical
protection system designed to impede
adversary penetration into or exit from
the protected area.

access delay - see delay
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3AKJIAHOM JIMHEHHbIH NATYHK - TACCHBHBII
OaTYHK 0OHApYKEHHUS MPOHUKHOBEHHUS, B
KOTOPOM HCIOJIB3YETCS 3aKONaHHbIH
npeobpa3oBaTesib AJ1s1 OOHAPYKECHUS
ceHCMUYECKHX M/MJIH MAarHATHBIX ITIOMEX.

3aKJI4HO0H JIAHEHHbIA MArHATHBIA JATYHK -
MIOA3€MHbBIH JIMHEHHBIA 1aTYHK, FEHEPUPYIOIIHi
ANIEKTPHUECKHI CUT'HaJ1, KOrAa
deppOMarHUTHBIH MaTepUaJl OKa3bIBAETCA
BOJIM3H OT peolpa3oBaTesid.

3aKPbITbIA y4aCTOK - THII OXPaHIEMOH 30HBI,
CaMo MPUCYTCTBHE HA KOTOPOH OOBIYHO
O3Ha4aeT NpHOOpeTeHne QOCTyna K CEKPETHOM
HH(POPMALIIH.

3aMbIKAIOIIHN (MM ITMKJIMYEeCKHH) BXOT -
IPOMEXYTOUHAS HAIPY3Ka C BBICOKUM
BOJIHOBBEIM CONPOTHBJICHHEM Ha BXO[IE
YCHJIUTEIIST, MOHUTOPA HJIX BUACOKOMMYTATOpa
JIHHHY IEPEavu CUTHAJIOB, IOE JIMHHUS
Hepenaqn CHI'HaJI0OB O4OJIZKHa GBITb HpOBC}:{eHa
Ha gpyroe obopynosanue. B
BH1€0000PYIOBAHHU BCE BBIXO/THBIC JIMHAH
00J1a1ar0T XapaxTe PHBIM BOJTHOBBIM
COTPOTHBJICHUEM 75 OM. 3aMbiKaronias
MEPEMBIIKA HA BXOAE C BHICOKHM BOJIHOBBIM
CONPOTHBJICHUEM TIO3BOJISIET HECKOJIBKUM
npubopaM HCIOJIH30BATH OOLHIT BUOESOCHTHAIT
0€3 3HAYNTEJIbHBIX IOTEPh B AMILTHTYE
curdaJsia. llocsemnuit BXxog Ha OQUHOYHOM
BHACOJIMHUH OJTKEH HMETH CONPOTHUBJICHHE 75
OM.

3ana3sAblBaHHE - PE3YJIbTAT UHEPLHUOHHOCTH
dopmupoBaTesns n300paxKeHusi, OOBIIHO
BBIPA>XCHHBII! B IPOLEHTaX OT CHI'HAJIA,
OCTAIOLIErocs B Tpex nosisax (S0 MHTTHCEKYH)
II0CJIe TOrO, KaK CHruaJs Opu1 npekpames. B
pe3yJipTaTe 3ana3abiBaHus N300 paKeHUE
TEPSAET YETKOCTDb U Pa3pelIaroIIyrO
CIOCOOHOCTD, KOT'1a IPUCYTCTBYET
OTHOCHTEJIbHOE IBHXKEHHE MEXIy KaMepoil u
CHUMAaEeMOH CIIEHOH.

buried-line sensor - a passive intrusion
detection sensor that employs a buried
transducer to detect seismic and/or
magnetic disturbances.

magnetic buried-line sensor - a buried-
line sensor that generates an electrical
signal when ferromagnetic material
passes near the transducer.

exclusion area - a type of security area
where mere presence in the area would
normally result in access to classified
information.

bridging (or looping) input - a high
impedance intermediate termination of
a signal line at the input of an
amplifier, monitor, or video switcher
where the signal line must continue on
to other equipment. In video
equipment, all outputs have a
characteristic impedance of 75 ohms.
The bridging (or looping) high
impedance input allows several pieces
of equipment to use a common video
signal without significant loss of signal
amplitude. The last input in a single
video line must be terminated in 75
ohms.

lag - a result of imager persistence,
usually expressed as a percentage of
signal remaining 3 fields (50
milliseconds) after the signal has been
removed. Lag produces image
smearing and resolution loss when
relative motion exists between camera
and scene.
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3ammpoBKa - KOOUPOBAHKE MOHATHOTO
OuHAPHOTO NOTOKA JaHHBIX B U POBOH
CHCTEME CBSI3H C IIEJIbI0 NIPEHOTBPAIIECHUS
HENO3BOJICHHOT'O NO/ICITYIIHBAHUS IIPH
pangEonepeaavax.

3aATa 00b€MHOI'0 MPOCTPAHCTBA - HAOJIIOACHHE
3a [EJIBIM YIaCTKOM, TAKHM, KaK KOMHATA,
4TOOBI OOHAPYXKUTH BXO B HEE uepes JuoOoil
IOPTaJi, CTEHDI, I0JT HJIH TTOTOJIOK.

3aIITA 0T BMELIATEIbCTBA - (CM. HeNH ¢
HHIUKALIMEH MONbITOK B3JI0MA).

3alUIIeHHAA 30HA - CTIENUAJIBHO IOMEYEHHAS U
OrOPOXEHHASI OAHMM My Gosiee (pru3nIecKuMu
3arpaXxACHHIMH 30Ha, AOCTYI B KOTOPYIO
KOHTPOJIUPYETCA.

3JI0YMBIIJIEHHAS AKIHA - IPEAHAMEPEHHOE
AOCHCTBHE C IEJTbIO IPHYMHHUTD yIIepO,
pa3pynTs OGBEKTH WJIH YHAUTOXHTD JIHOACH.

3JI0YMBIILJIEHHOE JEHCTBHE - HE3aKOHHOE
HAEHUCTBUE MJIH OEHCTBHE, COBEPLICHHOE C
HAMEPEHNEM IPHIMHHTD Bped Wi yiepo.
Cropa BKJIIOUArOTCST BTOPXKEHUE Ha
TEPPUTOPHIO, XHUILIEHUE UM HCIOJIb30BAHUE B
HE3aKOHHBIX LEJIIX SIIEPHOTO OPYXKHUS, €r0
KOMIIOHEHTOB HJIM CIELHUAJIBHBIX AACPHBIX
MaTepI/IaJIOB; HpOMbIH.IJ'IeHHaH ,EII/IBepCI/IFI )4
PaauosIOryuecKasi AUBEPCHUS; IUITHOHAXK
NOTEPs1, KOMIIPOMETAIM UJIH XUILECHUAE
CEKPETHBIX MAaTEPHAJIOB U/ IOCYAapCTBEHHON
COOCTBEHHOCTH; BaHOAIU3M; HETaTHBHbIE
BO3MAEHCTBUS HA COCTOSHUE HAMOHAJIBHOMN
6€30nacHOCTH, PONOJIKEHIE IPOrPAMMBI UJTH
Ha 310pOBbE H 6E30MaCHOCTh Pa0OTAOIMX HA
NPEANpPHUSTHH, HACEJICHHUS HJTH OKPYXKaroIIeil
Cpensl.

30HA - ONpeaeJIEHHbIH 00BEM IPOCTPAHCTBA (CM.
TaK3Ke 30HA OLEHKH, OYHINEHHAS 30HA, 30HA
o0HapyXKeHH A, IepUMeTp).

encryption - in digital communications,
encoding an intelligible binary data
stream to prevent unauthorized
eavesdropping of radio transmissions.

volume protection - monitoring an entire
area, such as a room, to detect entry
from any entrance portal, walls, floor
or ceiling.

tamper protection - (See tamper-
indicating circuitry).

protected area - a specifically defined
area, enclosed by one or more physical
barriers, to which access is controlled.

malevolent action - a deliberate action
with intent to harm or destroy
installations or people.

malevolent act - an illegal action, or an
action that is committed with the intent
of causing wrongful harm or damage.
It includes trespass, theft or diversion
of nuclear weapons, weapons
components, or Special Nuclear
Material; industrial sabotage and
radiological sabotage; espionage; loss,
compromise, or theft of classified
matter or government property;
vandalism; and adverse impacts on the
national security, program continuity,
or on the health and safety of
employees, the public, or the
environment.

zone - a specific volume of space. (See also
assessment zone, clear zone, detection
zone, perimeter.)
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30HA - MPOCTPAHCTBO, OKPyXKaroiee (HO He
3aHATOE) OHUM WM OOJIce TEeIIMH, B
npenesiax KOTOPOro OCYILIEeCTBIISTIOTCS (DYHKIUH
dusuueckoi 3amuTel. Hanpumep, ecsmu 060B6eKT
OKpYKEH HBOHHBIM 3a00pOM, OrpakKACHH I
IPOCTPAHCTBO MEX/Yy HUMH 00pa3yrOT 30HY.

30HA 0OGHAPYKEHHUA - IPOCTPAHCTBEHHBIN 00BEM
HJTH y4aCTOK MOBEPXHOCTH, HAXOMMIIAICS O
HaOJTIOICHHEM OJTHOTO MM 60Jiee AaTIUKOB
OXPaHHOW CHI'HAJIM3ALHHN, KOTOPBIE F€HEPHPYIOT
CHUTHAJI TPEBOr'H B TOM CJIydae, KOrfia B JaHHOM
00BEME HJIH HA YIACTKE NOBEPXHOCTH
CO3/1aF0TCs YCJIOBHA /1 MOaYM TPEBOKHOIO
CHTHAJIA.

30HA OHEHKH - MPOCTPAHCTBEHHBIH 00beM, B
Opeaesiax KOTOPOro BO3MOXKHO OCYIECTBJIEHHE
OICHKH.

51

HAeHTA(DUKAMA - TOJIOXKATEIIbHBIN pe3yapTaT
Iponecca Ono3HABaHUs OOBEKTA KaK
KOHKPETHOI'O JINLA, KHBOTHOT'O HJTH NPEIMETA.

uaeATH(DHKANAA NEJM - aHA M3 00BEKTa B LEJIIX
ONpeneaeHusi MECT, B KOTOPBIX HAPYIUHUTEJIHb
MOXEeT JOCTHYDb CBOHMX LEJICH.

u3ayvaroumi (nepdpopupoBaHHbIil) Kadesn -
Kabesib ¢ pacmoJIOKEHHBIMU OJTH3KO IPYT K
OpYT'y OTBEPCTHSIMH HJIM POMEXKYTKAMHU B
3K paHupyroimei 0OMOTKe, KOTOPBIE O3BOJISAIOT
U3J1y4aTh PaguOCHTHAL.

W30 THPOBAHHAA 30HA - 30HA OI'PAHHUECHHOTO
IOCTYIa, OKPy2Karowasi 00bEKT, KOTOpast
OUHINEHA OT BCEX NMPEISTCTBUM, 32 KOTOPBIMH
MOZKHO CIPSTaTh TPAHCIOPTHBIE CPEACTBA HJIU
JrofeH, 1 Koropas obecrieanBaeT
OecnpensiTCTBEHHOE HAOTIONCHHE T
HCHOJIB30BAHUE IIPYTHX CPENCTB OOHAPYKEHHS

zone - a space that surrounds (but may
not be occupied by) one or more
targets and in which the functions of
the physical protection system are to be
accomplished. For example, if a facility
is surrounded by a double fence, the
fences and the space between them
form a zone.

detection zone - a volume of space or
surface area under the surveillance of
one or more intrusion detection devices
from which an alarm is produced when
the volume or surface area is subject to
a condition for an alarm.

assessment zone - the volume of space in
which assessments are possible.

identification - the positive assessment of
a recognized object as a specific person,
animal, or thing,.

target identification - the process of
evaluating a facility to determine
locations where an adversary might
accomplish his/her objectives.

ported - refers to a cable having closely
spaced, small holes or gaps in the
shield that allow RF energy to radiate.

isolation zone - restricted access area
surrounding a facility that has been
cleared of any objects that could
conceal vehicles or individuals and
affords unobstructed observation or the
use of other means for detection of
entry into the area. (See clear zone.)
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NPOHUKHOBEHUS BHYTPH 30HBI (CM. YHCTAA
30HA).

HK - nadpaxpacHsiil.

HHCIIEKTOP - KBaJIM(DUIHPOBAHHBIH PabOTHIK,
OTBEYAIOLIMI 33 HHCIEKLHIO, OHEHKY U
OlpeaesieHre KBa JM(PHKAINOHHOM
XapaKTEePHCTHKH MPOrPaMMBbl 00€CIICUCHHUS
rapaHTuil 6e30MaCHOCTH H COXPAaHHOCTH.

UHCIeKnuA - npouecc cbopa uHGoOpMamu ¢
IEJIBI0 OnpeaesieHus 3(pPEKTUBHOCTH
BHEIPEHNS IPOrpaMM O0ECTIeYECHHS 3aLHTHL.

HH(PPAKPACHAA - DHEPTHUS B TOH YACTH

3JIEKTPOMArHUTHOTO CIIEKTpPa, B KOTOPO# [/IMHA

BOJTHBI IPEBRIIIAET [IJIMHY BOJIHBI BUIMMOTO
cBeTa. MHOrue 3aMKHYTHIE CHCTEMBI
Ka0eJIbHOr O TeJIEBUACHAA 00J1aa10T

3HAYNTEILHON TYBCTBUTCJIBHOCTBIO K DHEPTrHH B

KOpOTKOBOJIHOBOfI YacTH 3TOro Crcxrpa.

HOHHbIA CIICKTPpOMETP - MaCC-CIICKTPOMETP 1O
BPCMCHH NPOJICTa HOHHBIX MYUYKOB, KOTOprﬁ
H3MEPAET NOABHXKHOCTE HOHOB IpH

aTMOC(EPHOM JaBJICHUY; TACCUBHBIH IETEKTOP

napos BB.

apuc (nenecTkoBasa quacparma) -

PETYIMPYyEMOE OTBEPCTHE, KOHTPOJIUPYIOLIEE .
KOJIMUECTBO CBETA, BBIXOISIIETO U3 O0BEKTHBA.

Ero nnameTp onpenesisger Kak KOJIMISCTBO

cBeTa /11 (POPMHpPOBATEsII n300paXkeHus, TaK

U rayOuHy pe3KOCTH.

HCTIbITAHUE HA mpober - mpober uepes
IIPOEKTHYIO 30HY NEUCTBHS NaTUIUKa, YTOOBI
ONIPENEIHTD, (DYHKIMOHUPYET JIM OH
HOPMAaJIBHO.

HCNbITaAHHE HA NPOX0X - NPOXOXIECHHE Yepes3
NPOEKTHYIO 30Hy nedCTBHA qaTyuKa OXpaHHON
CHIHAJIM3A1MM, YTOOBI ONPENEIIATD, IPABUIBHO
J1 OH PYHKIIMOHUPYET.

IR - infrared.

inspector - a qualified employee
responsible for inspecting, evaluating,
and rating a safeguards and security

program.

inspection - the process of gathering
information to determine the
effectiveness with which protection
programs are implemented.

infrared - energy in that portion of the
electromagnetic spectrum having a
longer wavelength than visible light.
Many CCTV cameras have
considerable sensitivity to energy in
the shorter wavelengths of this region.

ion mobility spectrometer (IMS) - a
time-of-flight mass spectrometer that
measures the mobility of ions at
atmospheric pressure; a passive
explosives vapor detector.

iris - the adjustable opening that controls
the amount of light exiting a lens. Its
diameter controls both the amount of
light used to excite the imager and the
depth of field.

run test - running through an intrusion
sensor’s expected detection zone to
determine whether or not it is
* functioning properly.

walk test - walking through an intrusion
detection sensor’s expected detection
zone to determine whether or not it is
functioning properly.
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HUCTIbITAHHE IPOKATHIBAHUEM - IPOKATHIBAHAC
Yepe3 NPOESKTHYIO 30HY ACHCTBHA OaTIHKA,
YTOOBI ONpPeNe /UTh, (DYHKIHOHUPYET JIU OH
HOPMAJIBHO.

HCObITATEIbHAA TA0IMNA - TB ucneiTaTeIpHas
tabJsmia, HCHOJIb3yeMasl IJI1sI OUEHKH MHOIHX
pabouux napaMeTpoB BHACOKAMEPHI HJIH
BHACOCHCTEMBI. B Hee BKJIFOYArOTCS
pa3smgsbie 00pa3bl IITPUXOBKH AJIT
U3MEPEHHUs pa3peraromeil cnocoOHOCTH, KPYrH
[JTs1 OUEHKH FreOMETPHYECKHUX HUCKAKEHUH H
cepad IIKaJsia ¢ AECIThIO rPaMalisIMy IJTs
OLICHKH BOCIIPOM3BEACHUS rpajanuil SpKoCTH, a
TaKXK€ APYrue dJIEMEHTHL.

HCTOYHHK OecrepedoiHOro 3HEprocHat KeHust;
UCTOYHHK NEPEMEHHOI'0 TOKA, MUTAEMBIH
aKKyMYyJIATOpHO# GaTapeeii, KoTopsiil OyneT
NPOAOJIKATE CHA0XATh SHEPrHell KPUTHUECKH
BaXHOE 000pynoBaHue, HaXe Koraa
3HEprocHabKexHne Ha NUIONIA/IKe TOJIHOCTBIO
OTCYTCTBYET.

K

K-poJjroca - nosioca yactor oT 11 mo 36 rI'n.

KabeJsib ¢ YTeUKo# - Kabesib ¢ BBICOKHM [TOTOHHBIM
3aTyXaHHueM; B cJrydae nepdOpHpOBaHHOTO (C
OTBEPCTHSIMH [JIS BBIXOHA H3JTyYSHNU)
KOaKCHaJIBHOrO KabeJis IpHIUHON 3aTyXaHHus
SIBJISIOTCS KaOEJIbHBIC YTEUKH.

Kaap - onaa TB kapTunka, 06pa30oBaHHAS ABYMSI
NEPEKPHBAIOIIIMHICS NOJIIMH Kaxayro 1/30
CEKYHABI U COCTOSIIAS 3 525 rOPU30HTAJIBHBIX
noJsioc pa3sepTku (crangapT CHIA).

KaTeropys HapylIUTe A - HAPyIHTE 1 OOBITHO
Pa3neJIsIIOTCA HA BHYTPEHHHX U BHEILIHHX B

roll test - rolling through an intrusion
sensor’s expected detection zone to
determine whether or not it is
functioning properly.

test pattern - a chart used to evaluate

many of the operating parameters of a
video camera or system. It has various
line patterns for measuring resolution,
circles to evaluate geometric distortion,
and a 10-step gray scale for evaluating
gray scale response among other
features.

UPS - uninterruptible power supply; a
battery-powered, alternating current
source that will maintain power to vital
equipment even if all site power is lost.

K-band - the 11 to 36 GHz band of
frequencies.

lossy - refers to a cable having high
attenuation per unit length; in the case
of a ported coax sensor, attenuation is
caused by cable leakage.

frame - a single television picture, made
up of two interlaced fields, occurring in
1/30th of a second, and consisting of
525 horizontal scanning lines (U.S.
standard).

adversary class - adversaries are
generally classed as insiders or
outsiders depending on whether they
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3aBHCUMOCTH OT TOro, pabOTaroT JIM OHU BHYTPH

XPaHUJIIILA UJIA JOJIXKHBI HA9aTh
[IOCJIE0BATEIBHOCTD ACHCTBUI 32 NpeneaMu
o0BEKTA.

KO2KCHAJIbHBIHA KadeIb - KadeJib, COCTOSLmi 13
OJIHOT'O IIPOBOMHKUKA, OKPYKEHHOT'O
METa/IJTHUECKUM IKPAHOM H H30JIHPOBAHHOTO
OT HEro; UCMOJIB3YETCS AJ1d NEPEadu BUACO U
BBICOKOYACTOTHBIX CUTHAJIOB,

KOJOBBIM CAIHAJI 0 IIPHHY 2K JICHH - 3aPaHee

YCJIOBJICHHBIH NAPOJIb, TPYIIA CJIOB, (Ppa3a Ui

npyroii curgaJ (OGBITHO YCTHBIH), KOTOPBI B
3aByaJIMPOBAHHOM BHIE ONOBEILLAET 3HAIOLIETO
yeJsIoBeKa (Hanpumep, OXpaHHUKA HJId

onepaTopa CUCTEMBI aBapUHHOH CUTHAIM3AIHN)
0 TOM, YTO MOCBHIJIAFOIMI CUrHAJI IOABEPraeTCa
KaKOMY-JIMOO TIPHHYXACHUIO MM [EHCTBYET HE

10 CBOEH BOJIE.

KO3bIPbKH - YCTAHOBJICHHBIE IO YTJIOM PSIIBI
IIPOBOJIOKH MO BEPXY OrpaKACHH.

KOMHATA THNA 3aIHILIEHHOI 0 OTCEKA -
YTBEPXKAEHHOE PYKOBOJACTBOM OOBEKTA
NIOMEILEHHE, UMEIOLIEE Ha ABEPH (IBEPAX)
3aMKH ¢ TG POBBIM HJTH OYKBEHHBIM KOJIOM H
3AIUTY, O0ECICUNBAEMYIO YTBEPXK IEHHOM
PYKOBOACTBOM OOBEKTA CHCTEMON OXPaHHOM
CHTHAJIM3aLHH, BCTyNatomei B 1eHCTBHE IPH
NPOHUKHOBEHUH YE€PE3 CTEHBI, NIOJI, TOTOJIOK

Wi OTBEPCTHA, HJIH NPH NEPEABUXKCHIUN BHYTPH

MMOMECIICHUA.

KOHEeYHOEe COObITHE - CaMblil BEPXHHII 3JIEMEHT

U COOBITHE B JIOTHUECKOH CXeMe; DJIEMEHT, He

HMEFONTHH JIOTHYeCKOro COEAMHEHHS CO
CJISYIOLINM JJIEMEHTOM; KOHEYHAA LHEJIb
HAPYLIMTEIS B IEPEBE OUIMOOK AMBEPCHU HIIH
XHILICHHUI.

KOHTpadaHa - Takue MaTephaibl, Kak
OTHECTPEJIBHOE OpPYXKHE, B3PHIBUATHIC UJTH
ClIeNUaJIbHBIE SIAEPHBIE MATEPHAJIBL, KOTOPBIE

are working inside a facility or must
start an action sequence from the
outside.

coaxial cable (coax) - a cable consisting of
a single conductor surrounded by, and
insulated from, a metallic shield, used
for the transmission of video baseband

and high-frequency signals.

duress code - a prearranged word, group
of words, phrase, or other signal
(normally aural) which covertly
indicates to a knowledgeable person
(e.g., guard or alarm console operator)
that the individual is under some form
of coercion and is acting unwillingly.

outriggers - the angled strands of wire at
the top of a fence.

vault-type room - a facility-approved
room having a combination-locked
door(s) and protection provided by a
facility-approved intrusion alarm
system activated by any penetration of
walls, floor, ceiling, or openings, or by
motion within the room.

end event - the uppermost gate or event
of a logic diagram; a gate that does not
input to another gate; the ultimate
objective of an adversary in a sabotage
or theft fault tree.

confraband- materials such as firearms,
explosives, or special nuclear material
that are not permitted to enter or to
leave a particular area; unauthorized
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HE pa3peniaeTcd NPOHOCUTD Ha ONPEAC/ICHHbIE
YYIACTKH HJTH BBIHOCHTD U3 HUX.
KonTpadannabiii MaTepuan -
HECaHKIHOHNPOBAHHBIN MaTepHaJI UK
MaTepHasl, KOTOPBI MOXKET OBITh HCIIOJIb30BAH
IJTSL AUBEPCHH, Takol, kak C[IM,
akpanuposanublie C[IM, opyxue, BB,
HAPKOTHKH, 30JI0TO HJIH BAJIIOTA.

KOHTPACT -.COOTHOIICHAC MCXK 1Y TCMHBIMH H
CBCTJIBIMH 9aCTAMU BHHCOI/IBOGPa}KCHI/IH.

KOHTPOJIMpYyeMas 30Ha - TEPPUTOPHS, 32
rPaHUIaMi KOTOPOI Heo0XoauMOo HabIIONaTh |
BXOJ[I MEPCOHAJIa HA KOTOPYIO KOHTPOTHPYETC.

KOHTPOJIb JIOCTYIIA - IPOLECC TOJTyUCHHS
CaHKIIMOHHPOBAHHOT'O TOCTYIIA HJTH OTKAa3a B
IIOJ'Iy‘IeHI/II/I HﬁcaHKHI/IOHI/IpOBaHHOFO }IOCTYHa K
nH(opManun, Ha OOBEKTEI, K pecypcaM HUJIH Ha
COOTBETCTBEHHO 0O03HAUEHHBIC 3K PHITHIC
YyYaCTKH HOCPEOCTBOM NPUMEHEHHS METOI0B
oxpausl HEGOPMAINH, CPEACTB O0ECICUSHUS
dusnueckoil 6e300aCHOCTH, MOJTyICHUS
IOIyCKa MEPCOHAJIOM, 00eCeYeH s
6€30MacHOCTH CBSI3H, TEXHUUECKUX CPECTB
oOecriedennd 0e30MACHOCTH, O€30NMaCHOCTH
IPOU3BOACTBEHHBIX ONEPALMil M/UJTH APYTHX
IPOrpamMm, MPaBUJI U CPEACTB.

KOHTPOJIbHO-NPOIYCKHOU IYHKT - BXOJ[ HA
O0BEKT HJIH OXPAHIEMYIO 30HY, Ha KOTOPBIX
KOHTPOJIHPYETCS IOCTYI ¥ OAETCS pa3pelleHne
Ha BBIXOI.

KOHTYD - 1) myTh NpOXOXKCHUS CUTHAJIA;
2) TepMHUH "KOHTYP" B MYJIBTHIJIEKCOPHOI
CHCTEME aBapPHHHON CUIHAJIM3AlMU OTHOCHTCA K
Ccepuu MYJIbTHIIEKCOPOB, COEAHHEHHBIX
IOBOIHO# JIMHUEHN CBSA3H ¢ ABYMS OJI0KaMH
YIPaBJICHHS MYJIbTHILJICKCOPOB.

KOPPEKTOP - 3JIEKTPOHHOE YCTPOUCTBO,
HCIIOJIB3yEMOE AJ151 KOMIEHCAllMH NOTEPh
HUZKHUX W BEPXHHX YaCTOT Ha JIMHUY DEpPeJaydH.

material or material that could be used
for sabotage, such as SNM, shielded
SNM, weapons, explosives, narcotics,
gold, and/or currency.

contrast - the ratio of light and dark
portions of a video picture.

security area - in general, an area that
requires monitoring of area boundaries
and controlling of personnel entry.

access control - the process of permitting
authorized access or denying
unauthorized access to information,
facilities, resources or designated
security areas through information
security, physical security, personnel
security, communication security,
technical security, operations security
and/ or other programs, procedures
and means

entry control point - entrance to a site or
secured area at which access is
controlled and egress is allowed.

loop - 1) a signal path; 2) (L) an AMCS
term that refers to a series of
multiplexers connected via dual
communication paths to two MCUs.

equalizer - an electronic device used to
compensate for low- and high-
frequency losses through a
transmission system.
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KpOCCOBep - TOUKa, B KOTOPOU NEPECEKAIOTCI
OCEBBIC JINHUH NEPEKPHIBAIOIIMX IIYYKOB ABYX
MUKPOBOJIHOBBIX 1aTYHKOB.

J

JMHEeHHOE T0JIe 3PeHHA - H3MEPEHHE T0JI 3PEHUS
0o0BEKTHBA HJIM KOMOUHAIKY "KaMepa-
00BEKTHB", OTpaXaroLIce NIHPHHY UJIH BBICOTY
CLIEHBI Ha ONPENEJIEHHOM PAaCCTOSHHH,
BBIPaXXEHHOM B MeTpax (um pyTrax).

JIAHEHHBIA JATYHK - JaTYHK OXPaHHOM
CHI'HAJTH3AIMHA, OCYLIECTBISHOMIHAIMA
O0OHAPYXEHHE BIOJIb JIMHUHA (CM, TaKXe
00bEeMHDBINA JATYMK).

naaua npsamoi sagamocta (JIIIB) - paccrosnue,
Ha KOTOPOE pagHOCHIHaJI MOXKET OBITh nepenan
HEMOCPEACTBEHHO B/I0JIb HOBEPXHOCTH 3€MJIH;

papuo JI[IB 00vI9HO A/IMHHEE, YEM ONTHYECKA
JITIB.

JIMYHBIA HOMEP - IEPCOHAIbHBIA
UACHTH(DHUKALMOHHBIH HOMED.

JIOTMYECKOe JIePeBo - JIOTHUECKAsd CXEMa,
rpaduIecKy IPEeACTaBIIIIOmAasd, KaKiuM
ob6pa3oM KoMOuHaIHs COOBITHH MOXET
TIPUBECTH K OMPEHACIICHHOMY PE3yJIbTaTy; METOT
ONMUCAHUS 3HAUUMBIX Iy Te#l QOCTHXKEHUS LE U
HAPYLIHMTEJIEM HOCPEACTBOM NPEOAOJICHIS
anementos CD3.

JI02KHAA TPEBOra - CHTHAJI, 00YCJIOBJICHHBII
BHYTPCHHUMH HENOJaKaMi 000pya0BaHus;
IOCKOJIBKY CUT'HAJIbI JIOXKHOH TPEBOrd He
UMEIOT OYEBUIHON NIPUYHUHBI, OHH B
AEHCTBUTEIBHOCTH PACCMATPHBAIOTCA KaK
CHT'HAJIBI HEH3BECTHOIO NPOUCXOX JIEHNS.

JIOKQJIbHBIA NETEKTOP - JaTUHK OXPaHHOH
CHI'HAJTU3ALMH, HMEIOLIH OTHOCHTEJIBHO

crossover - the point at which the
centerlines of two overlapping
microwave sensor beams intersect.

linear field of view - the measure of the
field of view of a lens or camera/lens
combination expressing the width or
height of the scene at a specified
distance, stated in meters (or feet).

line sensor - an intrusion detection
sensor which exhibits detection along a
line. (See also volumetric sensor.)

line of sight (LOS) - the distance over
which a radio signal may be directly
transmitted along the surface of the
earth; radio LOS is usually greater than
optical LOS.

PIN - personal identification number.

logic tree - a logic diagram that
graphically represents how a
combination of events can end in a
specific result. It is a technique used to
describe significant ways an adversary
can reach his/her objective by
defeating the elements of a physical
protection system.

false alarm - alarm caused by internal
equipment malfunction; since false
alarms have no readily accessible
cause, they actually are unknown
alarms.

point detector - an intrusion sensor
which has a relatively small detection
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HeGOTBIIYIO 30HY AEHCTBUA, OOBITHO
PacnoJIOKEHHYIO BOJIM3H OT HETO.

JIIIB - yusust npstMoil BUOMMOCTH.

JIIOKC - METPUYECKAS SIUHHUIA H3MEPEHUS
OCBEILEHHOCTH, paBHasl 1 JIFOMEHY, adaloeMy
Ha 1 kBagpaTHslil MeTp. OmMH JIIOKC PaBHAETCS
0,0929 dyr-xaspesnl.

moMed (Im) - poromeTpuuecKkas euHHIA
H3MEPEHHSI MOIIHOCTH H3y1ydenus. Omud
JIFOMEH PaBHSIETCSI KOJIMYECTBY CBETOBOIO
TIOTOKA, U3/1y9aEMOr0 B TeJIECHIH yro 1 cp
TOYEYHBIM HCTOUYHHKOM, CHJIA CBETa KOTOPOro
pasHa 1 xangene.

M

MArHATOMETP - JJIEKTPOHHOE YCTPOUCTRO,
NpeAHa3HAYCHHOE U1 CKAHUPOBAHU JIFOACH 1
HEOyIIEBJICHHBIX IPEAMETOB C HEJIBIO
ODHAPYKEHHS TPUCYTCTBHUS METaJLa.

MapLIPYT - 000 My Th, 10 KOTOPOMY CJIEAYET
HAPYLIHTEJIb.

MapIIpyT HAPYIIATEIA - yIOPSAOYEHHBIH Habop
aefcTBuUi, HapaBJICHHBIX POTHB 00BEKTA
IIMBEPCHH, 10 3aBEPLICHAN KOTOPOro
COBEPIIAETCS QUBEPCHA UJTH XHILEHHE O0BEKTA.

MepPTBaA 30HA - MPOMEXYTOK B 30HE JIEHCTBHS
CHCTEMEI CBSI3H, OCOOEHHO pPaIHOCBI3H.

MepTBas 30HA - PACCTOSHUE 110 TOBEPXHOCTH
3EMJIH, OTMEPEHHOE OT NEPEAAOIIET0 HITH
IPHHIMAFOIIET0 YyCTPONUCTBA B HAIIPABJICHAN
JIMHUHM NPSIMOI BUAMMOCTH, TOE HAPYIIHTE b
MOXET NMPONOJI3TH HOM JIy4OM
MUK POBOJTHOBOT'O AaTYHKA HE3aMEUCHHBIM.

MEpPTBOE BpeM - IEPHOI BPEMEHH MEX Y ABYMS
NOCJIEA0BATE/IbHBIMY HCIIOJIb30BAHHAMHU JINHUU
OIpEAE ICHHBIM HAaTIHKOM B MYJIbTHIJICK CHOI
CHCTEME C Pa3[e/ICHHEM BPEMCHH,

region usually located close to the
Sensor.

LOS - line of sight.

lux (Ix) - the metric unit of illuminance
equal to 1 lumen incident upon 1

square meter. One lux is equal to
0.0929 footcandle.

lumen (Im) - the photometric unit of
radiant power. One lumen is the
amount of luminous flux emitted into a
solid angle of 1 steradian by a point
source whose luminous intensity is 1
candela.

magnetometer - an electronic device
designed to scan personnel and items
to detect the presence of metal.

path - any physical route taken by the
adversary.

adversary path - an ordered collection of
actions against a target that, if
completed, results in successful theft or
sabotage.

dead spot - gap in communication
system coverage, especially radio
coverage.

offset - the distance on the ground
surface, measured from either the
transmitter or the receiver in the
direction of the line of sight, in which
an intruder can crawl under the beam
of a microwave sensor undetected.

dead time - the length of time between
two successive uses of the line by a
particular sensor in a time-division
multiplexed sensor system.
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MepbI N0 KOHTPOIIO QOCTYHA - 2JICMCHTDI

000pyAOBaHKsA H IPOrPAMMHOTO 00ecCTIeueHus,
huzngecKue CpeACTBa yIpaBJiCHU I, IpaBHia
3KCIJIyaTally, aAMUHICTPATHBHBIE MPOLEIYPhI
M pa3/IMYHbIE COUETAHNUS BBLIIENEPEUHUCIICHHOTO,
IPEAHA3HAYCHHBIE 71 OOHAPYKEHUS HITH
IpeOOTBPALLEHNS HETO3BOJICHHOI'0 HOCTYIA K
CeKpeTHOH UH(OPMANH, CIENNATBHBIM
SAIEPHBIM MaTepHaJaM, FOCYAapCTBEHHON
COOCTBEHHOCTH, aBTOMATH3HPOBAHHBIM
HH(POPMALMOHHBIM CHCTEMAaM, K 00BEKTaM,
MaTepHaJiaM HJIM YYacTKaM, CONEPXKauM
BBIILIENIEPEYMUCIICHHOE, 4 TAKXKE
IpeAHa3HAYCHHBIC 111 TPOBEPKH COOIIOAEHHS
3THX MEP 1A 3aIUTHl HHTEPECOB 0€30MacHOCTH
U COOCTBEHHOCTH.

Mepbl 10 06eCIeYCHAI0 COXPAHHOCTH - TAKUE
Gu3HYeCcKre nperpamabl, Kak CTEHEI,
TPAHCIIOPTHBIE U JIPYrUe KOHTEHHEPHI, IeHAIbl |
T.H., KOTOPBIE KaKuM-/100 00pa3om
(pU3HYECKH OrPaHUIHBAIOT HJIH KOHTPOJIHUPYIOT
NEePEMEILEHNE M JOCTYIL K SIAEPHBIM
MaTepuasiaM, K uaopMariu, HMeroei
OTHOIICHHE K KOJIMIECTBY UJIH
MECTONOJIOKEHHIO SIICPHBIX MaTEPHAJIOB, H K
annapaTtype Habmonenus MATATD.

MECTHaA CBA3b - CBA3D, ¢ IOMOILIBIO KOTOpOﬁ

PacnpoCTPaHIIOTCH MOAPOOHOCTH I
TaKTHYecKad HHPOpMAamUs Cpenu CIIyXKalmux
OXpaHbl IIOCJIE TOr0, KaK OHU [IPUOBLIIN HA
MECTO MPOHUCLIECTBHUS.

METAJIJIOUCKATEIb - CM. MAaTrHATOMCTD

MHUKPOBOJIHOBbIA TATUMK - aKTUBHBIN JaTYHK

OXpPaHHOH CHMHAJIN3ALHN, NEPEeaaroImii
MHKPOBOJTHOBBIE CUI'HAJIBE 1 OOHA PYKUBAFOILIH
U3MEHEHUs B CHrHaJIe, 00yCJI0BJICHHBIE
NEPEMEIIAOITUMCST OOBEKTOM.

MHKPOBOJTHOBBIH OTPazKarTeJb - 1JI0CKad

MCTaIJIMUECKasd NOBCPXHOCTh UJIH CETKA,

access control measures - hardware and
software features, physical controls,
operating procedures, administrative
procedures, and various combinations
of these designed to detect or prevent
unauthorized access to classified
information, Special Nuclear Materials,
Government property, Automated
Information Systems, facilities or
materials, or areas containing the
above and to enforce utilization of
these measures to protect security and
property interests.

containment - physical barriers, such as
walls, transport flasks, containers,
vessels, etc., that in some way
physically restrict or control the
movement of, or access to nuclear
material, to information related to the
quantities or locations of nuclear
material, and to IAEA surveillance
devices.

local communications - communications
which transfer details and tactical
information among security personnel
once they have arrived at the location
of an emergency.

metal detector - see magnetometer.

microwave sensor - an active intrusion
detection sensor which transmits
microwave signals and detects changes
in the signal caused by a moving
object.

microwave reflector - a planar metallic
surface or grid designed for passive
reflection of a microwave beam and
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NpeaHa3HAYeHHAs AJ19 ACCUBHOIO OTPaKEHUs
MHKPOBOJIHOBOI'O IIy9Ka { UCIOJIb3YHOIIASCS
IUUIS HANIPABJICHAS MyYKa.

MHHHMAJIbHAA KYMYJIATABHAA BEPOATHOCTD
nepexsata - PI; kymysnsTHBHAS BEPOSATHOCTD
O0HapyXeHUs OT HavyaJia MapupyTa
HAPYLIUTEJIS IO TOYKH, ONPENC/IICMOi
HPOAO/IKHTEIBHOCTEEO BPEMEHH, UMCIOLLETOCS
14 pa3BopaunBaHusa OTBETHBIX meifcTeuil (TR).

MHOr0ypOBHEBas cACTeMa (3L TI0HAPOBAHHAA)
rapaHTHH - CHCTEMa, NPSIHABHAUCHHAS IS
obecnedeHns pa3IHgHbIX CTeneHel (hbu3udaecKoil
3aIUTHI, yY€Ta H KOHTPOJIA IS SIOCPHBIX
MAaTEpHUAJIOB Pa3JIMUHBIX THIOB, KOJIHIECTBA,
busnuecKoi GOopMBI H XHMUYECKOTO HITH
H30TOIHOI'0 COCTaBa B COOTBETCTBHU CO
CTENEHBIO PUCKA M CEPBE3HOCTHIO OCIENCTBUH,
CBSI3aHHBIX C COOTBETCTBYIOLIMMH CLCHAPUSIMHU
BEPOSITHBIX yTPo3.

MOIeJIAPOBAHME MOCTICI0BATEIbHOCTH JIEHCTBHH
HApyLIHMTE 1A (MOAEIMPOBaHUe
N0CJIeA0BATEIbHOCTH) - HCIIOJIb30BAHHE
aHaJIMTHYECKON MOOEJIH 719 OLEHKH
BEPOSITHOCTH AOCTHUKCHHUS yCIexa
HAaPYIHHTEJIEM, IOJIB3YIOIIAMCS ONPEEIICHHBIM
MapIIPyTOM HJIH CepUeit MapupyToOB.

MOHOCTATHYECKUHU - aKTHBHBIH JATUHK OXPaHHON
CUIHAJIM3aUUH, B KOTOPOM NEpPEAaroniee u
IPUEMHOE YCTPOICTBA HAXOOATCS BMECTE U
SIBJISIFOTCS UJIH OfTHHM H TEM X€ YCTPOHCTBOM,
WJIA TIOYTH COBHANAIOITHM (CM. TaKXKe
OHCTATHYECKHH).

MOHOXPOMHbDIM CHrHAN - TB curnas, He HECyumi
HH(OPMALHH O IBETE.

MYJIbTHIIJIEKCHPOBAHHE - METOM IIEpEeIavun
CHI'HAJIOB 110 PaAHO HJIH [0 MIPOBOAM, KOTOPBIi
XxapakTepusyercs nepenaueil 63 nomex 6oJiee
OIHOrO CHT'HAJIA [0 KaHAJTY CBSI3U.

used for the purpose of directing the
beam.

PI - minimum cumulative probability of

interception; the cumulative
probability of detection from the start
of an adversary path to the point
determined by the time available for
response (TR).

graded safeguards - a system designed to

provide varying degrees of physical
protection, accountability, and material
control to different types, quantities,
physical forms, and chemical or
isotopic compositions of nuclear
materials consistent with the risks and
consequences associated with threat
scenarios.

adversary sequence modeling (sequence

modeling) - using an analytical model
to estimate the probability of success of
an adversary along a specific path or
set of paths.

monostatic - refers to an active intrusion

detection sensor in which the
transmitter and the receiver are
together, either the same or nearly
coincident. (See also bistatic.)

monochrome signal - a television signal

without color information.

multiplexing - a signaling method using

wire or radio characterized by the
noninterfering transmission of more
than one signal over a communication
channel.
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MYJIbTHIIICKCUPOBaHVE ¢ BPEMEHHDIM

yrnotHenneM (MBY) - cucteMa aBapuitHO#
CHrHaJIu3aliuy, CUrHaJibl OT HECKOJIBKHX
AATYAKOB NEPEAAIOTCS MO 00IEMY TPOBOAY B
pa3/HYHBIE 3aPAHEE ONPEACIICHHBIE MOMEHTDI
BPEMEHH IIOCPEACTBOM LHKJIA OpPOca
BPEMCHHBIX HHTEPBAJIOB.

MYJbTHIIVICKCHPOBaHHE C BPEMEHHDIM

yIUIOTHEHHEM (BpeMeHHoe
CKpeMOJIAPOBAHMAE) - IIHPOKO
pacnpoCTpaHEeHHbIH METO aHAJIOrOBOT'O
peuUeBoro CKpeMOIMPOBaHUS (KOANPOBAHNU):
pasfesieHne PpeueBoro CUrHasa Ha HeboJtpme
BPEMECHHBIE CETMEHTBI, IEPeAada KOTOPBIX
3aepKUBaETCSA Ha KOPOTKOE BPEMsl, B TeUCHNUE
KOTOPOr0 KOH(Urypamus HOArPyIIIbL
CErMEHTOB MEHSIETCS.

MYJbTHIVICKCHPOBAHHUE C YACTOTHDBIM

YILUIOTHEHHEM.,

MUX - My/IpTHII/IEKCOD.

MYJIbTHIIJICKCOP - YCTPOHCTBO, MO3BOJISIOILEE

nepenaBaTh OMHOBPEMEHHO [Ba Ui Oosiee
CHT'HAJIOB IO OAHO HECYIIEH BOIHE, KaHAJLY
CBSI3M WJIM KaHAJIy JaHHBIX.

My JIbTHILICKCOPHbBIH 0JI0K yIIpaBJIeHAA.

HaGrroaeHne - c6op nHPOPMANIH C TOMOIIBIO
YCTPOUCTB H/UJT HEOCPEACTBEHHOT O
HaOJIFOIEHHSI C LeJIBI0 O0Ha Py KEeHHS
HE3asIBJICHHBIX NIEPEMEIIECHUN IIePHOTO
MaTepHasa, NONBITOK HAPYLIEHUS COXPAHHOCTH,
¢anbpcudukanuy JAHHBIX O KOJIMYECTBE U

pa3MeIleHH SOEPHBIX MATEPHAJIOB, & TAKKE
NONBITOK BMEMIATEIBCTBA B pabOTy YCTPOUCTB,
o0ecneYHBaoIHX rapaHTUy 0€30MacHOCTH
MAT ATO.

time-division multiplexing (TDM) - an
alarm communication system; signals
from more than one sensor are
fransmitted over a common wire at
different predetermined times in a
time-interval scanning cycle.

time-division multiplexing (time
scrambling) - a common analog voice
scrambling technique: dividing a voice
signal into small time segments whose
transmission is delayed for a brief
interval during which a subgroup of
the segments is rearranged.

FDM - frequency-division multiplexing,.

MUX - multiplexer.

multiplexer - a device that allows two or
more signals to be transmitted
simultaneously on a single carrier
wave, communications channel, or
data channel.

MCU - multiplexer control unit.

surveillance - the collection of
information through devices and/or
direct observation in order to detect
undeclared movements of nuclear
material, tampering with containment,
falsification of information related to
locations and quantities of nuclear
material, or tampering with IAEA
safeguards devices.
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H

Ha0II01eHMe 3a JIMHUeH - CpeacTBa HabJTIOneHIs
34 [EJIOCTHOCTBIO JIMHUH CBSI3H.

HabJIl0AeHNe 32 MaTepaanamMu - c6op
HHOpMaLHK ¢ IOMOILBIO YCTPOHCTB HITH
HaOJTFOZAIOIIEro MEPCOHAA C HEITBIO
OOHapyXKEeHHsI HECAHKIIMOHHPOBAHHOT O
IIEPEMEIICHHS SIIEPHBIX MaTEPHAJIOB,
BMELIATEIbCTBA B MEPBI COXPaHECHUST
MaTepHasIoB, (pasibcudukanuy HHPOPMaHH,
OTHOCSIIEHCS K Pa3MEIIEHUIO U KOJTHUECTBY
SAIEPHBIX MaTEPHAJIOB, H BMEIIIATE/IbCTBA B
paboTy npubopoB, 00€CHEUHBAIOLIHX FaPAHTHH
6€30MacHOCTH.

Ha3eMHAas JIMHUA CBA3M - IPOBOHAS JIMHUS
CBsI3H, HaNpuMep, TejiepOoHHad JIMHUA.

HAHECTH MOPAKEHHE - TOMEIATH KOMY-JH00
nocTHub ero/eé nesmw. Takxe gelicTsue 00x01a
NaT9MKa, WIH CUCTEMBI JOCTYIA, UJIA KOHTPOJIS
HEPCOHAJIa WJIH MaTePHAJIOB BHYTPU O0BEKTA.

HAPYIIHNTEIb - YEJIOBEK, COBEPIIAIOIIUI
BpaxaeOHbic OCUCTBUS C UEJIBIO IPHUYHHCHIS
Bpena 00BEKTYy; HapyUIUTEIb MOXKET OBITh Kak
BHEIIHUM, TaK U BHYTPEHHHUM.

HACHIIb - HOKPBITHE U3 3€MJTH MJIM KaMHEl Hax
0COO00BAXXKHBIM YYACTKOM JJ1sI 3AILUTHI €r'0 Ha
CJlyJail aTaku; CPeICTBO 3aEPXKKH JOCTYNA.

HEJIOBOJIbHBIIN COTPYIHUK - COTPYIHHK, KOTOPbIH
O4YEHb HEYJOBJICTBOPEH ¥ TAKHM 00pa3oM
SBJIAETCA NOTCHUHAJIbHBIM BHYTPEHHUM
HaPYIIHATEJIEM.

HelTpau3anua HapymuTesia (HeHTpanu3anus)
- OCTaHOBKa aTaKH CHJIaMH OXPaHBI 00BEKTa,
KOTa HapyIHUTeIb ToHMaH, yOuT uim
IPHUHYX[ICH K No0ery.

line supervision - a means to monitor the
integrity of communication lines.

material surveillance - the collection of
information through devices and/ or
personnel observation to detect
unauthorized movements of nuclear
material, tampering with containment,
falsification of information related to
location and quantities of nuclear
material, and tampering with
safeguards devices.

land line - a hard-wired communications
line, such as a telephone line.

defeat - to prevent someone from
accomplishing his/her goal. Also the
act of bypassing a sensor or system of
access, personnel, or material control
within the facility.

adversary - a person performing hostile
acts in pursuit of interests antagonistic
to those of the facility; an adversary
may be an insider or outsider.

overburden - a cover of dirt or rocks
above a sensitive area to protect it from
attack; access delay.

disgruntled employee - an employee
who is very dissatisfied and thus a
potential insider adversary.

adversary neutralization (neutralization)
- the termination by the facility guard
force of an attack such that the
adversary is captured, killed, or forced
to flee.
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HEKPHTHYHOCTDb K 0010 0THEJIbHbIX 3JIEMEHTOB -
CIOCOOHOCTB CHCTEMBI (PH3NYECKON 3aLHUTEI
COXPaHATb paGOTOCIOCOOHOCTD, BO3SMOXHO, B
COKpALICHHOM 00beMe, IPH 0TKA3€ OTACIIbHBIX
3JIEMEHTOB CHCTEMBI.

HEONO3HAHHDbIE CHIHAJIbI TPEROTH - CHTHAJTBI
TPEBOT'H, IPHUHHBI KOTOPHIX HE OBLIIH
HIeHTH(HLHPOBAHEL.

HeNpepbIBHAA CACTEMAa 00GHAPYKEeHHs -
CHTYyalus, IPH KOTOPOH B 3AIUHUIIEHHOM
NEPUMETPE HE UMEETCS Pa3pPBhIBOB B JINHUH
AATYHKOB, COCTaBJIAIOIINX 30HBI OOHAPY K ECHUS
IPOHHKHOBEHUS H BKJIFOYEHHBIX B TIOJICHCTEMBI
NEPUMETPA.

HenpepbIBHLIN (J103APOBaHHDIN) NOA3aPAN -
NPOAOJIXKAIOINasICA MeJICHHAs MoA3apsaaka
aKKyMyJIITOpHO# OaTapen, npH KOTOPO#
CKOPOCTD NMOA3APAAKHU IBJISICTCS AOCTATOUHOM
TIJIE KOMIICHCALH BHY TPEHHUX NOTEPD MJTH
HOPMAaJIbHOMH pa3psaaKH.

O

oGecneuenne coxpananocty H nadmoaenune (C/H)
- IOMEIICHUE B 3aKPBITOE MPOCTPAHCTBO,
JIOKAJIA3a1Hnsd, HACHTH(DUKALUA U CJICXKEHHE 32
IepeMeICHIEM SACPHBIX MAaTEPHAJIOB (CM.
CcoXpaHeHHe, HA0JII0IeHAE).

obecnieuenue (pu3nuecKor 6€30MaACHOCTH

a. HCIOJIb30BAaHHE 3aMKOB, OXPaHLL,
YAOCTOBEPEHUH JINUHOCTH, aBaPURHON
CHUTHaJIM3aluuy, NpoLucayp U Apyrux
no100HBIX Mep (IO OTHAEIBHOCTH WJIH B
KOMILIEKCE) 11 00€CIedeHnd KOHTPOJISA
IIOCTYIA K SIICPHBIM MaTepHaJIaM UJIH
oOBeKTaM.
MEPpBI, HeOOXOAUMBIE 1 3aIUTHI SIHCPHBIX
MaTEpHaJIOB H OOBEKTOB OT MINHOHAXKA,
XULLIEHU, TOPYH, MOONEIKH, HETIPABUILHOIO

o

fail soft - the capability of a physical
protection system to operate, perhaps
in a reduced capacity, during a failure
of some element in the system.

unknown alarms - alarms for which the
cause is unidentified.

continuous detection - for a protected
perimeter, no detection gaps occur in
the detection zones of any of the sensor
lines included in the perimeter
subsystem.

float charging (trickle charging) -
continuous slow charging of a storage
battery in which the charging rate is
just sufficient to compensate for
internal losses or normal discharge.

containment and surveillance ((/S) -
enclosing, localizing, identifying, and
monitoring the movement of nuclear
material. (See containment,
surveillance.)

physical security -

a. the use of locks, guards, badges,
alarms, procedures, and similar
measures (alone or in combination)
to control access to nuclear material
or facilities.

b. the measures required for the
protection of nuclear material or
facilities from espionage, theft,
waste, fraud, abuse, or damage by
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ofpaleHns Wi HaHeceHHs yuiepOa npu
aBapHH, M0XKApe U CTHXUHHBIX OCACTBHSIX.

00MAaH - IIONBITKA IPOHUKHYTH YePE3 CHCTEMY
0€30HaCHOCTH, HCIIOJIB3Y S (DAJIBIIHBOE
YAOCTOBEPEHHE JITYHOCTH KT TONIC/IAHHY IO
CAHKIHIO.

o6MaH - (paspIIMBOE NPHTA3AHAE HA YTO-JIHOO.

oOHApYKeHHe - ONpeIC/IEHUE TOrO, YTO
IPOU3OIIJIO HJTH IPOUCXOOHT
HECAHKUHOHUPOBAHHOE ACHCTBHE; OOHAPYXKEHHE
BKJIFOUAET B ce0s1 pearupoBaHUe NaTIMKa Ha
Takoe fAelcTBHE, Nepefavuy aBapuitHOro Curtasia
B IICHTP YNIPABJICHUS U OLIEHKY TPEBOTH.
(ObHapyXeHue He CYIIEeCTBYET 6€3 OLEHKH).
(Cm. mnesTahbukanBA 1 ONO3HABAHHUE).

00HapyIKeHHE U OLIEHKA ~ DJIEMEHT CUCTEMEI
PU3HIECKOH 3aIMUTHI, TPEAHA3HAYCHHBIN A1
PACKPBITHS H NOATBEPXKACHNI NONBITOK
HECAHKUIMOHUPOBAHHOTO MPOHUKHOBCHHUS.

06X01 - peXUM NPEOA0JICHHS JATIHKA, IPH
KOTOPOM HAPYIIATEJb CBOOUT HA HET
3 ek TUBHOCTD maTuuKa, n3deras nomnagaHus B
€ro 30Hy OOHapyKEHUS UIIH MOPaKEHUS
HCIIOJIB3YEMBIM METOAOM OOHAPYKEHHUS. .

00beKT - NpeANpHATHE, TOCTPOCHHOE HJIH
OPraHH30BaHHOE C ONPEAEJICHHON LEJIBIO;
corsiacHO rapanTusmM lorosopa o
HEPACIPOCTPAHECHUH SIASPHOIO OPyXKHs: (a)
PeaxTop, KpUTHUECKAs] YCTAHOBKA,
ropHOOOOraTHTE/IbHOE IPEONPHATHE, 3aBOA 10
M3rOTOBJICHHIO TOIJINBA, 3aBOJ IO epepaboTKe
SIAEPHOrO TOMJIHBA, 3aBOM M0 O0OTAILEHHIO HITH
OTACIBHOE XPAHUITUIIE; (0) oboe MecTo,
rae 06BIYHO UCTIOJIB3YIOTCS SIACPHBIC
MaTepHaJsIbl B KOJHIECTBAX, TPEBHIIAOIIHX
0uH 3(P(PEKTUBHBIN KHJIOTPAMM.

accident, fire, and environmental
hazards.

deceit - attempt to defeat a security
system using false identification or
authorization.

hoax - a false claim.

detection - determining that an
unauthorized action has occurred or is
occurring; detection includes sensing
the action, communicating the alarm to
a control center, and assessing the
alarm. (Detection does not exist
without assessment.) (See
identification and recognition.)

detection and assessment - the element
of a physical protection system
designed to discover and to verify
unauthorized intrusion attempts.

bypass - a sensor defeat mode in which
an intruder defeats a sensor by
avoiding its detection zone or detection
method.

facility - a plant built or established to
serve a particular purpose; under NPT
safeguards (a) a reactor, a critical
facility, a conversion plant, a
fabrication plant, a reprocessing plant,
an isotope separation plant or a
separate storage installation; or (b) any
location where nuclear material in
amounts greater than one effective
kilogram is customarily used.
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00bEKTHB C AaBTOMATHYECKOH MPHCOBOH
muapparmMoit - o0BEKTHB, anlepTypa KOTOPOro
KOHTPOJTUPYETCS NOCPEACTBOM CJIEKEHUS 32
aMIJTUTYA0H BHACOCHTHAJIA M aBTOMATHIECCK O
PETYJIMPOBKH HPHUCOBOI muachparMsl AJIst
COXPaHEHHUS NOCTOIHHON aMILITUTY OB
BBIXOJIHOT'O BHIEOCHIHAJIA.

00beMHbII JATYHK - TATIHK OXPAHHOM
CHUMHAJIM3ALUH, KOTOPBIA OCYIIECTBLET
o0HapyXeHUe B IPOCTPAHCTBEHHOM 00beMe
(cM. TakXKe JIMHEHHDBIH JATYHK).

OleuaThiBAHHE - YCTAHOBKA yCTPOHCTBA,
CBHMIETEJILCTBYIOIIETO O BMELIATEIIbCTBE.

OMOBeIATeIb - PafoTaromast OT JIEKTPOCETH
CHI'HAJIbHAS NAHEJ b WM HHAHKATOP, B
OCHOBHOM HCIIOJIb3YIOIUECS A1 OTIOBEIICHUS
CHJI CTIENCJTy X OBl O TPEBOTE.

onopernenne 00 ONacHOCTH ~ COOOILUEHHE BCEM
COTPYHAHHKAM CJIyKO0bl 6€30aCHOCTH O
Hasmaup Y11 Ha 0OBEKTE H O MECTOIOJIOKCHIN

YIl.

orpeeieHAE XapaKTePHCTHK 00bEKTA
(ompeneneHne XapakTePUCTHK) - OIKCAHKE,
TIEPEUNCIICHIE UJIN YEPTEXH OCHOBHBIX UaCTel
sAepHOro 00BEKTA.

0peo.1 - HauboJIee YaCTO - 3TO TEMHBIH YUaCTOK
BOKPYT HEOOBIYHO SIPKOTO 00BEKTA, MOABJICHHE
KOTOpOro 00yCJIOBJICHO NEePerpy3Koil
ycTpoiictsa OPMHPOBaHUS N300paKeHus
KaMmepbl. CBETOBOE OTpPaXeHHE OT APKOro
00BEKTa MOXET TAKXKE MOCTYXKUTH TPHUHHON
Takoro acpdexra.

OPYXKHEC H TAKTHKA CIICITHA3ZHAYCHU A

OCJIeIJIEHHE - COKPAILCHAC KOJIMIECTBA
MHDOPMALUH, TIOJTy4aeMOil OT CHIMAaeMOr 0o

auto-iris lens - a lens whose aperture is
controlled by monitoring the video
signal amplitude and automatically
adjusting the iris to maintain a constant
video amplitude output.

volumetric sensor - an intrusion
detection sensor which exhibits
detection in a volume of space. (See also
line sensor.)

tamper-safing - the act of applying a
tamper-indicating device.

annunciator - an electrically controlled
signal board or indicator primarily
used for alarm presentation to guard
forces. ‘

alert - communication which informs all
security personnel of a facility
emergency and of the location of the
emergency.

facility characterization
(characterization) - describing, listing,
or drawing the major parts of a nuclear

facility.

halo - most commonly, a dark area
surrounding an unusually bright
object, caused by overloading of the
camera imager. Reflection of lights
from a bright object might cause this
effect.

SWAT - special weapons and tactics.

blinding - the reduction of scene
information as the result of relatively
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00BEKTa, B pe3yJIbTaTe OTHOCHTEJILHO
BBICOKOI'O YPOBHSI OCBEILEHM, MOTAAAIOIIETO B
o0bekTHB. OTBEPCTUE UPHCA KAMEPHI
OHpENEJISIETCS HOBBILICHHBIM YPOBHEM
OCBEILEHHS, 3aKPbIBASICh TP MTOBHIIICHHN
ypoBHs ocseluerusa. Mudopmanus o
3aT€MHEHHBIX YIaCTKaX IPH 3TOM TEPSIETCA.

0co00BaKHAA 30HA - YIaCTOK Ha OOBEKTE HIIH
XPAHUJTHIIE, HA KOTOPOM Pa3MEIlEHBI
000pyIOBAHHE UJTH MATEPHAJI, KOTOPHIE B
cJlyyae OTKa3a, pa3pyLleHus WM BeIOpoca
NPCACTaBAT HENNOCPEACTBEHHYIO HJIM KOCBCHHYHO
ONACHOCTD AJIA 3OOPOBBSI HJIH O6€301aCHOCTH
HACEJICHUSI BCJICACTBUE PATHOAKTHBHOIO
00J1yueHusI.

OTBETHbIE IEHCTBHA - 3JIEMEHT CUCTEMBI
dHu3HIECcKOoil 3aIUThI, HA3HAYEHAEM KOTOPOTO
SIBJIAETCA NPOTHBOAEUCTBUE AEATEIBHOCTH
HapywuTe Il 1 HeWTpaiu3auusi yrpo3sl.

OTBJIEKAIOIIHIA MAHEBP (OTBJIEKATH) - HAITAICHAE
HJIH €r0 HMHTALHSA, KOTOPBIE OTBJIEKAIOT
BHUMAHHE ¥ CUJIBI IPOTHBHHUKA OT MECTa
OCHOBHOH Onepanuu.

OTKA30yCTOHYHBOCTD - XapaKTEPUCTHKA CHCTEM,
CHIPOSKTHPOBAHHBIX TAaKHM 00pa3oM, 4TO MpU
OTKa3€ CHCTEMBI MJTH HOTEPE IHEProCHAOKSHHS
COXpaHseTCs CIOCOOHOCTD 3aALIUIIATD SICPHBIC
MAaTepHAJIBL

OTCEK /1Sl XPAHEHH S - KOHCTPYKIHS UITH
NIOMEIICHUE, B KOTOPBIX ABEPb, CTEHBI, HOJI 1
KPBIIIA CIPOSKTHPOBAHBI TAKUM 00pa3oM,
YTOOBI 3aTPYAHUTL IPOHUKHOBEHIE BHYTPb.

OLICHUTD - ONpPEAC/IUTH JOCTOBEPHOCTD H
MIPHOPUTET aBaPHIHOIO CUrHAJIA.

OLICHKA - ONpEAeJICHHE IPUUYHHBI ABAPHIHHOTO
CHrHAJIa ¥ pasMepa yrpo3sl.

high light levels entering the lens. The
camera iris opening will be determined
by the higher light levels, and will close
down. Information in darker areas of
the scene will be lost.

vital area - an area of a plant or facility
containing equipment or material
whose failure, destruction, or release
could directly or indirectly endanger
the public health or safety by exposure
to radiation.

response - the element of a physical
protection system designed to
counteract adversary activity and
neutralize the threat.

diversion (divert) - an attack, or feint,
that draws the attention and force of an
enemy from the point of the principal
operation.

fail safe - systems that fail or lose power
in such a way as to protect the nuclear
material.

vault - a structure or room whose door,
walls, floor, and roof are designed to
make penetration difficult.

assess - to determine the validity and
priority of an alarm signal.

assessment - the determination of the
cause of an alarm and the extent of the
threat.
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OLICHKA YI'PO3bl - CYXOCHUEC, OCHOBAHHOC Ha

pa3BebIBATC/IPHBIX JAHHBIX, HHPOpMAaluH,
NOCTYNMBLUEH OT IPaBOOXPAHUTEJIDHBIX OPraHOB
H #3 OTKPDLITHIX HCTOYHUKOB, O AEHCTBHTEIBHOM
HJIA IOTEHLIHAJIBHOHN yrpo3e OqHOMY WJd
HECKOJIBKUM 00BEKTaM/TIPOr paMMaM.

OIICHKA YA3BHMOCTH - CHCTEMAaTHIECKmit npoueccce

OLICHKH, B KOTOPOM KOJIMYECTBEHHBIC H/HJTH
Ka9eCTBEHHBIC METOIBI IPHMEHSFOTCS A1
o0HapyXeHHS yS3BHMBIX MECT, a TAKX€ AJISI
onpenesieHus ypoBHs 3(P(EKTHBHOCTH,
HEOOXOOUMOro IJIs TOro, YTOOBI CHCTEMA
obecnieueHus rapanTuil 6€30MaCHOCTH 1
COXPAaHHOCTH MOTJIa 3aIIUTATH KOHKPETHBIE
HEJTM OT ONPEACJIEHHBIX HapyIMTeNeH u ux
Oe¥CTBHH.

oneHka 3(PeKTUBHOCTH - aHAJIN3 BO3MOXKHOCTH

OCTaHOBKH aTaKy CUCTEMON (PH3HUIECKOMN
3aIIMTHL.

ommoKa 1 pona - B cucteMe NOATBEX ISHUS

JIMYHOCTH YEJIOBEKA Ha OCHOBE CPABHEHHS C
023011 JaHHBIX - 0OTKa3 MOATBEPOUTH JIMYHOCTD
YEJI0BEKA, KOI'a IPEAbSIBJICHHOE
YAOCTOBEPEHUE JIMIHOCTH SIBJISIETCS
MOJIJTHHHBIM.

ommudka II poaa - B cucreme moOTBE XK ACHHS

JIMYHOCTHU 9EJIOBEKA Ha OCHOBE CPaBHEHHA C
0a30i JaHHBIX - IPHHATHE IPEABSIBJICHHOTO
YIXOCTOBEPEHU S JIMIHOCTH B CJTydae
MpebsiBJICHHSE (DAJIBIINBOIO YOIOCTOBEPEHHS.

II

NaHoOpaMHas roJioBKa - SJICKTPOMECXAHUYICCKOC

YCTPOHCTBO, HCHOJIb3YEMOE IIPH PETYJIUPOBKE
CHUMAEMOr'0 KaJpa QUCTAHIHOHHOH KaMepoil
CHCTeMBI 3aMKHYTOro xadespaoro TB.

NACCHUBHOC - OTHOCHTCA K 3BCHY JIMHHU CBA3H,

KOTOPBIH NEPENAET CUrHAJI TOJIBKO B CJIydae
TPEBOT'H.

threat assessment - a judgment, based on
available intelligence, law enforcement
and open source information, of the
actual or potential threat to one or
more facilities/ programs.

vulnerability assessment - a systematic
evaluation process in which qualitative
and/or quantitative techniques are
applied to detect vulnerabilities and to
arrive at an effectiveness level for a
safeguards and security system to
protect specific targets from specific
adversaries and their acts.

effectiveness evaluation - an analysis of
the capability of a physical protection
system to defeat an attack.

Type I error - in a positive personnel
identity verification system, rejection of
a claimed identity when the identity
claimed is true.

Type II error - in a positive personnel
identity verification system, acceptance
of a claimed identity when the claimed
identity is false.

pan/tilt mount - an electromechanical
device used for remote CCTV camera
field of view positioning.

passive - refers to a communication link
which carries a signal only when an
alarm occurs.
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NACCUBHBINA JATYMK - JAaTUYUK OXPAHHOM passive sensor - an intrusion detection
CHIHAJIH3AIHH, HE MCIIOJIB3YEOIMH CHIHAJT sensor which produces no signal from
nepenaTuuka, KOTOPBIA MPOCTO OOHAPYKHUBAET a transmitter but simply detects energy
SHEPTHIO, H3/TyIAEMYFO B 30HE AEHCTBHS emitted in the proximity of the sensor.

AaTuuka (CM. TAKXKe AKTHBHbIH JAaTUHK). (See also active sensor.)

naccHUBHbIA HH(PPAKPACHBIA. PIR - passive infrared.

[ACCUBHBII HH(DPAKPACHBIH JATYHK - TACCHBHBIN  passive infrared sensor - a passive
JaTYNK OOHAPYZKEHHUS IPOHHKHOBEHHS, intrusion detection sensor which
ONpEeIgIONMI U3MEHEHNS JHEPruu (Tensia) B changes infrared energy (heat) over
HH(MPAKPACHOM [AHANIA30HE 1O OTHOIIEHHIO K background levels.

(POHOBBIM YPOBHSIM.

[EPBHYHAA CTAHNKA OXPAHHOM CHTHAM3anud.  PAS - primary alarm station.

MEePBUYHOE COObITHE - COOBITHE, primary event - an event considered to be
paccMaTpuBaeMoe B KaueCTBe IpHUMHBL Apyrux ~ the cause of other events but which
cOBBITHH, HO KOTOPOE CaMo 10 ce0e He HMeeT itself has no developed cause; the first

step in a logic tree. A primary event
may be a basic, an undeveloped, or a
developed event.

00OCHOBaHHO! IPHYIMHBI; IEPBBII 1ar B
JorugeckoM aepese. Ilepsuunoe cobbiTue
MOXKeT OBITb OCHOBOIIOJIAr AIOIIUM, HEPA3BUTHIM
HJIM pa3BUTHIM COOBITHEM.

nepeaaya OTKPbITHIM TEKCTOM - HOpMaJibHAs clear-voice - normal radio transmissions
paaHonepenaya, He3amu(POBAHHAS H that have not been scrambled or
HE3aKOAUpPOBaHHAS (CM. TAKKE CEKPETHOCTH encoded. (See also voice .Pﬂ"aCYJ

peueBOH CBA3M).

nepexsnoYeHue - diversion -

4. HECAHKIMOHMPOBAHHOE W3BJIeUeHue sneproro & the unauthorized removal of nuclear
MaTepHaJja 03 00JIACTH €ro JOMYCTHMOrO material from its approved use or
HCIIOJIB30BAHMSI MJTH YCTAHOBJIGHHOTO MECTa authorized location.

XpaHEHHS.

b. unauthorized possession or thefts of
radioactive material; may be large or
small amounts acquired over a long
period of time.

6. HECAaHKIMOHUPOBAHHOE BJIAACHHE HJIH KpaXa
PaZiMOAKTHBHBIX MATEPHAJIOB; MOXET OBITh
OOJIBILIOE KOJIMYECTBO Wi HEOOJIBIIIOE,
NPUOOPETEHHOE B TEUEHHE IJTUTCIHHOTO
IIEPHOAA BPEMEHH.

nepeKpecTHbIC NOMEXH - HEKeJ/1aTeIbHbIN cross talk - undesired transfer of signals
NEPEXOM CHTHAJIOB MEX/y CHCTEMAMH HJIH between systems or parts of a system.
YACTIMHA CHCTEMBL.
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[EePHMETP - H30JIUPOBAHHASA 30HA BOKPYT
3aUTALICHHOH 30HBI.

IETH (PETN) - tBepmoe BB..

101 KJII0Y - TIOCTPOCHHOE, OCHALEHHOE W/HJTH
CMOHTHPOBAHHOE MOJIHOCTBIO M ['OTOBOE K
OKCI/TyaTaLHH.

MOZICHCTEMA - KOMIIOHEHT HJIHM IpyIa
KOMIIOHEHTOB, COCTAaBJISIIOIINX OAUH OJI0K MutH
BBINOJTHSIOMMX OJHY (DYHKIMIO CHCTEMBI
dusHIEcKON 3aLTHL

MOACAYIIMBAHKE - HECAHKIMOHUPOBAHHOE
NOJIyYCHHE AMBEPCAHTOM HMH(POPMALUH,
nepenaBaeMoll o paguoCeTH.

NOATBEPIKIeHHE NOUTHHHOCTH JTHYHOCTH
COTPYQHHKA - MPOBEPKA TAKHX YHUKAJIbHBIX
(pU3HUECKHX XapaKTEePHCTHK, KaK roJioc,
PHCYHOK KPOBEHOCHBIX COCYIOB IJIa3HOIO OHA
HJTH OTIIEYATOK MaJIbIEB YEJI0BEKA 1S
CPaBHEHHS C JAHHBIMH, XPAHAIIAMUCA B Oa3e
rmaHHbIX. [TpH MOJTOXUTEIBHBIX PE3yIbTaTax
CPaBHEHH: NOATBEPXAACTCS NOAJMHHOCTD
JIMYHOCTH YEJIOBEKA.

NOATBEPIKACHHE IIPHEMA - HHAUK AU IpHEMa
aBapUIHOIO CHrHAJIA.

noaxox K CA3 no KpuTepuAM CORACPHKAILHAXCS
3JIEMEHTOB - ONPEACIICHHE CHCTEMBI
bu3uueckoil 3aMmUTH ¢ TOYKH 3PEHUST
0COOCHHOCTEH! MJTH 3/IEMEHTOB (TaKuX, KaK
CHCTEMBI JaTUHKOB), KOTOPHIE OJIXKHBI B HEll
coaepxatbes. (CM. oaxoa HA OCHOBE
padounx XapakTepUCTHK).

NOJX0J HA OCHOBE padoYrnX XapaKTepHUCTHK -
Texungeckue Tpebosanus kK CD3, OCHOBaHHBIC

Ha OXXHIAEMBIX OT Hee pabOouuX XapaKTEPHCTHK.

perimeter - an isolation zone around a
protected area.

PETN - a solid explosive.

turnkey - built, supplied, and/or
installed complete and ready to
operate.

subsystem - a component or group of
components comprising one unit or
fulfilling one function of the physical
protection system.

eavesdropping - an adversary’s
unauthorized monitoring of
information carried over a radio
network.

positive personnel identity verification -
examination of a unique physical
characteristic, such as voice, eye
pattern, or fingerprint, of a person to.
compare with stored data. If the data
match, the person’s identity is verified.

acknowledge - to indicate the reception
of an alarm signal.

feature criteria approach - definition of a
physical protection system in terms of
the features or elements (such as sensor
systems) it must contain. (See
performance criteria approach.)

performance criteria approach -
specification of a physical protection
system in terms of the performance
expected from it. (See feature criteria
approach.)
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oJjie - BUACON300paKeHHEe, CreHEPHPOBAHHOE
OJHHM IHKJIOM BEPTHKAJIbHOH Pa3BEPTKH
cpopmMupoBaTeII CHI'HATIA H300PAXKEHHST HITH
MOHHMTOpPA KaMephl, KOTOPOE COCTOHT U3 262,5
FOPH30HTAJIBHBIX ITOJIOC Pa3BEPTKH B
aMEPHKAHCKHX TEJIEBU3HOHHBIX cHcTeMax. i
dopMHEpOBaHKA OOHOTO BUNEOKAApa HYKHO ABA
noJId.

[0JIe 3penun - y4acTOK, BHAUMBIN yepes
OOBEKTHB ONTHUCCKOIO HHCTPYMEHTA (CM.
TaKXe JIMHEHHOE I10J1e 3peHMS U YIJI0Boe
oJie 3peHus).

noJjiesas pacupeacanuresibHas KOpOﬁKa.

M0JIHOE I'JIyLIeHHe - CO3AI0IHH paguonoOMeXH
CUI'HaJI C LIHPUHON NOJIOCHI, IPEBBIIAOLIEH HITH
PaBHOHU IIHPUHE IOJIOCH 3arJ1yIIaeMoro
CHTrHaJia.

MOJIHbIA JYIJIEKCHBIA PeRuM - PYHKIHST
TIpEEMOINEpefaTIHKa, TO3BOJISIOWAs
OIHOBPEMEHHO ITOJTy4YaTh U NEPEeaaBaTh
CHT'HAJIBI HA IBYX AUCKPETHBIX UaCTOTaX.

Iloo:keHue 06 o6ecneueHun (PU3HYECKOMH
0e300aCHOCTH - [JOKYMEHT (MJT1 KOMILJIEKT
OOKYMEHTOB) /14 OIPENEJICHHOr0 00BEKTa,
BKJTFOYAFOIHAN ITOJTHOE OMHCAaHUE MEP, IIPUHATHIX
11t obecrieueHuss (PUHUSCKON 3aIUTHI
HMYLUECTBa, HHPOpMalmi, 000pyIOBaHHUA,
SAEPHBIX MATEPHAJIOB H APYIUX HEHHOCTEH,
IPEOCTaBJITIOIIUX HHTEPpEC /1 BCEH HalHH.

M0JI0KATEIBHOE KAYECTBO - JIEMEHT CHCTEMBI
dHU3UIECKOI 3aLUTHI, IMEFOLLHI
IpEeCcKa3yeMbie BHICOKHE paboune
XapaKTEePUCTHKH.

IOPTaJbHbIA MOHHTOP - JTF000M 2JIEKTPOHHBII
IpuGOp, TPeHHAZHAYCHHBIN /1 CKAaHNPOBAHUS
NPEeaMEeTOB, EPCOHAJIA U TPAHCIOPTHBIX
CPEACTB, BCTYNAIOIIUX B OIPEACJIEHHYIO 30HY

field - the video produced in one vertical

scan of the camera imager or monitor
that consists of 262.5 horizontal scan
lines in U.S. television systems. Two
fields are required to form a single
video frame.

field of view - the area visible through

the lens of an optical instrument. (See
also linear field of view and angular
field of view.)

FJB - field junction box.

fullband jamming - a jamming signal

with a bandwidth greater than or equal
to the bandwidth of the signal being
jammed.

full duplex mode - refers to a transceiver

function that allows receiving and
transmitting simultaneously on two
discrete frequencies.

physical security plan - a facility-specific

document (or group of documents)
that gives a comprehensive description
of the measures employed for the
physical protection of property,
information, equipment, nuclear
materials, and other assets of national
interest.

positive feature - an element of a

physical protection system that has a
predictable, effective level of
performance.

portal monitor - any electronic

instrument designed to perform scans
of iteins, personnel, and vehicles
entering or leaving a designated area
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HJTH TTOKHAAIOLHX €€, C UEeJIbIO OOHAPYKEeHHs
OPYXkHs, B3PbIBYATHIX BELLECTB M SIACPHBIX
MaTtepuasios (cM. neteKTop BB u
MArHHUTOMETP).

I10CJIC0BATEIbHOCTD IEHCTBUE HAPYLIHATE IS
(mocnemoBaTEILHOCTD AEHMCTBHII) - LIETIOYKA
HEOOXOAUMBIX / OCIEIOBATE/IbHBIX AeHCTBHI,

COBEPIIAEMBIX HAPYIIHTEJIEM AJ1S JOCTHKEHHUST

CBOHX IICJICH,

MIOCTOPOHHHMM - YEJIOBEK, KOTOPBIl HE UMEET
HUKaKOH O(HLHAIBHON NPUIUHBI 1T
HAXOKACHUA Ha OOBEKTE U KOTOPOMY HE OBLJI

BBbIJIaH JOMYCK, MO3BOJISIONIMN JOCTYN K KaKOii-

00 nporpamMme, Ornepaniu, OOBEKTY HIIH
npennpuATHio M3; desioBex, He HMEIOIIHiT
IOMyCKa B 3aLUUILEHHYH) HJIH KPUTHUECKYIO
30HY.

NpPaBHII0 ABYX - NPABUJIO, IO KOTOPOMY 11O
MEHBIIEH MEpe ABa KBAJIU(DUINPOBAHHBIX
YeJI0BeKa JAO0JIKHBI IPUCYTCTBOBATE IPH
BBINOJIHEHHH ONIEPALMH AJ1s1 HOATBEP K ACHUS
TOr0, YTO BBINOJTHSIEMBIE AEHCTBHS OBLITH
CaHKIOHUPOBAHBHI.

npeoGpa3oBaTesb - yCTPOICTBO, MPUHUMAIOLIEE
BOJIHBI (3JIEKTPHUYECKHE, AKyCTHUCCKHE HUITH
MEXAaHHYECKHUE) U3 OHOI Cpeapl HITH CHCTEMBI
Iepenayy H NOChIJIAFOIIEE BOJIHBI (HE
003aTe/IPHO TOr0 Xe THIA, UTO i Ha BXOHE) B
APYryIO CpPedy MJIH CUCTEMY NEpeaydH.

peoosIeHue - IIPEOI0JICHUE JaTUHKA JTFOOBIM

METOOM, IO3BOJISIOIIUM HAPYLIATEJIHO IPOHTH
CKBO3b 30HY OOHAPYKEHU:, HE BBI3BIBAsI CHI'HAJT

TPEBOTH.

npepbIBaHKe - OCTAHOBKA NPOJBUKEHHUS BICPET
HAPYLIUTEJIS CUJIaMH OTBETHOTO IEHCTBHS.

opudop ¢ 3apanosoi ceaspio (II3C) -
NOJYyIPOBOAHHKOBOE YCTPOHCTBO, KOTOPOE

for the purpose of detecting weapons,
explosives, and nuclear material (See
explosives detector and
magnetometer).

adversary action sequence (action
sequence) - a required/ordered series
of acts performed by an adversary to
achieve his/her objectives.

outsider - a person who does not have
official business with the facility nor
has been granted routine access to a
program, operation, facility, or site; a
person who is not authorized to enter a
protected or vital area.

two-man rule - a procedure requiring
that at least two knowledgeable
persons be present to verify that
actions taken are authorized.

transducer - a device that receives waves
(electrical, acoustical, or mechanical)
from one medium or transmission
system and supplies waves (not
necessarily of the same type as input)
to another medium or transmission
system.

spoof - to defeat a sensor by means of
any technique that allows a target to
pass through the detection volume
without generating an alarm.

interruption - stopping the progress of
the adversary by the response force.

charge-coupled device (CCD) - a
semiconductor device that is used

July 1995



Glossary of Physical Protection Terms

Russian/Englisb

HUCTIOJIB3YETCS CHEIHAJIbHO B KAUECTBE
ONTUYECKOrO JaTYHKA U KOTOPOE HAKAIJINBAET
3aps U NepenaeT ero nocJaeaoBaTesIbHO Ha
YCHJIUTEJIb M ACTEKTOP.

NpuMeRcHHEe CHNbI - OTKPBITad NOMBITKA
npeoaoACHNHA CHCTCMbBI OXPAaHbI oObeKTa ¢
OpUMCHCHACM HACHUJIHS, IPUHY X ACHUA HJIA
3axBaTda.

MNPpUHY K JICHHUE - COCTOAHUC, XapaKTCPpU3YIOMICCCAH
HaCHJIPHBIM OrpaHUYEHUEM CBO60}1BI,

THOPEMHBIM 3aKJAHOUYCHUCM HJTH NPUHY XK ICHUHCM.

MPUOPHUTET - MEPA BaKHOCTH KOHKPETHOIO
aBapUHHOTO CHrHAJIA A1 6E€30MaCHOCTH BCETO
00BeKTA.

OPUTBOPATHCA - IPUKUABIBATLCA HJIH CO30aBaTh
JIOZKHOC BIICYATJICHHAC IJ1d OKa3aHuA
COOCHCTBUS B JOCTUXCHUHA LEIH,

npoBepKa padoTOCIOCOOHOCTH - HCIBITAHHE
000pya0BaHus, IPEAHA3HAYCHHOE AJ1S OLICHKH
ero pyHKIHMOHUPOBaHHS.

Ipono.3aHne - QU3NIeCKHil aKT NPOHUKHOBEHUS
WJTH TOKHUAAHUS 30HBI OOHAPYXKEHHS, JIeXXa Ha
3eMJIC U IEPEABUTASICh Yepe3 30HY C
npubs3uTesIbHON ckopocThio 0,1 M B cexyHAy,
HEe MOABIMASICh HAM 3eMIIe (CM. TaKKe 30HY
o0napyxenusn). Ilponoszanue uepes
IPEANOIaraeMyro 30Hy OOHapyKEeHus JaTUHKa
OXpaHHOﬁ CUrHa’JIu3anun ¢ UCJIbIO ONPEACTICHNA
€ro ageKBaTHOr0 (PYHKUHOHNPOBAHMS
HA3bIBACTCS MCIBITAHHEM Ha NPONOJI3aHue (CM.
30HY 00OHAPYKeHN A NPOHUKHOBEHNS).

NPONyCKHAsA COCOOHOCTD - HHTCHCUBHOCTD
00paboOTKH MaTEpUAJIOB Ha OOBEKTE HIIH
CKOpOCTB npoxox aenud yropei gepes KIIII,
HAETEKTOPBI KOHTpabaHIbl HJH pagHalOHHBIH
NETEKTOpP.

especially as an optical sensor and that
stores charge and transfers it
sequentially to an amplifier and
detector.

force - an overt attempt to overcome a
security system by violence,
compulsion or constraint.

duress - a condition characterized by a
forcible restraint of liberty,
imprisonment, constraint, or
compulsion.

priority - a measure of the importance of
a particular alarm relative to site
security.

faking - the act of pretending or creating
a false impression to aid in reaching
goals.

performance test - an equipment test
designed to evaluate its functioning.

crawling - the physical act of entering
and leaving a detection zone by lying
prone to the ground, moving at an
approximate velocity of 0.1 meter per
second through the zone while
maintaining a low profile. Crawling
through an intrusion sensor’s expected
detection zone to help determine
whether or not it is functioning
properly is called a crawl test. (See
detection zone).

throughput - the rate at which people
pass through an entry-control portal, a
contraband detector, or an SNM
detector.
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NPONYCKHOM KOHTPOJIb - 000pyI0BaHuE U
NPOLELYPHI, HCIOJIB3YIOIHUECS AJI MPOBEPKH
OOMyCKa M OJ19 OOHapyKEHHS KOHTpaOaHbl H
SIIEPHBIX MATEPUAJIOB; OOBIYHO CIATACTCA
9acTe0 (DYHKUMH OOHapYyXEHUSI B CHCTEME
U3NIECKON 3aLIUTHI.

HpoNEeAyphbI 0 HAGIIOIEHHIO 32 MATEPHATIAMH -

MepBi, 00CCICUUBAOLIHE I'APAHTHH TOrO, 9TO
COACP K ALl CrieLMaJIbHBIE SIAEPHBIE
MaTepPHaJIbl YIACTOK HAXOMUTCS MOM
HaGJIFOACHUEM IO MEHBLIEH Mepe ABYX
00J1a1a10IINX OMYCKOM U
KBaJIM(DAUMPOBAKHBIX JIAL, KOTOPBIE MOI'YT

OHOBPEMEHHO BBIIOJHATH APYryrO paboTy, HO

CTIOCOGHBI BOBPEMSI IOAATH CHI'HAJI TPEBOT'H,
9TO0BI IPENOTBPATUTH HECAHKLIMOHHPOBAHHOE
H3BSITHE HJTH UCTIOJIB30BAHUE B HE3aKOHHBIX
nessix JAM usm QUBEPCHOHHBIN aKT IO
OTHOLICHUIO K M.,

NCHXMYECKH (0JIbHOM - 9e/I0BeK ¢ HapyHUIeHHOH
IICHXHKOH, JEHCTBUA KOTOPOrO NPOTHBOPEYaT
3ApaBOMY CMBICJIY.

IIT3 (PTZ) - oTHOCHTCS X KaMEpe, OCHAUICHHON
DOBOPOTHOH I'OJIOBKOHU C TpaHC(POKATOPOM.

ILY - neperosopHoe ycTpoHCTBO, CHCTEMA
BHYTPEHHEH CBA3H; CHCTEMa IBYCTOPOHHEH
CBSI3H C MUKPO()OHOM U 'POMKOT'OBOPHUTEJIEM,
YCTaHOBJICHHBIMH Ha KaX/10H CTaHIUK A1
MECTHOTO II0JIb30BaHHS.

nbe3031eKTpuuecKui 3(PPeKT - CBOICTBO
ACHMMETPHUYHOT0 KPUCTAJLIA, KaK, HAIPUMED,
KBapIia, CETHETOBOH COJIH, TYpPMaJIHHA HJTH
Pa3JIMIHBIX CHHTETUYECKHX KPUCTAJIJIOB,
COCTOSIIEE B CIIOCOOHOCTH CO3aBaTh

JICKTPHUUCCKOC HANPAKCHUC TIPHU ITPHJIOK CHHU

MEXAHUYCCKOro yCUINA X UX IMOBEPXHOCTAM,

entry control - the equipment and
procedures used to verify access
authorization and to detect contraband
and nuclear materials; generally
considered part of the physical
protection function of detection.

material surveillance procedures -
procedures to ensure that an area
containing Special Nuclear Material is
observed by at least two cleared and
knowledgeable authorized persons,
who may be doing other work, but
who can give an alarm in time to
prevent the unauthorized removal or
diversion of the Special Nuclear
Material or an act of sabotage involving
Special Nuclear Material.

psychotic - an insane person who acts in
an irrational manner.

PTZ - refers to a pan-tilt-zoom equipped
camera.

intercom - intercommunication system; a
two-way communication system with a
microphone and loudspeaker at each
station for localized use.

piezoelectric effect - a property of an
asymmetric crystal, such as quartz,
rochelle salt, tourmaline, or various
synthetics, that delivers a voltage when
mechanical force is applied to its faces.
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P

panguoJIorauecKkas qusepcust (quBepcus) -
aeiicTBHE HAPYIIUTE A C IEJIBI0 TPEeKpalieHus
paboTHI IAEpHOro 0OBEKTa NN BHIOpOCa
3HAYUTEIBHOT'0 KOJINIECTBA PaOaK THBHBIX
MaTepHaJsIoB.

paauonoMexa - HeXeJIaTe/IbHbIe paAHOYaCTOTHBIE
CUr'HaJIbl, KOHKYPHPYIOLIHE C [IOJIE3HBIM
CHT'HAJIOM B paboTe ycuuTeJiel, IpHEMHHKOB H
HHCTPYMEHTOB.

PAZTHOCBSI3b C HCMOJIb30BAHUEM HE3aTyXxalomen
BOJIHbI, 00BITHO KO Mop3e.

PaIHOYACTOTHBIH IKPaH - Takol 0OBEKT, Kak,
HanpuMep, METaUTHIECKOE 3aHle, KOTOPHIi
ocs1absIgeT palHOCHTHAL.

pa3BepTHIBAHUE - OCHCTBHSA CHJI OTBETHOI'O
IeHACTBHS ¢ MOMEHTA MOJTYICHUS COOBIIEHHS O
MOMEHTA WX OPUOBITHS HA TTO3HIHH,
MO3BOJIAIOIIHE UM HEHTpaM30BaTh Bpara.

pa3pemianmasi Cnoco0HOCTh (BePTHKAJIbHAA) -
YHCJIO HE3aBUCUMO Pa3JIMIAMBIX 3JIEMEHTOB 110
BBICOTE n300paxenus. Paspemaromas
CrocoOHOCTD OLieHuBaeTCd ¢ noMoIpo TB
HCITBITATEJIBHOM TAOJIHLBI IO YHCITY
TEJIEBU3HOHHBIX JIHHUI. BepTukaspHOE
pa3peleHre B OCHOBHOM (DHKCHPYETCS 1O
YHCJIy CTPOYCK B pa3BEpPTKE HAa KaXKAbil Kaap,
KOTOpOE OOBIYHO cUHTaeTCs paBHBIM 350
TEJICBH3HOHHBIM JIHHUSM B CHCTEME ¢ 525-
CTPOUYHOH Pa3BEPTKOU.

pa3peniaonias cnoco0GHOCTb (FrOPHU30HTAIBHAA)
- YHCJIO HE3aBHCHMO Pa3JINIMMBIX 3JIEMEHTOB
Ha 3/4 mmpunsl w3006paxenusa. Paspematromas
COCOOHOCTD OLIEHHBAETCs ¢ noMoubo TB
HCHOBITATEJIBHOM TaOJULBI 110 TUCTY
TEJIEBH3HOHHBIX JIMHHAH. Fopu30HTaana51
paspemnarouas CiocoOHOCTb 3aBHCHT OT

radiological sabotage (sabotage) - an
adversary act intended to stop a
nuclear plant from operating or cause
the release of significant quantities of
radioactive material.

radio-frequency interference (RFI) -
undesired radio frequency signals that
compete with desired signals in
amplifiers, receivers, and instruments.

CW- continuous wave radio
communication usually by Morse code.

RF shield - an object, such as a metal
building, which will attenuate an RF

signal.

deployment - the actions of the protective
force from the time communication is
received until the force is in position to
neutralize the enemy.

resolution (vertical) - the number of
independently resolvable elements in
the picture height. It is most easily and
frequently measured with the aid of a
resolution chart with the resolution
expressed in TV lines. Vertical
resolution is primarily fixed by the
number of horizontal scanning lines
per frame, generally considered to be
about 350 TV lines in a 525 scan line
system.

resolution (horizontal) - the number of
independently resolvable elements in
three-fourths of the picture width. Itis
most easily and frequently measured
with the aid of a resolution chart, with
the resolution units specified in TV
lines.” Horizontal resolution depends
upon the high-frequency phase and
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BBICOKOYACTOTHOH (Pa3pl U aMIJIHTYIHO-
4YaCTOTHOW XapaKTEePUCTHKH KaMEpHI,
auana3oHa pabovyHx 4acTOT Iepenaromeii
CHCTEMBI M OT MOHHTOPA, a TAKXe OT pazMepa
CKaHupyIomux Jtyuell B nepenatoweit 3JIT u B
MOHHTODE.

paciUibIBaHue H300pakeHHs - OTCYTCTBHE
AeTaJiell Ha TeX yJ9acTKax H300pakeHus, rye
APKOCTH CJIHIIKOM BBICOKAS H3-32 YBEJIHUCHHUSL
pa3Mepa IATHA U 0peoJia (PIIFOOPECIEHTHOrO
9KpaHa 3JIEKTPOHHO-JIYIEBOH TPyOKH; TaKXKe
MHUrpauds 3apsaa Ha (GOPMHUPOBATEISIX
1300pazkeHus BUACOKAMEDPHI OT MOLIHBIX
MCTOYHHKOB OCBEIICHHS.

paccesiHde paJIMOAKTHBHBIX MATEPHATIOR -
IPOCTPAHCTBEHHOE paclpeaeeHue BrdOpoca
PafiHOaKTHBHBIX MAaTEPHAJIOB B 3aBUCHMOCTH OT
BPEMEHH.

pacuiensieHye mojaochl 4acToT
(ckpemOIMpOBaHHE YACTOT) -
PacpoOCTPaHEHHBIIl METOM aHAJIOTOBOI
i POBKU PEUEBOro CUI'HAJIA: PA3ACIICHHIE
3BYKOBOI'O KaHaJ/1a Ha HECKOJIBKO YaCTOTHBIX
HOJIOC, KOTOPBIC 3aT€M TPAHCIOHUPYIOTCS UM
MEHSIOTCSI MECTaMH TIepe Nepefavueii Curuaa.

P-1-Okc (RDX) - TBepnoe BB.

peXKuM peasIbHOr'0 BpeMeHH - HaOJIIOfICHHE,
AEJIAEMOE B TO BpeMs, Koraa coObITue
NPOUCXOOUT B PeaJIbHOM AeHCTBUTE/IBHOCTH.

pezKuM peayIbHOr0 BpeMeHH - OIHUCAHHE
onepanyi KOMIbIOTEPA HIJTH CHCTEMBI
00pabOTKH JaHHBIX, B KOTOPOIl COOBITHS
NPEACTaBJISIIOTCS WM C HAIMH IPOJE/IBIBAETCS
Onepauus B TO BPeMs, KOT/1a OHH PeasibHO
IPOUCXOMSIT.

PETPAHCJIATOP - PAAUOCTAHIHSA, KOTOpas
NOBTOPSET MOJTYICHHBIE CHIHAJIBI, KOTAA OHa

amplitude response of the camera,
transmission system bandwidth, and
the monitor, as well as the size of the
scanning beams in the camera image
tube and monitor.

blooming - the loss of detail in regions of

the picture where the brightness is at
an excessive level, because of
enlargement of spot size and halation
of the fluorescent screen of the cathode-
ray picture tube; also, charge migration
on video camera imagers from high
illumination sources.

dispersion of radioactive material - the

time history of the spatial distribution
of a released quantity of radioactive
material.

bandsplitting (frequency scrambling) - a

common analog voice scrambling
technique: partitioning of an audio
channel into several separate frequency
bands which are then transposed or
interchanged before transmission.

RDX - a solid explosive.

real time - an observation made at the

time an event is taking place.

real time - a phrase describing the

operation of a computer or a data
processing system in which events are
represented or acted upon as they
occur.

repeater - a radio device which

retransmits received signals for the
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SIBJIZETCS MPOMEXYTOUHOH CTaHLeH
pagHopesICHHON JTHHAY HIIM KOTr'Aa €CTh
HEOOXOOUMOCTD B IPEOIOJICHAH TPEMSITCTBHH.

py4YHO€ HJIM OPHHYIUTEJIbHOE BKII0YeHHE
CMI'HAJIA TPEBOI'H - aBAPHUIiHbIH CUrHAJI,
IIOAaBAEMBIH OXPAaHHUKOM C LIEJIbIO ONOBELLIEHU
00 aTake Ha HEro UJIH O APYroil cepbe3Hon
npobJiieme.

C

CABH (SAVI) - cuctema anasmsa yI3BHMOCTH K
NPOHHKHOBEHHIO; [THHAMHYHAS aHAJIUTHICCKAsI
MOZEJTb.

caMoO3BaHeMN - HapyIIUTeJIb, KOTOPbIH
OOMAaHBIBAET, UCIIOJIB3YSI Uy XKOE UM HJTH
YAOCTOBEPEHHE.

CAMOMPOBEPKA - UacTo 100aBJIIEMOE CBOUCTBO
OATYAKOB, KOTOPOE MO3BOJISIET JIETKO
IPOBEPUTH €ro paGoTOCIOCOGHOCTS.

CBETOCHJIA - XaPaKTEePUCTHKA HACTPOHKH
O00BEKTHBA, TOKA3BIBAKOIIAST OTHOCHTEILHOE
packpriTre auadparMbl W AUAMETD
anepTyphL

CBOEBpeMeHHOe 00HapYyKeHHe - MUHIMaJIbHaA
KyMYJISTHBHASI BEPOSITHOCTH O0OHAPYKEHUS
HapPYIIUTEJIS, IOKA €IIe Y CHJI OTBETHOT O
ACHCTBHSI €CTh JOCTATOYHO BPEMEHH /I €T0
nepexsara.

CBsI3b - (DYHKIMA Nepeaayn ui oOMeHa
uH(hOopManueil, B TOM Yncje nepeaadn
aBapHIHBIX CHTHAJIOB HA LIEHTPaJIbHbIN Ty IbT
06pabOoTKN TaKHX CHI'HAJIOB U NEPEaavun
OTBETHOI HH(DOPMALHH CHJIAM CJTYKOBI
0e30macHOCTH.

purpose of extending transmission
distance or overcoming obstacles.

duress alarm - an alarm initiated by a
security operator to signal a physical
attack or other serious problem.

SAVI - System Analysis of Vulnerability
to Intrusion; a dynamic analytical
model.

impostor - an adversary who deceives by
using an assumed name or identity.

self-test - a feature often available on
sensors which allows them to be tested
readily to determine whether they are
functioning properly.

f-stop - the lens designation indicating
relative diaphragm opening or
aperture diameter.

timely detection - the minimum
cumulative probability of detecting an
adversary while there is still time for
the response force to interrupt the
adversary.

communication - the function of
transmitting or interchanging
information, including both
transmission of alarm signals to a
central processing station and
transmission of response information
to security personnel.
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CroOBOP - TalHOE COrJIAIEHHE WJIH COTPYIHHIECTBO
C IPOTHBO3aKOHHOH HJIH 3JI0YMBILLIIEHHON
IIEJTBIO.

cedcMHAYEeCKHe BO3CHCTBHA - MEXaHIHUECKOe
naBJjieHHe, nedpopmaryist 1 BHOparus,
nepefaronpecs 4epes 3eMJII0.

CeHCMHIYECKHH 3aKI2JHOM JIMHEHHbIH NaTUHK -
OI3€MHBIN JTMHEUHBIH JaTUHK, pearupyromuii
HA MEXaHHUYECKOe JaBJicHue, neopManuio u
BUOPAIHIO, IEPEAIOUIHECT YCPE3 3EMJITIO HA
npeodpazoBaTesIb JATUHKA.

C3Y u K - 3anuTa, y4eT ¥ KOHTPOJIb 1€ PHBIX
MaTepuasioB (cM. ['apanTum)

CeICMOMArHATHDIN 3aKJIANHON JIHHEHHbIH
JATUYHK - TIOA3EMHBIH JIMHCHHBIA MATUNK,
pearupyroimi Kak Ha CCHCMUYECKHE, TaK U HA
MAarsUTHEIC BO3ACHCTBUSL.

CEKTOP - ONPENcJIEHHAd YaCTh CUCTEMBI OXPAHHOM
CUT'HAJIM3AlMH 110 IEPUMETPY, KOTOpasd MOXKET
OBITH OCHALUCHA HECKOJIBKIMH AATINKAMH U
CrIeIUa IM3NPOBAHHON 3aMKHYTOH KabeIbHOMH
TB cucremoi.

CeTb CBA3H CJIy2K0bl 06€30aCHOCTH - IIPOLETYPbI
1 000pyHOBaHHE, HCHOJTB3YIOIIHECS IS
OCYIIECTBJ/ICHHS CBSI3H MEXAY CJTyXKalMMH CHJI
OXpaHbl BO BpEeMA MITATHBIX 1 HCIITATHBIX
onepauuii.

CHI'HAJI O TONBITKE BMEIIATE/IHCTBA - CHTHAJT,
reHepHpPYEMBIl B MOMEHT OTKPBITUS KOPIIyCa, B
KOTOPOM HaXOASATCS 3JIEKTPOHHBIE KOMIIOHEHTBI
[NATYHKA WK COEAUHEHUS MPOBOLOB, HJIK KOTAa
HaTYUK OOHApY>XUBAET MOMBITKY
ne3uH@OpMaIuu,

CHIHAJI TPEBOI'H - IPEAYNPEX ACHUE, HCXOMSIIIEE
OT MAaTYHKA MJIM CHCTEMBI JATYUKOB U
OIOBEINAIoIIee O CpadaThIBAHIN JaTYHKA,

collusion - secret agreement or
cooperation for an illegal or malevolent
purpose.

seismic disturbances - mechanical
pressure, deformation, or vibration
transmitted through the ground.

seismic buried-line sensor - a buried-line
sensor that detects mechanical
pressure, deformation, and vibration
transmitted through the ground burial
medium to the sensor transducer.

MPCA - Material Protection, Control, and
Accounting (See safeguards.)

seismic-magnetic buried-line sensor - a
buried-line sensor that is sensitive to
both seismic and magnetic
disturbances.

sector - a defined portion of the PIDAS
that may have multiple sensors and
dedicated CCTV coverage.

security communications network - the
procedures and hardware used to carry
communications among members of
the security force during both normal
and emergency operations.

tamper alarm - an alarm that is generated
when access doors to sensor electronics
or wire connections are opened or
when the sensor detects a spoofing
attempt.

alarm - a warning from a sensor or sensor
system that a sensor has been triggered
or activated, usually signaled by light
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OOBIMHO B BUIE CBETOBOI0 MJIH 3ByKOBOT'O
CHI'HAJIa; MOXET 03HAYATh JIOXKHYIO TPEBOI'Y,
TPEBOr'Y B PE3YyJ/IbTATE IOMEX WJIH PEAJIBHYIO
TPEBOTY.

CHTHAJI TPEBOI'A H3-32 BHEIIIHUX NOMEX - CHI'HAJT,
OPHYHHOH KOTOPOro HE ABJIIETCH
HECAHKLIHOHUPOBAHHOE ACUCTBHUE,
BO3HHKAIOIMI, KOraa AaTIUK (DYHKIIMOHHUPYET
HOpMaJibHO. Hampumep, BeTep, CHET UJIM ITHIEI
MOT'YT NOCJIY>KUTb PHYHHON CUI'HAJIOB TPEBOI'H
M3-33 BHELUHKHX ITOMEX.

CHJIBI CJTyK0bI 6€30MaCHOCTH - CHJIBI OXPaHBI Ha
sifiepHOM O0'BEKTE, B Ybd 00SI3aHHOCTU BXOIHUT
TIepPBBIMH HAHECTH OTBETHBIH yaap B ciaydae
aTaxH.

CHJIbI OTBETHOI'0 XEMCTBHUA - IEPCOHAJ OXPaHBbI,
HEMEAJICHHO NPEeANPHHUMAIOIHIIA OTBETHBIE
AeHCTBYUS, HAIIPaBJICHHBIE HA OTPakEHHE
yIpO3bl, HCXOOALIEH OT HAPYIIHUTEIA.

CHMMETPHYHAS JITHHUA - JIMHUS Iepeaavn
BHACON300PaXKEHUS C OMMHAKOBBIM
COITPOTHBJICHHEM Ha 323EMJICHHH C 00EUX
CTOPOH, OOBITHO paBHBIM 124 oMaM B CHCTEMax
nepenayl BUACON300pakCHHUS.

cuH(A3HbIA PeXKUM - CUT'HAJTBI HJTH KOMIIOHEHTH
CHUT'HAJIOB, HACHTUYHBIE 10 AMIJIMTYIIE,
NPOJOJIKHTEIBHOCTH H BPEMEHHU.
XapaKTepHCTHKH CHH(DA3HOTO peXXuMa -
paboune XxapaxTepHCTHKU OIEPALHOHHOIO
YCUJIMTEJIA, KOraa cuH(a3Hbli CHrHAJ NOaeTCs
Ha MHBEPTHPYIOIWHH H HEMHBEPTHPYIOILMH
BXOMBL.

CHHXPOUMIIYJIbC - HMIYJIBC, TIEPEIaBaeMblil Kax
YacTh KOMOHHUPOBAHHOTO BUICOCUTHAJIA [IJISL

KOHTPOJIS pa3BePTKH.

CHHXPOHU3UPYIOMIA.

or sound; it may indicate a false alarm,
nuisance alarm, or valid alarm.

nuisance alarm - an alarm that occurs
when the sensing device is operating
normally but that is not caused by an
unauthorized action. For example,
wind, snow, or birds may cause
nuisance alarms.

protective force - the guard force at a
nuclear facility whose responsibility it
is to respond first to an adversary
attack.

response force - the guards that respond
immediately to counter the threat of an
adversary.

balanced line - a video transmission line
whose impedance to ground from
either side is equal, usually 124 ohms
in video transmission systems.

common mode - pertaining to signals or
signal components that are identical in
amplitude, duration, and time; in an
operational amplifier, characteristics
denoting amplifier performance when
a common signal is applied to
inverting and noninverting inputs.

sync pulse - a pulse transmitted as part
of the composite video signal to control
scanning.

sync - synchronizing.
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' CHEXPOHM3AIMA - B BupeomMonuTope mm DJIT -
Iponece yaepKaHus ABYX win 5oJsiee IpoLeccoB
pa3BepTkH B (aze.

CHHXPOHHbBIH MeHepaTop - KOMILJIEKC W3 TPEX
OCHOBHBIX (DYHKIMOHAJIBHBIX GJIOKOB:
AMITYJIBCHOI'O T€HEPATOPa, 3aa0LIero
reHepaTopa v CPaBHUBAIOLIETO KOHTPOJIBHOTO
yCTpOHCTBa AJ1 CHHXPOHH3AINH UMITYJIbCHOTO
reHepaTopa ¢ TAKTOBBIM CHTHAJIOM OT
3a/1al01IEr0 reHepaTopa.

CHHXPOHHBIH PEe2KHM - COCTOSIHUE, BO3HHKAOILEE,
KOrjia BEpTUKaJIbHBIH (CHHXPOHU3MPYFOLLHTI)
CHI'HAJI UMEET Ty XK€ YacTOTy, 9YTO H CeTEeBad
YacToTa.

CHCTeMAa MYJIbTHILJIEKCOPHOH aBapUHHOMN
CHI'HAJIM3ANUH

CHCTEMA OTIOBENIEHHs 0 PUHY XK IeHH -
CHCTEMA, KOTOpasl MO3BOJIIET B
3aByaJIIpoBaHHON popMe nepenats TpeboBaHue
0 HEOOXOMMOCTH OTBETHOr0 ACHCTBHS B IEHTP
yIIpaBJieHUS cJIyk 001 6€30macHOCTH 1ian
APYroMY NEPCOHAJTY, KOTOPBI B CBOIO OYepeb
MOXET ONOBECTHTH LEHTP YIPABJICHHS
¢y 00#t 6€30MacHOCTH.

CHCTEMA PErucTpaniyd ABAPHMHHBIX CHIHAJIOB.

CHCTEMA ¢ PACHIMPEHHBIM CIIEKTPOM -
NOMEXOYCTONUNBAdA CUCTEMA CBA3H, B KOTOPOH
CHTHAJI IEPEeIaeTCs B PACTIHYTOM JUHANa30HE,
ropasmao 60Jiee MUPOKOM, Y€M MUHHMAaJIBHBIH
Ouana3oH, HeOOXOAUMBIN 11 Iepeiaun
HH(GOPMAaLMOHHOI'O CHI'HAJIA.

CHUCTEMA CBA3M - 000pYAOBaHHE U IPOLEAYPHI,
UCTIOJIb3YEMBIE CHJIaMU CJTYKOBI 6€30MacHOCTH
14 IepEavy H IOJTYIEHAST COOOIIECHHH.

CKOJIbJK€HHE - BEPTHKAJIBHOE IBUKCHHE
H300paKeHusI Ha MOHHTOPE B pe3yJIbTaTe
BPEMEHHOT'0 HaPYIIEHUSI BEPTHKAIbHON

synchronization (sync) - in a video
monitor or image tube, the process of
maintaining two or more scanning
processes in phase.

sync generator - a composite of three
basic functional units: a pulse
generator, a timing reference, and a
comparator/control unit to lock the
pulse generator to the time reference.

line-lock - refers to a condition occurring
when the vertical drive (sync) is the
same frequency as the power line.

AMCS - Alarm Multiplexer
Communication System.

duress system - a system that can
covertly communicate a response
requirement to a security control center
or to other personnel who can then
notify a security control center.

ARS - alarm reporting system.

spread spectrum system - a jam-resistant
communication system in which the
transmitted signal is much wider than
the minimum bandwidth necessary to
transmit the information signal.

communications system - the equipment
and procedures used by the security
force for sending and receiving
messages.

roll - the vertical movement of an image
on a monitor as the result of a
temporary loss of vertical sync,
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CHHXPOHH3AL1Y, 9aCTO HPUCYTCTBYHOLIEE B
HECHHXPOHHBIX KOMMYTaTOPHBIX CHCTEMaX.,

cKpemMOMpoBaHue - 06paboTka pagHoCHrHaIIA
TaKHM 00pa3oM, 9TO €CJId y IPHEMHHUKA HET
COOTBETCTBYIOLIET'O HEKOIUPYIOILETO
YCTPOHCTBA, OH HE CMOXEH €ro MPOYeCTh.

CKPY4€HHAs 0apa - JIMHAS NePEIadn, COCTOSIIAS
U3 ABYX MPOBOHUKOB, PEIKO NPUMEHIEMAS B
BHOCOCHCTEMAX M3-3a OTPAHHYCHHMH PACCTOSHUS
M BO3MOXHOI'0 [HANa30Ha paGoUrX 4acToT.

CKPbITHO€ MPOHAKHOBEHHE - TIONBITKA
NPEOOJICHUSA CUCTEMBI (hU3HIECKON 3AIIUTHI.
u30eras Ul BBIBOAS U3 CTPOS €€ KOMIIOHEHTHI,
4TOOBI H30€XKaTh 0OHADYKCHHS.

CKPBITbIN JATYHK - CIPATAHHBIH JaTIHK
O0Hapy>K€HHS IPOHHKHOBEHHS, HAIIPUMED,
[aT4yK, 3apBITHIA O 3eMJIeH, HE NOAArOImuiA
HUKAKHX CHTHAJIOB, KOTOPBIE MOr'YT OBITH
OoOHapyzXeHHI 3a NMpeAcIaMu IEpUMeETpPa (CM.
TaKK€ BUAUMbBIA JATYHK).

CMEPTOHOCHAA CHJIA - TaKasd CUJla, KOTOPYIO
Pa3yMHBIH 4€JI0BEK OCUHTAET CIOCOOHOM
NPHYHHUTE CMEPTH UJIH Cepbe3HbIil husnaeckuit
ymep0.

CMP - c6anaHCHPOBAHHOE MAaTHATHOE pPeJie
("repxoH"); AATYHK OXPAHHOH CHIHAJTM3ALUH,
OGBIYHO HCIOJIB3YEMBIH 1J1sT HHAUK AN
OTKpbIBaHHA ABepH. Peste cpabaTsIBacT mpu
ABYKEHHH MAarHuTa, yCTAaHOBJICHHOI'O HA [IBEPH.

CMArvYenue - NOHUKCHUE CEPBC3HOCTH MJIH
AKECTKOCTH CUTYAIlUH.

CHAPYKH IIEPHMETPA - YUaCTOK 3a IMpenesiaMu
I'pPaHMIEI TEPPUTOPHH NPEANPUITHS HIIH
O0BEKTA, a HE TPOCTO MPUJICTAFOIIHH K
3OAHHSIM.

frequently present in nonsynchronous
switching systems.

scrambling - processing a radio signal to
make it unintelligible to a receiver that
does not have the proper decoder.

twisted pair - a two-conductor
transmission line seldom used in video
systems due to limited distance and
bandwidth capabilities.

stealth - an attempt to defeat a physical
protection system by avoiding or
inactivating its components in order to
prevent detection.

covert sensor - an intrusion detection
sensor which is hidden from view,
such as a sensor buried in the ground,
and does not radiate any signal
detectable from outside of the
perimeter. (See also visible sensor.)

deadly force - that force which a
reasonable person would consider
likely to cause death or serious bodily
harm.

BMS - balanced magnetic switch; an
intrusion sensor usually used to
indicate a door opening. The switch is
activated by the movement of a magnet
mounted on the door.

mitigating - reducing the severity or
harshness of a situation.

offsite - the area outside the plant’s or
facility’s land boundaries, not just
exterior to the buildings.
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coObITHE - eliCTBHE, HAIPABJICHHOE IIPOTHB
CHCTEMBI (PU3HUIECKOH 3aLUTHI, KOTOPOE
HAPYLIMTE]b JOJIKEH IPOU3BECTH, YTOOBI
OOCTHYD CBOCH IS/IN.

corJjacyimui TpascyopmMaTop - 1aCCHBHOE
yCTPOHCTBO, HCIIOJIb3YIOLIEeCs AT
nipeodpa30BaHAA CONPOTHBJICHHS LENH B
CONPOTHBJICHUE JIMHUA NIEPEayvu H Ha000POT.

COIIIIO - cuctemMa OXpaHHOH CUrHAJIU3aLHU U
OLICHKH CHTYAIHH [0 IEPUMETPY.

CONPOBOKJAIOIAH - YIIOJTHOMOUYECHHOE JIHIIO,
OTBETCTBEHHOE 33 COMPOBOXKACHUE JitoneH, y
KOTOPBIX HET AOMycKa K HH(MOPMALUN HITH
pas3peLIeHns Ha OCTYI BHYTPb OXPaHIeMOil
TEPPUTOPHH, C LEJIBIO COOITIONCHUS STHMHU
JIFOOBMH NpaBHJI obecneueHnss 6e30macHOCTH.

crennasbHbIA saepHbid Matepuan (JAM) -
OEJISIIIUACS MaTepuasl B KOHUEHTPALHUH,
IOCTaTOYHO BBICOKOH IJIST H3TOTOBJICHUS
aTOMHOHN GOMOBI WITH IJTSI PagHOATHBHOIO
3arps3HeHAsI 00BEKTA HITH OKPYyXKaIOLIeH
TEPPUTOPUH.

CTATHYECKHH - OIIMCHIBAET COCTOSHHE aKTHBHOIO
JaT9MKa OXPAHHOW CUTHAJIN3AIMU B TO BpeM4,
KOTrJa B 30HE €ro AelCTBUI BCe CIIOKOHHO.

CTOM-KaJp - B 3aMACHIBAIONINX CHCTEMAX - MPOLECC
3JIEKTPOHHOT'O YAEpXKaHUI n300paxkeHus Ha
OIHOM II0JIE HJIH Kazpe.

CTON-KAJP - DPOAOJIKHTEbHBIM I0Ka3 OOHOIO
BHACOKApa.

cTpaTterus - o0Imas MeTOAUKA, IVIAHApyeMast
HapYHIUTEJIEM [JISI TOCTUXKEHHUS CBOSH LeJIH.

Cd3 - cucrema pU3HIECKON 3aLIUTHL..

CXeMBbI NOCJISNOBAaTCJIBHOCTH OeiicTBHI
OMBEPCAHTOB; CIOCO0 rpadpuuecKoro
N300 pakKeHUST MaPIIPYTOB, 10 KOTOPHIM
JUBEPCAHT MOXKET NPOABUraThCA K CBOSH LEIH,

event - an act against a physical
protection system that an adversary
must perform to achieve his/her
objective.

matching transformer - a passive device
used to convert the impedance of a
circuit to the impedance of a
transmission line or vice versa.

PIDAS - perimeter intrusion detection

and assessment system.

escort - an authorized individual
assigned the responsibility to
accompany persons who lack need to
know or access authorization within a
security area in order to ensure
adherence to security measures.

special nuclear material (SNM) - fissile
material in high enough concentration
to be used in the construction of a
nuclear bomb or have potential for
radiological contamination of the
facility or surrounding area.

quiescent - refers to the state of an active
intrusion sensor when there is no
movement in the detection zone.

stop action - in recording systems, the
process of electronically holding the
picture at one field or frame.

freeze frame - to display a single frame
of video continuously.

strategy - the overall method planned by
the adversary to achieve his objectives.

PPS - physical protection system.

ASD - adversary sequence diagrams; a
means of graphically displaying paths
an adversary might take to accomplish
his objective.
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CcXeMa NPHOPHUTETOB CUIHAJIOB TPEBOI'M- METOL
pacCMOTpPEHHS aBapUilHBIX CUT'HAJIOB,
MOCTYMAIONIHX OT KOMILJIEKCA JaTIHKOB, B
JIOTHYECKOM TOPsIAKE.

CIIEHAPHH - CXeMa MOCJICHOBATEIBHOCTH COOBITHI,
cJIEAys KOTOPOH HapyIIHUTEb MOXET
OOCTUTHYTb CBOH LEJIH.

CoeHapuii KPpUTHYECKOU CUTYAllH -
npeanosaaraeMas nocJe10BaTeJIbHOCTD
COOBITHH, B pe3yJIbTaTe XOTOPOH AUBEpPCaHT
MMEET HAaUJTYUIIyH) BEPOITHOCTD JOOUTHCS
ycrexa.

T

TAHHbIA - CEKPETHBII WJIH HCIIOATHIKA, OCOOCHHO,
KOraa He OCTACTCS HUKAKHX CJENOB
IIPOHHKHOBEHHS HJIH HAHECEHHOTO yIepoa.

TB - resnieBuncHIe.

TpaHc(HOKATOP - OOBEKTHB C MEPEMEHHBIM
(POKYCHBIM PaCCTOSHHEM.

TPUAKCHAJIbHbIA Kabe1b - KOaKCHaJIbHBIH KabeJIb
C IBOUHBIM PKPAHOM; LCHTPAJIbHBIH IPOBOA
OKPY>€H [IByMsl KOHUEHTPUICCKIMH,
HE3aBUCHMBIMH K PAHUPYIOLIAMH HPOBOAAMH.

y

yrjioBoe 1oJjie 3peHMA - BEJIHMYHHA N0JII 3PEHUS
00BEKTUBA HJIH KOMOHHaLH 00 BEKTHB/KaMepa,
HCMOJIB3YIOIMXCS 111 HAOJTFONCHHUS,
BBIPaXXEHHOE B I'pafycax.

yrpo3a - 4e€J0B€K HJIA I'Pynna JroHeEH,
odJafarolue Kak MOTHBUPOBKOH, TakK H
CPEOCTBAMHU JJ1s1 COBEPIICHUS XUILICHUSI
CIENMAJIPHOr0 IA€PHOr0 MaTepHaJIa Hid
OUBEPCHH, B PE3YJIBTATE KOTOPOH BO3HUKHET
panMoJIOrH4YecKas ONACHOCTD /14 HACEJICHUA.

alarm priority scheme - a technique or
presentation for dealing with alarms
from a combination of sensors in a
logical order. Alarm presentation
sequence based on importance or
seriousness of alarm.

scenario - an outline of a sequence of
events by which an adversary may
achieve his objective.

critical scenario - projected sequence of
events that has the best chance of
adversary success.

surreptitioué - secret or stealthy,
especially leaving behind no evidence
of penetration or compromise.

TV - television.

zoom lens - lens with a variable focal
length.

triaxial cable - a double-shielded coaxial
cable; a center conductor is surrounded
by two concentric, independently
shielded conductors.

angular field of view - the measure of
the field of view of a lens or
surveillance camera/lens combination
expressed in degrees.

threat - an individual or a group with the
motivation and capability for theft of
special nuclear material or for sabotage
that would result in radiological
hazard to the public.
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ylepKaHuae OT BpaXkKae0HbIX JeHCTBUH -
CO3[aHue CUTYyaluu, pu KOTOPOH y AUBEpCaHTa
nponagaeT XeJIaHNUe HAracTh Ha 00BEKT, T.K.
YCIEITHOE HanaAeHue KaXXeTCsl OYSHb TPYIHBIM
HJIA HEBO3MOKHBIM.

Y3HABAHHME - HECOMHEHHAS OLICHKA
00HApYyXKEHHOro 00BEKTA KaK UEJI0BEKaA,
XKHBOTHOIO HJIH KaKOro-JIbo Apyroro
mpeaMeTa (CM. Takke oOHapyKeHHe U
uaeHTR(OUKALNAA).

YPaBHHUBAIOMIHAE UMILYJIbChI - UMIIYJIbCHI,
HCIOJIb3yEMBIE [JISI MOOAECPKAHHS
FOPHU30HTAJIbHON CHHXPOHM3ALUH B NOCTPOYHON
Pa3BEPTKE U HOSBJIAIOMIMECS C 9aCTOTOH, B ABa
pasa IpeBbIIAIoILENH YaCTOTY TOPH30HTAIBHON
pa3BEpPTKH.

YPOBEHDb OCBEIEHH S - HHTCHCHBHOCTbD [a/1A0IIEr0
CBeTa, n3MepsieMasi B hyT-KaHaeax win
JIIOKCax.

YCHJICHHE - TIOBBIIICHAE TPOYHOCTH CTCHBI UJIH
IOBEPH C IEJIbIO YCJIOKHEHHS NPOHUKHOBEHH
Yepes3 HUX.

YCHJINTEIb-pacnpe e IATe b - HIHPOKOIOJIOCHBIN
YCHJIUTEJIb C OHUM BXOIOM H HECKOJIbKAMH
COTrJIACOBAHHBIMH TI0 BOJTHOBOMY
COIPOTHBJICHHIO BBIXOMAAMH IIJISI 3aITHTKU
HECKOJILKHX CHTHAJIBHBIX JIMHHK, Y CHIHTEIM-
pacOpene/IUTEM MOT'YT HCIOIb30BATBCA AT
BH/ICO MJIHM CHHXPOHH3AI[MOHHBIX CHI'HAJIOB.

YCHJIHUTEIb-pacnpeaeiuTesib BAIEOCHIHAIIOB ~
LN POKONOJIOCHBIA BUAEOYCHIUTEIID,
HCNOJIB3YHOIMHMACS [IPH Nepeaade OqHOoro
BHOCOCHIHAJIA K HCCKOJIBKUM
BHOCOKOMIIOHEHTaAM OT I/IH)Z[I/IBI/II(yaJIbeIX
COrJ1IaCOBAHHBIX BBHIXOMOOB.

YCOBEPIIEHCTBOBAHHE -~ MOIU(DHKALUS
UMEIOLENCA CHCTEMB! (PH3MUECKOH 3Tl AJ1S
yiryuiieHus 3 PEKTUBHOCTH CUCTEMBI.

deterrence - discouraging an adversary
from attempting an assault by making
a successful assault appear very
difficult or impossible.

recognition - the positive assessment that
a detected object is human, animal, or
some other object. (See detection and
identification).

equalizing pulses - pulses used to
maintain horizontal sync in interlaced
scanning that occur at twice the
horizontal scan rate.

light level - the intensity of incident light
measured in footcandles or lux.

hardening - enhancing a wall or door to
make it more difficult to penetrate.

distribution amplifier - a wideband
amplifier having a single input and
several impedance-matched outputs
for driving multiple signal lines.
Distribution amplifiers can be used for
video or sync signals.

video distribution amplifier - a
wideband video amplifier used for the
transmission of a single video signal to
multiple video components from
individual impedance-matched
outputs.

upgrade - modification of an existing
physical protection system to improve
the system’s effectiveness.
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YCTPOHCTBO C HHIMKAIMEH MOMBITKA B3JI0MA -

YCTPOIHCTBO, KOTOPOE MOXKET UCIOIb30BATHCA
Ha TAKUX YUYCTHHIX SAUHHLAX, KaK KOHTeHHEPBHI
U ABEpH, U KOTOpOe, Gyarogapsi cBoeH
YHHKAJBHOW KOHCTPYKIIMH HJIH CTPYKTYpE,
YKa3biBACT HA HAPYIUCHHUS CPENCTB COXPAHEHHUS.
Taxue ycTpoiicTBa Ha ABEpsX (a TaKXe Ha
Orpak ACHHUSIX) Yallle Ha3BIBAKOTCI OXPAHHBIMH
NeYaTSIMH.

YJacToK AocTtyna K MatepruajaM - MeCTO Ha

SINEPHOM OO0BEKTE, I'/I€ YE€JIOBEK MOXKET UMETD
TakoOH JOCTYI K SIAEPHBIM MaTepUasiaM,
KOTOPBIA MpeocTaBIIIET BO3MOXHOCTH U1
XHIICHUA.

ydet B KOHTPOoJIb MaTtepuaos (CYuK) - cucrema

NPOBEPKH KOJIMYUECTBA U PA3MEILEHUS
CIEIMaJIBHBIX SIHEPHBIX MATEPHAJIOB BHYTPH
00BEKTA, B TOM UucJIe HAOIIoeHre 3a
MaTepHaIaMi ¥ UX yUeT B ONEPATHBHOM
pexXHuME.

YA3BHMOCTD - BO3SMOZKHBIC 1J1d UCIIOJIb30BdHNA B

OTPHUATEIBHBIX HEJIIX BO3MOXKHOCTD HJIH
caaboe 3BeHO B nernu o0ecneyeHus
0€30HacHOCTH M COXPAHHOCTH UJTH HENOCTATOK
Ha 0co00BazkHOM 00beKTe. K AOCTYNHBIM U1
HCIIOJIB30BAHM BO3MOXHOCTSIM HJIM CJIa0BIM
3BEHbIM OTHOCSATCS (DaKTOPHI, 00YCTIOBJICHHBIE
IIPOEKTOM (MECTOMOI0KEHUEM O0BEKTa) UJIH
CHUCTEMOI 321U ThI 00BbEKTa, SO0
00yC/I0BJIEHHBIE HEBO3MOXKHOCTBIO CHCTEMBI

P YHKIIHOHMPOBATH B COOTBETCTBHH C
NPSOIUCAHHBIME CTaHAAPTAMH 00€CIeUEHUs
rapasTuil wim odecnevyeHus 6e30IacHOCTH, 10
pe3yJIbTaTaM aHau3a TpeboBaHUH No
IPOTUBOXEHCTBUIO ONPEHACIICHHOMY HabOpy
yrpo3. Ecom ysi3BuMbie MecTa GyOyT BBISIBJICHbB
U HCMOJIB30BAHBI B CBOMX LEJISIX HAPYILHUTESEM,
HMEIOTCA OCTATOYHbIE OCHOBAHUS MOJIAraTh,
YTO €r0 aTaKa YBEHUYAETCS YCIEXOM, U, TAKUM
0o0pa30oM, IPUUHHAT yINEepS HAUHOHAIbHOH
0Ge30MacHOCTH.

tamper-indicating device - a device that

may be used on items such as
containers and doors, which because of
its uniqueness in design or structure,
reveals violations of containment
integrity. These devices on doors (as
well as fences) are more generally
called security seals.

material access area (MAA) - a location

in a nuclear facility where a person can
have access to nuclear material with an
opportunity for theft.

material control and accountability

(MC&A) - a system for verification of
quantities and locations of special
nuclear material within a facility,
including on-line material surveillance
and accounting,.

vulnerability - an exploitable capability

or an exploitable security weakness or
deficiency at a facility of national
security interest. Exploitable
capabilities or weaknesses are those
inherent in the design (or layout) of the
facility and its protection, or those
existing because of the failure to meet
(or maintain) prescribed safeguards
and security standards when evaluated
against requirements for defined
threats. If the vulnerability were
detected and exploited by an
adversary, then it would reasonably be
expected to result in a successful attack
causing damage to the national
security.
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40

cpusHuecKas 3aMMTA - MEPHI [0 3ALHTE AHAEPHBIX
MaTepHaJIoB HIH OOBEKTOB, IE/IBI0 KOTOPBIX
ABJIAETCS IPENOTBPAIICHHE
HECAHKITHOHHPOBAHHOTO U3BSITHS UJTH [UBEPCUH.

okycnoe paccroanue (DP) - paccrosgnue oT
OITHYECKOr0 IEHTPA MPOCTOro 0OBEKTHRA 10
¢poKaIpHON NJIOCKOCTH; SIBJIIETCS HOKA3aTEIIEM
pasmepa noJy4aeMoro u3o0paxenusl.

¢roHOBBI HIYM - OOIMIA IIyM CHCTEMBI,
HE3aBACHMO OT HAJINYHSI WM OTCYTCTBUS
curnasia. CHIHAJ He SBJITETCS YaCTRIO HIyMa.

¢popmar - pazmep npuronHoro u3odpaxenus 5 TB
KaMepe Wil 00BEKTUBE HJIH CHCTEME,
HCIOJIb3YIOMWEHCS NI BUACO3ANHUCH.

X

XHILeHHe - KpaXa ACHeT M/ HMYIIECTBa
COTPYAHHKOM, KOTOPOMY OHH OBL/IH JOBEPEHBI.

XHOICHHE - HECAHKIMOHNPOBAHHOE H3BSITHE
CHELHAJIbHOrO SACPHOr0 MaTepHasa Hiin
APYr¥X HEHHBIX MaTePUaJIoB ¢ O0BEKTa.

neJ1b - 0CJ1b aTaKu.

I3 - nesTpasbHbL TyJIbT (PU3HIECKOM
3auThl. OCHOBHOE MECTO PErHCTPALMH U
34CEYCHHS TPEBOTH.

LEeHTP Ype3BbIYaliHbIX onepanuii MectTo coopa
KJIFOUEBOI'0 NIEPCOHAIA, IPEACTABIIAIOMIETO
PYKOBOACTBO, MPOU3BOACTBO, NIOAPA3aE/ICHUS
3ALMTHI OT PagHOaKTHBHBIX U3/ TYICHHUH,

physical protection - measures for the
protection of nuclear material or
facilities designed to prevent
unauthorized removal or sabotage.

focal length (FL) - the distance from the
optical center of a simple lens to the
plane of focus and is indicative of the
image size produced.

background noise - the total system
noise, independent from the presence
or absence of a signal. The signal is not
included as part of the noise.

format - the size of the usable image in a
TV camera or lens, or the system used
to record video.

embezzlement - stealing of money or
property by an employee to whom it
has been entrusted.

theft - the unauthorized removal of
special nuclear material or other
valuable material from a facility.

target - the objective of an attack.

CAS - central alarm station. The primary
reporting and presentation location for
alarms.

emergency operations center (EOC) - a
location for assembling key personnel
from management, production, health
physics, safety, and security during a
critical facility emergency.
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obecnieuenns 6€30nacHOCTH U CHJIbI OXPAHBI BO
BPEM: UPE3BBIYAIHOrO MPOUCIIECTBUS HA
O0BEKTE.

LENH ¢ HHAUKANHEH NONbITOK B3JI0Ma -
3aMKHYTas1 LENb CHIHAIM3AIMH HA JTMHUSIX
nepefavy JAaHHbIX B KOMMYTaTOpax,
HCNOJIb3yEMas [JIsI HHAHKAIMH NOTEPH
AATYHKOM CIOCOOHOCTH I€HEPHPOBATH
aBapUHHBIA CHrHAJL.

uuchposan 3ammcpoBka - mpeobpasoBanue
aHaJIOrOBOI'0 PEYEBOro CUrHasia B i poBoii
CHI'HAJI B CHCTEME IepeNaTIHKa ¥ KOAUPOBaHUE
KaXoro OuTa noToxa nudpoBhIX JaHHBIX B
COOTBETCTBHH C aJI'OPUTMOM, 3aBUCHMBIM OT
NCEBOOC/IyYalHOH OCeH0BaTEIbHOCTH KOOB
B IEpeaTunKe.

A POBOIi CHTHAJ - PAJHOCATHAJ, COCTOSIIMH U3
CEpHH IM(PPOBBIX HMITYJIBCOB, TCHEPUPYEMBIX
HMITYJIbCAMH C OAMHAKOBBIM 3HAUCHHEM TOKA
MJIM HAaOpPsIXEHHS (CM. TaKXe AHAJIOTOBbIA
CHrHAM).

9

4acTOTA KAJAPOB - YaCTOTA Pa3BEPTKH IOJTHOTO
Kazapa, HOMHHaIbHO paBHa 30 kagpam B
CEKYHY.

YACTOTA JIOKHDIX TPEBOT (CM. JIOKHAA TPEBOra).

YacTOTA M0JIeH - 9acTOTa 00pa30BAHUS
BUZEONOJIEH, HOMHHa IbHas yacTora 60 pas3 B
CEKYHIY B aMEPHKAHCKHX CHCTEMAX.

4YacTOTa NPOIYCKa CAMO3BAHIEB - OMyCTHMAas
4acTOTa, C KOTOPOi simnam ¢ HasbLuBbIMA
YIOCTOBEPEHUSIMH JIMYHOCTH IO3BOJISIETCS
npoiTta gepe3 KIIIIL

4aCTOTa panxuioBOJIH.

tamper-indicating circuitry - line
supervisory circuitry on data
transmission lines and switches used to
sense the loss of alarm capability.

digital encryption - the conversion of the
analog voice signal to a digital signal in
the system transmitter and the
encoding of each bit of the digital data
stream according to an algorithm
dependent upon a pseudorandom code
sequence generated within the
transmitter.

digital signal - a radio signal made up of
a series of digital pulses produced by
pulses of one current or voltage value.
(See also analog signal.)

frame frequency - the rate at which a
complete frame is scanned, nominally
30 frames per second.

FAR - false alarm rate. (See false alarm.)

field frequency - the rate at which video
fields are created, nominally 60 times
each second in U.S. television systems.

impostor pass rate - the rate at which
persons with false credentials are
allowed to pass through an entry-
control portal.

RF - radio frequency.
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4acToTa CBOOGOTHOU reHePALHH - 9aCTOTa, C
KOTOPOii paboTaeT Kos1e6aTeTbHbI KOHTYP npu
OTCYTCTBHH CHHXPOHH3MPYHOLIErO CUTHAJIA.

YacToTAa CHCHAJIOB TPEBOrH H3-32 BHEIIHHAX
oMeX - OXXHOAeMad YacTOTa CUMHAJIOB OT
OATIHKOB OXPAHHOW CHIHAJN3AIHH, KOTOPBIC
MOT'YT OBITb OTHECEHBI HA CUCT U3BECTHDIX
[PUYHH, HE HMEIOLINX OTHOLICHHUS K MTONBITKAM
IPOHHKHOBEHHS.

YACTOTHBIN aHAJIU3ATOP - ocLusIorpad,
UCIOJIb3YIOIIMIICS CIeUnaJIbHO /19 U3MEPEHHI
1 aHAJIM3a BHACOCHIHAJIOB.

yepecCTpoOUHas pa3BepTKa - NpoNece
NepenIeTeHUd ABYX OTHEJ/IBHBIX MOJIEH
BHACOHH(OPMALIMY 11 CO3AAHAA OQHOIO
BHIEOKApa.

yucno f - oTHOImEeHUe (POXYCHOrO PACCTOSTHUS K
OTKPHITOH onepType 0OBEKTHBA, BRIPAKEHHOE B
Bure £/1,8.

YUCTAA 30HA - TSPPUTOPUS BHYTPH NEPUMETPa
TEPPUTOPHH X PaHUJIHILA ¥ 32 Orpagoil mo
HepUMETPY, OUHMIIEHHAst OT BCcex mperpaf,
TONOrpaPUIECKuX NPEnITCTBAA B
PacTHTEJIBHOCTH, IPEBBIIIAFOIIHNX
OTIPEAEJIEHHYIO BBICOTY. 30Ha NperHa3HAYCHA
LI TOTO, YTOOBI COOENCTBOBATh OOHAPYKEHUIO
1 HaOJIFOOEHHIO 32 HAPYLIATEJIEM, HE
NPENOCTABJIATD HAPYIIUTEIIO 3aIlUTY H
BO3MOXKHOCTB CHPSTaThCH, ONTHMU3HPOBATD
apPpexTHBHOCTD CHJT CJTy>KObI O€30MACHOCTH H
CHH3HTb BO3MOXKHOCTb BHE3AITHOH aTaku.

I

LIAHTAK - BBIMOTATETHCTBO C IIPHMEHEHHEM
yrpo3, 0COOEHHO YrpO3bl MyGJIHYHOTO
pa306aueHns UK yTOJIOBHOTO
peCJIeIOBAHMS.

WHPOKHHA THANA30H YACTOT - CUCTEMA IEpENavIn
B LIMPOKOI HOJI0CE YaCTOT C IPHMEHEHHEM

free-running frequency - the frequency
at which an oscillator operates in the
absence of a sync signal.

nuisance alarm rate (NAR) - the expected
rate of alarms from an intrusion
detection sensor which can be
attributed to known causes unrelated
to intrusion attempts.

waveform monitor - an oscilloscope used
specifically for measurement and
analysis of video signals.

interlaced scanning (interlace) - a
process of interweaving two separate
fields of video information to form a
single video frame.

f-number - the ratio of the focal length to

the clear aperture in a lens, expressed
in the form f/1.8.

clear zone - an area within the storage
site perimeter and around the
boundary of the storage site free of all
obstacles, topographical features, and
vegetation exceeding a specified
height. The zone is designed to
facilitate detection and observation of
an intruder, to deny protection and
concealmentto an intruder, to
maximize effectiveness of the security
force, and to reduce the possibility of a
surprise attack.

blackmail - extortion by threats,
especially of public exposure or
criminal prosecution.

broadband - wide bandwidth

transmission system with a single
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OAHOH HeCyIue# 9aCTOTHI H HECKOJIBKHX
HH(OPMALMOHHBIX KaHAJIOB; MOXKET OBITH
BOJIOKOHHO-ONTHYECKOH HJTH paguo
(m3nyuarouieit nm B Kabese).

mncpoBaHHas nepenaya - OTHOCUTCS K

KOANPOBAHMIO IEPEavyl U1 MPEAOTBPAILCHUS
NOMCJTyUIMBAHAS PAUONEPENAYH, HOCAIICH
3aKpBITHII XapaKTep, Uin OJIOKMPOBKY HpHeMa
0OMaHHBIX cOOOLIEHUH (CM. TaKXKE OTKPbITHIH
TEKCT).

IITaTHOE (AeKYPHOE) - OTHOCHTCS K COCTOSTHHIO

maTyHKa, KorAa 4epes3 3aliUIIEeHHYI0 30Hy He
pa3pelaeTcss HIKaKoro NepeaBUKEeHUS, U KaK
NaTYNK OXPAaHHOM CHTHAJIM3aLuU, TaK U JaTIHK
BMEIIIATEIbCTBA BbIBEICHBI HA MYJIbTHI
yIpaBJIEHUS ONEPATOPOB.

9

3JIEKTPOHO3aXBATHBIA XETEKTOP - TACCHBHBIH

OETEKTOp napos BB.

dneKTpoMarauTabie nomexu (IMII) -

HapymeHus: paGoTel 000pyIOBaHUS,
00yCJIOBJICHHBIE BO3ACHCTBIEM
3JIEKTPOMATHUTHBIX MOJICH OT BHEIITHHUX
HCTOYHHKOB.

JJIEMEHT - OTAC/IbHAA 9aCTh CHCTCMBI

(PH3HYECKOIl 3alUTHL.

DJIT - astekTpoHHO-JIyuYeBast TpyOka; TpyOka

AUCTINEL, UCHOJIB3YIOMIAACA B TCJIEBU30paX H
MOHHTOPAX 3aMKHYTDBIX Ka0eIbHBIX
TCIJICBU3HOHHDIX CHCTCM.

p |

ABHOE - AcHcTBHE, HEe ABJILIOLIECeCS TalHBIM HJIH

3aMAaCKMPOBAaHHBIM. ATaKa C HCIOJIb30BaHUEM
B3PBIBYATHIX BEIIECTB MOXKET CJIyKUTh
IPHMEPOM OTKPBITOH (IBHOH) aTaxu.

carrier and multiple information
channels; it can be fiber-optic or RF
(radiated or on cable).

voice privacy - refers to the encoding of
transmissions for the prevention of
eavesdropping on sensitive radio
traffic or of receiving deceptive
messages. (See also clear voice.)

secure (close) - refers to the security of a
sensor during which no traffic is
permitted through the protected area
and both intrusion and tamper alarms
are displayed at the operators’
consoles.

electron capture detector (ECD) - a
passive explosives vapor detector.

electromagnetic interference (EMI) -
disturbances of equipment operation
caused by electromagnetic fields from
outside sources.

element - a distinct part of a physical
protection system.

CRT- cathode-ray tube; a display tube
used in television sets and CCTV
monitors.

overt - an action that is open and not
concealed. An attack using explosives
would be an overt attack.
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Glossary of Physical Protection Terms

ANePHbIA MaTepuan - Jirodoi nessupiics
MaTepHaJsl WIH MaTepHaJl IJ1s SACPHOTO
BOCMPOU3BOACTBA, HCIOJIB3YIOLIMICS B SOEPHBIX
peaxTopax. '

APKOCTD - TOKA3aTEJIb 3PUTEJIBHOIO BOCIIPHSITHS,
o003HavaromHi OTPaKEeHHE HJIU H3JTyUCHUE
CBETa yY4aCTKOM MOBEPXHOCTH H H3MEPSEMBIH B
dyT-s1ambeprax.

nuclear material - any fissile or fertile
material used in nuclear reactors.

brightness (luminance) - the attribute of
visual perception in which an area
appears to reflect or emit light,
measured in foot-lamberts.
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