Curing Computer Logorrhea (excessive wordiness) with Sisyphus and LogHound
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Modern supercomputers and networks easily involve tens or hundreds of thousands of interrelated devices, each
producing streams of time-stamped text (logs) as their primary record of normal — and abnormal — events.
Malfunction and misuse must be localized and remedied quickly in order to minimize costly downtime or
exposure of sensitive information. Efficiently finding the few lines of critical text among literally millions of
lines of computer-generated text requires automated anomaly detection.

The Sisyphus log data mining toolkit provides powerful but easy-to-use tools for quickly finding important
events in logs. It automatically ranks log files and colorizes their content based on information theory,
quantitatively and intuitively answering the questions, “what is the strangest log file, and why?” It incorporates
LogHound to automatically infer word patterns, helping to sift the subtle-but-significant from the blatant-but-
boring. LogHound is developed by Risto Vaarandi of Estonia, and is thus the primary topic of this European
Project Showcase submission.

During the past decade, a number of methods have been proposed for event log data mining (e.g., see [1]), with
many of them being based on the breadth-first Apriori algorithm for mining frequent itemsets [2]. The
development of LogHound was motivated by the shortcomings of existing methods. First, the methods are not
efficient for mining longer patterns which are common in event logs [3]. Second, they have been mainly
designed for mining event type patterns, ignoring patterns of other sorts (e.g., line patterns which can be used
for writing signatures for event log monitoring tools). Third, existing depth-first log mining approaches assume
that the event log fits into the main memory -- however, this is not the case for larger logs [3].

LogHound is a fast log mining solution that addresses these shortcomings. It employs breadth-first approach
like Apriori, but uses several techniques for speeding up its work and reducing its memory consumption. It uses
a hashing technique for detecting frequent words (frequent items) in a memory-efficient way, and caches
frequently occurring log fragments in the main memory. It uses the itemset trie data structure like Apriori, but
applies a special technique for building a reduced version of the trie (this technique is based on correlations
between frequent words that are common in event logs) [3].

For the reasons of speed, LogHound has been written in C. It has several options for flexible preprocessing of
the logs on-the-fly -- a user can specify a regular expression filter for processing certain log file lines only,
matching lines can be converted with templates, etc. The user can also tune the memory usage of LogHound
(e.g., set the cache size for log fragments), and mine closed frequent itemsets only [3]. LogHound has been
employed for a variety of purposes, mainly for syslog log file analysis (about 20 institutions have reported the
use of LogHound). A recently published paper describes its application for near-real-time mining of network
traffic patterns from Cisco Netflow data [4].

Sisyphus provides a mature and intuitive web interface to LogHound, through which log analysts can surf
emerging log patterns via their web browser. It is open-source and has been downloaded over 350 times since
its initial release in early 2006. Case studies of positive production impact on supercomputers, computer
centers, and networks have been published [4, 5], and work is ongoing. See http://www.cs.sandia.gov/sisyphus
and http://www.estpak.ee/~risto/loghound/ for more information.
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