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Contact Information

• For specific questions related to the 
NNSA Office of Global Radiological 
Threat Reduction, contact:

• Ioanna Iliopulos
Director, Office of European and African Threat 

Reduction
+1 202-586-1881; Ioanna.Iliopulos@nnsa.doe.gov

• Kelly Cummins
Director, Office of FSU and Asian Threat Reduction
+1 202-586-4525; Kelly.Cummins@nnsa.doe.gov



Who We Are and Why We Are Here

• DOE National Nuclear Security Administration (NNSA)
– Office of Global Radiological Threat Reduction

• Mission
– Reduce the risk posed by vulnerable radioactive 

materials that could be used in a radiological 
dispersal device (RDD)

• Goal
– Use a prioritized Defense-in-Depth approach to deny 

terrorist access to assets by securing or removing 
vulnerable radioactive materials throughout the world



• Supported radioactive source security 
upgrades in over 50 countries

• Lessons learned from this effort are being 
applied internationally and within the US

• Actively working with the IAEA to assist 
others in recovering, removing, and securing 
radioactive sources

• Seeks to work with industry to improve 
security of radioactive sources

Why NNSA?



Objectives of this Presentation

• Create an awareness of the need to secure 
high risk radioactive sources

• Describe the general means to secure those 
sources



Malicious Use of Radioactive Material

• Readily available 
material

• Relatively 
unsophisticated 
technology

• Minimal security in many 
instances

• Cause fear and panic
• Results in area denial, 

disruption, and 
economic impact



A Matter of When, Not If

• 1987 – Iraq tested RDD
• 1995 – RED discovered in Moscow Public Park
• 1998 – Chechnya: Explosive mine filled with 

radioactive material
• 2002 – Jose Padilla found to have plans
• 2003 – Al Qaeda plans in Afghanistan 
• 2004 – Large stockpile of Americium 241 found in 

London



Article Published on Bin Laden Web Site 

“Even though the 
Americans have bombs 
possessing enormous 
power, Al-Qaeda is even 
more powerful than they, 
and it has in its possession 
bombs which are called 
“dirty bombs”

http://www.israelnewsagency.com/binladenislamicnuclearterror.html



Radioactive Material Prioritization

• Categorization Techniques
– IAEA, NRC: Deterministic Methods (IAEA 

Category 1-5 and NRC Radionuclides of 
Concern)

– IAEA: Transport Security
– UN: Transport of Dangerous Goods
– NNSA: Stochastic Methods (Assessment and 

Action Levels)
• Categories (levels, classes) determine levels of 

graded security



Categorization of Sources RS-G-1.9

The new categorization 
provides a fundamental and 
internationally harmonized 
basis for risk-informed 
decision making, by 
providing a relative ranking 
and grouping of practices 
and sources, which is based 
on a logical and transparent 
methodology



Table of Radionuclides of Concern
(IAEA Category 2)

3 TBq (81 Ci)Yb-1690.8 TBq (22 Ci)Ir-192

200 TBq(5.4 KCi)Tm-17010 TBq (270 Ci)Gd-153

10 TBq (270 Ci)Sr-90 (Y-90)1 TBq (27 Ci)Cs-137

2 TBq (54 Ci)Se-750.3 TBq (8.1 Ci)Co-60

0.4 TBq (10 Ci)Ra-2260.5 TBq (14 Ci)Cm-244

0.6 TBq (16 Ci)Pu-239/Be0.2 TBq (5.4 Ci)Cf-252

0.6 TBq (16 Ci)Pu-2380.6 TBq (16 Ci)Am-241/Be

400 TBq (11 KCi)Pm-1470.6 TBq (16 Ci)Am-241

Quantity of 
Concern

RadionuclideQuantity of 
Concern

Radionuclide



Non-Deterministic or Stochastic Effects

• Probability of the effect is:
– A linear function of dose
– Without a threshold

• Effects of concern are:
– Cancer
– Hereditary effects

• Model is oversimplified and overestimates health risks 
below 10 rem (0.1 Sv); however, long-term effects 
increase impacts

• Dose limits are established to make radiation risk 
equivalent to that of industry



NNSA Assessment, Action Levels
Based on Stochastic Evaluations

• General Rules*
– Action Level

• Beta/Gamma – 1000 Ci (37 TBq)
• Alpha – 20 Ci (0.74 TBq)



Amount of Radioactive Material
Needed for Area Denial

• Basis is Draft US Department of Homeland Security 
Protective Action Guideline (PAG) for relocation
– DHS recommends population relocation if the projected 

dose would exceed 2 rem (20 mSv) in the first year after 
the RDD event

• IAEA Categorization (TECDOC 1344) of radiation 
sources
– Not based on RDD area denial scenarios



Availability

• “To all licensees, here at the University of ------, 
one of our responsible users would like to offer 
up a self-shielded irradiator for recycling. …
Specifications: Isomedix (Parsippany, N.J.) 
Gammator M38-1 irradiator;  Two source Cs-137 
Reference date and reference activity 7/1/1969 800 
Ci (400 Ci/source) Current activity and exposure 
rate 360 Ci 309 R/min. The two sources are 
contained within two welded, stainless steel 
concentric capsules locked in a third cavity by a 
shielding plug which is locked into place by a 
high strength weld.”

• On a high school website: “In a specially 
constructed room in the main lab, we maintain a 
Model B Gammator Irradiator with a 400 curie 
source of Cs-137. For this the school is licensed 
by the State, and I am named as the control 
operator on the license. The gammator is used by 
students to irradiate everything from seeds to 
non-living materials.”



Availability

Re: Cobalt-60 Gamma Irradiator
To: radsafe@********** 
Subject: Re: Cobalt-60 Gamma Irradiator 
From: John ******* <jm***r@********> 
Date: Thu, 16 Dec 
We have an AECL Gamma Cell 220 with about 900 Ci of 
Co-60.  … Has anybody had experience getting rid of this 
much Co-60 or an irradiator? supply of cobalt-60 source for NDT

Posted by: John H****** , E-mail: 
j*******g@comcast.net, on September 09:

We have Cobalt-60 nickel plated 1 x 1 mm pallet 
with high activity of 250 - 300 Ci/g suitable for 
the application of NDT or Gamma Knife. We have 
hot cell at the lab in China to process the Co-60 
into source per customers' requirement as OEM. 
If anyone in this forum is interested, please 
contact me.

Nuclear Isotopes 
Radioactive Sources

No NRC license required!

Price: £340.00

I am storing a RAMCO (Radiation Machinery Co.) 

GAMMATOR 50.  This source currently contains 

approximately 200 curies of Cs-137-Cl.  This source is 

free to anyone who has a license and can remove it from 

our site



Abandoned Sources



Devices Studied

• Blood irradiation

• Research

• Teletherapy



Objective

• Demonstrate removal of a radioactive source 
from self-shielded devices:
– Remove source without regard to exposure level
– Remove source, but minimizing exposure
– Using open source information; minimal technical 

expertise
• Determine tools and time needed for source 

removal



Findings

• Machines designed for field re-sourcing
• Shielding provides advantage
• Sources can be removed



Physical Protection System (PPS) Fundamentals:
Design and Evaluation Process Outline
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Threat Assessment

• An analysis that documents the credible 
motivations, intentions, and capabilities of 
potential adversaries that could cause 
undesirable consequences by causing 
sabotage at a facility or stealing a radioactive 
source



PPS Necessary Functions

• System functions that must all be present

– Detection
• Detects the start of the adversary act
• Includes the assessment function

– Delay
• Retards the adversary to give the response 

(police or guards) time to respond 
• Effective only after detection is accomplished

– Response
• From on-site guards, 
• off-site police, or
• military personnel



PPS Functions

PPS Functions

Detection

• Intrusion Sensing

• Alarm Communication

• Alarm Assessment

• Entry Control

Delay

• Passive Barriers

• Active Barriers

Response

• Interruption:
– Communication to 

Response Force 

– Deployment of 
Response Force 

• Neutralization



Detection

Sensor 
Activated

Alarm 
Signal 

Initiated

Alarm 
Reported

Alarm 
Assessed



Delay

Delay

Provide Obstacles to Increase 
Adversary Task Time

Physical Barriers Protective Force (Guards)



Response

Communicate 
to Response 

Force

Deploy 
Response 

Force

Neutralize 
Adversary 
Attempt



PPS Design Principles

• Place detection toward the perimeter and 
delay toward the target

• Protection-in-depth
• Minimum consequence of component failure
• Balanced protection
• Combine physical protection components into a 

system within constraints of the host facility
• Use components that complement each other 

and correct for weaknesses
• Response able to arrive in time to defeat the 

threat



Protection-in-Depth

• Adversary must defeat or avoid a number of 
protective devices in sequence

• Protection-in-depth should
– Increase adversary’s uncertainty about the 

system
– Require more extensive preparations by 

adversary prior to attacking the system
– Create additional steps so the adversary 

may fail or abort his mission



Minimum Consequence
of Component Failure

• Contingency plans must be provided so the PPS 
continues to operate after a component fails

• Redundant equipment can take over function of 
disabled equipment in some cases

• Some failures require backup assistance from 
sources external to the facility



Balanced PPS

• Provides adequate protection against all 
threats along all possible paths

• Conversely, there are no significantly “weak”
paths



Upgrading Security for
Teletherapy Treatment Room

PIR (2)

CCTV (2)

Duress

Keypad
Safeboxes, 2-

man rule

Alarm Control
Panel

2 Hi-Security
Locks and BMS

Brick up window

Hardened Doors



• Install improved access control system and intrusion 
detection sensors to source room; install low-cost/ 
low maintenance “always on” sensor to source device

Upgrading Security for
Oncology Clinics

Oncology clinic security enhancements include 
installation of sensors to detect entry into room that 
holds source and sensor on the teletherapy unit itself.

A fiber optic seal encloses the teletherapy unit.  
Any attempt to access the unit requires breaking 
the seal, which results in an alarm signal.



Physical Protection Summary

• Effective physical protection requires
– Detection
– Delay
– Response

• The total time for detection and response must be less than 
adversary task time once the first detection occurs

• Protection-in-depth, minimum consequence of component 
failure, and balanced protection are all present in a well-
designed system



Summary

• Radioactive sources are vulnerable for 
malevolent use
– Availability
– Devices

• Physical protection methodology can be used to 
improve security


