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Briefing Structure

Paper vs. Briefing Detail
A Paradigm Shift

e |[nformation Models
e Heuristics
* Decision Support

Foundations Needed to Understand Briefing Focus

e Knowledge Representation
* Peircean Philosophy

Induction
Abduction

Applications to Date
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Information Models

Cognitive Hierarchy
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Heuristics vs. Physics

Heuristic Physics
Formulations based on observation Algorithms based on physical theory
Heat Transfer Statistical Physics
energy flow = F( temperature difference ) energy flow = F( particle microstates )
Information Operations Neuro-physiology
reasoning = F( logic, philosophy, and mathematics ) cognition = F( neural architecture/dynamics )
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Decision Making Paradigm

Decision Maker

Learning — update
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Knowledge Representation
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Formal Concept analysis (FCA)

Cross Tab
Animals | Preying Flying Bird mammal
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Formal Concept Analysis™
(Theory)

® Ordered Set Theory, a structure: P = (P <)

, , (Da < a
® A set P and a binary relation < (i)a < bandb < a=a—b
® An ordered set is reflexive, antisymetric and transitive. wa = oan —a—a=
((id)a < bandb < c=a < c
® Formal Context

® A triple consisting of a set of objects, a set of Kie = (G, M, 1)
attributes and a binary relation between the 2 sets.

® The ‘Prime’ operator

® An operator that returns the set of attributes when (A) ={m € M|(gm)e [ Vg € A}

applied to a set of objects or the set of objects (B) ={g € Gllgm)e I, Vm € B}
when applied to a set of attributes.

e Concepts

® A set of sets, the first term a set of objects, the (A, B) = (G, M, ])
second term the set of common attributes. <
e E.g the concept (A,B); A={Earth, Mars}, B={near sun, small, A G B M
has-a-moon} (AY = B&(B) = A
e ‘Begriff’
® The set of all concepts in a context. (A, B) = (A, By)
® Concept ordering based on subset-superset structure and a =
Galois connection. A C A,V B, C B Sandin
SAND2008-xxxx National
* Theory formulated by Ganter & Wille
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Construction of the ‘Begriff’

* Begriff
* Set of all concepts associated with a
context.

® |C|entif)’ the intent Of the COnteXt S — {[%te%t}farmalcontext
* The set of all attributes. P, = {p} = {P(S)}

* Next construct the power set of the

Intent, set S on the left. B =" CW(Ew L) = {3 {(0) . {0sD
* Use the ‘Prime’ operator to identify the
extent for each member of the power set.

e Each member of the power set is a potential in which
intent in the Begriff.

* Resultis a set of concepts for the context.
e  Will have multiple intents for each extent. Ci = C(E, LULUIL...UL)

e (Construct a union of all intents for each

unique extent.
* Resultis the final Begriff of a context.
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Formal Concept analysis (FCA)
(PDA Variations)

® Real world attributes include ‘real’

valued attributes.

e Formal Context refined.

® The context captures sets of objects G, attributes M,
attribute values W, and the binary relations of the sets.

® Object g has a value w for attribute m.

® PDA relaxes G & WV constraints and

uses fuzzy set theory to represent real

attributes.

® Variable membership lies in the range [0, 1].
® PDA employs overlapping Gausian membership functions.

Koo = (G, M, W, )

Dm) =g <€ Gllg,mw) € Lwe W

crisp set = . X -1{0, I}
fuzzy set = u: X —[0, |]

U, = e[_(x— cr) /20°)

Overlapping Fuzzy Sets

0.2 |-

08 |
06 |
0.4 |

- — -
lllllllllllllllllll
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Formal Concept analysis (FCA)

* Modification of the binary K = (G, M, )
interaction operator, |, in a
formal context.

* |nteraction operator |, is
replaced by a ‘set’ of
interaction operators linked I =LY

to a set of predicates.

e Pisa set of predicates, Ip is a set of
interaction operators, and X defines
the linkage between predicates and I=21

Interaction operators.
* The sum of the interation operators yields
the classic interaction operator.
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Peircean Philosophy

e C.S.Peirce;Sept 10, 1839 - Aprill9, 1914.

* Writings cover 1857 to 1914
e 2000 printed pages, ~80000 handwritten pages.

* His work touches/impacts:

e Mathematics and Philosophy
 Mathematics of logic (tri-logic, existential graphs)
* Pragmatism
* Semiotics
* Phenomenology
e ..qualities of our experience...

* The Normative Sciences: Aesthetics, Ethics, and Logic
®* ..OUr responses to our experiences...
* Metaphysics
e ..that which is real...
* |mpact on information theory is beginning to be understood.

Sandia
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Peircean Category & ‘Sign’

e (Category
* Firstness is the quality of an object.
* The taste of banana, redness, or anxiety

* Secondness is the effect that firstness has on us.
e E.g. pushing on a closed door, the resistance is secondness.
* The heat felt from a hot iron on our hand.

* Thirdness mediates between secondness, fact, and firstness, possibility.
* Thirdness represents laws that govern facts in the future.

 ‘Sign’

* Sign is a triadic entity. The object “... for which it stands is called its object; that which it
conveys, its meaning (the sign itself); and the idea to which it gives rise, its interpretant.”

* There are three types of sign:
* |con - linked to firstness, excites an idea naturally.

* Index - linked to secondness, stands for an object by its real connection to it, like a weather vane
is an indication of wind direction.

e Symbol - linked to thirdness, might be a word, phrase or treatise, such as quantum mechanics.
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Peircean Logic

e Critic
e Studies the relationship of signs to their objects.

* Speculative Grammar

* The theory of the meaning of signs.
* Addresses the means that logical thoughts may be represented.

e Speculative rhetoic
* Studies the methods that should be pursued in seeking truth.
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Peircean Reasoning

Based on Peirce’s Principle of
the “Method of Scientific
Inquiry’

Consists of 3 components:

Inductive reasoning
Deductive Reasoning

Abductive Reasoning
* Including Analogical Reasoning

As humans, we all reason,
some with a greater degree
of sophistication.

We all appear to be imbued with a
native Inductive reasoning capability.

SAND2008-xxxx

Components of Peircean Reasoning

Deduction

Any M (isirsiot) P
Any ) S is M

Some

A .
‘.‘ (Sorr‘:e) S (islrswt) P

Induction
Any M (isI:ot) P
Any ) S (isirslot) P

Some

° Any .
OO(Some S isnot M

Abduction
S .
( ::;(e) S (islrsiot) P
Any ) S is M

Some

o's Some M (js7er) P

Sandia
National
Laboratories

Wednesday, April 23, 2008

16



Induction

Laboratories

Sandia
SAND2008-xxxx @ National




Induction

Philosophical Perspective

* Induction: Is a mode of reasoning which adopts a conclusion as approximate.
* |tis reasoning from a sample to the whole.

* Peirce Identifies Three Forms of Induction.
e Weak form.

*  When sample and population sizes can be determined.

* Strong form.

e Examples where a single counter example can be identified.
. Find one liberal that is not intellectually bankrupt.

* ‘Gradual’ form.
e Like the strong form but conclusions are updated with new samples.

* |Induction Serves Three Functions.

* Inductive Reasoning

* Throw a ball in the air N times, observe it falling to the ground each time. If | throw it up the (N
+1)st time, | expect it to fall to the ground again.

* Inductive Learning
* Draw a rule from observation and use that to predict. (Law of convective heat transfer)

* Inductive Hypothesis Verification Sandia
SAND2008-xxxx National
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Induction

Psychological Perspective™

* Heit’s article discusses research on Induction in the psychological communities.

* There appears to be a minimalist understanding / deference to the work of the
philosophical communities.
* Basic definitions of Induction.
* No reference to which role/function of Induction is being researched.

* Flawed interpretation of Hume’s philosophical dilemma associated with arguing the existence of
Induction using inductive arguments.

* Pragmatism provides a basis for arguing the existence of Induction.

* There may be(?) an attempt to explore the forms of Induction as defined by Peirce but it
is unclear in the write-up.

* Weak form, Strong form
* The property dimension does not clarify Induction, rather it confounds results with prior knowledge.

* The analysis of the ‘weak form’ of induction fails to consider prior knowledge.
* No consideration of negative examples.

* The last issue is the lack of developing a research hypothesis and designing the experiment
that would validate the hypothesis if true.

* Regression analysis on the presumptive variables of the experiment adds no new insights into the

theory or functionality of Induction
Sandia
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* E. Heit ‘Properties of inductive reasoning’ Laboratories
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Operational Considerations

* Three roles for Induction: Reasoning, Learning, and Hypothesis
verification.

* Flinn’s method addresses inductive reasoning.

* Entire ‘training’ set is used to evaluate a new unknown.

e Peircean Decision Aid (PDA) defines an Inductive learning engine.

 Based on Finn’s Inductive reasoning agorithm.

 Uses training set to develop a heuristic representation of the underlying
knowledge.

e C(Categorical knowledge of the heuristic is used to assess new unknown
blocks of data.

Sandia
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Finn’s Method

Finn’s method is based on Mill’s canons

* ‘Method of agreement’

e ‘Method of differences’

e ‘|Indirect method’

e ‘Method of concomitant variation’
e ‘Method of residues’.

The Finn algorithm is based on the first canon.

* [f two or more instances of the phenomenon under investigation have only one
circumstance in common, the circumstance in which alone all the instances agree, is
the cause (or effect) of the given phenomenon.

Algorithm is based on training sets of positive and negative examples

associated with a goal attribute.

* The examples provide a basis for defining positive & negative Begriffs.
* The algorithm for determining a Begriff is presented in the next slide.

SAND2008-xxxx
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Construction of the ‘Begriff’

* Begriff
* Set of all concepts associated with a
context.

® |C|entif)’ the intent Of the COnteXt S — {[%te%t}farmalcontext
* The set of all attributes. P, = {p} = {P(S)}

* Next construct the power set of the

Intent, set S on the left. B =" CW(Ew L) = {3 {(0) . {0sD
* Use the ‘Prime’ operator to identify the
extent for each member of the power set.

e Each member of the power set is a potential in which
intent in the Begriff.

* Resultis a set of concepts for the context.
e  Will have multiple intents for each extent. Ci = C(E, LULUIL...UL)

e (Construct a union of all intents for each

unique extent.
* Resultis the final Begriff of a context.

Sandia
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Finn's Method of Inductive Reasoning

® Based on J.S. Mill’s first Canon

Method of Agreement

® Procedural description

|dentify or select a goal attribute, g.

® E.g the terrorist group responsible for an incident or the
tactics used.

Evaluate an unknown against the positive and

negative Begriff’s to determine if it is a positive,

negative or unresolved example.

® |f the intent of an unknown exists in 2 or more concepts
of the positive context and does not appear in any concept
of the negative context, the unknown can be classed as a
positive example. Similarly for a negative classification.

® ggis positive, g9 negative, g0 indeterminate

® [wo issues with Method:

Must use full sample set for each Unknown.
Heuristic of 2 examples does not belong in theory.

SAND2008-xxxx

M ={a,b,c,d, e}
G: =1481,82 83 84)
G- = 185,86 87}

Positive & negative examples
g1 ={a,b,c;

g ={a,bdy 7~ 1,6,
g6 — {b,C’d}
g = 1{a,b,e} -
g? — {a’d’e}
gi = {a,c,e}
Unknowns
gs = {a,b,c,e}
gs = {c,d,e}
5750 — ‘{(Zy é),(?,(it}
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PDAs Inductive Learning

e Based on Finn’s Method

* Process description:

Accept entire training context.

Construct positive Begriffs based on the
selected goal attribute.

To define the classification context for a goal
‘'value’, no heuristics are built into the theory.

* Biases are part of the engineering implementation
and user ‘set-able’.

Remove negative concepts from the positive
Begriff of goal value k.

* Using thresholds and ‘likelihood’ estimates we can
bias the system in the direction of false positives or
false negatives.

Result is best estimate of attributes
describing an object associated with a goal
value.

SAND2008-xxxx

B, = (Ak,Bk)| A, € A; B, = (Ak)'
with
k = goal attribute

B, = Bi— ), B,

m+Fk

Ihew = SizeOf( Cour ) | SizeOf( By )
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Induction
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Abduction

* Means by which new knowledge is created.

* Abduction begins with the observation of some ‘surprising’ fact.

* Surprise implies your belief state is in doubt, rationality dictates that we want to
eliminate doubt.

* Hypotheses are generated to explain the fact.
e _..if theory A is correct then observation C would follow...

* Peirce identified a process/criteria for finding an optimal hypothesis.

* Criteria involve explanation, verifiability, and economy.

* Peirce’s ‘economy of research’ involves the intrinsic value of the proposed
hypothesis, and the effect on future research.

Sandia
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knowledge structure.

* Hypotheses are produced by

PDA Model of Abduction

e (Current version of PDA uses a flat

Any knowledge hierarchy is a product of the

collected knowledge.

convolving knowledge with information

representing some unknown.

Using FCA as the knowledge representation
technology results in set operations being the
mechanism for generating hypotheses.

 Expanding the structure of the

knowledge base modifies the process.

Process is iterative, use initial hypotheses to
augment info and find the next set of hypotheses.

Next level of hypothesis involves a disjunctive

operation.

SAND2008-xxxx

Unstructured Knowledge Base

U’y = UiH)

(H)=X1 NK

Hoo} = HNH — H

Sandia
National
Laboratories

Wednesday, April 23, 2008

28



Belief Cache

e A belief cache is a mathematical

representation of situational C Ly, Active;
awareness. " Whioddo i Ad 3 Ade )

* Flat knowledge base belief cache.

* time tag, activation flag, the hypothesis, support data, .
validation data, and unresolved collected t;, Active;

information. { o, 1d;s},{ds},{d“}}

Cj = .
(i {hir- A di} Ads 3 Ad i}

* Hierarchical knowledge base would result in a
belief cache structure reflecting the
abstraction of hypotheses.
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!CIasanme

| TypeD34

| Type0a3
Xia092

! Han091
Kilclll{AIP)
Kiloll{636)
Kilol(877)
5ongll{039C)
Songl{039)

| Mingll{Q35AIP)
Mingll{035E)
Mingl{035)

! Romeoll(033G)

| Romeol(033)

| ReserveRomeo

| Moth.Romes

| Gulf(auxiliary)
Sang-0Xpn)

Type
SSBEN
S5GN
S5BN
S5N
ss

S5

S5
55C
55G
55

85

55
S5C
S5

S5

55
SSBA
S5M

004

Abduction

Knowledge + Data = Situational Understanding

2005 2006 2007 2008 2009 2010 AssignedNorth AssignedEast

0 0 1 1 1 2 0 o o
1 2 Z 3 3 4 1 o o
1 1 1 1 1 1 1 o o
5 5 5 5 5 5 1 o a
0 i} o 0 3 3 0 o a
2 6 10 10 10 10 0 1 a
2 2 2 2 2 2 0 1 o
7 7 9 9 11 11 0 1 L
1 1 1 1 1 1 0 1 o
6 6 6 6 6 6 0 o L
12 12 12 12 12 12 1 o o
0 i} o 0 i} o 0 o a
0 i} o 0 i} o 0 o a
18 12 3 3 6 3 1 1 L
15 15 15 12 9 3 1 1 1
12 12 12 12 12 12 0 o L
1 1 1 1 1 o 1 o o
1 1 1 1 1 1 0 o L

< JNK_root=

=Control input="xtable" » </Control=

<|ntel Report=

AssignedSouth

27
30
22
26
17
17
17
22
22
18
18
18
12
12
12
12
15
8

SubmergedSpeed SurfaceSpeed

18
18
12
12
12
12
12
15
15
15
15
15
15
15
15
15
15
8

Knowledge

SonarCM_Level
CMLev_4
CMLev_4
CMLev_3
CMLev_2
CMLev_4
CMLev_4
CMLev_3
CMLev_4
CMLev_4
CMLev_4
CMLev_3
CMLev_2
CMLev_2
CMLev_3
CMLev_2
CMLev_2
CMLev_2
CMLev_2

Sonar_Level
SonarLev_6
SonarLev_6
SonarlLev_5
Sonarlev_5
Sonarlev_6
Sonarlev_6
SonarlLev_5
SonarLev_6
SonarLev_5
SonarLev_6
SonarlLev_5
Sonarlev_4
SonarlLev_4
Sonarlev_5
SonarlLev_4
SonarLev_3
SonarlLev_3
SonarLev_4

Data

<Object= Initial_finding =Class type="generic"=>

=/Intel_Repart=
<{UNK_root=

2M15/2008 @ 0:0:00 <=> hypthosis <==> Initial_finding * Minglll{035AIF)
Support of Hypothesis:

[Assigned3outh, SubmergedSpeed. G4, VeryQuiet]
Implicit data based on hypothesis:

Noise
VeryQuiet
VeryQuiet
Average
Average
WeryQuiet
WeryQuiet
Quiet
WeryQuiet
Quiet
VeryQuiet
Quiet
Quiet
Quiet
Quiet
Quiet
Quiet
Average
VeryQuiet

BatteryPoints
12
12
9

9
120
24
24
L80
36
120
24
24
39
39
39
g
14
4

WeapRounds
20
20
20
20
18
18
18
12
12
18
16
12
14
14
14
14
265
1]

FwdTubes
B_tubes
6_tubes
6_tubes
6_tubes
6_tubes
6_tubes
6_tubes
B_tubes
B_tubes
6_tubes
6_tubes
6_tubes
6_tubes
6_tubes
6_tubes
B_tubes
B_tubes
No_tubes

<Attr= speed =value type="label"= SubmergedSpeed.Qd </value=</itir=
<Attr> areaOFops <value type="label"> AssignedSouth </value></Attr>
=/Class> =/Object=

Hypotheses

AftTubes
No_AftTubes
No_AftTubes
No_AftTubes
No_AftTubes
No_AftTubes
No_AftTubes
No_AftTubes
No_AftTubes
No_AftTubes
2_AftTubes
2_AftTubes
2_AftTubes
2_AftTubes
2_AftTubes
2_AftTubes
2_aftTubes
4_aftTubes
No_AftTubes

TorpedoRating
20
20
20
20
20
20
20
20
20
20
13
11
13
11
13
11
11
1]

Mines
36
36
36
36
36
24
24
24
24
326
326
24
28
28
28
28
a4
8

Hull_Numbers

Hull_409_412

Hull_407_408_410_411 413 414

Hull_406

Hull_401_402_403_404_405
Hull_381_382_383_384_385_386
Hull_366_367_368_369_370_371_372_373_374_375
Hull_364_365

Hull_321_322_323 _324_314_315_316_317_318_310_325
Hull_320

Hull_361_305_306_307_308_30%
Hull_342_352_353_354_355_356_357_358_355_360_362_363
Hull_233

Hull_351

Hull_268_269_270_271_272_275_276_277_278_275_280_286_287_291_252

Hull_249_250_251_252_253_254_255_256_257_258_259_260
Hull_200
Hull_351

[1_team, 2_AftTubes, 6_tubes, BatteryPoints. 2, BatteryPoints. (33, BatteryPoints.Qd, BatteryPoints. 5, CMLev_ 4, Hull_361_305_ 306 307 308 309, Mines.Q3, Mines.Q4, Mines.Q5, 35, SonarLev_G,
SubmergedSpeed. 2, SubmergedSpeed.Q3, SurfaceSpeed. (2, SurfaceSpeed.Q3, SurfaceSpeed.Cd, SurfaceSpeed.Q5, WeapRounds.Q1, WeapRounds. G2, WeapRounds. Q3]

Un-resolved collected data:

0

2M15/2008 @ 0:0:00 === hypthosis === [nitial_finding * Songlli039G)
Support of Hypothesis:

[AssignedSouth, SubmergedSpeed. Q4d, VernyQuiet]
Implicit data based on hypothesis:

[1 team, 6 tubes, AssignedEast, BatteryPoints. 3, BatteryPoints. (4, BatteryPoints.Qb, CMLev 4, Hull 321 322 323 324 314 3158 316 317 318 318 325 Mines.(1, Mines.Q2, Mines.Q3, No_AftTubes,
330G, SonarLev 6, SubmergedSpeed. G2, Submerged3peed. 3, SurfaceSpeed. 02, SurfaceSpeed. 3, Surface3peed.Qd, SurfaceSpeed. b, WeapRounds. 1, WeapRounds. (2, WeapRounds. Q3]

Un-resolved collected data:

SAND2008-xxxx

Hull_253_294_295_206_297_258_209_300_301_302_303_304_343 10 340_3

SOF_Teams
2_teams

Power
N5

NS

NS

NS
DES
DES
DES
DES

DES
DES
DES
DES
DES
DES

DES
DES
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Abduction

(Hypotheses based on observations/data)

AssignedSouth
’ -
Submerged Speed. Q4 g,
N
\,

e

g — e
el -t —
- M,
L N
- X
- - s
— - By
L o v
e D
- e

N Sy = NS E RN AN SN
e ol _,__.———_'__- H"'--._._. H""-—.___\__ '\‘ 24, . ‘J_/ "h-.___H___ \-\_

X,
iy

_'_______._:._. ] B S / 'ﬂ"'-..___ \\\
\ _____——'—'—'____F'_ — 4 _h_\_ \ \\\ // -m.‘
I", B .-r"rl__.
Y
Y
N
e "\.

i
i
,J’Y--"'-

Fa
A
/S \'\

M ___-——"(-""---.___ = T T o
= — =\ <

e — | - % [N — !R“u._ ) -
e —— " { = g y
/ \ —— o | [sm — /
e \ e i |/ Noctubes | T e
A \ e —6(( d - gty 5 /

\ = o RS T —=

ﬁ-‘-/——-_____ e P S P
S {1y —{ MingimozsAIR |
D I Sl

Y

| Moth.Romeo | ReserveRomeo I__'l Romeol 033} [~

HN':' .| 'WeapRounds. Q4

e — ‘."‘-. - : - K
p— - .

- | S5BA
4 _AftTubes
T

» o __,'.-_- . P e
(e / IS A
-'\_I == 7

BatteryPoints.Q5 /Y |

!
AT ,'
R | BatteryPaints.02 [/ |
-~ I,

: M ""—:'—'-'.'_‘:_-:—_-_._ ):ial.'li az] Mingll{035E) H\l Mingli0351 | /| Kilol877) ____,---_-_'_‘_'__':1 Typen o4 | _-I Minglll 0 35A1F) |-————
CulftAuziary) THano0t 0\ 3 :

et g
» \‘-!__’__..--
L

Typel93 |

Type0 94 [ Mingi035aP be—"—_[songuiozaci || KilalligA Py
= Sorgi039) [

—

Set Intersection of concepts associated with { VeryQuiet }, { AssighedSouth }, { SubmergedSpeed.Q4 }

{ Gulf(Auxiliary), Type093, Xia092, Mingll(035E), Han091, Mingl(035), Kilol(877), Type094, Songl(039), Minglll(035AIP), Songll(039G), Kiloll(636), Kilolll(AIP) }
N { Moth.Romeo, ReserveRomeo, Romeol(033), Minglll(035AIP), Sang-O(Xpt), Songll(039G) }

n { Type093, Type094, Minglll(035AIP), Sang-O(Xpt), Songll(039G), Kiloll(636), KilollI(AIP) }
= { Mingll1(035AIP), SonglI(039G) }
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Mill’'s Canons

If two or more instances of the phenomenon under investigation have only one

® M eth Od Of Ag reeme nt circumstance in common, the circumstance in which alone all the instances agree, is

the cause (or effect) of the given phenomenon.

If an instance in which the phenomenon under investigation occurs, and an instance
. in which it does not occur, have every circumstance save one in common, that one
et O O I e re n Ces occurring only in the former, the circumstance in which alone the two instances
differ, is the effect, or cause, or a necessary part of the cause, of the phenomenon.

If two or more instances in which the phenomenon occurs have only one
circumstance in common, while two or more instances in which it does not occur

® I ) d i re Ct M eth @) d have nothing in common save the absence of the circumstance, the circumstance in

which alone the two sets of instances differ, is the effect, or cause, or a necessary
part of the cause, of the phenomenon.

Subduct from any phenomenon such part as is known by previous inductions to be

® M eth (@) d Of Re S i d ues the effect of certain antecedents, and the residue of the phenomenon is the effect of

the remaining antecedents.

Whatever phenomenon varies in any manner whenever another phenomenon varies

® M eth O d Of C oncom ita nt Va_ ri ab I es in some particular manner, is either a cause or an effect of that phenomenon, or is

connected with it through some fact of causation.
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Applications

Intel Analysis

Sandia
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Inc_73
Inc_74
Inc_75
Inc_76
Inc_77
Inc_78
Inc_79
Inc_80
Inc_81
Inc_82
Inc_83
Inc_84
Inc_85
Inc_86
Inc_87
Inc_88
Inc_89
Inc_90
Inc_91
Inc_92
Inc_93
Inc_94
Inc_95
Inc_96
Inc_97
Inc_98
Inc_99
Inc_100
Inc_101
Inc_102
Inc_103
Inc_104
Inc_105
Inc_106
Inc_107
Inc_108
Inc_109
Inc_110
Inc_111
Inc_112
Inc_113
Inc_114
Inc_115
Inc_116
Inc_117
Inc_118
Inc_119
e ’ Inc_120
Inc_121
Inc_122
Inc_123
Inc_124
Inc_125
Inc_126
Inc_127
Inc_128
Inc_129
Inc_130
Inc_131
Inc_132
Inc_133
Inc_134
Inc_135
Inc_136
Inc_137
Inc_138
Inc_139
Inc_140
Inc_141
Inc_142
Inc_143

1994-03-04
1994-02-23
1996-04-18
1995-08-13
1992-03-29
1993-11-08
1995-05-05
1995-03-31
1994-12-25
1994-10-14
1995-08-21
1996-05-13
1996-03-19
1996-02-26
1997-09-12
1994-08-18
1995-04-05
1992-10-23
1992-03-27
1993-12-31
1995-12-10
1997-11-12
1997-11-16
1997-02-22
1997-04-27
1998-06-27
1998-07-25
1998-09-22
1998-09-21
1998-06-26
1998-07-14
1998-12-08
1995-12-09
1995-12-16
1995-08-27
1996-07-20
1992-11-30
1993-12-23
1994-01-14
1995-05-31
1995-01-26
1995-04-19
1996-08-14
1996-09-14
1996-10-10
1996-10-26
1996-03-23
1996-06-10
1996-07-14
1996-02-06
1996-02-16
1996-02-17
1996-08-10
1997-02-20
1997-10-15
1997-11-28
1997-05-16
1997-07-27
1997-07-19
1997-07-30
1997-02-24
1997-12-18
1997-08-30
1997-04-01
1998-10-19
1998-05-27
1998-12-08
1999-10-26
1994-06-24
1994-02-03
1993-09-09

levent
Inc_1
Inc_2
Inc_3
Inc_4
Inc_5
Inc_6
Inc_7
Inc_8
Inc_9
Inc_10
Inc_11
Inc_12
Inc_13
Inc_14
Inc_15
Inc_16
Inc_17
Inc_18
Inc_19
Inc_20
Inc_21
Inc_22
Inc_23
Inc_24
Inc_25
Inc_26
Inc_27
Inc_28
Inc_29
Inc_30
Inc_31
Inc_32
Inc_33
Inc_34
Inc_35
Inc_36
Inc_37
Inc_38
Inc_39
Inc_40
Inc_41
Inc_42
Inc_43
Inc_44
Inc_45
Inc_46
Inc_47
Inc_48
Inc_49
Inc_50
Inc_51
Inc_52
Inc_53
Inc_54
Inc_55
Inc_56
Inc_57
Inc_58
Inc_59
Inc_60
Inc_61
Inc_62
Inc_63
Inc_64
Inc_65
Inc_66
Inc_67
Inc_68
Inc_69
Inc_70
Inc_71
Inc_72

South_America
South_America
South_America
South_America
South_America
South_America
Western_Europe
Western_Europe
South_America

date

1992-10-02
1992-07-21
1992-02-11
1992-12-28
1993-05-19
1993-07-07
1994-01-11
1995-05-30
1995-05-15
1996-05-16
1992-09-10
1992-03-18
1993-09-02
1994-01-10
1992-03-21
1994-09-23
1994-04-01
1995-09-01
1996-01-22
1996-12-11
1997-03-07
1998-03-14
1993-10-24
1998-07-25
1992-09-09
1993-10-19
1993-06-28
1993-11-20
1993-06-30
1994-03-27
1994-06-10
1994-08-22
1994-08-12
1997-10-16
1997-03-25
1998-06-03
1998-04-12
1994-03-01
1995-09-05
1996-06-09
1994-11-17
1994-11-17
1996-11-22
1996-11-17
1997-11-26
1998-11-17
1996-12-17
1993-05-13
1996-01-31
1997-09-26
1997-10-30
1997-07-01
1997-07-12
1998-08-21
1994-07-26
1995-01-15
1996-11-26
1996-05-09
1996-03-26
1997-04-22
1997-04-27
1998-04-21
1995-11-19
1995-04-09
1996-03-20
1998-12-29
1996-06-15
1996-02-09
1998-08-01
1998-08-29
1994-09-27
1994-10-23

*
*
Civilian
.
*
*
*
Military

*

location
South_America
South_America
South_America
South_America
South_America
South_America
South_America
Africa
South_America
South_America
South_America
Far_East
Western_Europe
Western_Europe
South_America
South_America
South_America
South_America
South_America
South_America
South_America
South_America
Western_Europe
South_America
Central_Aisa
Central_Aisa
Central_Aisa
Western_Europe
Western_Europe
Central_Aisa
Central_Aisa
Central_Aisa
Central_Aisa
Central _Aisa
Western_Europe
Central_Aisa
Central_Aisa
Western_Europe
Middle_East
Middle_East
Western_Europe
Western_Europe
Central_Aisa
Western_Europe
Middle_East
Central_Aisa
Eastern_Europe
South_America
Central_Aisa
Central_Aisa
Central_Aisa
Central_Aisa
Central_Aisa
Central_Aisa
Far_East
Far_East
Far_East
Far_East
Far_East
Far_East
Far_East
Far_East
Central_Aisa
North_America
North_America
North_America
Western_Europe
Western_Europe
Western_Europe
Western_Europe
Middle_East
Middle_East
Kidnap
*
Bombing
Bombing
Kidnap
*
Bombing
Bombing
Bombing

target

*

*

*

*

*

Civilian

*

Civilian

*

Covernment

Civilian

Covernment

Military

*

*

*

*

*

*

*

Military
Civilian

*

*

*

Civilian

Civilian

Covernment

Covernment

Civilian

Civilian

*

Covernment

*

*

Civilian

Civilian

*

*

*

*

*

Civilian

Covernment

Civilian

Civilian

Covernment

*

Civilian

Civilian

Civilian

*

Civilian

Civilian

*

Civilian

Covernment

*

Military

*

*

Covernment

*

*

*

Civilian

Civilian

*

Military

*

Civilian

Civilian

*
Killed
*
*
*
*
*

Wounded

*

Terrorist Incidents

tactic
Assassination
Bombing
Bombing
Bombing

*

Bombing
Bombing

*

Bombing

*

Kidnap
Bombing
Kidnap
Kidnap
Kidnap
Kidnap
Kidnap
Kidnap
Kidnap
Kidnap
ArmeAssault
Kidnap

*
Bombing

*

Kidnap
Bombing
Kidnap

*

Kidnap
Bombing
Stabbing

*

*
ProjecteExpl
ProjecteExpl
Shooting
ProjecteExpl
Kidnap
Bombing
ArmeAssault
Kidnap
Kidnap
Bombing
ArmeAssault
ProjecteExpl

*

Kidnap

*
ArmeAssault
ArmeAssault
ArmeAssault
Bombing

*

*

Kidnap
Bombing
Bombing
Bombing
Bombing
*

Shooting

ELN
ELN
ELN
ELN
ELN
ELN
ELA
ELA
Devrimci_Sol

result
.

Wounded
Killed
Wounded

*
*
.
*
.
.
Wounded
*
.

*

*

*

Killed
Killed

*
*
*
*
*
*
Killed
*
*

Killed

Wounded
*
*

Wounded

*
Wounded
*
*
*
*

*

Killed
Wounded
Wounded
Wounded
Killed
Wounded

*
*
*
*
Killed
*

*

Killed

Wounded
Wounded
Wounded

*
*

*

Killed
Wounded
Wounded

*

*

Killed
Killed

org
Sendero_Luminoso
Sendero_Luminoso
Sendero_Luminoso
Sendero_Luminoso
Sendero_Luminoso
Sendero_Luminoso
Sendero_Luminoso
Sendero_Luminoso
Sendero_Luminoso
Sendero_Luminoso
SB_NGCB
ReScorpion_Group
ReBrigades
ReBrigades
RAF_of_C
RAF_of_C
RAF_of_C
RAF_of_C
RAF_of_C
RAF_of_C
RAF_of_C
RAF_of_C

PLO

PLO

PKK

PKK

PKK

PKK

PKK

PKK

PKK

PKK

PKK

PKK

PKK

PKK

PKK

PIRA

PFLP

PFLP

November_17
November_17
November_17
November_17
November_17
November_17
MRTA

MAPU_L

LTTE

LTTE

LTTE

LTTE

LTTE

LTTE
Khmer_Rouge
Khmer_Rouge
Khmer_Rouge
Khmer_Rouge
Khmer_Rouge
Khmer_Rouge
Khmer_Rouge
Khmer_Rouge
JihaGroup
Islamic_Jihad
Islamic_Jihad
Islamic_Jihad

SAND2008-xxxx

Inc_82
Inc_62
Inc_61
Inc_60
Inc_55
Inc_50
Inc_25
Inc_158
Inc_153
Inc_149
Inc_148

Inc_9
Inc_85
Inc_84
Inc_81
Inc_80
Inc_79
Inc_78
Inc_75
Inc_73
Inc_71
Inc_65
Inc_64
Inc_6
Inc_59
Inc_.57
Inc_53
Inc_48
Inc_43
Inc_41
Inc_40
Inc_38
Inc_35
Inc_31
Inc_3
Inc_29
Inc_.28
Inc_.27
Inc_23
Inc_18
Inc_173
Inc_171
Inc_170
Inc_169
Inc_167
Inc_166
Inc_.161
Inc_159
Inc_156
Inc_152
Inc_151
Inc_140
Inc_136
Inc_13
Inc_124
Inc_120
Inc_119
Inc_116
Inc_11
Inc_106
Inc_105

Inc_72

Inc_45

Inc_172
Inc_.168
Inc_.160
Inc_157
Inc_155
Inc_.154
Inc_150

ProjecteExpl
®

target_UNK
result_UNK
location_UNK
Wounded
Western_Europe
UniteNations
South_America
Sendero_Luminoso
SB_NGCB
ReScorpion_Group
ReBrigades

RAF _of _C

PLO

PKK

PIRA

PFLP
November_17
North_America
Military

Middle _East

Killed
Khmer_Rouge
JihaGroup
Islamic_Jihad
IRA

ICG

Hizballah
HUA

HAMAS
Government
Far_East
FPMR

FPM

FARC
Eastern_Europe
ETA

ELN

ELA

Devrimci_Sol
Civilian
Chukaku_Ha
Central_Aisa
Armelslamic_Group
Africa
Abu_Sayyaf_Group
ANO

AlZ
AGI

\

.

Inc_1
Inc_162
Inc_118

/

Sandia
National

Laboratories

Wednesday, April 23, 2008

34



Inductive Learning

Bombi Wounded Cwillan Killed
Western_ e+ | Kid Covernment Central_Aisa South_America Mila
PIRA
L3
Africa
iha Gr FAMR
FPM
Devrimei_Sol
Far_East Pr. ArmeAs sault North_America
ELA ANO ELN
Easte Arson Assassination UniteNations Stabb
PLO ETA PKK H.,.,'mh}\[s.m,o_@mm”] i [November_17}"| FARC | A Chukaku_Ha AGI| [RAF_of C| | Armelslamic_Grou PFLP HAMAS | [Islamic_Jihad |

L/
| Abu_Sayyaf_Group
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Wednesday, April 23, 2008 35

Sandia
SAND2008-xxxx @ National




* |ntelligence collected:

* Loss/Theft of explosives
e North American AO

Convolve Information with Knowledge

e 06 = UNKsoc2.txt

<UNK root>
<Control input="xtable" > </Control>
<Intel_Report>

<Object> material <Class type="generic">
<Attr> explosive <value type="real"> 200 </value></Attr>

</Class> </Object>

<Object> speculation_capabilities <Class type="generic">
<Attr> Tactic <value type="label"> Bombing </value></Attr>
<Attr> Location <value type="label">North_America</value></Attr>
<Attr> skill <value type="label"> bomb_making </value></Attr>
<Attr> Tactic <value type="label"> explosives </value></Attr>

* Link of explosives & bomb making im0

® Single hypothesis:

® Group is likely to be HAMAS

</UNK_root>

e 066 InfoBase.BeliefCache

publishBeliefCache PUBLISH:

8/3/2007 @ 0:0:00 <=> hypthosis <=> speculation_capabilities A HAMAS
Support of Hypothesis:
[Bombing, North_America]
Implicit data based on hypothesis:
[ArmeAssault, Killed, Middle_East, Military, Wounded, result_UNK, tactic_UNK, target_UNK]
Un-resolved collected data:
[bomb_making, explosives]

Publish Belief Cache Complete

SAND2008-xxxx
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National
Laboratories
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Alternate / New Information

Collected

e 06 = UNKsoc2.txt
<UNK_root>
<Control input="xtable" > </Control>

<Intel_Report>

<Object> material <Class type="generic">
<Attr> explosive <value type="real"> 200 </value></Attr>

</Class> </Object>

<Object> speculation_capabilities <Class type="generic">
<Attr> Tactic <value type="label"> Bombing </value></Attr>
<Attr> Location <value type="label">North_America</value></Attr>
<Attr> skill <value type="label"> bomb_making </value></Attr>
<Attr> Tactic <value type="label"> explosives </value></Attr>

</Class> </Object>

<Object> speculation_capabilities <Class type="generic">

</Class> </Object>

</Intel_Report>
</UNK_root>

Hypotheses

e 06 InfoBase.BeliefCache

8/3/2007 @ 0:0:00 <=> hypthosis <=> speculation_capabilities A Armelslamic_Group
Support of Hypothesis:

[ArmeAssault]
Implicit data based on hypothesis:

[Africa, Civilian, Kidnap, Killed, Shooting, result_UNK, tactic_UNK, target_UNK]
Un-resolved collected data:

0

8/3/2007 @ 0:0:00 <=> hypthosis <=> speculation_capabilities A HAMAS
Support of Hypothesis:
[ArmeAssault]
Implicit data based on hypothesis:
[Bombing, Killed, Middle_East, Military, North_America, Wounded, result_UNK, tactic_UNK, target_UNK]
Un-resolved collected data:

0

8/3/2007 @ 0:0:00 <=> hypthosis <=> speculation_capabilities A Khmer_Rouge
Support of Hypothesis:
[ArmeAssault]
Implicit data based on hypothesis:
[Civilian, Far_East, Government, Kidnap, Killed, Military, ProjecteExpl, Wounded, result_UNK, tactic_UNK, target_UNK]
Un-resolved collected data:

0

8/3/2007 @ 0:0:00 <=> hypthosis <=> speculation_capabilities A LTTE
Support of Hypothesis:
[ArmeAssault]
Implicit data based on hypothesis:
[Bombing, Central_Aisa, Civilian, Kidnap, Killed, Wounded, result_UNK, tactic_UNK, target_UNK]
Un-resolved collected data:

0

8/3/2007 @ 0:0:00 <=> hypthosis <=> speculation_capabilities A HAMAS
Support of Hypothesis:
[Bombing, North_America]
Implicit data based on hypothesis:
[ArmeAssault, Killed, Middle_East, Military, Wounded, result_UNK, tactic_UNK, target_UNK]
Un-resolved collected data:
[bomb_making, explosives]

® Hypothesis testing:

® Deductive - Inductive process
® Severe Test Constrained (D. Mayo)
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Bank Transactions

Virginia National Bank || Pyramid Bank of Cairo || First Union National Bank || Central Bank of Dubai |

8 tl4 9 20
22 112 &) 118
21 t10 €]

24
23
t19
17
15
t13
1l

withdrawal _UNK
deposite_UNK
8500.00
77777777777
7000.00 First Union National Bank
6000.00 1070173749003
5000.00 .
444555666
4250.00
333444333
333333333
234.33
222333444
2000001
111222333
1112.23
111111111
1070173749003
10000.00 Bank B

8500.00 Central Bank of Dubai
4250.00 111111111 Pyramid Bank of Cairo
333333333 10000.00 2000001

.« _»

Central Bank of Dubai | /| Pyramid Bank of Cairo

First Union National Bank
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Intelligence

| 2932 University Drive

/ arrest
US Paris

Inductiv

t. 307 ton

lea

~forged

N S |

| Steven Clark security issue resolved |n Ba

bomb
Seattle, Washington
1635 Alder St, Seattle

Reports

Abdul Ramazi |

.A.

e 4

Hani 41 Hallak g

xplosive .Q7
explosive.Q6

2zi | | Amsterdam | 77183634 || 1212 McRae Blvd, El Paso |

at

N

+734-0104

n National Bank
-2317

sood Yasera : ive. i i
| irgini i | Mine Road, Apartment 206, Denver CO
hal Kalifa 29 April, 2003 |-8920 phines 3333 [A Keswick, Virginia b Floyd Ave., Spnngfleld VA | 49003 It Cortez ]assine]

g R

XX

N

QRN ERIIEE).,

24 e an b

[rptha ] [rpthbthlZa H rptl 0c

rpt13: rthaertSb

\Irptllb pt19c ptlla rpt19b Ir rptlSa rpt3 rpt17 rptlé

rpt8a

rpt24 Kp‘t?

explosive.Q5
explosive.Q4
explosive.Q3

SAND2008-xxxx

rp rpt2l HrptZa

rptht

rpt2c rptlj:ptSd H rptSa ] I rptsc |
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Knowledge from Intel Reports

Security issue

Hamid Alwan

| 2462 Myrtle Ave. Apt. 307, Queens, NYC |

explosive.Ql

US Paris-forged

A

radioactive trace

Haarlem

Amsterdam

arrest
Houston, Texas

airline threat l

",
[ 1660 Coal Mine Road, Apartment 206, Denver CO |
arrest forgger /

Muhammad Shamzai

Masood Yaser

| cesium 137 || Sealink Container Corp |

2932 University Drive AMTl'U\E( SOC#19

N\

Abdulla Ramzi
Abdul Ramazi

no-records
Uva

y

| 1212 McRae Bivd, El Paso |

radioactive trace
Haarlem

Wednesday, April 23, 2008

Abul Hassan Salman

Tawfig al Adal

bin Attash

[Holland Queen| [Abdul Ramazi [/‘ Hani al Hallak

— Muhammad Shamzai
Abdul al Hada . Virginia National Bank
= . Vincent Lozario i ; | mi?lgsl’::said erihfar Galab
B TRe0)? . 2229 Marshall Avenue, Minneapolis, MN MESoedlVaser 452 Hubbard St., Culver City 804-774-8920
o explosive.Q6 Abul Hassan Salman ! 16 land mines [\ rental unit # 174 | | 77777777777
security issue resolved o O ot ' I .
Shiela Watson RETNITATE Keswick, Virginia . y b Tawfiq al Adal oA Hani al Hallak Ahmed Y:
1631 Webster Ave., The Bronx, NYC St et A bomb . Dl TEY) . ; ;;JSI;T Queeny Bank B AL
H . explosive.Q3 Seattle, Washington 4 ' |Khalfgn Maulid | ' 8500 Yasein Mosed '
Steven Clark Bagwant Dhaliwal| |BudgetStorage | |1635 Alder St, Seatte | /! © | 656 Laurel Avenue, Bowling Green, KY | [Saeed Khallad |  [al Ahdal | 333333333 29 April, 2003 | '/ [Vincent Cortez | [Arnaldo Gueterrez |
Mark Davis Omar Bakri QatadamKeswick. Virginia—f\] Abdul al Hada [ Jamal Kalifa L\'K{ Khalfan Maulid | [Masood Yasera | | Saeed Khallad |  [al Ahdal | ] Karim Bensaid | ! Abdulla Ramzi |~ | Mukhfar Galab || Faysal Goba—H Vincent Cortez \ [Arnaldo Gueterrez |
i e ] ! < 1 r 7 ! T —
Bagwant Dhaliwal Keswick, VA [’\] Seattle, Washington I\“ Vincent Lozario [Masood Yaser I i

US 177183634

Hamburg

Germany

First Union National Bank

Egypt

Cairo

703-734-0104
703-659-2317

1176 Floyd Ave., Springfield, VA
1070173749003

Yasein Mosed HAhmed Yassin |

| cesium 137 | Sealink Container Corp |
I

Ben Hassine

fake address

Faysal Goba

Clark Webster

804-759-6302

1631 Capitol Ave., Richmond VA

SAND2008-xxxx

USA
Tawfiq al Adal Holland Queen
: _bin Attash

_Tawﬁq al Adal

|

- Boston
| Saeed Khallad | [al Ahdal IJ
| saeed Khallad | [alAhdal ] ]

AMTRAK SOC#19

Virginia National Bank
Mukhfar Galab
804-774-8920
77777777777

Yasein Mosed
29 April, 2003

[Mukhfar Galab || Faysal Goba]
e '

__Yasein Mosed

fake address
Faysal Goba
Clark Webster
804-759-6302

1631 Capitol Ave., Richmond VA

N

bin Attash

[Holland Queen| [Abdul Ramazi |

.

US 177183634

Hamburg

Germany

First Union National Bank

Egypt

Cairo

703-734-0104
703-659-2317

1176 Floyd Ave., Springfield, VA
1070173749003

Sandia
National
Laboratories

40



Applications

Nuclear Forensics

Sandia

SAND2008-xxxx @ National

Laboratories




* New capability that looks at
what attributes are being
used to describe a context

Meta Model of SFCOMPO Data

Deals with databases that
exhibit gaps in information

Can be used to identify
common sets of attributes
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Meta Model ldentification of Common Attributes

Node that links all objects
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FCA Lattice of SFCOMPQO Data (Cont.)
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Status

e Basic functional system complete.

* Production architecture implemented.

* Abduction engine operational;

* Inductive learning engine operational.

* Accesses information in MySQL databases.

* First order knowledge operators in place.
e Complete set identified.

e Zero order modal logics implemented.

* Belief cache revision logic needed.
 Enabling a more robust “what-if”’ capability.

* Markov based Temporal attributes to be implemented.

* Enables a unique ‘state based’ knowledge representation.
e Supported by Nuclear Forensics application.

e Current lattice display is “third party’.
e 3-D display is in development.
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Needed for Comprehensive Solution

Hierarchical Knowledge Base Implementation.

* Enable knowledge ‘chunks’ to be integrated into a formal structure.
* Permits system to deal with ‘surprise’.

* Enables system to deploy an analogical reasoning engine.

Severe (hypothesis) testing paradigm needs to be implemented.

Hawkins Net implementation for real time application.
* Enabling fast running, small platform(PDA type) implementation.

Modal logics supporting knowledge creation and update, Belief revision, and
possibly disjunctive logic for automated system deployments(sensors).
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Thats
All(...enough) Folks...
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Peircean Philosophy

e C.S.Peirce;Sept 10, 1839 - April 19, 1914.

* Writings cover 1857 to 1914
e 12000 printed pages, ~80000 handwritten pages.

 His work touches/impacts:

* Mathematics and Philosophy, Phenomenology, the Normative
Sciences, and Metaphysics

* Peircean Reasoning based on his ‘Method of Scientific Inquiry’.

* Consists of 3 forms of logic:
* Deduction
* Induction
* Abduction
* Analogical reasoning

* |mpact on information theory is beginning to be understood.
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