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} Critical Spares Project

« Whatis it? A Department of Homeland Security (DHS) study
to identify and prioritize essential physical components that are
“cyber-connected” and develop risk mitigation strategies

Also known as the “Critical Spares Project”

 Purpose: To develop and validate an all hazards
methodology for measuring the level of risk to these
components and determining the appropriate response

« Targeted Sectors: All sectors (with initial sectors being
Electric Power and Water Distribution Systems)
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i Project Objective

 ldentify sector-specific threats and resulting impacts
« Evaluate the consequence to sectors resulting from the failure
or loss of the components
« Examine risk and cost-benefit trade-offs
« Assess the benefits of potential mitigation strategies
Strategic spares stockpile for components with long-lead times

Possible manual operations
Possible degraded operations
Development or refinement of contingency plans to include cyber
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}i lndustry Participation & Benefits

« Why Participate?
Gain a better understanding of the cost-benefit tradeoffs to inform
response and recovery planning for cyber incidents

More effective use of limited resources when implementing
mitigation strategies

Connect with national cyber security experts who can provide
guidance on risk reduction activities
 What's involved?

Review project assumptions and approach to ensure project
results are relevant and useful for industry

Share personal experience in defining current response and
recovery plans to achieve credible results (valid input to get valid
output)
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Spares Project Objectives
gned with Critical Sector Priorities

* Energy and Water Control System Roadmaps:

Priority: develop risk assessment tools that include vulnerability
assessment methodologies, frameworks for prioritizing control
measures, and cost justification tools

« Water Sector Annual Report 2008

Medium-priority gap: identify high-consequence assets and
provide a structured approach for prioritizing protection programs
based on this list of assets.
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Project Approach

Develop a general methodology for use by ALL sectors
System definition
Component filtering by consequence and threat
Mitigation strategies and cost-benefit tradeoff

Conduct a pilot study to improve the methodology
Engage multiple utilities per sector
Use lessons learned to enhance the methodology
Build on the success of pilot study and exercise the

methodology from a broader stakeholder pool (state or
regional focus)
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Timeline and Current Status

* Industry involvement and outreach phase (Aug ‘09-Feb ‘10)
Water-ISAC, EPA and AWWA Meeting/24 Sept
EnergySec Utility Portal announcement/14 Oct
Initial discussions with SCE and SEL/15 Oct
ICSJWG/3-5 Nov

« System characterization phase (Sept-Nov ‘09)

|ldentified common electric distribution system components and
configurations/14 Oct

|ldentified common electric distribution system functions/15 Oct
« Asset identification and assessment phase (Sept-Dec ‘09)

|dentified assets critical to each electric distribution system
function, along with each asset’s location/15 Oct

* Risk and cost-benefit analysis phase (Dec '09-Feb ‘10)

Final report due out 2"? quarter FY10
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Methodology Approach

Asset Identification and Filtering
(Assessment)

Mitigation Identification
(Risk Analysis)
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STEP 3:

* What is the
vulnerability-
attack vector?

* How easy is it
to take the
“cyber-
connected”
equipment
off-line?

* What is the
threat — how
knowledge-
able and

sophisticated
is the

l== adversary to
"X exploit the
vulnerability?

* Stockpiles
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odology Approach — Electric Powem)

Characterization

LI O A T A

—VV— Transformer Fewer than half of the distribution substations have more than
one supply transformer (as shown), each rated 50-75 MVA

Breaker 4 | } 4 - . 3
L L Distribution
Generator 5 to 6 feeders per bus at 12kV 4 kV
@ " Each feeder with a peak load of 8 MVA
e . 12 KV
(R)  Rectoser ' 25 kV

@ Sectionalizer . Q —a
Distribution Transformer .

{overhead or pad mount) T
Step down primary voltage .
to 120V/208V or 480V

e Manual or motor
operated switch

OO fuse
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odology Approach — Electric Power(z)
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Characterization
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System .. VVC Microwave
Operator .. Customer service M @ Gateway pMaintenarice,
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Switch
[% WAN Auto-Answer
Snorathr Control Center Gateway TR Modem
Workstation
Private WAN
. Field
HRNIEeK & ?‘ Technician
Dialup

Remote Access Modem Public Switch ‘—_GS )

Telephone Network

Pole Top Remotes Feeder IEDs
.. Reclosers
FLIR: Fault Location, Isolation & Restoration Disconnect Switches
VVC: Voltage & Var Control Cap Banks

..Voltage Sensors
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Choractetzation

cthodology Approach — Electric Power)

Component Filter

T

Functions

Corporate EMS Fndneering Demand Side Distribution  linterfaces to External
Control Center SCADA |Management System Systems (billing, etc)
Corporate Outage
AMI/AMR Management AMI Head End
L E ngineering
Interface to
o Regional DMS (scapa, aaistrlbuﬂ?“ aalstrlbuuoen . Interfaces to
Control Center [Engineering nagem hagemen Transmission Systems
System System
Cc Interface to
Relays
a ay
t Regional
. Outage Distribution )
' Management ;‘:S';ae‘;’:mmt Management
o Call Center
n [Engineering
3 Interface to otta -hr/leterlfng,
Relays oltage ransformer
Transformer Metering, |Regulation, Relays, Line
Substati Relays, Line RTUs, Switches, RTUs, Line Metering, Relays, Bus  [Substation Service
u on R elav s' Bus Breakers |Relays, Switches, Relays, IGeneration
Relays' Breakers Transformers, |Breakers,
Ge:eyrétlon Breakers Sectionalizers,
Relays Reclosers
Distribution Swvitches,
System Sectionalizers, Transformers zccfg;&eﬁl
(OH/UG) Reclosers
Advanced
Demand Side |Demand Side
Customer Metering Distributed Generation
IManagement Management Infrastructure
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%dology Approach — Electric Power@)

Component Filter
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thodology Approach — Electric Powers)

Consequences — Threat Filter

« System . Lifecycle
 Operations/Personnel Interactions (who/what)
o Connectivity « Temporal

« Physical/Spatial Operational Sequences

. Time Requirements
o Location _
Normal Operations

o Access Attack and Restoration

. Functional/Logical . Consequence

« Operations/Capabilities Vulnerabilities
. Roles Attack Vectors
« Access
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Consequences of Interest

« Attacks that propagate into electrical transmission and/or generation,
OR

« Attacks with long-term (cannot be mitigated within 24 hours)
impacts that go beyond a single substation, OR

« Attacks that significantly impact other critical infrastructures, OR

« Attacks whose impacts are significant (>10% worse load loss per
interruption) and can easily be replicated
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Questions?

Jason Stamp
jestamp@sandia.gov
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al Asset-Mitigation Strategy Assessment Process

Product Deliverables

* Critical Components List

* Risk Reduction Analysis Report
* Description of Process

Cost-Benefit
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Mitigation
Strategy
Analysis
Sector Review
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Goal
* Revised Sector Response/Recovery
Plans
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Sector
Dependencies

Sector Threat View

Threat Assessment

Fault Tree
Critical Assets
Defined
Impact &
Consequence
Analysis
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*

Sector Risk ?,
-
Sector Do
Expectations 89
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