SAND2009-4311C

A Systems Engineering Process for
Safeguards Design

Felicia A. Duran
Security Systems Analysis

Benjamin B. Cipiti
Advanced Nuclear Fuel Cycle Technologies

50th Annual Meeting of the Institute of Nuclear Materials Management
July 15, 2009

Sandia

//;W A" b: f{",& Sandia is a multiprogram laboratory operated by Sandia Corporation, a Lockheed Martin Company, for the United States Department National
i By B L o of Energy’s National Nuclear Security Administration under contract DE-AC04-94AL85000. I.aboraton'es



\

Presentation Outline

« Describe an initial version of a systems engineering process for
safeguards design and evaluation to support the development of new
fuel cycle facilities

— Safe, secure, efficient, cost-effective
— Support the demonstration that these facilities meet regulatory requirements

* Focus on process to provide a framework
— Integrate safeguards technologies for material control and accountability
(MC&A), including measurement equipment, process monitoring, and

modeling and analysis tools
— Apply for design and evaluation of different combinations of safeguards

technologies for a range of facility types
— Patterned after the Design Evaluation and Process Outline used for physical

protection systems
 |dentify existing tools that can be applied at different steps

— Safeguards Software Inventory
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Systems Engineering Approach to the
Design of Safeguards Systems

Final System
Design
Analyze Safeguards

Determine Safeguards Design Safeguards

A\ 4

System Objectives System System Design
Redesign
v v v System
Regulatory Detection Delay Response Analysis &
Requirements Evaluation
Materials Exit Notify
Facility Accountancy Delay Security _
g Modeling
Characterization
Process S
. Communications
Threat Monitoring Diversion Path
Definition Analysis
Alarm Notify
Target Assessment IAEA Risk
Identification Analysis

Alarm Display &
Communication

A

(similar to the Design and Evaluation Process Outline developed for physical security) ﬁaa%gﬁal
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A 4
%termine Safeguards System Objectives

Determine Safeguards Determine applicable regulatory requirements
System Objectives (Nuclear Regulatory Commission, Department of

/ Energy, International Atomic Energy Agency).
Regulatory

AEQIETETE Understand purpose of facility, general facility layout,
/ employees, operations process, schedule of operation.

Facility
Characterization

Focus on material removal, feeds into diversion
Threat scenario analysis; could be state or non-state actor;

Definition - does not include sabotage (examine motivations,

knowledge, equipment, training, number).

Target

Identification
Focus on theft of material or loss due to holdup or
\ process upsets, includes generating a list of items to
be protected (location, size, characteristics).
ORIGEN, CINDER, MCNP, SYNTH, GEANT
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Design Safeguards System

Design Safeguards

System
|
v
Detection
Materials /
Accountancy
Process .
Monitoring
Alarm
Assessment \
Alarm Display &
Communication
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Includes analytical samples, item accounting, and
mass balances. A number of measurements work
together in a safeguards system.

MCNPX, SSPM

Includes flow, mass, volume, density measurements
along with cold chemical monitoring.
SEPHIS, MayTag, AMUSE, PULCO, SSPM

Detectability of misuse scenarios, false positives,
plant personnel or IAEA must make the proper
assessment.

SSPM

The alarm must be reported, in this case may report
to physical security, plant operator, or IAEA. @ Sandia

National
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Design Safeguards System

Design Safeguards

System
De‘lray

_ Exit delay is of most importance to safeguards,
Dif:y depends on detection time and time to accumulate

one significant quantity of material.
Other work integrating MC&A with physical
protection has developed strategies for protracted
theft timelines.
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Design Safeguards System

Design Safeguards

System
|
v
Response
Response involves notifying physical security,
SNotifyi _—— Security will determine necessary response
ecurity

force.

Communications| — Probability of reporting an alarm to the
response force, time required to report.

Notify
IAEA ~— Response also involves notification to IAEA.
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} Analyze Safeguards System Design

Analyze Safeguards . .
Syystem Deiign Effectiveness of components against the threat, how

well components work together.

Analysis &
Evaluation

Safeguards modeling, diversion modeling, process
monitoring modeling, etc.

Modeling — SSPM, FacSim, NFCSim, VPSim, SEPHIS,
MayTag, AMUSE

Diversion Path Examine multiple diversion paths, probability of
S T occurrence, response of systems.
— LISSAT
IS

Analysis

\ Risk metrics, proliferation risk reduction, determine
weak points
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} Demonstrating the Process

* Focus has been on demonstrating “Analyze Safeguards Design”

— Separations Safeguards Performance Model for reprocessing plant
accountancy and process monitoring

— Related work incorporating operational activities for MC&A with
physical protection

* Insights have been gained from integration analyses

— MC&A activities provide additional detection opportunities and can
contribute significantly to cumulative detection

 Integration work will continue

— Evaluate process monitoring measurements and high precision
material measurements

— Apply to conceptual reprocessing plant facility to integrate physical
protection and safeguards systems

Sandia
National
July 15, 2009: Slide 9 Safeguards Systems Engineering Process [aburatm’ies



