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Who we are

 Managed by Lockheed Martin for the U.S. 
Department of Energy

 Vision: Helping our nation secure a peaceful 
and free world through technology 

 Two primary sites:  Albuquerque NM and 
Livermore CA

 A workforce of 10,795

 More information available at 
www.sandia.gov



Why federate?

 May not be able crawl and index a data 
source

 Don’t want to duplicate the indexed 
content in another system

 Don’t want to enforce access controls for 
indexed content from another system

 Get the latest content from the source 
system



Disadvantages of Federation

 Must impersonate the user to access what 
they’re authorized to see

 Must decide how to interleave/prioritize 
results

 Responsiveness is tied to the slowest 
source

 Need to support multithreading for 
performance



Serial versus Parallel access

Serial access to repositories Parallel access to repositories



Multithreading issues

 “A programmer says: I have a problem.  
I’ll use multi-threading to solve it.”  Now he 
has two problems.

 Threadsafe is an oxymoron.” Dr. Richard 
Hipp

 Multi-threaded programs start out fine 
and then go downhlil form theer



Authentication Trade Offs

 Using entity accounts vs user credentials

 Easier to utilize an entity account – if you can 
get system admins to give it super-user privileges

 More technically challenging to utilize customer 
credentials – but can now filter content based 
on their authorizations

 We used Kerberos constrained delegation of 
authority  -- limits what the application can do 
on behalf of the user



Client vs Server Federation

 Do we conduct federation on the client?

 Want to use all the power available at the 
desktop

 Requires more complex logic on the client

 Do we perform federation on the server?

 Multi-threading issues add complexity

 Keeps the client simpler (3 tier architecture)
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SearchPoint Data Sources
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Federation of personnel data



Federation of map data



Load testing with JMeter


