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Abstract

The aim of the Authenticating Cache architecture is to ensure that machine instructions in a Read
Only Memory (ROM) are legitimate from the time the ROM image is signed (immediately after
compilation) to the time they are placed in the cache for the processor to consume. The proposed
architecture allows the detection of ROM image modifications during distribution or when it is
loaded into memory. It also ensures that modified instructions will not execute in the
processor—as the cache will not be loaded with a page that fails an integrity check. The
authenticity of the instruction stream can also be verified in this architecture. The combination of
integrity and authenticity assurance greatly improves the security profile of a system.



AUTHENTICATING CACHE

The aim of the Authenticating Cache architecture is to ensure that machine instructions in a Read
Only Memory (ROM) are legitimate from the time the ROM image is signed (immediately after
compilation) to the time they are placed in the cache for the processor to consume. The proposed
architecture allows the detection of ROM image modifications during distribution or when it is
loaded into memory. It also ensures that modified instructions will not execute in the
processor—as the cache will not be loaded with a page that fails a signature check (integrity
check).

In addition to the integrity checks mentioned above, the authenticity of the sender could be
verified by keeping the hashing function’s Initialization Vector (IV) a shared secret between
trusted parties. If an adversary attempted to provide a false ROM, s/he would not be able to
calculate acceptable hash results because s/he would not know the correct value to prime the
hashing algorithm. The combination of integrity and authenticity assurance greatly improves the
security profile of a system.

Architecture Description

As shown in Figure 1, there are two ROM’s in this general architecture. The Program ROM
contains all of the normal program instructions and the Program Signature ROM contains all of
the signatures corresponding to pages in the Program ROM. Data throughput is improved by
physically separating the Program and Program Signature ROMs. The Prediction Module
calculates addresses that the authentication block should fetch based on addresses requested by
the processor and cache misses. The Program ROM is dual ported to provide dedicated access of
its contents to the Prediction Module. Once this address list is populated, the Request Data and
Signatures block will send an address request to both ROM’s. The Program ROM returns the
cache page at the address requested and the Program Signature ROM returns the cache page’s
pre-computed signature.

The cache page is stored in the Data Buffer while the signature is stored in the Signature Buffer.
A pre-agreed Secure Hash Function, using a pre-agreed IV, hashes the cache page residing in the
Data Buffer. The result of this hash is compared to the pre-computed hash in the Signature
Buffer. The Signature Comparison block in Figure 1 represents this operation.

A page leaves the right side of the comparison in Figure 1 and connects to a triangle. This same
triangle receives a line from the Data Buffer on its left side. This is meant to represent the fact
that the requested data does not cross through the gate (the triangle in this case), and into the
cache, unless the Signature Comparison block opens the gate by activating the line leaving its
right side. The line is activated when the pre-computed hash is identical to the calculated hash.



The Cache Module consists of three separate parts:
1. Page Replacement Policy — The algorithm responsible for evicting cache pages.
2. Standard Cache — The main cache holding groups of instructions for the processor to
execute.
3. Constant Cache — The constants are placed in a separate cache because data inside of it is
accessed randomly and frequently. This region should not be influenced by the page
replacement policy for efficiency reasons.

The final architectural piece is the processor itself. It executes instructions and requests
instructions from the cache. The cache is responsible for requesting data from the ROM that it
does not yet have, on behalf of the processor.

Architectural Alternatives

There are several alternatives available that become tradeoffs (such as performance vs. resource).
Some of these tradeoffs include:

Removing the Prediction Module

Using a single port ROM for Program ROM

Inserting the signatures directly into the Program ROM

Using a digital signature rather than a Secure Hash Function

Removing the Constant Cache
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Figure 1: Authenticating Cache - predictive architecture
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