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Abstract

Stackelberg games increasingly influence security poli-
cies deployed in real-world settings. Much of the work
to date focuses on devising a fixed randomized strategy
for the defender, accounting for an attacker who opti-
mally responds to it. In practice, defense policies are
often subject to constraints and vary over time, allow-
ing an attacker to infer characteristics of future policies
based on current observations. A defender must there-
fore account for an attacker’s observation capabilities
in devising a security policy. We show that this general
modeling framework can be captured using stochastic
Stackelberg games (SSGs), where a defender commits
to a dynamic policy to which the attacker devises an
optimal dynamic response. We then offer the follow-
ing contributions. 1) We show that Markov stationary
policies suffice in SSGs, 2) present a finite-time mixed-
integer non-linear program for computing a Stackelberg
equilibrium in SSGs, and 3) present a mixed-integer lin-
ear program to approximate it. 4) We illustrate our algo-
rithms on a simple SSG representing an adversarial pa-
trolling scenario, where we study the impact of attacker
patience and risk aversion on optimal defense policies.

Introduction

Recent work using Stackelberg games to model security
problems in which a defender deploys resources to pro-
tect targets from an attacker has proven very successful
both in yielding algorithmic advances (Conitzer and Sand-
holm 2006; Paruchuri et al. 2008; Kiekintveld et al. 2009;
Jain et al. 2010a) and in field applications (Jain et al. 2010b;
An et al. 2011). The solution to these games are Stackel-
berg Equilibria, or SE, in which the attacker is assumed
to know the defender’s mixed strategy and plays a best re-
sponse to it (breaking ties in favor of the defender makes it
a Strong SE, or SSE). The defender’s task is to pick an op-
timal (usually mixed) strategy given that the attacker is go-
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ing to play a best-response to it. This ability of the attacker
to know the defender’s strategy in SE is motivated in secu-
rity problems by the fact that the attacker can take advan-
tage of surveillance prior to the actual attack. The simplest
Stackelberg games are single-shot zero-sum games. These
assumptions keep the computational complexity of finding
solutions manageable but limit applicability. In this paper we
approach the problem from the other extreme of generality
by addressing SSE computation in general-sum discounted
stochastic Stackelberg games (SSGs). Our main contribu-
tions are: 1) proving that SSE have a particular computation-
ally advantageous form, 2) providing a finite-time general
MINLP (mixed-integer nonlinear program) for computing
SSE, 3) providing an MILP (mixed-integer linear program)
for computing approximate SSE with provable approxima-
tion bounds, and 4) a demonstration that the generality of
SSGs allows us to obtain qualitative insights about security
settings for which no alternative techniques exist.

Notation and Preliminaries We consider two-player
infinite-horizon discounted stochastic Stackelberg games
(SSGs from now on) in which one player is a “leader” and
the other a “follower”. The leader commits to a policy that
becomes known to the follower who plays a best-response
policy. These games have a finite state space .S, finite ac-
tion spaces Ay, for the leader and Ap for the follower, pay-
off functions Ry (s, a;,af) and Rp (s, a;,ay) for leader and
follower respectively, and a transition function Tsa ;,af , where
s € S,a € Ap and ay € Ap. The discount factors are
YL, vr < 1 for the leader and follower, respectively. Finally,
B(s) is the probability that the initial state is s.

The history of play at time ¢ is h(t) =
{s(DaiVag(1)...s(t — Dalt — Lap(t — Ds(t)}
where the parenthesized indices denote time. Let II (®) be
the set of unconstrained (nonstationary and non-Markov)
policies for the leader (follower), i.e., mappings from histo-
ries to distributions over actions. Similarly, let [T, 5 (Pas5)
be the set of Markov stationary policies for the leader
(follower); these map the last state s(¢) to distributions over
actions. Finally, for the follower we will also need the set of
deterministic Markov stationary policies, denoted ® 45/ 5.

Let U, and Ur denote the utility functions for leader and
follower respectively. For arbitrary policies 7 € Il and ¢ €
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where the expectation is over the stochastic evo-
lution of the states, and where (abusing notation)

R (s(t), m(h(1)), p(h(1)))
= > > wlalht)élas|h(t)R(s(t), ai,ap),

al€AL af€EAFR

and 7(a;|h(t)) is the probability of leader-action a; in his-
tory h(t) under policy 7, and ¢(a s|h(t)) is the probability of
follower-action a s in history & (¢) under policy ¢. The utility
of the follower, Up (s, 7, ¢), is defined similarly.

For any leader policy m € 1I, the follower plays the best-
response policy defined as follows:

BR def
¢r " € argmax Z B(s)Up (s, m, ).
The leader’s optimal policy is then

def
7" € arg max Z B(s)UL(s,m, p35)

Together (7%, »B) constitute a Stackelberg equilibrium
(SE). If, additionally, the follower breaks ties in the leader’s
favor, these are a Strong Stackelberg equilibrium (SSE).

The crucial question is: must we consider the complete
space of non-stationary non-Markov policies to find a SE?
Before presenting an answer, we briefly discuss related work
and present an example problem modeled as an SSG.

Related Work and Example SSG While much of the
work on SSE in security games focuses on one-shot games,
there has been a recent body of work studying patrolling in
adversarial settings that is more closely related to ours. In
general terms, adversarial patrolling involves a set of targets
which a defender protects from an attacker. The defender
chooses a randomized patrol schedule which must obey ex-
ogenously specified constraints. As an example, consider a
problem that could be faced by a defender tasked with us-
ing a single boat to patrol the five targets in Newark Bay
and New York Harbor shown in Figure 1, where the graph
roughly represents geographic constraints of a boat patrol.
The attacker observes the defender’s current location, and
knows the probability distribution of defender’s next moves.
At any point in time, the attacker can wait, or attack im-
mediately any single target, thereby ending the game. The
number near each target represents its value to the defender
and attacker. What makes this problem interesting is that two
targets have the highest value, but the defender’s patrol boat
cannot move directly between these.

Some of the earliest work on adversarial patrolling was
done in the context of robotic patrols, but involved a highly
simplified defense decision space (for example, with a set
of robots moving around a perimeter, and a single pa-
rameter governing the probability that they move forward
or back) (Agmon, Krause, and Kaminka 2008; Agmon,

Urieli, and Stone 2011). Basilico er al. (Basilico, Gatti,
and Amigoni 2009; Basilico et al. 2010; Basilico, Gatti,
and Villa 2011; Basilico and Gatti 2011; Bosansky et al.
2011) studied general-sum patrolling games in which they
assumed that the attacker is infinitely patient, and the execu-
tion of an attack can take an arbitrary number of time steps.
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Figure 1: Example of a simple Newark Bay and New York
Harbor patrolling scenario.

Considering SSGs in full generality, as we do here, yields
the previous settings as special cases (modulo the discount
factor). Our theoretical results, for example, apply directly to
discounted variants of adversarial patrolling settings studied
by Basilico et al. They explicitly assume (but do not prove)
that it suffices to restrict attention to stationary Markov poli-
cies; here, we prove this fact. Moreover, our use of discount
factors makes our setting more plausible: it is truly unlikely
that an attacker is entirely indifferent between now, and an
arbitrarily distant future. Finally, Basilico et al. policies are
restricted to depend only on previous state, even when the
attacks take time to unfold; this restriction is approximate,
whereas the generality of our formulations allows an ex-
act solution by representing states as finite sequences of de-
fender moves.

Adversarial Patrolling as an SSG We illustrate how to
translate our general SSG model to adversarial patrolling on
graphs for the example of Figure 1. The state space is the
nodes in the graph plus a special “absorbing” state; the game
enters this state when the attacker attacks, and remains there
for ever. At any point in time, the state is the current location
of the defender, the defender’s actions A are a function of
the state and allow the defender to move along any edge in
the graph, the attacker’s actions Ap are to attack any node
in the graph or to wait. Assuming that the target labeled as
“base” is the starting point of the defender defines the ini-
tial distribution over states. The transition function is a de-
terministic function of the defender’s action (since state is
identified with defender’s locations) except after an attack,
which transitions the game into the absorbing state. The pay-
off function is as follows: if the attacker waits, both agents
get zero payoff; if the attacker attacks node j valued Hj,
while the defender chooses action i = j, the attacker re-
ceives H;, which is lost to the defender. If, on the other
hand, defender also chooses j, both receive zero. Thus, as
constructed, it is a zero-sum game. We will use the problem
of Figure 1 below for our empirical illustrations.



The form of a SSE in Stochastic Games

It is well known that in general-sum stochastic games there
always exists a Nash equilibrium (NE) in Markov stationary
policies (Filar and Vrieze 1997). The import of this result
is that it allows one to focus NE computation on this very
restricted space of strategies. Here we prove an analogous
result for strong Stackelberg equilibria which, to our knowl-
edge, is not known:

Theorem 1. For any general-sum discounted stochastic
Stackelberg game, there exist a leader’s Markov stationary
policy and a follower’s deterministic Markov stationary pol-
icy that form a strong Stackelberg equilibrium.

This result implies that as for NE algorithms, comput-
ing an arbitrary SSE requires us only to search the space
of Markov stationary policies (and indeed for the follower
to deterministic ones). The algorithms we present here will
exploit this fully. We prove the above theorem in a few steps
by proving several intermediate lemmas.

Lemma 1. For any general-sum discounted stochastic
Stackelberg game, if the leader follows a Markov stationary
policy, then there exists a deterministic Markov stationary
policy that is a best response for the follower.

This follows from the fact that if the leader plays a
Markov stationary policy, the follower faces a finite MDP.
A slightly weaker result is, in fact, at the core of proving the
existence of stationary Markov NE: it allows one to define
a best response correspondence in the space of (stochastic)
stationary Markov policies of each player, and an application
of Kakutani’s fixed point theorem completes the proof. The
difficulty that arises in SSGs is that, in general, the leader’s
policy need not be a best response to the follower’s.

Let UL (m,¢) and Up(m,¢) denote the utility vectors
whose i*" entry is the utility for the i*" state. Lemma 1 im-
plies that for s € I g, we can define

def
¢f§s € arg max Up(mys, d) 1
P€EPams

and know that restricting the search space to ®4,,5 instead
of @ is without loss of generality. We also define

def
BR
Thys € arg  max  Ur(m, ¢, ), (2
mvms€llpms

which in turn implies that

UL(SJTZ/[S’ TrMS ZWMS als (RL(Svalvaf)

JF’YLZTss,l/fUL s', Thus, )) &)

where ay = gbff}s (s). Note that the pair (77},¢, ¢£}‘§S) are
well defined regardless of the form of SE. Let Vi(s) =
UL(s, T, gbf;{fs); Vr(s) for the follower is analogous.

One-step(h(t), Trrs, ¢ars). Given a history h(t), mas €
s, and ¢prs € Pprs, consider the one-step game in
which the two players can choose any action for one time
step and then follow policies 7,5 and ¢ s forever after.

Lemma 2. The payoff functions for the game One-
step(h(t), mars, dars) depend only on the last state of h(t).

Proof. From the assumption that the policies followed after
the first action are Markov and stationary, the leader’s payoff

R} (s(t),a,af;mps, dus) is

Rp(s(t),ar,ar) + 1 Z TZ(ISQUL(Sla TMS, PMS)-

The follower’s payoff R}.(s(t),a;,af;Tms, dms) is de-
fined similarly. O
Lemma 3. For any history h(t) pollczes T g and (bFM are
a SSE of One-step(h(t), 745, $2F

7rMs

Proof. Let (7, ) be a SSE of the one-step game. Define
ar = ¢£" and ag(t) = ¢7 (s(t)). Then it must be the
case that the leader’s expected payoff

> w(@)RL(s(t), ar, o™ mhss, 05 )
a;

TMS

_ Zfr(al)(RL(s() a, iy ”LZT“’SS Vi(s ))

> ZWTV[S(QZ‘S(t))RL(S(t)valadf(t))ﬁr}kWSv )

(RL(s(t),al,af
)s

where the last equality follows from Equation 3 and the
expansion of the one-step game’s payoffs from Lemma 2.
From Equations 1, 2, and 3 it is also the case that

UL(s(t), mhss, 072

TMs
= > mhrs(adls(®) (Re(s(t), ana(t) + 7 ZT&I:,«Q
ay
2> A (z—ms(t), aag) + ZT:g;;;,vL<s'>)

_Z #(a) Ry (s(t), ar, o2 whys, 925 )

TMS

= mius(als())

=UL(s(t), mhrg, 927

TMS

It then follows that (7}, gbfl*fs) is SSE of the one-step
game. O

Lemma 3 shows that if the players play according to
(Thrss ¢f§ ) from time 7" + 1 onwards, they can optimally
use the corresponding policies at time 7'. Next we setup a
base case for induction and obtain our main result. Let R, .«
be the maximum (over all s, a;, ay) payoff to the leader.

Lemma 4. For any SSG, any policies m € Il and ¢ € @,
any start state s, and any T' > 0,

T Rmax
YL

UL(s,mhrs, 028 ) > Up(s,m, ¢) — 1.

TS

)+ Z T Ovis ))



Proof. Fix m and ¢, and let ur be a non-stationary pol-
icy that executes 7 for the first 7" time steps and executes
s thereafter. Similarly let 7 be a non-stationary policy
that executes ¢ for the first 7" time steps and executes ¢f§s

thereafter. Then, since v, < 1,

T Riax
Fl—qr

UL(&MTJIT) > UL(S77T-;¢) -7

By construction of pp and nr and by Lemma 3 the leader
can only do better by switching to 7}, ¢ for time step T". The
theorem then follows by induction on 7T'. O

To complete the proof of Theorem 1, replace 7w and ¢ in
Lemma 4 with an arbitrary SSE and let 7" — oo.

Computing SSE Exactly

Since there exists a SSE in stationary Markov strategies, we
can focus our computational effort on finding the best policy
mys € s, knowing that such a policy, together with the
attacker’s best response qb%lfs, will constitute SSE even in
the unrestricted strategy spaces II and ¢ of the players. A
crucial consequence of the restriction to stationary Markov
strategies is that policies of the players can now be finitely
represented. In the sequel, we drop the cumbersome notation
and denote leader stochastic policies simply by 7 and fol-
lower’s best response by ¢ (with 7 typically clear from the
context). Let 7(a;|s) denote the probability that the leader
chooses a; € Ay when he observes state s € S. Simi-
larly, let ¢(ay|s) be the probability of choosing ay € Ap
when state is s € S. Above, we also observed that it suffices
to focus on deterministic responses for the attacker. Conse-
quently, we assume that ¢(as|s) = 1 for exactly one fol-
lower action a s, and 0 otherwise, in every state s € S.

At the root of SSE computation are the expected optimal
utility functions of the leader and follower starting in state
s € S defined above and denoted by V7 (s) and Vi (s). In the
formulations below, we overload this notation to mean the
variables which compute V;, and V in an optimal solution.
Suppose that the current state is s, the leader plays a policy
m, and the follower chooses action ay € Ap. The follower’s

expected utility is Ry (s, 7, a;)

= Z m(ay|s) <Rp(s,al,af) +9F Z T;sl,afVF(s’)> .

a€EAL s’eS

The leader’s expected utility Ry, (s, 7, ay) is defined analo-
gously. Let Z be a large constant. We now present a mixed

integer non-linear program (MINLP) for computing a SSE:

N, 2PV 0

subject to :

m(ar]s) >0 Vs, a (4b)
> w(als) =1 Vs (40)

p(agls) € {0,1} Vs, ay (4d)
Zd)(aﬂs) =1 Vs (4e)
af

0 < Ve(s) — Rp(s,m a5) < (1 — ¢lag|s))Z Vs,ap (4D

Vi(s) — Rr(s,maf) < (1 —¢(af|s))Z Vs, ay (4g)
The objective 4a of the MINLP is to maximize the expected
utility of the leader with respect to the distribution of ini-
tial states. The constraints 4b and 4c simply express the fact
that the leader’s stochastic policy must be a valid probabil-
ity distribution over actions q; in each state s. Similarly,
constraints 4d and 4e ensure that the follower’s policy is
deterministic, choosing exactly one action in each state s.
Constraints 4f are crucial, as they are used to compute the
follower best response ¢ to a leader’s policy 7. These con-
straints contain two inequalities. The first represents the re-
quirement that the follower value Vy(s) in state s maximizes
his expected utility over all possible choices ay he can make
in this state. The second constraint ensures that if an action
ay is chosen by ¢ in state s, Vr(s) exactly equals the fol-
lower’s expected utility in that state; if ¢(ay|s) = 0, on the
other hand, this constraint has no force, since the right-hand-
side is just a large constant. Finally, constraints 4g are used
to compute the leader’s expected utility, given a follower
best response. Thus, when the follower chooses a ¢, the con-
straint on the right-hand-side will bind, and the leader’s util-
ity must therefore equal the expected utility when follower
plays ay. When ¢(as|s) = 0, on the other hand, the con-
straint has no force.

While the MINLP gives us an exact formulation for com-
puting SSE in general SSGs, the fact that constraints 4f
and 4g are not convex together with the integrality require-
ment on ¢ make it relatively impractical, at least given state-
of-the-art MINLP solution methods. Below we therefore
seek a principled approximation by discretizing the leader’s
continuous decision space.

Approximating SSE

MILP Approximation What makes the MINLP formula-
tion above difficult is the combination of integer variables,
and the non-convex interaction between continuous vari-
ables 7 and Vg in one case (constraints 4f), and = and V7, in
another (constraints 4g). If at least one of these variables is
binary, we can linearize these constraints using McCormick
inequalities (McCormick 1976). To enable the application
of this technique, we discretize the probabilities which the
leader’s policy can use.

Let pi denote a kth probability value and let K =
{1, ..., K} be the index set of discrete probability values we



use. Define binary variables d;”"k which equal 1 if and only

if m(a;|s) = pk, and 0 otherwise. We can then write 7(a;|s)
as m(a|s) = Zke,cpkd‘:‘k foralls € Sand a; € Ap.
Next, let wy ;" = d3, Y cs Tou ' Vi(s') for the leader,

and let z k f be defined analogously for the follower. The
key is that we can represent these equality constraints by the
following equivalent McCormick inequalities, which we re-
quire to hold forall s € S, a; € Ap,ay € Ap,and k € K:

witt > N TN VL(s) - Z(1—dY)  (Sa)

s'eS

alaf < Z T:Sz/af Jr Z(l _ dzlk) (5b)
s'eS

28 > Z T Ve(s') = Z(1—d™,) (50
s'es

2T <Y TN Ve(s) + Z(1—-d2)  (5d)
s'es

— ZdY, < w200 < ZdY (5e)

Redefine follower’s expected utility as Rp(s,d,ay,k)

= Daea, 2rkek Pk (RF(Saal»af)di,’k WFZZ'zf’) :

with leader’s expected utility Ry (s,d,a 7, k) redefined
similarly. The full MILP formulation is then

max Z B(s)VL(s) (62)

¢, VL, Vr,z,w,d
ES

subject to :
dgt, €{0,1} Vs, a;, k (6b)
Z lek =1 Vs, ay (6¢)
kek

> prddy = Vs (6d)
a €A k
0 < Vp(s) = Rr(s,d,ag, k) < (1 d(as]s) Z¥s,a5 (6e)

Vi(s) — Rp(s,d,az, k) < (1 — ¢lay|s))Z Vs, af (6f)
constraints 4d — 4e, 5a — Se.

Constraints 6d, 6e, and 6f are direct analogs of con-
straints 4c, 4f, and 4g respectively. Constraints 6¢ ensure that
exactly one probability level k& € K is chosen.

A Bound on the Discretization Error The MILP approx-
imation above implicitly assumes that given a sufficiently
fine discretization of the unit interval we can obtain an arbi-
trarily good approximation of SSE. In this section we obtain
this result formally. First, we address why it is not in an obvi-
ous way related to the impact of discretization in the context
of Nash equilibria. Consider a mixed Nash equilibrium s* of
an arbitrary normal form game with a utility function u;(-)
for each player ¢ (extended to mixed strategies in a stan-
dard way), and suppose that we restrict players to choose a
strategy that takes discrete probability values. Now, for ev-
ery player ¢, let 5; be the closest point to s} in the restricted
strategy space. Since the utility function is continuous, this
implies that each player’s possible gain from deviating from

5; to s7 is small when all others play 5_;, ensuring that finer
discretizations lead to better Nash equilibrium approxima-
tion. The problem that arises in approximating an SSE is that
we do not keep the follower’s decision fixed when consider-
ing small changes to the leader’s strategy; instead, we allow
the follower to always optimally respond. In this case, the
leader’s expected utility can be discontinuous, since small
changes in his strategy can lead to jumps in the optimal
strategies of the follower if the follower is originally indif-
ferent between multiple actions (a common artifact of SSE
solutions). Thus, the proof of the discretization error bound
is somewhat subtle.

First, we state the main result, which applies to all finite-
action Stackelberg games, and then obtain a corollary which
applies this result to our setting of discounted infinite-
horizon stochastic games. Suppose that L and F' are the
finite sets of pure strategies of the leader and follower, re-
spectively. Let uy, (I, f) be the leader’s utility function when
the leader plays [ € L and the follower plays f € F,
and suppose that X is the set of probability distributions
over L (leader’s mixed strategies), with z € X a par-
ticular mixed strategy with x; the probability of playing
a pure strategy f € F.Let P = {p1,...,px} and let
€(P) = sup,cy maxymingek |px — zs|. Suppose that
(x*, fBE(2*)) is a SSE of the Stackelberg game in which
the leader can commit to an arbitrary mixed strategy = € X.
Let U(x) be the leader’s expected utility when he commits
toxr € X.

Theorem 2. Let (x¥, fBR(27)) be an SSE where the
leader’s strategy x is restricted to 'P. Then

U(z?) > U(z* maXZ|u i, )l

At the core of the proof is the multlple—LP approach
for computing SSE (Conitzer and Sandholm 2006). We
omit the proof for lack of space; it is available at
http://appendices.webs.com/appendix-ssg.pdf.

The result in Theorem 2 pertains to general finite-action
Stackelberg games. Here, we are interested in SSGs, where
pure strategies of the leader and follower have, in general, ar-
bitrarily infinite sequences of decisions. However, as a con-
sequence of Theorem 1, it suffices to restrict attention to sta-
tionary Markov strategies, which are finite in number. This,
in turn, allows us to directly apply Theorem 2 to SSGs. We
state this observation as the following corollary.

Corollary 1. In any SSG, the leader’s expected utility in a
SSE can be approximated arbitrarily well using discretized
policies.

Comparison Between MINLP and MILP

Above we asserted that the MINLP formulation is likely in-
tractable given state-of-the-art solvers as motivation for in-
troducing a discretized MILP approximation. We now sup-
port this assertion experimentally.

For the experimental comparison between the two formu-
lations, we generate random stochastic games as follows. We
fix the number of leader and follower actions to 2 and the
discount factors to y;, = yr = 0.95. We also restricted the



payoffs of both players to depend only on state s € .S, but
otherwise generated them uniformly at random from the unit
interval, i.i.d. for each player and state. Moreover, we gen-
erated the transition function by first restricting state transi-
tions to be non-zero on a predefined graph between states,
and generated an edge from each s to another s’ with prob-
ability p = 0.6. Conditional on there being an edge from s
to s, the transition probability for each action tuple (a;, ay)
was chosen uniformly at random from the unit interval.

Exp Utility | Running Time (s)
MINLP (5 states) 9.83 375.26
MILP (5 states) 10.16 5.28
MINLP (6 states) 9.64 1963.53
MILP (6 states) 11.26 24.85

Table 1: Comparison between MINLP and MILP, based on
10 random problem instances.

Table 1 compares the MILP formulation (solved using
CPLEX) and MINLP (solved using KNITRO with 10 ran-
dom restarts). The contrast is quite stark. First, even though
MILP offers only an approximate solution, the actual solu-
tions it produces are better than those that a state-of-the-art
solver gets using MINLP. Moreover, MILP (using CPLEX)
is more than 70 times faster when there are 5 states and
nearly 80 times faster with 6 states. Finally, while MILP
solved every instance generated, MINLP successfully found
a feasible solution in only 80% of instances.

Extended Example: Patrolling the Newark
Bay and New York Harbor

Consider again the example of patrolling the Newark Bay
and New York Harbor under the geographic constraints
shown in Figure 1. We now study the structure of defense
policies in two variants of this patrolling problem that are
both deviations from zero-sum games. Our examples are
motivated by some basic reasons for the significance of de-
parture from zero-sum games in security settings, despite the
fact that interests of players are clearly adversarial. In both
variants we therefore assume that the actual values of targets
to both players are identical and as shown in the figure.

In the first example, the sole departure from strict com-
petitiveness is in allowing the defender and attacker to dis-
agree about the way they discount future payoffs. Specifi-
cally, keeping everything else equal, we systematically vary
~r and vr. Figure 2 shows the most relevant portion of the
defender’s policy for the cross-product of three values for vy,
and yr: 0.1, corresponding to an extremely impatient player,
0.75, a moderate level of patience, and 0.999, a nearly ex-
treme level of patience. In this figure, as well as the one
below, the thickness of an edge roughly corresponds to the
probability of the associated defense move.

We can observe two important patterns. The first is that
the defender’s discount factor plays little role in determin-
ing his policy. The second is that as the attacker becomes
increasingly patient, the defender spends more time at base
(the bottom target), even though it has no value to either.

oade Y1 | 19 K1 |19 Y2
NN
S R & Bk 2. ¢
S AP A
1 k1 |k ok |1k ke
e q\#

01 0.75 0999  y,

Figure 2: Varying the discount factors vy, and yp.

This last result may seem quite surprising at first. Recall
from Figure 1, however, that the base is connected to both
of the high-value targets, but these are not connected to each
other. As soon as the defender commits to one of these, the
attacker obtains the highest payoff by attacking the other.
The defender will therefore profit by keeping the attacker
guessing as long as possible, staying at base, but always with
a threat to cover a high-value target.

Our second example maintains the zero-sum assumption
on payoffs, and even lets the discount factors be identical
for both players. The departure from strict competitiveness
comes from allowing the attacker (but not the defender) to
be risk averse. To model risk aversion, we filter the pay-
offs through the exponential function f(u) = 1 — e~ %,
where u is the original payoff. This function is well known to
uniquely satisfy the property of constant absolute risk aver-
sion (CARA) (Gollier 2004). The lone parameter, «, con-
trols the degree of risk aversion, with higher o implying
more risk averse preferences.
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Figure 3: Varying discount factors v = v, = 7 and the
degree of risk aversion .

In Figure 3 we report the relevant portion of the defense
policy in the cross-product space of three discount factor val-
ues (0.1, 0.75, and 0.999) and three values of risk aversion
(risk neutral, and o« = 1 and 5). Here again we can make
two qualitative observations. First, as the attacker becomes
increasingly risk averse, the entropy of the defender’s pol-
icy increases (i.e., the defender patrols a greater number of



targets with positive probability). This observation is quite
intuitive: if the attacker is risk averse, the defender can prof-
itably increase the attacker’s uncertainty, even beyond what
would be optimal with a risk neutral attacker. Second, the
impact of risk aversion diminishes as the players become in-
creasingly patient. This is simply because a patient attacker
is willing to wait a longer time before an attack, biding his
time until the defender commits to one of the two most val-
ued targets; this in turn reduces his exposure to risk, since he
will wait to attack only when it is safe.

Conclusion

We defined general-sum discounted stochastic Stackelberg
games (SSG). SSGs are of independent interest, but also
generalize Stackelberg games which have been important in
modeling security problems. We proved that there always
exists a strong Stackelberg equilibrium in Markov station-
ary policies, exploited this result to provide a MINLP that
solves for exact SSE, as well as a more tractable MILP that
approximates it, and proved approximation bounds for the
MILP. Finally, we illustrated how the generality of our SSGs
can be used to address security problems without having to
make limiting assumptions such as equal, or lack of, dis-
count factors and identical player risk preferences.
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Appendix
Proof of Theorem 2

To prove this theorem, we leverage a particular technique
for computing a SSE in finite-action games: one using mul-
tiple linear programs, one for each follower strategy f &€
F' (Conitzer and Sandholm 2006). Each of these linear pro-
grams (LP) has the general form

max E (1, f)
Y oler
s.t.

z € D(f),

where D(f) is the constraint set which includes the restric-
tion z € X and requires that the follower’s choice f is his
optimal response to x. To compute the SSE, one then takes
the optimal solution with the best value over the LPs for all
f € F; the corresponding f is the follower’s best response.
Salient to us will be a restricted version of these LPs, where
we replace D(f) with D¢(f), where the latter requires, in
addition, that leader’s mixed strategies are restricted to P
(note that D¢(f) C D(f)). Let us use the notation P(f) to
refer to the linear program above, and P¢(f) to refer to the
linear program with the restricted constraint set D¢( f). We
also use P€ to refer to the problem of computing the SSE in
the restricted, discrete, setting.



We begin rather abstractly, by considering a pair of math-
ematical programs, P; and P», sharing identical linear ob-
jective functions ¢’ 2. Suppose that X is the set of feasi-
ble solutions to P;, while Y is the feasible set of P, and
Y C X C R™. Let OPT; be the optimal value of P;.
Lemma 5. Suppose that Vx € X thereis y € Y such that
|z — ylloo < €. Let & be an optimal solution to Py. Then &
is feasible for Py and

"2 > OPTy — €Y _|ail.

Proof. Feasibility is trivial since Y C X.

Consider an arbitrary optimal solution x* of P;. Let T €
Y be such that ||2* — Z||oc < €; such & must exist by the
condition in the statement of the lemma. Then

o — 'z = Zci(azf — ;)

i

<D eilay — &)
i

<Y eillay — &
i

< GZ|Ci|a
i

where the last inequality comes from ||z* — Z||o, < e. Fi-
nally, since Z is an optimal solution of P, and 7 is P, feasi-
ble,

>tz >ca* — ez leil = OPTy — ez il
i i

O

We can apply this Lemma directly to show that for a
given follower action f, solutions to the corresponding lin-
ear program with discrete commitment, P;, become arbitrar-
ily close to optimal solutions (in terms of objective value) of
the unrestricted program Py.

Corollary 2. Let OPT(f) be the optimal value of P(f).

Suppose that x<( f) is an optimal solution to P¢(f). Then x¢
is feasible in P(f) and

> au (1, f) = OPT(f) — €Y Ju™(1, f)l-
leL 1

We now have all the necessary building blocks for the
proof.

Proof of Theorem 2. Let & be a SSE strategy for the leader
in the restricted, discrete, version of the Stackelberg commit-
ment problem, P¢. Let * be the leader’s SSE strategy in the
unrestricted Stackelberg game and let f* be the correspond-
ing optimal action for the follower (equivalently, the corre-
sponding P(f) which z* solves). Letting &/~ be the optimal
solution to the restricted LP P(f*)¢, we apply Corollary 2
to get

S af k(1 f7) = OPT(f) — €Y [ub(l, £)]
l

leL

=U(@*) —ed_ |u"(, )],
l

where the last equality is due to the fact that z* is both an
optimal solution to Stackelberg commitment, and an optimal
solution to P(f*).

Since 2 is optimal for the restricted commitment problem,

and letting f be the corresponding follower strategy,

U&) = aw"(, f)

leL

>y @ (1, 1)

leL

>Ua®) —e Y [u™(l, )]
l

>U(z") — er;lealg(; lul (1, f)).





