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Problem Statement: Results:

As the Android mobile platform has proliferated, Task 1: Using built-in socket tunneling
the need for on-device debugging of applications  functionality, successful full-duplex communication
and system binaries has become more and more was achieved.

important. The development of a hypervisor or Task 2: An Android application capable of
kernel-based debug platform assists in achieving  communicating over the GDB remote protocol was
this goal. developed.
User Space User Space inserting breakpoints and modifying memory
pebugger addresses was developed in C and ARM assembly.
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Machine | | Machine Task 4: An external parser and loader was written
/ \ . .
= = v to load plugins into the debug framework.
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of dedicated hardware and software platform I i wissions ¥iv cub¥ail
emulators. Similarly, kernel modification of ARM
interru pt vectors iS CompIeX and error-prone. Breakpoint being placed and removed from the kernel.
Tasks on Android Device: Impact and Benefits:
Platform development occurred through several By providing on-device debugging functionality,
distinct steps, each of which was important to the malicious software can be easily detected and
overall effort. analyzed. These capabilities allow for dynamic

analysis of all executable code on the system, and
additionally help ensure flexibility by permitting
plugins to be loaded. In summary, these efforts

have improved mobile security for the Android
Task 2: Develop mobile GDB stub on Android as platform.

interpreter for host debug commands.

Task 1: Develop full-duplex USB communication
capabilities between debug host and Android
device.

Task 3: Develop Android kernel module capable
of debugging all executable code on the system.

Task 4: Develop ARM-based ELF parser and
loader to enable additional plugin development.
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