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ABSTRACT

In the real world we do authentication hundreds of times
a day with little effort and strong confidence. We be-
lieve that the digital world can and should catch up.
The focus of this paper is about authentication for crit-
ical systems. Specifically, it is about the fundamentals
for measurably evaluating whether nor not someone is
who they say they are. We present a “gold standard” for
authentication that builds from what we naturally and
effortlessly do everyday in a face-to-face meeting. We
present a wide range of techniques that can and should
be used in combination to provide a measurable, com-
prehensive, and continuous authentication system for
critical systems. We also consider how such authentica-
tions systems can enable resilience to users under duress.
This work differs from much of the other work in authen-
tication first by focusing on measurable authentication
techniques and also by using a multifaceted approach
that integrates multiple authentication factors without
adding burdensome overhead to the users.
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“Who are you?” said the Caterpillar.

Alice replied, rather shyly, “I—I hardly know,
sir, just at present—at least I know who [
was when I got up this morning, but I think I
must have changed several times since then.”

—Lewis Carroll, Alice’s Adventures in
Wonderland (1865)

1. INTRODUCTION

Systems can be measurably secured for attacks against
availability, confidentiality, and integrity using clean-
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slate, ground-up techniques involving combinations of
formal verification and both technological and human
Byzantine fault tolerance [30]. However, all such systems—
even high-assurance, critical systems that use diverse,
independent redundancy from the atoms composing a
system’s transistors to the humans operating the system—
require measurably strong validation and verification of
human identity. We seek solutions for authenticating in
critical system environments.

Authentication, sometimes called origin integrity, is a
means of measuring the degree of trust that one can
have that the source of data is who it purports to be [6,
§1.1.2]. Humans have authenticated to each other
throughout history. Some of the time, that authenti-
cation has been two people physically near each other.
Sometimes two people cannot be near each other, how-
ever, or may not know each other’s appearance, so al-
ternate means have been used, such as using the im-
pressions of signet rings in wax, secret handshakes, or
passwords. The reality of these latter techniques is that
they often failed. Today, we still authenticate to each
other by recognizing one another when we are in close
physical proximity.

But as it has always been, there are times when au-
thentication over a distance is required. And indeed,
the techniques that we use today often fail as well. We
assert that this is because most of the techniques cur-
rently used for authentication over a distance do not
measurably provide a degree of trust. Knowing a pass-
word may indicate nothing more than that the password
has not been guessed, and possessing an RSA token may
indicate nothing more than it has been stolen. And it
is impossible to measure the risk of either.

Thus, the focus of this paper is twofold: first, it is about
methods for measurably evaluating whether or not some-
one is who they say they are, and that they are not,
for example, performing a masquerade attack [24] by
presenting stolen, forged, duplicated, guessed, or mim-
icked credentials. This paper is also about making sure
that the authentication is intentional and not coerced.
We briefly touch on the problem of securing systems
against people who are already trusted and who then
decide to do something malicious (e.g., “insiders” [8])
but primarily leave system design, formal methods, and



fault tolerance as defenses to address such threats [30].
We conclude the paper by presenting four “laws of au-
thentication” that we assert that systems must adhere
to in order to measurably capture the elements that
make the current gold standard of in-person, human-to-
human function well.

2. BACKGROUND

In the physical world, we perform authentication triv-
ially. For example, humans may see someone whose face
they recognize in a context they know, such as their
workplace. If they see someone who they do not know
in a sensitive area, then suspicion is raised. If they see
someone they know in a place they do not expect to
see them (e.g., a bank in the Cayman Islands), their
suspicion may also be raised. It is this trivial, intuitive
function that humans perform naturally. But it is dif-
ficult to be in a situation in which humans can always
access computational resources by authenticating to an-
other human. So we rely on computers to perform this
function. We note that the Turing Test [37] represets
a lighter class of the authentication problem and has
shown great difficulty in simply identifying that some-
one is a human. Identifying that someone is a specific
person is a much harder problem that people are far
better suited for. Authentication to a computer today
typically relies on one or more of the following (called
multifactor authentication): something you know, such
as passwords; something you have, such as RSA SecurID
tokens; and/or something you are, such as some form of
biometric [6, §12]. Individual authentication techniques
typically include traditional passwords, graphical and
video passwords, cognitive (e.g., word association) pass-
words, “tokens” (paper, hardware, etc..), and biomet-
rics. Individually, these authentication techniques have
a wide range of user effort, scalability, learning curve,
accessibility, and resilience to theft, observation, and
guessing [9]. These criteria are likely all be relevant to
traditional computing, but traditional computing has a
vastly different set of criteria than our question of mea-
surably validating identity in critical environments.

The state of digital authentication is not very impres-
sive. Even for non-critical environments, one need only
look at the number of times that unauthorized users ac-
cess resources they should not have access to, or autho-
rized users are accidentally granted access to resources
that they should not even with these techniques, to
know that these techniques are grossly inadequate. More-
over, as we discussed earlier, they do not actually ad-
dress the problem: measurably helping to verify the
identity and intent of a individual. For example, long,
complicated passwords are useful defenses against the
threat of someone stealing a file containing password
hashes. However, they are no longer relevant when
the system being authenticated to locks out or throt-
tles passwords after sufficient incorrect guesses [5]. For
example, Person A knowing a password does not give
Person B any measurable means of determining whether
Person A is who they claim to be. Even combinations of
different classes of techniques—e.g., combining a pass-

word with an RSA SecurID token and word association
still do not address this problem [9].

And yet, since humans perform authentication effort-
lessly, intuitively, and naturally we tend to take it for
granted. We instinctively assign strong authentication
to even the flimsiest evidence. The continued domina-
tion of passwords over other methods of end user au-
thentication is an example of such instinctive assign-
ment. Even though 40 years of research have demon-
strated that passwords are plagued by security prob-
lems and openly hated by users, few alternatives have
emerged that perform better than passwords with re-
gards to security, usability, and deployability [9].

3. GOALS AND USE CASES

We assert that physical, in-person interaction between
two people who recognize each other is the ‘gold stan-
dard” for authentication. It is not perfect. Human
memories can fail and people’s appearance can become
less recognizable (e.g., due to age) or masqueraded (e.g.,
via surgery). However, human-to-human is based on
more than a snapshot of appearance. There are ges-
tures, gaits, and other patterns that provide substan-
tially more input. Studies have shown that words only
convey about 7% of the message content in a face-to-
face exchange. The remaining 93% is conveyed through
tone of voice and body language.

The strength of authentication via passwords is very
limited [25]. Password authentication to computers was
developed in an environment where every bit, flop, and
memory cell was precious. Technology today enables far
richer authentication protocols. Therefore, the standard
for comparison of authentication schemes should be the
canonical face-to-face encounter between humans and
not the existing password paradigm. Putting this sit-
uation in context, we can develop a simple model for
human interaction.

We propose a simple model for human interaction that
enables consideration of authentication in technology-
enabled situations. This model includes face-to-face
communication, communication through a pipe (or con-
duit), and communication with delay (or storage). These
modes of human interaction are developed in the sec-
tions below:

Face-to-Face communication is the degenerate case of
human (two or more) interaction. Such communica-
tion is limited because it requires both geographic and
temporal synchronization. Technology enables asyn-
chronous communication but that convenience comes at
a cost, i.e., eroded authentication confidence. Passwords
are the de facto means of mitigating such erosion. The
judicious application of technology in the other modes
of communication below can enable dramatic improve-
ments in authentication confidence through increased
natural cueing. The objective in all other modes of hu-
man interaction should be to provide authentication cer-
tainty strive to be as strong as face-to-face interaction.



A pipe (or conduit) enables human interaction without
requiring geographic synchronization. Videoconferenc-
ing and telephone conversations are examples of such
pipe-enabled interaction. Both video and telephone en-
able authentication via tone of voice. Videoconferenc-
ing provides richer authentication because it enables
the users to view geographic context and, perhaps even
more importantly, body language.

Delay (or storage) enables human interaction in the ab-
sence of both geographic and temporal synchronization.
E-mail is an example of such delay-enabled interaction
(as are social networking sites such as Facebook). The
fact that e-mail uses a server to store messages, requires
that users authenticate themselves to a machine to use
the system. The machine becomes an intermediary be-
tween humans and the interaction is now mediated by
authentication that the machine is capable of handling
(i.e., passwords). Richer authentication of e-mail can be
enabled by eliminating the server in favor of a peer-to-
peer e-mail paradigm.’

A “While You Were Out” sticky note is an example
of human interaction that requires geographic synchro-
nization without requiring temporal synchronization. Be-
cause this interaction does not include a technological
component, we include consideration of this case only
for the sake of completeness.

Applying our model for human interaction suggests richer
authentication techniques—techniques that communi-
cate substantially more data about a person relevant to
the authentication process—than those that are com-
monly used today. Rich authentication demands that
users reveal significant information about themselves.
This is a natural outcome in face-to-face encounters, but
it is suspect in technology-enabled interaction because
the technology does not necessarily demand such revela-
tion. While our focus is on critical systems and therefore
largely ignores privacy, one could imagine a scenario in
which applying these techniques in non-critical environ-
ment. In such cases, privacy considerations may have
more weight. For simple transactions such as brows-
ing the news on a website, users may choose to reveal
very little about themselves and the news service may
require only modest user information. As the transac-
tion becomes more important (e.g., banking or national
security) the user may be required to reveal more infor-
mation about themselves. Trust negotiation approaches
have been developed to facilitate such interaction [22].

Certainly the highest level of authentication also de-
mands that users be the ultimate arbiters of authenti-
cation. Machines can provide information to facilitate
such arbitration but the authentication decision must
rest with humans and humans alone. It is using this
notion that we discuss our goals and assumptions:

!Everyone running their own mail server does not scale
very well in terms of effort.

Goals. Authentication should be measurably precise.
It should never be accidental [34]. It must not be sharable,
or vulnerable to loss, theft, forgery, duplication, guess-
ing, or mimicry [35]. Ideally such a system would allow
for conditions where users are under duress and enable
long term auditing. This will reduce vulnerability to
coercion [10, 31]).

Assumptions. The system, including communications
between remote sensors, must be measurably secure and
trustable by both parties involved in the authentication.
It should also tolerate the basic tenets of security in-
cluding insider threats, be they authorized users “gone
bad” or authorized users making mistakes. This can be
done, for example, by authenticating several people and
requiring consensus among a majority of those people
for an action to take place. We assume that electronic
communications are digitally signed using means that
are not easily forgeable. The implementation of these
assumptions are beyond the scope of this paper, how-
ever.

4. PREMISE OF SOLUTIONS

‘We now discuss the premise of some possible solutions
that fit our goals and why a number of alternative solu-
tions do not.

4.1 Measurable Authentication

Collectively, rich authentication technologies, including

biometrics, facial, environmental, voice recognition, GPS,
etc..., readily available, and can provide measurable iden-
tity that approaches that of the physical world. Many

smart-phones incorporate cameras, GPS receivers, ac-

celerometers, and rate gyros that can identify

location [17], measure gestures [27], daily movements [32],
and writing style [26]. Additional, trivially available,

sensors such as galvanic skin response and eye track-

ing [21] enable continuous real-time user authentication.

Early steps in rich authentication have been promising

(“Cell phones show human movement predictable 93%

of the time.”).

Of all of these techniques, however, the only individ-
ual class of techniques resistent to all of these threats,
in principle, are biometrics. And, not only are biomet-
rics capable of being resistent to these threats, but they
are measurably resistent. That is to say, while there is
no way to accurately predict how likely is, even in the
most crucial cases, that someone will forget their pass-
word or lose their token [2,4]. In contrast, biometrics
offer distinct advantages over traditional authentication
schemes because we can measurably predict the rate of
false positives and false negatives based on the type of
biometric used [1,11,18,29].

But biometrics applied incorrectly can still be seriously
flawed. For example, in a situation without a measur-
ably secure biometric reader that the person authenti-
cating trusts, the person authenticating risks that their
biometric may be captured and replayed in the future.



And, in a situation without a measurably secure biomet-
ric reader that the person or system being authenticated
to trusts, the person being authenticated to risks being
the target of a replay attack. Thus, both sides must
have a probably trusted means of reading biometrics,
such as the clean slate solution referred to earlier [30].
And moreover, biometrics still result in a degree of con-
fidence, not an absolute certainty.

Thus, we return to our previous assertion that com-
puters lack the intuition that humans can benefit from.
This does not mean that computers should not be part
of the authentication equation. They are very effec-
tive in data correlation and tracking and should be used
where they are strong. We believe that their role should
focus on providing information, not deciding what to
do with that information [16]. Thus, a computer can
provide this degree of confidence to a human, but ulti-
mately, a well-trained human is best able to make the
decision. For this reason, audio and video should be
also communicated as a means of providing as much
as possible of an in-person, human-to-human authen-
tication as possible. For example, authentication of an
email messages can be practically validated by encoding
that message with a continuous video of a person typ-
ing the email (and indicating keystroke cadence) and
then entering their thumbprint and retina scan, thus
communicating several types of measurable biometrics
in the process combined with human visual and au-
dio cues. While one may comment that these video
streams could be faked we reiterate that our assumption
is that trust in the hardware is accomplished through
previously-presented means [30].

Biometrics and video—even several biometrics fused to-
gether to make masquerade harder—are not sufficient
to verify intent, however. For this reason, a “secret” of
some kind must also be used so that intent to access can
be distinguished from accessing under duress [10, 31]).
Such a secret could be a password, but a password to
disambiguate intent from duress need not be one that
can withstand months of brute force attempts to guess
the password. That is not the objective here. The bio-
metrics are the system used to provide measurable con-
fidence of identity. The secret or password must simply
enable communication of the users intent in a way that
would be unlikely to be easily guessed [33]. In theory,
such a secret could even be the knowledge of which fin-
ger to use to authenticate, with one finger indicating
legitimate intent and another indicating duress. The
space of finger combinations is probably too small to
reasonably prevent guessing, however. But even a sim-
ple three-digit code? is unlikely to be guessed in the
time that intent is communicated. Such a code need
not have combinations of digits, punctuations, and up-
per and lower case letters, and need not be changed
ever six months. Nevertheless note that such fingers
and secrets can be vulnerable to unauthorized disclo-
sure which is why they must be used in conjunction

2 Auto-destruct: http://en.memory-alpha.org/wiki/
Auto-destruct

with other techniques and why appropriate safeguards
are still important.

“Usability” is not central to our theme but it is note-
worthy. Currently, we have defaulted to a rather lim-
ited condition where we mistake burdensome security
for good security: the assumption is that the more bur-
densome security measures are on authorized users, the
more secure we are against unauthorized users. We're
finding that this is not the case [15], and is often coun-
terproductive [13]. However, our proposed solution not
only provides means to measure how likely someone is
who they claim to be, but does so with less burden than
existing means. Someone wishing to authenticate with
our scheme could literally walk into a room naked, car-
rying nothing, remembering virtually nothing, and can
still authenticate.

Finally, we note that we must measure that trust con-
tinuously and not just at the start of a session. For
example, actions, such as the act of sending a message,
are not limited to the actual process of pressing the but-
ton that sends the message, but also include the process
of writing the message. Continuous or dynamic authen-
tication is not a new concept [23], but is a particularly
essential one to the paradigm that we propose, which
is based on risk and confidence measures that can and
often do change over time. Continuous authentication
is a critical component to any resilient solution. Such
approaches move beyond traditional passwords, crypto-
cards, and smart badges, which only provide an simple
instant of trust in the current context. Continuous au-
thentication runs in the background authenticating the
user regularly (e.g., every keystroke, movement) vali-
dating the fact that the user is in the room with a high
degree of confidence. This is a simple and very effec-
tive part of most face-to-face communications. Contin-
uous authentication may even provide a range of re-
sponses, depending on confidence (e.g., not just “allow”
or “deny”) [7]. Such a gradated response is an intrinsic
and normal part of most face-to-face communications
yet rather limited in the digital world. It’s certainly not
unreasonable for a bank teller to ask for more identifica-
tion when a customer’s interactions seem suspicious or
they request to move larger sums of money. We believe
such continuous and responsive authentication should
be an integral part of the digital world.

Simple biometric validation has been exhaustively re-
searched and limitations of such methods are well-known.
The continuous, real-time fusion of biometrics to vali-
date identity and a very simple secret to validate intent
can be used to improve authentication and reduce am-
biguity, improving the probability that the authorized
user is who they claim to be and intends to access a re-
source not just at the start of an authenticated session
but throughout it. Simple biometrics are limited in their
ability to provide robust authentication. Nevertheless,
biometrics are an essential element of any comprehen-
sive authentication scheme.



It is important to note that any attempt to provide ro-
bust authentication is likely to erode privacy, due to fun-
damentally contrasting goals. We consider this balance
intuitively every time we choose to physically attend a
meeting. In addition to verbally sharing our thoughts,
physical attendance demands that we reveal much addi-
tional information about us. We are for example, reveal-
ing what we look and sound like, our location, our man-
nerisms, and more. In the case of a face-to-face meet-
ing, we nearly unconsciously make the decision that the
value of attendance is worth the compromise in privacy.

4.2 State and Behavior Metrics

In addition to those metrics that come from a specific,
individual biological trait we can add or erode confi-
dence based on combined state and behavioral metrics.
Adding combined state and behavioral metrics to a more
traditional biometric results in the following notional
taxonomy:

1. Something you are

(a) Time since certainty*

(b) Spatial-temporal consistency*

i. Time history of biometrics compared to
capabilities of the human body.

(c) Biometrics (Instantaneous capture/assessment
where each of these is a function of each
keystroke or other system input)

i. Fingerprint typing the letters
ii. Keystroke dynamics™*
iii. Facial/iris/retina recognition
iv. Instantaneous current location (via GPS,
camera)
v. Voice/grammar/idiom recognition*®
vi. Gait
vii. Body dynamics (how hold/move my phone)
2. Something you know

(a) Password/passphrase
(b) Analog combination

3. Something you have
(a) Physical key
(b) One-time pad
(c) RSA SecurID token

Building on the canonical face-to-face interaction we
now discuss several such possible combined state and
behavioral metrics (marked with a * in the notional tax-
onomy above).

Time since certainty. The simple fact that time has
elapsed since the last face-to-face encounter serves to
erode authentication confidence. Some systems may re-
quire re-authentication, whether or not the user was ac-
tive. After a set timeframe model this erosion can be
modeled and implemented as a simple step function. In
many cases we might be better servered by a more grad-
ual erosion of trust.

Spatial-temporal consistency. Identity is compromised
if a person is perceived to appear in two places at once.

For example, a near-simultaneous appearance in geo-
graphically separated locations can indicate that an at-
tack is underway. An individual logging in from to ge-
ographically distant locations moments apart could in-
dicate the compromise of a shared secret, such as from
as a keystroke logger on the first machine that was used
to obtain a password to enable login from the second,
geographically-distant machine.

Starting from the face-to-face encounter, a spatial prob-
ability “basket” can be developed as a function of time
based on the equations of state for human mobility.
An individual appearing outside this spatial probabil-
ity basket would erode authentication confidence.

Note that the “consistency” we refer to here is consis-
tency as constrained by the laws of physics and not pre-
dictability, for example, if a user is simply trying to
authenticate from a place that they do not usually au-
thenticate from, much as is used with credit card fraud
detection. Such a measure may be value in some cases
but it is anathema to the system that we propose that
needs to provide measurable certainty of authentication.
Such a system cannot reduce certainty just because of
unusual circumstances because the system itself may
need to be usable under unusual circumstances.

Biometrics. Additionally, a variety of biometrics are
frequently not considered in practice as things like fin-
gerprint readers have but also have a measurable and
scientific basis:

Use of grammar and idiom. Individuals use lan-
guage differently — speech patterns represent something
analogous to a psychological biometric. Grammar check-
ers analyze text based on accepted rules of proper us-
age. These grammar rules, however, allow significant
freedom. Within these rules, individuals develop spe-
cific writing styles that are recognizable. For example,
when reading the words “Speak, friend, and enter.” [36],
should one interpret this to mean “Say the word ‘friend’
and then enter” or “Friend! Say something and then
go inside”? Voice-recognition software exploits this in-
dividually specific style to improve speech recognition.
In the same way, individual writing style can be used to
increase authentication confidence.

Keystroke dynamics. Beyond a lingual analysis,
keystroke dynamics (and other inputs to computers)
have been shown to be a useful tool for authentica-
tion [20]. Such a system provides greater confidence
with more keystrokes. Enabling such monitoring is yet
another real-time continuous metric that can be used to
increase or erode trust in a users identity.

As mentioned above, these metrics are fabulously inva-
sive. Thus, they may only be desirable for high assur-
ance, critical systems. Nevertheless, an evaluation simi-
lar to that in “The Quest To Replace Passwords” reveals
that they would provide dramatic improvements in se-
curity with only limited compromises in usability and



deployability.

Our goals combined with the current limitations of sci-
ence and technology lead to a set of laws that we assert
that systems must adhere to in order to measurably cap-
ture the elements that make the current gold standard
of in-person, human-to-human function well.

S. LAWS OF AUTHENTICATION

We posit the Laws of Authentication that describe means
of measurably validating the amount of trust that one
can place in a process of authentication:

0. Identity should be verified as long and as frequently
as access to a resource is permitted. If access is
ongoing then identity verification should be con-
tinuous.

1. Authentication is about measurably validating
whether or not someone is who they claim to be,
and about determining whether that person in-
tends to authenticate or is being coerced.

2. In person, human-to-human authentication is the
“gold standard.” When this is not possible and
computers must be involved, then computers should
provide measurable measures of confidence (or lack
thereof) to humans. Those humans should ulti-
mately make authentication decisions, not com-
puters.

3. Authentication should be trivial for the person le-
gitimately authenticating but hard for an adver-
sary to defeat.

Authentication that scales builds on these laws through
bootstrapping. Using these techniques, we assert that
humans should judge things based on the confidence
level a computer provides. Moreover, instead of a single
sign-in event enabling access until the user logs out, rich
authentication intelligently fuses sensor data with pre-
dictable human behavior and limitations to enable prob-
abilistic (and difficult to mimic) confidence that the spe-
cific user is at the machine. For example, conceivably,
every keystroke [19] and mouse motion can be automati-
cally and transparently signed indicating the confidence
that the machine input was provided by the specific indi-
vidual. If confidence is eroded due to user inconsistency
(such as injury or sickness), confidence can be restored
by requiring more complicated passwords or even more
intrusive means such as DNA analysis of blood samples
(as such technologies become widely available).

We reiterate that one of the reasons that humans are
able to do this is context. We observe that in the phys-
ical world, physics is relevant. Humans can take this
into account. Computers can too, but how much should
they weigh it? For this reason, we believe authentica-
tion should employ additional factors that enable confi-
dence about identity to be increased or decreased. Ad-
ditional factors could include: where you are (e.g., via

3With appreciation to Isaac Asimov [3].
4Much like verifying a key vs. guessing a key in public
key cryptography.

GPS) [12]—because human motion is governed by the
laws of physics; and time—it is physically impossible for
a human to be in two places at once, and so if Person A
was in California at 10:00 AM on Tuesday, they won’t
be in Beijing one hour later.

Moreover, we observe that in the physical world, “au-
thentication” (recognizing someone) draws heavily on
intuition. In fact, humans perform this function natu-
rally and trivially. In contrast, machines cannot under-
stand the subtlety of authentication. For example, they
cannot easily interpret the meaning of being “Facebook
friends” with someone. Again, in contrast, humans can
recognize gait, posture, and other forms of “body lan-
guage,” even via videoconferencing.

Alternatively, suppose that there exists background noise
in a phone call from Disneyland. Humans recognize
such sounds and intuitively and unconsciously check to
ensure that this background information is consistent
with the authentication “picture.” For example, if an
individual in a phone call claims to be delayed at the air-
port, sounds that are inconsistent with an airport (i.e.,
sounds from Disneyland) would serve to erode confi-
dence in this authentication picture. Other participants
in the phone call may choose to increase confidence in
identity by pointing out this inconsistency. A simple
and unobtrusive inquiry (“If you are at the airport, why
do T hear Disneyland sounds in the background?”) fol-
lowed by a credible response (“Oh, I'm walking past the
Disney store in the airport lobby right now.”) would
serve to increase confidence. Therefore, our idea is to
present rich information to other human users to enable
detection of inconsistencies in authentication.

Note that the “consistency check” provided by such back-
ground noise is anathema to computing systems. For
example, Google Voice transcribes phone messages into
text which is then e-mailed to the recipient. Background
noise in a phone message complicates the speech recog-
nition process and is unnecessary for the transcription
to text. Therefore, the computing system regards such
background noise as a complicating factor to be filtered
out. As a result, the transcribed message loses a rich
source of authentication information that could provide
a consistency check.

6. EXAMPLES

In this section, we consider two alternative applications
for continuous or dynamic authentication.

Human-Machine Authentication. Continuous authen-
tication develops a probability of user presence that
moves up and down depending on the situation and as
new sources of data are added. As a user walks into the
same room with the “authenticator device” (a computer,
tablet, smart phone, etc.), the authenticator device may
use a facial recognition algorithm to develop a probabil-
ity of the user being in the room of 0.7. As the user
picks up the authenticator device, the device may use



accelerometers and rate gyros to recognize gestures in-
voked by the user to increase this probability to 0.85.
As the user moves around, the authentication device
may use the same devices to increase the probability
that the user is in the room to 0.93 over time. After
two hours, continued observation of the user’s biomet-
rics may increase the probability that the user is in the
room to 0.97. When the user puts on the iris/retina
recognition/eye-tracking glasses, the probability of the
user’s presence goes to 0.993. During all of this, the
user might be dictating to a computer. Based on the
fact that the human does not use any “duress words”
during that time, the probability of duress is low. Af-
ter the user sends a couple of emails, observation of the
user’s typing rhythms provides a probability that those
emails come from the user and that the user is sanguine
goes to 0.99995.

Human-Human Authentication. Humans are far more
capable authenticators than machines. Nevertheless,
the assessment described above can provide useful in-
formation to aid human authentication. For many in-
teractions, the authentication assessment prepared for
human-machine authentication may be more than suf-
ficient. In addition, the human-machine authentication
can keep the user from making stupid mistakes.

For critical interactions in a high-threat environments,
however, raw information (such as the video feed of the
user walking into the room, etc.) should be provided
with high integrity to the decision-maker. In such situ-
ations, inconsistencies between the human-machine au-
thentication result and the raw information provided to
the decision-maker may serve to erode confidence below
that developed through human-machine authentication.
In the same way a heads up display helps pilots track
aircraft status and select targets we envision an envi-
ronment where a machine may help the humans process
the data but in the end they select the target and they
verify the authentication.

Machine-Human Authentication. We note in passing
that there are examples of where a machine may need
to authenticate to a human, for example a remote sen-
sor in a hostile environment. While this is a related
issue to what we discuss in this paper because it also
involves origin integrity, the topic is mostly out of the
scope of this paper because we believe that the solutions
relate less to measurably verifying identity and more to
the integrity of the data and/or sensor. Thus, we feel
machine-human authentication relates more to a com-
bination of data provenance, our previously-described
approach on clean slate designs [30], and, in some cases,
procedures [28] similar to zero-knowledge protocols [14].

7. SUMMARY

Online activities can approach the level of clarity, cer-

tainty and intuitiveness as activities in the physical world.

Physical world metaphors drive the entire user expe-

rience. However, the misapplication of some of these
metaphors physical metaphors—e.g., resemblance as op-
posed to mere consistency—can create anxiety and a
lack of clarity for users about online actions. More-
over, a mismatch in goals—e.g., preventing attack of a
captured set of password hashes, rather than validating
user identity—Ilead to solutions that are inappropriate in
some situations, and certainly in critical environments.
Our laws of authentication are a solution to this mis-
match. By properly ensuring consistency between two
worlds and appropriately managing the role of humans
vs. the role of computers, the “membrane” between the
physical and online world effectively disappears.
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