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Problem: Malware and Data Exfiltration

 Malware from the Internet
 Typical day’s browsing > 42K unique sites, >40 Million connections

 Intermingles the internal network and Internet

 Malware from internet browsing is a large issue 

 Malware from email phishing is anther large issue

 Data Exfiltration plus Command & Control
 Adversary hides in outgoing Web traffic

 Sends data out on port 80 (http) and 443 (https)

 Phones home on same ports

 Currently members of the workforce browse the internet and it is 
difficult to effectively block the adversary from exfiltration of data
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Solution: Move the Problem Shift the Risk 

 Browsing is Essentially a Visual Activity
 We don’t need to communicate directly with web sites

 We can remotely browse

 Use External Browsing Zone (EBZ) to browse
 Infect the EBZ, not Sandia’s internal network

 Close exfiltration paths (don’t need them for browsing anymore)

 EBZ provides virtual desktops outside the internal network
 Windows 7 with IE, Firefox and Chrome

 Daily revert to known good image

 Connect from SRN using Citrix VDI-in-a-Box

 Good multimedia, local printing, file transfer

 Automated URL transfer (click on internal network, opens in EBZ)
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SRN Architecture
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EBZ/SRN Architecture
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Pilot Results 

 Completed successful pilot

 400 participants

 Provided positive feedback on ease of use and performance

 Many departments requesting to be on the pilot for various 
use cases
 Non-Attribution

 When SSL encryption blocks access and the risk is to high to allow 
exemption – EBZ was used instead 

 Training and collaborating with other entities that are not allowed on 
the SRN

 People want Cyber to give them a “SAFE” way to browse 
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