CRITICAL INFRASTRUCTURE CONTROL SYSTEM CYBER SECURITY @ Sandia National Laboratories

Control system cyber security — a Sandia persagative

 Control system applications,
devices, protocols, and
architectures are ubiquitous
across critical infrastructure

« COTS hardware, software,
and communications
Increase the attack
landscape in terms of
available information and
known vulnerabilities

« Adversaries are starting to
show interest in lower-level
devices and networks

 Top priority is availability, not
security

* tools purpose-built for control
system analysis

 defense-in-depth systems
purpose-designed for control
system protocols and
transports

e policies and procedures
purpose-driven towards
protecting against,
responding to, recovering
from, and operating through
cyber attacks

e operators with increased
knowledge about cyber
vulnerabilities and attack
vectors

 developing assessment tools
and techniques safe for use on
critical infrastructure

 conducting control system and
device assessments at and for
sites of interest

 developing malware analysis,
forensics, and out-of-band
situational awareness tools
specific to control system HW,
SW, network transports, and
protocols

» modeling control systems and
industrial processes in support
of vulnerability analysis and
security testing

e training security experts how to
safely conduct control system
assessments and operators
how to recognize cyber attacks
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