
6/15/2011

Sandia National Laboratories is a multi program laboratory managed and operated by Sandia Corporation, a 
wholly owned subsidiary of Lockheed Martin Corporation, for the U.S. Department of Energy's National 
Nuclear Security Administration under contract DE-AC04-94AL85000. SAND2011-0439P 
.

SCOM System Center Operation Manger  
capturing application crash events

Kevin Hall
Cyber Security Technology Department 

Sandia National Laboratories 

SAND2011-3586C



Topics we will be covering

• Architecture Overview

• Operating System Security Log Events (ACS)

• Agent less Monitoring (AEM)

• Spunk Integration

• Data Trends



Architecture
Since a correctly-sized ACS Collector/Database pair can support up to 20,000 
workstations, the goal will be to implement a single Management Group 
supporting up to 20,000 workstations.



Architecture

• Microsoft OpsMgr 2007 Server is highly scalable. It will expand easily to 
meet the needs of the organization, as the environment grows. There are 
two dimensions to scalability: horizontal scalability, in which more servers 
are added doing the same tasks, and vertical scalability, in which a single 
server can be configured for better performance.

• The agent manager is responsible for discovering computers, deploying 
agents, updating agents with new or changed processing rules, managing 
the configuration of individual agents and uninstalling agents.

• There are a number of methods available for installing the agent.

• We leveraged SCCM to deploy silently to each group of machines.

• Permissions for the agent are running as SYSTEM

• 23MB installed average memory footprint 3k to 11k



Architecture

• Management Packs consist of pre-configured Operations Manager rule-
sets and Knowledge Base articles, each pack providing rules for a specific 
range of applications or services. These Management Packs have been 
developed and refined by experts both to provide a complete off-the-shelf 
solution, as well as a strong foundation for more advanced administrators 
to customize and extend. Included as a standard part of OpsMgr is a 
Management Pack that enables management of all critical Windows 
services.

• Windows Client OS, Library, and Monitoring

• We have an audit or monitor only permissions model



ACS



ACS

• There are multiple reports that can be generated for administrators for log 
review

• This is a sample of administrative changes on clients.
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AEM

I chose a Word crash 
to show the details 
from agent less 
monitoring



Spunk Integration

• What is Splunk?

• Splunk is the engine for machine data. Use Splunk to collect, index and 
harness the fast moving machine data generated by all your applications, 
servers and devices — physical, virtual and in the cloud. Search and 
analyze all your real-time and historical data from one place.

• http://www.splunk.com/

• Currently we have a powershell script running on the RMS for Splunk log 
collection.

• We have a new API that will create a custom template for Cyber ops.

• The binary will stream all the data from the custom template on the RMS 
to Splunk.

http://www.splunk.com/
http://www.splunk.com/view/SP-CAAACDC?r=/product
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Questions


