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Security Objectives 
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• Individual vendor sites 
• Little test equipment 
• Few dedicated teams to 
      test patches 
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      especially if reboot reqd 
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• … 
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OS: DOS 3.0 
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RAM: ? (bubble memory) 
Disk capacity: ?  
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Supply Chain 
• A system of organizations, people technology, 

activities, information and resources involved 
in moving a product of service from supplier 
to customer.  Wikipedia 

 

http://www.thewinerep.com/index.php/why-thewinerep-com/ 
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Estonia – April 2007 

Ping Flood 

Help! 

Russia Estonia 

Banks 
 
Government – presidency, 
Parliament, ministries,  
Political parties 
 
Media 
 
Communications 

http://en.wikipedia.org/wiki/2007_cyberattacks_on_Estonia, 
http://www.guardian.co.uk/world/2007/may/17/topstories3.russia 

Relocated Bronze Soldier of Tallinn 

http://en.wikipedia.org/wiki/2007_cyberattacks_on_Estonia


Timeline 

2006 2008 2009 2010 2012 2013 2014 2011 2007 

Stuxnet 

• 4 zero days 
• 2 stolen dig. Certificates 
• Disables AV 
• USB jumps “air gap” 
• First PLC rootkit 
• Took 10 people 6 months to create 
• 67% occurrences in Iran 

Pre-Stuxnet 
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SMEs 

Business Impact Analysis 
• Prioritize systems & mitigations 
• Dependencies 
• POCs (LANL, vendors) 
• MAD 
• Single points of failure Policy 

IT 
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Support 

Contingency Planning 
• Guide during a crisis 
• Activation, notification, 
     recovery 
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New Technology Lab 
TA46-42-226 

• Uses:  testing, training, vendor interactions 
 

• Standard equipment + community donations 
 

• Sign “Rules of Use” 
 

• Make appointments (M-F, 8-5) starting Aug. 12 
– techlab@lanl.gov, 665-6820 

 

mailto:techlab@lanl.gov


Training  - Future 

• UTRAIN – IT/Control System Security 
Awareness (1.5 hour near Tech Lab) 
 

• Bechtel online training 



Anatomy of a Disaster 

http://www.csb.gov/videos/anatomy-of-a-disaster/, animation starts at 3:21 

http://www.csb.gov/videos/anatomy-of-a-disaster/
http://www.csb.gov/videos/anatomy-of-a-disaster/
http://www.csb.gov/videos/anatomy-of-a-disaster/
http://www.csb.gov/videos/anatomy-of-a-disaster/
http://www.csb.gov/videos/anatomy-of-a-disaster/
http://www.csb.gov/videos/anatomy-of-a-disaster/
http://www.csb.gov/videos/anatomy-of-a-disaster/
http://www.csb.gov/videos/anatomy-of-a-disaster/


Summary 

• IT ≠ Control Systems 
 

• Communities 
– Awareness: LANL, Technology Lab, DOE 

 
• Roadmap 

– Strategic, Tactical, Operations 
 

• BIA/CP – Critical facilities first 



Questions 

http://2kindproject.blogspot.com/2012/02/latest-and-greatest.html 



Contact 

• Sandy Frost 
• slf2@lanl.gov 
• 665-6820 

mailto:slf2@lanl.gov

	Control System Security
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Risk Management
	Security Objectives
	Change Management
	Resource Constraints
	Component Life Cycle
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Supply Chain
	Are you already owned?
	Slide Number 26
	Timeline
	Estonia – April 2007
	Timeline
	Timeline
	Timeline
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Roadmap to Secure Control Systems
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Roadmap to Secure Control Systems
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Roadmap to Secure Control Systems
	IT Security Suite
	Continuous Monitoring
	Continuous Monitoring
	Continuous Monitoring
	Continuous Monitoring
	Baby Steps
	Baby Steps
	Scanning
	Scanning
	New Technology Lab�TA46-42-226
	Training	 - Future
	Anatomy of a Disaster
	Summary
	Questions
	Contact

