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e Need to Model Risk for Terrorist Acts to Rank
Order Scenarios
— Large Uncertainty

« Significant Epistemic (State of Knowledge)
Uncertainty

— Many Variables are Linguistic, Not Numeric
 Adversary Level of Technical Training
* Religious Significance of Targets

What Led to Tool?
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What Problem is Tool Solving?

« Rank Order Terrorist Scenarios by Risk

— Linguistic Variables — Fuzzy Sets, Approximate
Reasoning

— Epistemic Uncertainty — Belief/Plausibility Measure
of Uncertainty

— Rank Order Risk — Complementary Cumulative
Belief/Plausibility Function
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e LinguisticBelief
— Custom Java Application

— Linguistic Reasoning Model

» Variables segregated into purely Linguistic Fuzzy
Sets

» Variables combined using Approximate Reasoning
— Uncertainty measure: Belief/Plausibility

» Superset of Probability to capture Epistemic
uncertainty

* Reduces to Probability for Specific Evidence

Tools
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e PoolEvidence
— Custom Java Application

— Pool Evidence from many Experts into Overall
Evidence
« Variables with purely Linguistic Fuzzy Sets
» Evidence from Different Experts

Tools
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Application to Terrorist Risk

* Tools are Not Restricted to Evaluating Risk of
Terrorist Acts

— General Approximate Reasoning Model Framework

* Tools have Been Applied to Evaluating Risk of
Terrorist Acts
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Summary of Techniques and Tools
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 Approximate Reasoning based on Logic Evolved
Decision Techniques developed at LANL

e Assistance with Mathematics from Jon Helton,
Arizona State/SNL

e Belief/Plausibility for Fuzzy Sets for Numeric
Variables: Ron Yager paper

* Adversary Defender Model Concepts
— Peter Merkle, SNL
— Brian Bush, LANL

e Graphical Ranking Technique
—John Cummings, SNL
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* Adversary / Defender Viewpoints

— Threat: Adversary Viewpoint

— Vulnerability and Consequence: Defender Viewpoint
e Linguistic Evaluation with

— Fuzzy Sets (words)

— Not all variables are numeric
« Combine Variables with Approximate Reasoning

» Capture and Propagate Uncertainty

— Belief/Plausibility for epistemic uncertainty
» Clear Summary of Results for Decision Making

— Simple but capture uncertainty
 Axiomatically Based

— Use established mathematics

e Implemented in Java Software
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« Ambiguity
— Uncertainty as to what will occur in the future
 Dow Jones Industrial Average Close on Dec. 31, 2007
—Will be one value
—Ambiguity as to what that value will be
* Vagueness
— Uncertainty as how to categorize a known outcome
 Dow Jones close is 13,876 on Dec. 31, 2007
—Is this “High” ?
—What do you mean by “High”?
— Vagueness can be expressed Linguistically (Words)

Types of Uncertainty
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Ambiguity: Aleatory and Epistemic

e For a Fair Coin
— Uncertainty is Aleatory (random)
— Probability Heads is %2
— Probability Tails is %2

e But if we cannot toss coin, we do not know coin is fair, we do not even knows if
coin has Heads and Tails

— May not be Fair Coin (may be Weighted for Tails)
— May be Two-Headed or Two-Tailed Coin
— Epistemic (state of knowledge) uncertainty
— Insufficient information to assign Probability to Heads and Tails
— For Total Ignorance
» Belief/Plausibility for Heads is 0/1

» Belief/Plausibility for Tails is 0/1

« With more information (actually tossing the coin) we can reduce Epistemic
Uncertainty

— If at least one Heads and one Tails occur in a series of tosses, we
know coin has Heads and Tails

— Many tosses needed to assess if coin is fair
e For Fair Coin we cannot reduce aleatory uncertainty
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Belief and Plausibility

» Belief / Plausibility form a Lower / Upper Bound for Probability
» Belief is what probability will be
» Plausibility is what probability could be

4 Plausibility
Probability is

«—— somewhere in [Belief,
Plausibility] Interval

4 Belief

« Similar to a Confidence Interval for a Parameter of a probability
distribution; a confidence measure that parameter is in interval, but
exactly where in interval is not known

» Belief/Plausibility both reduce to Probability if Evidence is Specific
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} Example of Evidence:
Predict Stock Market Close Dec. 31, 2007
* Probability

9000) \10,000 14,000
0.1 0.15 0.3 0.3 0.1

0.05
\

Evidence

» Belief/Plausibility

0.7
9000 (10,000 11,000 ( (12,000 13,000 ) 14,000 0.2
0.1
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 What is Likelihood of Bio-Terror attack against a
Major US City?
— Frequency of Attack (per year) somewhere in [0, 1]
— Point Estimate? Useless, too much uncertainty
— Probability Distribution?
 Must assign probability to each value in [0, 1]

— Probability for O attacks per year is high

— Probability assigned to 0 affects probabilities for all
other values as must sum to 1.0

|s P(0) =0.01, 0.001, 0.00001, ...? Don’t Know

Why is this useful?
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Why is this useful?

* Evidence is about I major Attack every 5 years
(0.2/year)

— Assume Expert Opinion is: 10% Chance Attack is

Likelihood
Exceed
Frequency:
Plausibility
Belief

bio (0.02/year)

0.7

0.1

ot
ot
vt
ot
ot
vt
. .
.....
.....
‘‘‘‘‘
. o

. .
'''''
. .
______
‘‘‘‘‘‘
. o
_____

0 0.02

....... In here

o
o
.

Automated in

BeliefConvolution Java code

Probability is
Somewhere

o
.
.
o
.

0.2 1.0

Frequency (per year)
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Vagueness
Fuzzy Sets for Numeric Variable

* Represent Variable with Sets
to reason at Fidelity Desired.
Above 30,000 deaths is
“Catastrophic”.

Linguistics for Consequence

=
N

» Use Fuzzy Sets to Avoid Sharp
Distinction. “Major” Deaths is 2 1. ‘ . jorm =
Between About 1000 and About | £ “ LA ; — Minor
10,000. 999 and 1001 deaths 2% SN — -Moderate
are each part “High” and part 2 o6 “/' o - - ‘High
“Major”. 5 » ) — -Major _
§0.4 /" N — - Catastrophic
go.z /' o '
a \ o \
Y

1 o

25 3 35 4 45 5 55 6
Logio (Deaths)

National
Laboratories
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Uncertainty for Fuzzy Sets: Numeric

Variable
Linguistics for Consequence
Fuzzy Sets |
for Deaths % 1 '/‘\ R ._M.
%OB '/ ‘\ /' — -M_Iondoerrate
?6 0.6 ’ “"/ ‘>.' '_' II\-IAIangr |
o™ S\ / E \ — - Catastrophic
§0.2 \\ ’/ ‘ '/ \
0 : : : —y — :
-0 05 1 15 2 25 3 35 4 45 5 55 6
Logy (Deaths)
Evidence
For Deaths 0.7 |1 j10 100 1000| 10,000 50,000 [100,000
0.3 —
Uncertainty Distribution
for Deaths: Minor  Moderate  High Major
Belief / Plausibility 0/065 O0/1 0/1 0/0.65

Catastrophic
0/0.3

18 (Calculated with BeliefConvolution code using Yager Method)
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Why is this Important?

 What is Likelihood of Bio-Terror attack against a
Major US City?
— Evidence is about 1 major Attack every 5 years (0.2/year)
» Assume Expert Opinion is: 10% Chance Attack is bio (0.02/year)
« Assume Following Fuzzy Sets for Evaluating Frequency of Attack

Defender Fuzzy Sets for Threat

1.2
1 |
=
% 0.8
é ——unlikely
g 0.6 —credible
- —likely
(2]
> 0.4 -
N
N
2
0.2
0

10n5 10n4 1073 1012 0.1 1

o

frequency of attack (# per year)
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‘ Why is this Important?

. 7
Evidence 02 ) 10 82

0.1

1 Belief to Plausibility
Interval

Likelihood
For Frequency 0.43

Unlikely  Credible Likely
(Calculated with BeliefConvolution Frequency of Attack (per year)

code using Yager Method) by@sandia.gov @ St
Laboratories




Fuzzy Sets for Non-Numeric Variable

Adversary Level of Technical Training:
High School

Bachelors

Advanced

Do NOT Force Numeric Measure: Requires Arbitrary Scale

Adversary Level of Technical Adversary Level of Technical
Training: Training:
High School =17 High School = 107
Bachelors = 27? Bachelors = 1007
Advanced = 37 Advanced = 10007

Use Approximate Reasoning:
Mathematics for combining words

i i Sandia
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}‘ Uncertainty for Fuzzy Sets:

Non-Numeric Variable

* Fuzzy Sets for Adversary Level of Technical

Training
— High School Bachelors Advanced
e Evidence
High School Bachelors Advanced
0.6 //
0.4
e Uncertainty Distribution: Belief / Plausibility
High School Bachelors Advanced
0/ 0 0.4/1 0/0.6
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29 jldarby@sandia.gov @ S,
Laboratories



}'

 Mathematics for Combining Words

e If we use Words instead of numbers we need a
way of combining the Words for Different
Variables

 Implemented as A Rule Base for Combining
Fuzzy Sets from Different Variables

Approximate Reasoning

. . —
23 jldarby@sandia.gov @ S,
Laboratories



Approximate Reasoning

Approximate Reasoning is a Rule Base for Combining Fuzzy Sets

£ Rules for selected Rulel inguistic

Rules for RuleLinguistic: expected consequence

Fuzy Set for Input Linguistic: conseguence

Fuzzy Set for Input Linguistic: prabahilityOfSuccess

Dwutput Fuzy Set far Rule (hlank if rule not set)

small

[

o

small

rredium

o

high

Mo

[ iy

Mo

rmedium

o

hinh

hlayhe

[

o

rnedium

hlavhe

high

Yes

Specify Output Fuzzy Set for Selected Rule

24

Accept Rules as Shown

Cancel
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e Evaluate Risk of Scenarios for Specific Adversary
Groups
— Risk a function of: Threat, Vulnerability,
Consequence
* Risk = Threat x Vulnerability x Consequence, or

* Risk = Likelihood that (Threat x Vulnerability)
Exceeds Consequence

— Different Adversary Groups have Different
Resources and Different Goals

Approach
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Approach

e Scenario is: Target, Adversary Resources, Attack Plan, and
Consequence for a Specific Adversary Group

— Resources consist of

o Attributes (Numbers, Equipment, Weapons, Technical
Expertise, etc.)

» Information (Insider, Reconnaissance, etc.)
— Scenario is Defined to the Level Needed for Evaluation
« A scenario for Pantex
* A scenario against any of 1000 similar targets
 Rank Order Scenarios by Risk
— No attempt to mathematically combine “all” scenarios
 Infinite number of scenarios

. . —
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 Each has Different Knowledge and Goals
e Adversary

— IS the Threat
 No uncertainty in Scenarios

— Has More Uncertainty than Defender for Vulnerability
and Consequence

— Some Desired Consequences Different from Defender
» Deaths (of concern to defender)
* Religious significance (of little concern to defender)

e Defender
— Large Epistemic Uncertainty for Threat Scenarios

— Less Uncertainty than Adversary for Vulnerability and for
Consequence of concern to defender

. . Sandi
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 Risk a function of

— Threat = Likelihood of Adversary Attack

» Estimated by Defender “thinking like the adversary”
—Adversary Estimate of Expected Consequence
—Many Different Consequences for Adversary

— Vulnerability = Likelihood of Adversary Success

» Estimated by the Defender given the Attack is
Attempted

— Consequence

» Estimated by the Defender given the Attack is
Successful

 Many Different Consequences for Defender

Risk for a Scenario

. . —
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Adversary and Defender Consequence

* Not necessarily the same
» Adversary Consequence affects Threat

— Deaths \
— Economic Damage
— Religious Significance

» Defender Consequence affects Risk

— Deaths \
— Economic Damage

— Regional Effects
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Adversary/Defender Model
The Concept: The Software: LinguisticBelef
Adversary Defender Linguistic Reasoning with Uncertainty
Interaction Model *Fuzzy Sets

Risk Approximate Reasoning
S I E I E I E N E N EEEEEEEEEEEENENEEENENEEENEEEEENEEEEEEEEEETSR
- |}
= = . . .
[ n [}
- |}
- |}
- |}
: : LinguisticBelief Application
- | " cpegs
- - File Utilities Help
] ] i -
. Resources Consequences . New ||~ open| [ Save | eum Exit
- |}
- Available? Acceptable? - Current Analysis: Exarmple:Top level |~ Information for Selected Tree Node
[ ] ] Rule Li isti Forthe Rule Linguistic Risk the Fuzzy Sets are as =
"ppesssEEEEEs/anE/asEEEEEEAEEs\ss e nnnnt ¥ ule Linguistics [followes: Wery Low, Low, Medium, High, Wery High, . The
! Risk input linguistics are as follows: Threat, Yulnerability,
"ﬁv Threat Consequence, . The Rules are as follows: Mo Rules.
zzzzz rea EcliefiPlausibility Intervals for fuzzy sets not calculated.
B yineranilit
zzzzz
Zussssssssssnfesnnhssansnnnnnnnnndnnnakannn R E ,,%CU”SEQUE”CE
= - ? Baszic Linguistics
: : ! Adversary: Consequences Acceptahle?
7 = 30 @ &
DEfende': Adversary Target - ng Adversary: Resources Available?
: Resourcest) : ng Defender: Target Consequence
- ' = B Detender vulnerability to Adversary Resoure |
n . w H 0 = - -
- Vulnerability Consequence =0 T o7 [ oo
|} | ]
|} | ]
|} | ]
|} | ]
|} | ]
G NN NN NN NN NN NN SN NN EEEE NN EEEEEEEEEEEEEEEEEEEEEEEmn®
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Adversary Model

Consequence Given Adversary SUCCEeSSpqgyersary

Catastrophic

Major

Moderate

Minor

31

Expected
Consequence

Evidence

Very Low\ Low Medium High) Very High

Likelihood of Adversary Success gyersary

Constrained by

iona
Adversary Resources Laboratories




Defender Model

Consequence = Consequence given Adversary SUCCeSSqiander

Catastrophic

Major

Moderate

Minor
Unlikely Very LowHigh Very High
Credible Vulnerability = Likelihood of Adversary SuccessSpgienger
Likely Constrained by
Threat = Likelihood of Adversary Attackpeonder Defender Resources
32 ildarbv@sandia aov @ Sandia
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 Top Level Variables are Combination of Lower Level
Variables using approximate reasoning (X is
convolution per rule base, not multiplication)

— Consequenceyy,qsary = Deaths x Economic Damage
X Religious Significance

— Consequencepg.hger — Deaths x Economic Damage
X Regional Effects

— Likelihood of Successpgyersary = Ability to Gather
Information x Availability of Technical Expertise x
Likelihood not Detected gathering Attributes x
Likelihood Defeat Security System

Evaluation

. . o
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Each Variable Segregated Into Fuzzy Sets

Some Variables are
Numeric:
“Deaths”

o
©

Degree of Membership

o
N

1 o

Linguistics for Consequence

i
I

— Minor
— -Moderate
- 'High
— -Major
— - Catastrophic

25 3 35 4 45 5 55
Log,o (Deaths)

Some Variables are
Not Numeric:
“Technical Expertise”

34

Fuzzy Sets for Consequence (Deaths)

Adversary Level of Technical
Training:

High School
Bachelors

Advanced

)

Sandia
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; | ' Variables Combined with
Approximate Reasoning

Rules for selected RuleLinguistic

Rules for RuleLinguistic: Risk
Fuzzy Setfor Input Linguistic: Threat Fuzzy Setfor Input Linguistic: Yulnerability Fuzzy Setfor Input Linguistic: Conseguence Outnut Fuzzy Set for Rule tlank if rule not sef)
unlikely Wery Low wary [ow Megligihle -
unlikehy Wery Low oy Megligihle
unlikely ey Low fmedium Megligitle
Lnlikely Wary Low high Megligible
Lnlikely Wery Lo wary high Megligible
Lnlikely Lowe wary o Megligible
Lnlikely Low [y Megligille =
Lnlikely Lowe medium Megligible
Lnlikely Lowe high Megligible
unlikely Low wary high Megligible
unlikely edium wary |ow Megligible
unlikely fledium oy Hegligible
unlikely hedium medium Megligihle
unlikely hedium high Megligitle
Lnlikely Medium waty high Megligible
Lnlikely Hiigh wary |ow Megligible
Lnlikely Hiih [y Megligible
Lnlikely Hiih medium Megligible
Lnlikely Hiih high Loy
unlikely Hiih wary high Medium
credible Wery Low wary |ow Megligible
credible Wery Low oy Hegligible
credible Wery Low medium Megligihle
credible Wery Low high Megligihle
credible Wary Low waty high Lowe
credible Low wary |ow Lowe
credible Low oy Low -
Specify OQutput Fuzzy Set for Selected Rule |Choices Are: |
Accept Rules as Shown Cancel \
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xample Model in LinguisticBelief Code

LinguisticBelief Application

File

Litilities Help

=

-
New Open E Sawve | EXIT! Exit

?

Current Analysis: Mational Planning Scenario
Fule Linguistics

ﬁ Long Term Conseguence
FUZZY

ﬁ Casualties (Equivalent Dead)
Fuzzy

| Adversany Estimate Consegquence
FUZZW

Fgw Adversary Estimate Infarmation Regquired

HEH Detect Adversary Gathering Infarmation

- Adversary Estimate ScientificEngineearing Attributes Required

FIEH Detect Adversary Gatheting ScientificlEngineering Attributes
Hw Adversary Estimate Attributes Required

FUZE

| Adversary Estimate Resources Required
Fuzzy

.Ew Detect Adversary Gathering Attributes
H Immediate Consequence
FUz2Y
FIEH Detect Adversary Gathering Resources
B uinershility
uz24%

| Consegquence
FUZZY
.Ew Adversan Ectimate Vulnerahility
Hv Threat

FUZZ2
B ik
FUZZ2Y

Basic Linguistics

Fl

ﬁ Dead

Fuzay

B njuredn

FUz2Y

H Infrastructure Damage
UZZ2Y

a Evacuation

uzzh

| Contamination
FUZZYW

klatinonal Economic lranact

[

Information for Selected Tree Node

I:uz{\,r sets: credible, Yery Low, medium, -- Rule output fuzzy set; Megligible®, * Rule input
Uy sets: credible, Very Low, high, -- Rule output fuzzy set: Rlegligible®, * Rule input fuzzy
sets: credible, Wery Low, wery high, -- Rule autput fuzzy set: Low™ ™ Rule input fuzzy sets:
credible, Low, very lowy, -- Rule output fuzzy set; Low™, * Rule input fuzzy sets: credible,
Lonty, 10wy, -- Rule output fuzzy set: Low™, * Rule input fuzzy sets: credible, Low, medium, --
Fule output fuzzy set: Low®, * Rule input fuzzy sets: credible, Low, high, -- Rule output
uzzy set Low™, * Rule input fuzzy sets: credible, Low, very high, -- Rule output fuzzy set:
Lony™, * Rule input fuzzy sets: credible, Medium, very low, -- Rule output fuzzy set: Low®, *
Fule input fuzzy sets: credible, Medium, low, == Bule output fuzzy set: Low™, = Bule input
uzzy sets: credible, Medium, medium, -- Rule output fuzzy set; Low®, * Rule input fuzzy
sets: credihle, Medium, high, -- Rule autput fuzzy set: Medium™, * Rule input fuzzy sets:
credible, Medium, wery high, -- Rule output fuzzy set: High®, * Rule input fuzzy sets:
credible, High, wery low, -- Rule output fuzzy set: Low™, * Rule input fuzzy sets: credible,
High, low, -- Rule output fuzzy set; Low™®, * Rule input fuzzy sets: credible, High, medium,
- Rule output fuzzy set: Medium®, * Rule input fuzzy sets: credible, High, high, -- Rule
output fuzzy set: High™, * Rule input fuzzy sets: credihle, High, wery high, -- Rule output
uzzy set Extrerne® * Rule input fuzzy sets: likely, Wery Low, very [ow, -- Rule output fuzy
set Low™, * Rule input fuzzy sets: likely, Very Low, [ow, -- Rule output fuzzy set: Low™ *
Fule input fuzzy sets: likely, Very Lowe, medium, -- Rule output fuzzy set: Low™®, * Rule input
uzzy sets: likely, Wery Low, high, -- Bule output fuzzy set: Low™, * Rule input fuzzy sets:
likely, Wery Low, wvery high, -- Rule output fuzzy set: Low™®, * Rule input fuzzy sets: likely,
Loy, wery low, -- Rule output fuzzy set Low™, * Rule input fuzzy sets: likely, Low, 0w, --
Fule output fuzzy set: Low®, * Rule input fuzzy sets: likely, Low, medium, -- REule output
Ly set Low® * Rule input fussy sets: likely, Lowe, high, -- Rule output fuzzy set Low® *
Fule input fuzzy sets: likely, Low, very high, -- Rule output fuzzy set: Medium®, * Rule input
uzzy sets: likely, Medium, very low, -- Rule output fuzzy set: Low™, * Rule input fuzzy sets: | —
likely, Medium, low, -- Rule output fuzzy set: Medium™, * Rule input fuzzy sets: likely,
medium, medium, -- Rule output fuzzy set: High®, * Rule input fuzzy sets: likely, Medium,
high, -- Rule output fuzzy set: High*, * Bule input fuzzy sets: likely, Medium, very high, -
Fule output fuzzy set: High®, * Rule input fuzzy sets: likely, High, very low, -- Rule output
uzz et Low™, * Rule input fuzzy sets: likely, High, low, -- Rule output fuzzy set: Medium®,
Rule input fuzzy sets: likely, High, medium, -- Rule output fuzzy set: High™, * Rule input
uzzy sets: likely, High, high, -- Rule output fuzzy set: Extreme®, * Rule input fuzzy sets:
likely, High, very high, -- Rule output fuzzy set: Extrerme®, . [Belief, Plausibility] Intervals for
uzzy sets are as followes | Fuzzy Set Megligible [0.000, 0.384], Fuzzy Set: Low [0.000,
0.349], Fuzzy Set: Medium [0.1545, 1.000], Fuzzy Set: High [0.000, 0.720], Fuzzy Set:

v |Estreme [0.000, 0.000), .

4|

|« [»]
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Rank Order Scenarios by Risk

 Rank a scenario by the Highest Non-Zero
Plausibility of Exceeding the “Worst” Fuzzy Set

* For Scenarios with Equal Plausibility, Subrank by
Highest Belief

— Extension of “Probability of Exceedance” approach
e Uses Fuzzy Sets instead of Numbers
» Uses Belief/Plausibility Interval instead of Probability
— Can be “Color Coded”

 Shown for 3 of 5 scenarios in Following from
SAND2007-1301

i . Sandi
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Rank Order Results

Risk for Scenario: CBRNE_1B

-
$ 1 2 3 *
ﬁ\ 0.9 - .
N
E ABelief
g 08 ¢ Plausibility
5 "Likelihood" is bounded by
e 077 Belief (lower bound) and
] Plausibility (upper bound).
% 0.6
8 0.5 ~ Scenarios with non-zero Plausibility of exceeding "High" Risk are of
8 most concern.
ﬁj 0.4 -
Scenario is Ranked by Plausibility (upper bound) with subranking
B 03 by Belief (lower bound).
:8 0.2 - For Scenario CBRNE_1B, "likelihood" of exceeding "High" Risk is:
o Plausibility 0.5
< Belief O
T 0.1 -
=
- 0
. X 7,
O"S‘o Q’@ 6"9/5 7,
-/ 7, Q
% KeS %
% Q,
(o
¥
Fuzzy Set for Risk
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Rank Order Results

"Likelihood" of Exceedance for a Fuzzy Set

Risk for Scenario: CBRNE_2B

1 * * ) ]
0.9 +
0.8 ABelief //
0.7 - ¢ Plausibility Scenarios with non-zero Plausibility of exceeding "High" Risk are

"Likelihood" is bounded by of most concern.
0.6 Belief (lower bound) and
Plausibility (upper bound). Scenario is Ranked by Plausibility (upper bound) with subranking
| by Belief (lower bound).

0.5
0.4 For Scenario CBRNE_2B, "likelihood" of exceeding "High" Risk is:

’ Plausibility 1.0

Belief 0.94

0.3
0.2 1
0.1

0 f f 1 3

Q. < £, 4
/\S\Oﬁ ®®/~ {96 O)/&Q
() e )
2, 00 %
2 9,
Cs,.
2

Fuzzy Set for Risk
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Rank Order Results

"Likelihood" of Exceedance for a Fuzzy Set

Risk for Scenario: CBRNE_5B

1 <
|
|
0.9 l
| ABelief
0.8 | S
. |® Plausibility \
|
"Likelihood" is b ded
0.7 1 : byl elthoodris bounde Scenarios with non-zero Plausibility of
! H " : " H
| | Belief (lower bound) and exceeding "Emerging Concern" Risk are of
0.6 | L second most concern.
| Plausibility (upper
0.5 : bound). Scenario is Ranked by Plausibility (upper
| bound) with subranking by Belief (lower
0.4 - | bound).
|
034 i For Scenario CBRNE_5B, "likelihood" of
' \ exceeding "Emerging Concern" Risk is:
02 | Plausibility 1.0
. : Belief O
|
0.1 |
|
|
(0] A& 1 1 »
Q. < A, 4
%, 2%, % K%
“% % %
% °Q %
(2 9,
(o
<,

40
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Results of Ranking of All Five Scenarios

RANKING FOR SCENARIOS CBRNE_1B through CBRNE_5B

For Exceeding Fuzzy Set “High” the Scenarios rank ordered (decreasing) are:
CBRNE_2B has plausibility of exceedance of 1.0 and belief of exceedance of 0.94
CBRNE_3B has plausibility of exceedance of 1.0 and belief of exceedance of 0.77
CBRNE_4B has plausibility of exceedance of 1.0 and belief of exceedance of 0.64
CBRNE_1B has plausibility of exceedance of 0.5 and belief of exceedance of 0.0

For Exceeding Fuzzy Set “Emerging Concern” the Scenarios rank ordered (decreasing)

(not already ranked for a worse fuzzy set) are:
CBRNE_5B has plausibility of exceedance of 1.0 and belief of exceedance of 0.0

i i Sandia
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Pooling Evidence

Technical Training

i Eour Experts Assign Evidence to Adversary Level of

High School Bachelorsv\ Advancedx
0.4 \0 6
High School Bachelors Advancedx
v
v AN
0.01 0.14 0.85
High Schoc;l Bachelors Advanced
V\
0.4 \ 0.6
High School Bachelors Advancedx
w®
\ 0.3 \ 0.7
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PoolEvidence Tool

File Help
| " New ‘ ™ open | [l save | e Exit
Current Analysis
Vfariables for Analysis Fuzzy Sets for Selected Variahle

|3 variables for Current Analysis: Example 3 Fuzzy Sets for Variable: Adversary Estimate of ScientifiEngineering Expertise Required

D Adversary Estimate of Detection while gathering Resources D low level

D Adversary Estimate of Attributes Required for Aftack D ES lewel

D Adversary Estimate of Scientific/Engineering Expertise Required D advanced

D Adversary Estimate of Scientific/Engineeting Equipment Reguired
D Adversary Estimate of Scientific/Engineering Information Required
D Adversary Estimate of Information Required for Attack

D Adversary Estimate of Casualties

D Adversary Estimate of Economic Damage

D Adversary Estimate of Damage to National Marale

[ Defeat Attack

D Detect Adversaries Gathering Aftributes for Attack

D Detect Adversary Gathering Scientific/Engineering Expertise

D Detect Adversary Gathering Scientific/Engineering Equipment

D Detect Adversary Gathering Scientific/Engineering Information

D Detect Adversary Gathering Infarmation for Attack

D Contamination

D National Econamic Impact

D Recovery Time

D Infrastructure Damage

D Evacuation

D Dead

[ injureain

Show Pooled Focal Elements for Selected Variahle

Experts for Seleted Variable Focal Elements for Selected Expert
3 Experts for variable: Adversary Estimate of Scientific/Engineering Expertise Required =3 Focal Elements for Expert Expert 4
[ Bxpert1 [T} tow level, BS level, with Evidence: 3.00000e-01
D Expert 2 D advanced, with Evidence: 7.00000e-01
D Expert 3
D Expert 4
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o ional
Laboratories




Pooled Evidence

Pooled Focal Elements for Selected Yariable

Pooled Focal Elements for Variable: Adversary Estimate of Scientific/Engineering Expertise Reguired

FOOLED FOCAL ELEMEMNTS FOR ALL EXPERTS

BS level, with Evidence: 1.35000e-01

BS level, advanced, with Evidence: 5.12500e-01

lowe level, BS level, advanced, with Evidence: 2.50000e-03
low level, BS level, with Evidence: 1.74000e-01

advanced, with Evidence: 1.78000e-01

FOCALELEMEMNTS FOR EACH EXPERT
Expert 1
BS level, with Evidence: 4 00000e-01
BS level, advanced, with Evidence: 6.00000e-01
Expert 2
lowy level, BS level, advanced, with Evidence: 1.00000e-02
BS level, with Evidence: 1.40000e-01
BS level, advanced, with Evidence: 8.50000e-01
Expert 3
lowy lewel, BS level, with Evidence: 4.00000e-01
BS level, advanced, with Evidence: 6.00000e-01
Expert 4
lowy lewel, BS level, with Evidence: 3.00000e-01
advanced, with Evidence: ¥.00000e-01
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e Operational
— Maturity Level V

Current Status/Capabilities

J [ Sandi
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e Future Capabilities

— Integrate LinguisticBelief and PoolEvidence into
One Package

— Port to Server as Java Server Page for Use on Web

Vision

J [ Sandi
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e Applications to Date
— DOE Nuclear Materials Site
— International Terrorist Risk Model
— DHS Planning Scenarios

e Future Applications

— DOE Quantitative Uncertainty for Radiological
Dispersal

* Not a Terrorist Risk Problem

Customers

J i Sandi
47 jldarby@sandia.gov @ . a?ioll?al
Laboratories



}'

Y 06

— $50K Support for DOE Evaluation of Security at
Nuclear Materials Site

Y Q7
— $95K LDRD
Y 08

— $105K for Quantitative Evaluation of Radiological
Dispersal

Funding History
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