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INTRODUCTION
Overview of Work

Effective management of mllltarlly critical technology—-that
is, technology that could make a significant contribution to the
mllltary capablllty of a potentlal adversary to the detriment of
US national security~-is a primary concern in defense policy.
Malntalnlng the technological superiority is a cornerstone of
Western military planning. The US technology securlty program
plays a fundamental role by ensuring that technology is properly
identified as a valuable resource and prudently invested in the
mutual defense of our allies, while being protected from
exploitation by potential adversaries.

Within the US Army, the Army Materiel Command, Assistant
Chief of Staff for Intelligence (AMC/ACSI) has broad
responsibilities for implementing DoD technology security
policy. Spec1f1cally, ACSI is respon51ble for identifying
mllltarlly critical technologles in US Army systems and for
recommendlng appropriate technology security guidelines for those

technologies.

Orion Enterprises, Inc.’s (OEI) broad background and
involvement in technology security has given the program an
ability to identify and adapt to rapidly changing requirements.
This ability has allowed us to anticipate the project’s needs and
respond to those needs in a timely way. As a result, the
AMC/LANL/OEI work has become an important factor in, and a model
for, a number of initiatives in technology security and export
control policy development and program implementation in
international arms cooperative efforts.

In the 1980’s the acquisition by the Soviet Bloc of US
militarily critical technology was the principle focus for the
Army’s Technology Security Program. However, recent global
political changes are leading the United States to reconsider and
extend its scope of coverage. These new concerns encompass not
only West-to—-East trade but also a North-~to-South transfer and
trade with Third World countries. The recent Persian Gulf
crisis, in particular, underlies the importance of effective
technology security to control critical technologies. The US
Army technology security program, by identifying and providing
explicit guidance for the protection of critical technologies, is
an essential element in impeding the flow of technology that
could be damaging to Allied Forces in such conflicts.

Statement of Work

The Statement of Work tasked OEI to provide subcontractor
support for Los Alamos National Laboratory, International
Technology Division’s effort on the Army Technology Security
Program (ATSP). To meet the programs stringent delivery rates
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and deadlines requires personnel with broad technical backgrounds
and detailed familiarity with the MCTL. The project further
demands understanding of current technology security issues,
foreign military sales (FMS)/exports, technology transfer
mechanisms, and the ability to provide rapid response to travel
schedules and reporting requirements. In addition, OEI was
responsible for providing general project administrative and
technical support to Los Alamos and AMC for the tasks described
below.

This effort was divided into four areas of support. These
being:

= Task 1--Weapon System Technical Assessments (WSTAs),

] Task 2--Advanced Technology Assessment Reports (ATARs),
= Task 3--Quick Response, and

" Task 4--Information Systems (report previously

submitted).

Scope of Report

This report summarizes the performance of the Army’s
Technology Security Program over the span of the contract period
(1 August 1988 to 28 February 1991). It covers the results and
accomplishments of the first three tasks identified in the
Statement of Work. The major effort on Task 4 Information
Systems was terminated because of funding limitations. Work was
completed and the final report on Task 4 was provided
separately. This report addresses only Tasks 1 through 3.
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RESULTS AND ACCOMPLISHMENTS
Overview/Context of Changing Requirements
New Directions in Technology Security
CoCom and US Export Controls

One of the primary external factors effecting the ATSP will
be the political changes in Eastern Europe, and the resulting
liberalization of world trade. Many technologies and products
that were previously controlled to all destinations for national
security reasons have been, or within months will be, entirely
free from embargo. For example, many 16-bit microprocessors and
multilayered printed circuit boards were released for transfer to
the Soviets. These are technologies that were previously
recommended in the WSTA’s for release only to allies.  US Army
guidance for FMS and technology transfer must now be updated to
be consistent with our overall national export control and trade
policy.

Another rapidly changing aspect of US policy is revision of
the Missile Technology Control Regime (MTCR), which will form the
basis for a new set of North-South oriented control of products
and technologies for nuclear and CBW delivery systems. These
too, must be reflected in future Army assessments.

International Armament Cooperative Programs (IACP)

Over the life of this project, we also saw a dramatic
increase in the emphasis placed on technology sharing and
international cooperation.

IACP involves a broad range of activities supporting
development and implementation of technology security policy.
The major effort included development and documentation of the
process for negotiating and concluding international agreements
(the Technology Assessment and Control Plan (TA/CP)); procedures
for visits and accreditations of foreign defense professionals
and exchange personnel; and policy for disclosure of classified
and controlled unclassified defense technical information under a
wide range of exchange mechanisms.

For the past several years OEI has been directly involved in
work in these areas. In addition to development of the TA/CP,
and visits procedures, OEI personnel provided the primary support
for the Canadian Joint Certification Program and implementation
procedures.
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Defense Critical Technologies Plan

A third change has been the legislatively mandated emphasis
on more comprehen51ve R&D planning, as reflected in the Defense
Critical Technologles Plan (DCTP). (The DCTP uses the term
"critical" in a different context than the MCTL--i.e., it
identifies the twenty areas of technology that are most critical
from an R&D 1nvestment perspective.) This prov1des 1n51ghts
useful for asse551ng the 1mportance of the developlng, sharing,
and protectlng technologies critical to future military systems.
At the same time the ATSP (and especially the WSTA’s on programs
in advanced development and the ATARs) prov1de key information
regarding real-world military development activities.

MCTL

Finally, the MCTL itself is evolving. The organization of
the MCTL is changing to reflect that of the new export controls.
The supporting analysis and documentation is being expanded to
include more detailed discussion of military systems, foreign
capabilities, and related technologies. The WSTA’s and ATAR’S
should serve as an important source of information for developing
both the MCTL itself, and the supplemental information.

TASK 1 AND 2--WSTAs and ATARs
General
WSTAs

Orion performed technology security analysis of selected US
Army weapons systems and provided draft WSTAs to LANL in the
approved format. In this task OEI:

Reviewed detailed technical documentation supplied by LANL,
the Army, and Army contractors on selected weapons systens.

Acquired additional weapon system descriptions and
documentation from written sources and verbal interviews as
necessary. Interviewed the prime contractor and
subcontractor personnel and, in some cases, Army laboratory
and intelligence personnel. Accordingly, travelled to
numerous locations across the United States to complete
these evaluations.

OEI used its in-depth background knowledge of the Department
of Defense’s MCTL, the Department of Commerce’s Commodity
List (CL), and the State Department’s International Traffic
In Arms Regulations (ITAR). Orion analyzed and compared
critical items within AMC-specified weapons (at the
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subsystem, component, or technology level) that are
identified by the MCTL, CL, and ITAR, and categorized them
according to their levels of concern.

Reviewed and incorporated AMC comments into WSTAs at draft,
final draft, and final stages. Addressed comments and
concerns raised by LANL technical reviews at all document
stages.

Updated and revised existing WSTAs to reflect weapon
program improvements or changes in technology.

ATARSs

OEI also generated draft ATARs for LANL in the approved
format. 1In this task OEI:

Conducted technology security analyses and prepared
assessment reports in selected advanced technology areas.

Integrated technical analyses performed by LANL into the
format approved by AMC, including the addition of technology
security guidelines.

Evolution of Studies, Content and Format

WSTA’s and ATAR’s changed greatly over the life of the
project. The coverage and detail of material/analysis increased
significantly. The use and policy exposure of these products
also increased. These reports are used by Headquarters,
Department of the Army, Office of the Deputy Chief of Staff for
Intelligence, Technology Transfer and Foreign Disclosure Division
(DAMI-CIT) and Defense Technology Security Agency (DTSA) as
references in export control decisions. They will be a major
asset for DoD’s Technical Review Groups in the revision of the
MCTL and in formulating guidance for the CoCom Core List.

OEI anticipated the impact that the liberalization of
controls would have on technology security due to the rapid
political/economic changes occurring in the world today. This
was reflected in the evolution of the ASTP’s products. These
changes have made the WSTAs/ATARs a vital and important asset for
international technology security and export control. The program
has evolved, and continues to evolve, with greater emphasis on
identifying opportunities in the cooperative R&D exchange/
arrangements in the international arms industry. Our studies now
address time-phase release of technology in a manner that allows
cooperation, while protecting against premature and/or
unnecessary release or disclosure of militarily critical
technologies.
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In addition, the overall readability of the WSTA was
improved. Primary changes included a more concise Executive
Summary containing basic information necessary to convey an
overview of the program and the system. We added several
graphics presentations which helped simplify the Executive
Summary. A breakout graphlc was introduced (see Figures 1, 2,
and 3 for examples) showing the relationship of the system’
subsystems and their critical elements. This change increased
the understandability of the weapon system and its components by
identifying pertinent critical technologies indigenous to each
subsystem in an easily interpreted graphic format.

Orlglnally, weapon systems transfer guidelines were provided
in text. This was replaced by the Summary Guidelines Chart (see
Figure 4) . This graphic prov1des a very clear, understandable,
overview of the transfer guldellnes that explain the general
level of technology securlty concerns involved with different
possible transfer mechanisms. We also developed new definitions
that addressed the latest status quo in the export control .
regulations. These new definitions pertained to the criticality
of concern of the transfer (e.g., LOW, MODERATE, SIGNIFICANT, AND
EXTREME) to candidate destination areas (friendly nations,
allies, and closest allies). The guidelines were expanded to
address the impact of unauthorized disclosure of technical
information, data packages, or reverse engineering potential for
the critical elements imbedded in a system. This analysis of the
potential negatlve impact of the technologies released aided
decisionmakers in formulating an 1nformed export transfer/control
action.

The MCTL has been the primary reference of the WSTA/ATAR
program. Because of the rapid advancement in technology, changes
in the control arena and the fact that the MCTL is only updated
every two years, it became evident that to be technically current
more narrative text explaining the technology’s criticality was
needed. OEI suggested that the document could be made less
dependent on the MCTL with a few simple changes. The notes and
tables in Section IV.C Controlled Technologies were reversed
(originally, the MCTL-referenced tables appeared first) and the
narrative analysis was expanded. Placing greater emphasis on the
substance of the technology improved the documents currency and
technical validity and provides the audience with a more complete
and easily assimilated discussion of critical technologies and
rationale for control.
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FIGURE 1. Heavy Force Modernization ramuty ot venicles, Primary Subsystem Areas
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ELEMENTS OF SYSTEM
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Figure 2. Apache System Overview
- 8 -




9-X38-1032U-1

I IDO0TE SWOVIL AWy ay) ul Sudway [29111) Jo Jnoyealq ¢ dandiy

TATAISSVIONN
¢ SI01eU0}S
€T+ 1TLOW) (TT611LOW) .m@wsz.w%w@.Ea-wsﬁam
Josusg pued NI Aeg aal0soy pue Aremig :
v (01 TLOW) .
TLOW) STEUSIEA 1010019CT voneoynuep] ‘aon (I'0z TLOW) swatsis
Jo uonesytng pue uoneredaiyg -1u800aY ‘uonjestyisser) jde], pue syusuodwo)) peayrep
7L TLOW) @eL TLOW (0 PU® "€°0C ‘2°0C TLOW)
$10J9919(] J01ONPUOITRS SINAIOOINA PUGAL] s[euatey onedieuyg
(T10Z TLOW)
(1L 1LOW) . &'T1 TLOW) aononpold spunodwo)
SINAMOOIIA] Buissasoig reudiy saatsopdxy owesio
el SOINOY IO T AONVAND TYNINTAL T 3eL) SAVANIVAL
(SAVAHIVM YOWYV-IINV |
QIAIND-ATTYNIAYAL I TV NATAIANIT 97) o™
(310074 s¢ aures) AVNIAC VT O0 T _

(O =7
Sy SUE

(I D014 se omreg)

a1 4of 1d20%2 jp21UapT 240 [] YDO'TG PUD | XDOT14) dmguzﬁ:a:“ [BL) SWHISASHIS
11300714

(rwaishsqns poayivmypooiivd




9-X38-1032U-1

I T |

m Specific threat characteristic data and sensitive operating characteristics

=z should not be transferred. ‘

E BLOCKII FULL COASSEMBLY FULL COPRODUCTION|CODEVELOPMENT OF

5 OF BLOCK II OF BLOCK I/BLOCK II |{BLOCK I/BLOCK II*

=

Z FULL COASSEMBLY -
25 OF BLOCK I* LIMITED COPRODUC- | 1DP for Form, Fit, and
w TION OF BLOCK II* Function Necessary to
Sz LIMITED COASSEM- Support Design Integra-
O S BLY OF BLOCK II * tion*
o @
<9
S E
E% é LIMITED COASSEM- | LIMITED COPRODUC-
Z ) BLY OF BLOCK I * TION OF BLOCK I*
2 2

% BLOCK1

2

END ITEM COASSEMBLY COPRODUCTION CODEVELOPMENT

*  See appropriate part of Section IILB for more detailed guidelines.

DEFINITIONS OF LEVELS OF CONCERN:

EXTREME: Items whose performance or extractable technologies support unique US operational advantages in primary mission
areas. (Typically, items whose inspection or use will reveal critical system vulnerabilities or susceptibilities, or technologies
wherein the US enjoys a significant worldwide lead in military applications.) Items in this category will not normally be

approved for release.

MODERATE: Other items whose acquisition and exploitation by potential adversaries could significantly impact US Army

mission capabilities.

LOW: Hardware, software, or technical data whose acquisition and exploitation by potential adversaries would have marginal
impact on US Army operational capabilities.

(See Section I A for more complete definitions.)

Figure 4. Summary Guidelines for the Army TACMS
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Studies Completed

List of WSTAs/ATARs successfully completed from 1 August
1988 through 1 March 1991.

Initial Draft

Optical Improvements Program (OIP) ATAR

Single Channel Ground Airborne Radio System (SINCGARS)
Improved Guardrail

Short Range Thermal Sight (SRTS)

Lightweight Manportable Radio Direction Finding System (LMRDFS)
ASE-Volume I--Radar Countermeasures

ASE-Volume II--Infrared Countermeasures
ASE-Volume III--Electrooptical Countermeasures and Decoys
J-STARS

LHX Technology Security Risk Assessment

LHX ATAR

FOG-M (Non-Line-of-Sight-Missile)

OIP ATAR (Draft #2)

HFM

MSE

Longbow

AN/TRC-173/-174 Radio Terminal Set

Thermal Weapon Sight (TWS)

HFM (Draft #2)

HFM (Draft #3)

Autonomous Precision Guided Munitions (APGM) ATAR
Avenger :

FOG-M (Draft #2)

Longbow (Draft #2)

OIP ATAR (Draft #2)

Army Tactical Missile System (ATACMS)

Tunable Laser ATAR

Anti-Armor ATAR (update)

ATACMS (Draft #2)

OIP ATAR (Draft #3)

SINCGARS (Draft #2)

LH WSTA

Avenger (Draft #2)

MSE (Draft #2)

MMIC ATAR

AAWS-M

Corps-gaM

FAAD-C

Common Hardware/Software

Multipurpose Individual Munition
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Final Draft

Quickfix
PLRS/EPLRS
Stingray

REMBASS (Remotely Monitored Battlefield Sensor System)
SINCGARS

Regency Net

Apache AH-64
Stinger

Cobra/TOW

Patriot

TOW 2

Improved Guardrail

TASK 3-—-Quick Response Tasks
General

Orion provided on-site response and technical support to AMC
resolving specific issues arising from the Army’s review and use
of WSTAs/ATARs, and topics of interest in the technology
security/export control areas. Quick responses included tasks in
several basic areas, these being:

n Policy-related studies and analysis, and
n Specific technical analysis.

Also, additional support included attendance at meetings,
phone discussions and preparation of point papers to assist AMC
in their role as security experts.

AMC Support

OEI completed several major projects between October 1989
and March 1991 supporting primarily three offices: Headquarters,
Army Materiel Command (AMC); Headquarters, Department of the
Army, Office of the Deputy Chief of Staff for Intelligence,
Technology Transfer and Foreign Disclosure Division (DAMI-CIT);
and the Office of the Deputy Under Secretary of Defense for
Security Policy (ODUSD(SP)).

Support to AMC included:

n Multiple Launch Rocket System-Terminally Guided Warhead
(MLRS-TGW) program pamphlet of security procedures (see
Attachment #1),

] Point paper for AMC on international participation in
the Light Helicopter (LH) Program (see Attachment #2),
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An industry briefing for the LH program (see
Attachment #3),

White papers on microprocessors used in US Army
systems (see Attachment #4),

Analysis and documentation of results from an AMC
questionnaire pertaining to WSTAs (see Attachment #5),

Briefing material for an AMC Technology Security
presentation,

Summary analyses and briefing charts on the
relationships between TA/CP and WSTA/Foreign Disclosure
Plan (FDP),

Guidelines for Preparing Munitions License
Applications (see Attachment #6),

Requirements of the Foreign Disclosure Plan (FDP) (see
Attachment #7),

Language for Interim Changes to AR-70-1 (see Attachment
#8),

North American security initiative, and

Army Tactical Missile System (TACMS) congressional
briefing paper.

DAMI-CIT Support

OEI assisted DAMI-CIT in a variety of quick response tasks,

including:

Preparation of a short talking paper on technology
security considerations in the Army Acquisitions
process;

Development of an MOU between the Services, DIA and
DTIC to streamline DTIC document requests from certain
embassies; and

Development of preliminary draft changes for a re-write
of Army Regulation 380-10 Policy for Disclosure of
Military Information to Foreign Governments.

_OEI also supported DAMI-CIT in its role as designated lead
service activity for certain international programs for
Support to ODUSD(SP) included:

ODUSD (SP) .
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n Documentation for the U.S.-Canada Technology Sharing
and Security Subcommittee and development of the
US-Canada Joint Certification Program pamphlet (see
Attachment #9);

] Assistance for developing DoD Policy for US Contractors
on Unclassified Canadian Visits to DoD installations or
DoD Contractor facilities (see Attachment #10);

» A study examining the possible relocation of the Joint
Certification Office;

L] Examination of the legal weight of Canadian "PROTECTED"
information in US security procedures; and

. Review of DoD Directives 5230.24, Distribution
Statements on Technical Documents and 5230.25,
Withholding of Unclassified Technical Data from Public
Disclosure with suggested additional changes to
acknowledge incorporation of Canadian contractors into
the term "qualified contractor."

Further support for ODUSD(SP) also included the development
of four draft DoD Directives (later combined into two) - draft
DoD Directive 5230.20 (see Attachment #11), Control of Foreign
Representatives (to include the previously separate directive,
DoDD 5230.xx on personnel exchanges) and draft DoD Directive
5230.11, Disclosure of Classified Military Information to Foreign
Governments and International Organizations (which combined DoD
Directive 11 and Instruction 17, Procedures and Standards for
Disclosure of Military Information to Foreign Activities).

"Quick response" support also was provided for the TA/CP,
previously developed by Orion, as it underwent several minor
revisions. Numerous other small "quick response" tasks performed
for ODUSD(SP) involved preparation for, and support for, review
and coordination of these documents and analysis and revisions of -
directives to incorporate results of inter-service review.

- 14 -
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LESSONS LEARNED AND RECOMMENDATIONS

The crisis in the Persian Gulf, the rapidity of recent
changes in Eastern Europe, the continuing instability of the
Soviet Union, and the increasingly advanced technological
progress made by Third World countries have all reinforced the
urgent need for more flexible and responsive technology security
analysis. Subsequently, WSTAs/ATARs will need to become more
responsive because of their integral part in formulating FDPs,
TA/CPs, and International Armaments Control Plans (IACPs).
Scheduling priorities and deliveries must respond to real world
situations/scenarios if the ATSP is to remain a driving force in
technology security and export control.

Because of the development and subsequent review process
these documents presently take anywhere from nine to eighteen
months to become final approved documents. (See Figure 5 for the
WSTA Development Process and Figure 6 for the ATAR Development
Process.) When major systems with AMC urgency are needed and the
review process has been reduced by direct interaction between OEI
and the Army PMs and PEOs response time has improved. Examples
of these successes are LH, CORPS-SAM, Army TACMS, and Heavy
Forces Modernization (HFM) all of which needed WSTAs to respond
to milestones and/or to seek international cooperation. Lessons
learned in these programs should be incorporated into the
standard operating procedure for all WSTAs/ATARs.

The program should continue to focus on the needs of the
users in the technology transfer/export control community.
Technology security is dynamic by nature and we should endeavor
to seek increased audience exposure/review, even if this
necessitates further changes to the format and content of the
documents. :

The WSTA/ATAR documents provide a wealth of information if
used with the understanding that they are guidance documents and
with some intuitive reasoning/analysis they coupled with the
technology security classification guide can provide the
necessary information to formulate the Foreign Disclosure
Guidelines.

Every effort should be made to continuing a refining process
to enhance the documents usefulness.

- 15 -
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INTRODUCTION

The Multiple Launch Rocket System/Terminal Guidance Warhead (MLRS/TGW) Program
is a multinational cooperative program involving the United States, Great Britain, France and
Germany. The Program is sponsored by U.S. Army Missile Command (MICOM) and is a joint
venture special security agreement between Martin Marietta, Diehl GmbH, Thomson CSF and
Thorn EMI. Together, these four corporations have formed a joint venture, U.S. company, called
MDTT, Inc., to work on the MLRS/TGW Program.

JOINT VENTURE SPECIAL SECURITY
AGREEMENT - MLRS/TGW
MZ::;:A - DIEHL ““‘(’;iON THORN
M) ©) M Eml

U.S. ARMY
MICOM
SPONSOR

MODTT, INC.

U.S. COMPANY
Figure 1

The MLRS/TGW Program requires the release of classified military equipment and
information and controlled unclassified technical data. This security plan describes the procedures




that have been developed and adopted by the National Security Authorities (NSA) for the
MLRS/TGW Program to ensure the proper protection of information shared in the program. It
covers all aspects of transfer of material and information including physical release and oral and
visual disclosure via visits of foreign personnel. The following procedures also are addressed in

this pamphlet:

* Procedures and documentation required for the hand carriage of classified
information and material, including procedures for approval and use of
contractor courier personnel.

* U.S. Customs procedures for importing foreign material.

* Security communications and related physical security, operating procedures,
record keeping and time allocation for administrative and custodial duties.

* U.S. and foreign security classification procedures for MLRS/TGW informa-
tion.

* Visit procedures for recurring visits and emergency visits.

* Responsibilities of the Designated U.S. Representative, and designated
contractor personnel.

* International transportation and shipping plans for classified and high-value
shipments.

* Operational security.




ACRONYMS

COMSEC - Communications Security

COR - Central Office of Recrod
DA - Department of the Army

DCS - Defense Courier Service

DD - Department of Defense

DIS - Defense Investigative Service

DISP - Defense Industrial Security Program

DLA - Defense Logistics Agency

DLSSO - Defense Logistics Standard Systems Office
DoD - Department of Defense

DSA - Designated Security Authority

GFE - Government Furnished Equipment

HTSUS - Harmonized Tariff Schedules of the United States
ISM - Industrial Security Manual

ISR - Industrial Security Regulations

ITAR - International Traffic in Arms Regulations
MAPAD - Military Assistance Program Address Directory
MICOM - (U.S. Army) Missile Command

MLRS/TGW - Multiple Launch Rocket System/Terminal Guidance Warhead
MMMS - Martin Marietta Missile Systems

MOD - Ministry of Defense

MOU - Memorandum of Understanding

NATO - North Atlantic Treaty Organization

NPO - National Program Office

NSA - National Security Authority

OPSEC - Operations Security

SOop - Standard Operating Procedures

STU - Secure Telephone Unit

TAC - Type of Address Code

(SN - United States

USG - United States Government
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CHAPTER 1
HAND CARRIAGE OF CLASSIFIED INFORMATION

CONTRACTOR COURIERS

The standard method of transmitting classified documents across international borders is
through government-to-government channels. These are routes which have been certified by indi-
vidual governments as being secure and involve constant physical control by govermment
employees.

Except for NATO, there were no provisos in U.S. regulations for the use of U.S.
contractor couriers to hand carry classified material outside of the U.S. mainland, its possessions
or trust territories. In December 1986, the Defense Investigative Service (DIS) approved the use
of U.S. contractor couriers acting on behalf of the U.S. Government (USG) to carry out the over-
seas transfer of classified material. European industrial couriers have been in place since the
MLRS/TGW Program’s inception. Contractor couriers are limited to documentation and
hardware that can be carried in the aircraft cabin.

All MDTT, Inc. personnel and Martin Marietta Missile Systems (MMMS) personnel who
undertake any international travel relating to the MLRS/TGW Program must have proper
documentation and follow the correct procedures in accordance with the International Traffic in
Arms Regulations (ITAR) (Title 22, CFR, Sections 120-130), Department of Defense (DoD)
5220.22-M, "The Industrial Security Manual For Safeguarding Classified Information," (short
name: Industrial Security Manual (ISM)) and company security policies.

Contractor couriers may be used on a case-by-case basis with approval of the Designated
Security Authority (DSA) when official government-to-government channels are not reasonably
available or transfer through government-to-government channels would result in a delay that will
adversely affect performance on the MLRS/TGW Program. The U.S. DSA for the MLRS/TGW
Program, approved by U.S. national authorities to be responsible for the security aspects of the
MLRS/TGW Program, is U.S. Army MICOM. :

Hand carriage is permitted only by an appointed courier of classified documents. The
courier must maintain personal control over them at all times. The highest classification must
not exceed "SECRET" and the documents must have been authorized by the owning government
for release in conjunction with the MLRS/TGW Program. (Participating governments may impose
a lower maximum classification level on the documents to be hand carried).

A contractor courier must be a permanent employee of the dispatching or receiving
company and possess a personnel security clearance to at least the level of the classified
documents which are to be hand carried.




The courier must be provided with a "Courier Certificate,” written in English and - on the
reverse - in the national language of one or more of the participating countries. The "Courier
Certificate” will be stamped and signed by the DSA and by the company Security Officer of the
dispatching country. "Courier Certificates” will bear the date of the beginning of the journey and
will be valid for one journey only (the journey may include more than one stop) and must be
returned to the issuing DSA through the dispatching company’s-Security Officer immediately
after the end of the journey. The Security Officer must ensure that the courier possesses a valid
export license, or other appropriate government authorization, if required.

A copy of the "NOTE FOR THE COURIER," outlining the courier’s responsibilities, will
be attached to the Courier Certificate. The courier must be aware that the non-fulfillment of his
or her obligation to safeguard the classified information contained in the consignment and/or any
other negligent action chargeable to him or her that gives rise to a security breach, will constitute
not only a matter of contractual obligation but also a matter of possible penal responsibility. In
the event of a breach by the courier, the dispatching authority may request the authorities in the
country in which the breach occurred to carry out an investigation and report their findings to
the dispatching authority and take legal action as appropriate.

Before each used "Courier Certificate" is returned to the issuing DSA both the courier and
the Security Officer will sign a declaration at the bottom of the "Courier Certificate" certifying
that no situation occurred that might have compromised the security of the consignment during
the journey.

The dispatching company Security Officer will make out three copies of a receipt, listing
the classified documents to be hand carried by the appointed company courier. One copy will be
retained by the dispatching company Security Officer and the other two copies will be packed
with the classified documents. The documents will be wrapped and sealed and placed in a
container approved by the courier’s national security authorities, by or in the presence of, the
company Security Officer or a designated Government Representative in accordance with national
procedures. The addresses of the Security Officer of the receiving and dispatching company or
designated Government Representative will be shown on the inner and outer envelope or

wrapping.

The Security Officer of the dispatching company will instruct the courier in all of his or
her duties and ensure that he or she understands them and completes the declaration shown
below. The Security Officer of the dispatching company, or a designated Government
Representative, also must obtain from the courier a receipt for the sealed package.

The courier will be responsible for the safe custody of the classified documents until they
are handed over to the receiving company Security Officer or a designated Government
Representative, and a receipt has been obtained as evidence of delivery.

The receiving company Security Officer or the designated Government Representative,
will sign both copies of the receipt in the package. One copy will be returned to the courier.
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On his return the courier will pass the completed receipt to the dispatching company Security
Officer or to the designated Government Representative. The second copy of the receipt will be
forwarded by the receiving company Security Officer or the designated Government Representa-
tive to his or her DSA who is responsible for ensuring that the classified documents are properly
protected while they are in that country’s custody.

The receipt, which is packed with the classified documents, must contain the following
details:

1. Exact description of the classified documents (originating organization, date of
issue, copy number, registry reference number and number of pages, including
annexes).

2. Date and time of handing over of the package to the addressee.

3. Name and position/appointment of the individual that signed the receipt.
4. Stamp or official seal of recipient’s organization.

5. Signatur¢ of the recipient.

The dispatching company Security Officer will notify the receiving company Security
Officer or a designated Government Representative of the anticipated date and time of the
courier’s arrival. If the courier has not arrived within 24 hours of the expected time of arrival,
the receiving company Security Officer or designated Government Representative, after
investigation including consulting the dispatching company Security Officer, will notify their
DSA, unless officially notified otherwise of a change to the courier’s itinerary.

Throughout the journey the classified documents will remain under the direct personal
control of the courier. In particular, they must not be 'left unattended at any time during the
journey, either in the transport being used, in hotel rooms, cloakrooms, or other such locations,
nor may they be deposited in hotel safes, luggage lockers, or in luggage offices. Envelopes or
packages containing the classified documents must not be opened en route, unless required by
the Customs or other designated public officials.

The courier will comply with official requests to open classified consignments by Customs
or other public officials. When inspection is unavoidable, care should be taken to show only
sufficient parts of the contents of the consignments to enable the officials to determine that the
consignment does not contain any items other than those declared.

In cases where the consignment is opened, to comply with a request by Customs or other
public officials, the courier will notify his company Security Officer who will notify his DSA.
If the inspecting officials are not of the same country as the dispatching company, the responsible
NSA whose officials inspected the consignment also shall be notified.
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Under no circumstances will the classified consignment be handed over to Customs or
other public officials for their custody.

When carrying classified documents, the courier will not travel:

1. By surface routes through countries that are not participating in this arrange-
ment, except as agreed by the DSAs;

2. On carriers of, or by air routes over countries designated by NSAs. Further
advice on this matter may be requested from the DSAs, if necessary.

In cases where documents classified RESTRICTED are being carried, national security
regulations will apply.

HAND CARRIAGE OF CLASSIFIED EQUIPMENT AND COMPONENTS

The above procedures also govern the urgent hand carriage by couriers of equipment
and/or components classified "SECRET" or below relative to the MLRS/TGW Program.
Participating governments may impose a lower maximum classification level on the equipment
or components to be hand camried. The consignment will be of such size, weight and
configuration that it can be retained at all times in the personal possession of the courier or

accompanying security escorts.

The following requirements, in addition to the requirements cited above, also govern the
urgent hand carriage by couriers of equipment or components classified "SECRET" or below
relative to the MLRS/TGW Program. Participating governments may impose a lower maximum
classification level on the equipment or components to be hand carried. The consignment will
be of such size, weight and configuration that it can be retained at all times in the personal
possession of the courier or accompanying security escorts. Except as modified in this section,
the provisions for hand carriage of classified documents apply.

1. The "Courer Certificate” is to be used only to verify the bona fide of the
courier and to avoid direct inspections of the hand carried items or, if an inspection is
unavoidable, to have it done under security conditions. It will not be used as an instrument to
avoid obligations on the exportation, importation and/or transit of material subject to export or
import laws and regulations.

2. The Security Officer of the dispatching company, in collaboration with the
company export officer and a security cleared forwarding agent if necessary will:




a. Obtain approval for the urgent transfer of the classified consignment by the
national program office (NPQ) or MLRS Program Director, Contracting
Officer and responsible DSAs; as required by national regulations;

b. Verify the content of the consignment against a receipt and/or shipping
documentation; :

c. Provide the courier with the consignment to be hand carried, packaged in
accordance with the existing national security regulations, after having
accomplished the necessary administrative and customs requirements for
exportation;

d. Provide the courier with the documentation necessary to carry the consign-
ment out of the exporting country, for transit through or stops in intermedi-
ate countries (if any) and to enter the destination country;

e. Provide the courier with the inventory of the consignment, if an inventory
is not in the above described documentation; and

f.  Arrange for customs and security officials at the port of embarkation and
debarkation, as well as diplomatic and military authorities of intermediate
and destination countries, to be notified of the shipment and request their
support.

3. The courier also must receive from the dispatching company’s Security Officer
all the instructions necessary to fulfil the operations of legal introduction and secure final delivery
of the consignment in the country of destination. Such instructions will provide for unforeseen
difficulties that may hamper or make it temporarily impossible to deliver the consignment to its
final destination. Therefore, they must contain appropriate addresses and telephone numbers of
company and government officials in the countries to be transitted and entered, who may be
contacted for assistance. They may be the addresses and telephone numbers of:

a. Diplomatic or consular authorities or defense attaches of the courier’s
country;

b. Police or other governmental authorities of the country where the courier
has encountered difficulties;

c. The Security Officer of the receiving company.

4. In the event of difficulties, the courier will report only what is necessary to let
the authorities understand the problem. Identification will be on the basis of the details of the
"Courier Certificate", without revealing details concerning the consignment. The courier may
reveal the number, weight, volume and dimensions of the consignment but not the nature of its
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contents. In no case will the courier relinquish control of the consignment until it is delivered

in accordance with the security instructions.

5. The Security Officer of the receiving company will inform the DSA of the
anticipated classified consignment, and administrative formalities.
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CHAPTER 2
CUSTOMS PLAN (U.S.)

The Office of Defense Trade Controls, Department of State, requires the appropriate
Temporary Import License for certain British, French and German Government-owned materials
and components being sent for repair, assembly, or test in connection with the MLRS/TGW
Program, that are imported temporarily into the United States under the auspices of a blanket
duty-free authorization granted under subheading 9809.00.40, Harmonized Tariff Schedules of
the United States (HTSUS).

All materials imported will remain the property of the British, French and German
Governments while in the United States. All shipments will bear the code word "GRIDDLE".
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CHAPTER 3
SECURE COMMUNICATIONS

STU II NETWORK

In October 1985, the idea of establishing a secure link between the MLRS/TGW Joint
Venture partners, t0 communicate via encryption voice and facsimile, was presented to U.S.
Army MICOM and to the Joint Venture partner governments. MICOM issued authorization for
use of secure voice network communications equipment for the MLRS/TGW Program via the
Department of Defense Contract Security Classification Specification (DD Form 254).

MDTT, Inc., the Joint Venture company for MLRS, developed standard operating
procedures (SOP) to cover:

1. Physical security

2. Operating procedure

3. Record keeping

4. Time allocation

In May 1987 all governments approved the use of the STU II in a “"close net" for

MLRS/TGW data only. The net is comprised of the four Joint Venture partners and their
governments. Delivery of keying material for the STU II equipment is performed by the Defense
Courier Service (DCS) at the written request of the MICOM MLRS/TGW Program Contracting

Officer. Previously, the contractor’s DD 254 was accepted by DCS as contract officer’s approval.
This is no longer the case.

The STU II network is composed of the following companies and government offices:
1. MDTT, Inc. - Net Control (Orlando, Florida, U.S.A.);
2. Martin Marietta Missile Systems (Orlando, Florida, U.S.A.);
3. Diehl GmbH & Co. (Roethenbach, West Germany);
4. Thomson CSF (Malakoff, France);
5. THORN EMI Electronics, Ltd. (Feltham, United Kingdom);

6. MICOM MLRS/TGW Program Management Office (Huntsville, Alabama,
U.S.A);
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7. Federal Republic of Germany MLRS/TGW Program Management Office
(Bonn, Germany);

8. Republic of France MLRS/TGW Program Management Office (Paris, France);

9. United Kingdom. MLRS/TGW Program Management Office (London,
England).

MDTT, Inc. presently is seeking purchase approval for GFE Encryption Devices to
transmit classified software data from flight test programs as well as timely software updates
between the field test sites and MDTT, Inc, and among the Joint Venture partners.

MLRS/TGW
SECURE COMMUNICATIONS NETWORK

PMOTT. INC

Figure 3-1




ADMINISTRATIVE REQUIREMENTS

Each station is required to provide Net Control (MDTT, Inc.) with written assurance that
their national directives meet the following, minimum U.S. requirements:

1.

2.

Identification and location of the STU II equipment.

Identification and telephone numbers (office and home) of the primary and
alternate persons responsible as COMSEC custodians.

Local procedures for denying access to COMSEC material and equipment by
unauthorized persons.

Method to be used to account for COMSEC equipment and keying material.

Local procedures covering the removal, transfer, maintenance and repair of the
COMSEC (STU II) equipment.

Local procedures for the destruction or return of COMSEC equipment and
material.

Method used to receive and store the key.
Identification of the person(s) authorized to key and/or re-key the STU IL

Local procedures for reporting actual security violations regarding the STU II.

CUSTODIAL RESPONSIBILITIES

The U.S. requires that the COMSEC (STU II) Custodian, or Alternate(s), be responsible
for the receipt, custody, issue, safeguarding, accounting,and disposition and destruction of
COMSEC material. Each station is required to provide Net Control (MDTT, Inc.) with written
assurance that their national directives meet the following, minimum U.S. requirements:

1.

Protect COMSEC material and limit access to personnel with valid clearances
and need-to-know for the classification level of the material.

Receive, receipt for, and ensure the safeguarding and accounting of all material
issued to the COMSEC account.

Maintain appropriate COMSEC accounting and related records.




10.

11.

12.

Conduct a semi-annual inventory, or an inventory upon the appointment of a
new custodian, wherein all material in the account is physically sighted and
records are annotated and reported to the appropriate Central Office of Record
(COR).

Perform destruction of disposable keying tape within twelve (12) hours of
supersession; if a weekend or holiday occurs, perform destruction during the

first hour of the first work day after the weekend or holiday. Keep destruction
records for three (3) years.

Establish procedures to ensure strict control of each item of keying material,
being aware at all times of the location of each item of accountable material

held by the account.

Report known or suspected COMSEC security incidents immediately to the
COR and also to the National Prime’s security investigative agency.

Prepare an Emergency Plan for safeguarding COMSEC material during
emergency situations.

Verify need-to-know and security clearance of individuals requiring access to
COMSEC material.

Provide initial COMSEC briefings, and annual re-indoctrinations, for all
individuals who have access to COMSEC information.

Ensure that all accountable material shipped outside the facility is packed and
shipped by authorized methods.

Establish a "Visitor Register" to record access given to persons whose names
do not appear on the entrance list. This register should include:

a. Date of access

b. Signature of the visitor

c. Printed name of the visitor
d. Organization represented
e. Purpose of the visit

f. Signature of the authorizing authority
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g. Time in and out

13. Establish a procedure to ensure that all locking devices are properly secured,
that alarms are activated, and that other security measures are in force.

14. Prohibit the installation or use of telephones, other than the STU II, within the
secure communications facility unless:

a. Installation is fully justified by operational necessity.

b. Approval has been obtained from the appropriate NSA with notification
to MDTT, Inc.

c. Installation is made in accordance with the appropriate NSA.

d. If a telephone is installed, it cannot be used when the STU II instrument
is being utilized; and vice-versa.

15. Prohibit the entrance of TVs, tape recorders, public address systems, or other
electronic equipment into the secure communications facility except as required
in the fulfillment of the contract.
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CHAPTER 4
CLASSIFICATION OF DOCUMENTS

SECURITY CLASSIFICATION GUIDE

The MLRS/TGW Security Classification Guide, issued by the Program Coordinator for
MLRS at MICOM, provides the foundation for security classification of information and material
pertaining to the MLRS/TGW. Issued under the authority of Army Regulation (AR) 380-5,
"Department of the Army Information Security Program,” this security classification guide
constitutes authority and may be cited as the basis for classification regrading, or declassification
of information concerning the MLRS/TGW System.

Questions concerning the content and interpretations of the security classification guide
for MLRS/TGW should be directed to the Program Coordinator for MLRS at MICOM. If the
security classifications imposed by this guide are considered impractical, documented and
justified recommendations should be made through appropriate channels to the Program
Coordinator at MICOM. If current conditions, state of the art, or other factors indicate a need
for changes, similar recommendations should be made. Pending a final decision, the information
involved will be protected at either the currently assigned level or the recommended level,
whichever is higher. Any over-classification or incorrect classification should be brought to the
attention of MICOM. :

UNCLASSIFIED INFORMATION

Certain details of information involved in the MLRS/TGW Program will be ""UNCLAS-
SIFIED". However, the information is not automatically authorized for public release. Proposed
public release of "UNCLASSIFIED'" information must be processed through appropriate
channels for approval for publication. Department of the Army (DA) activities will follow the
procedures outlined in AR 360-5. Defense contractors will comply with- the Industrial Security
Manual (ISM) and other requirements. Other DoD activities will comply with DoD Directive
5230.9, "Clearance of DoD Information for Public Release,” and applicable service regulations.

INFORMATION CLASSIFIED BY A FOREIGN GOVERNMENT

Information or data that previously has been classified by a foreign government will be
classified at a level which will give the information or data at least the same degree of protection
as provided by the foreign government classification. This procedure will be followed even
though a higher classification than normally imposed by the U.S. for the same type of
information may result.
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Each government and contractor shall assure that classified and unclassified data is
handled within the system at least to the comparable minimum security requirements contained
in the MLRS/TGW Security Classification Guide. In addition, the following also should be
considered when classifying such information:

1. The classification level assigned should be the highest anticipated. Security
classification in any case must be determined by considering all applicable elements. When
partial information relative to those subjects is presented, the lowest classification consistent with
adequate protection of the information concerned will be assigned. Similarly, a higher
classification may be assigned to compilations of information if the compilation provides an
added factor which warrants higher classification than that of its component parts. Classification
on this basis shall be fully supported by a written explanation that will be provided with the
material so classified.

2. Data or information relating to the threat systems, or other intelligence derived
from material, must bear the security markings of that threat or other intelligence material. The
release of threat or other intelligence material may require the consent of the producer. All
dissemination of threat or other intelligence information from MICOM is controlled by the
Foreign Intelligence Division (FID), Intelligence and Security Directorate, U.S. Army MICOM.
Threat information will not be reproduced or otherwise disseminated unless approved by the FID.
Questions regarding any release of threat or other intelligence information shall be referred to the
FID.

3. Reports, publications, drawings, schematics, photographs, models, markups,
training aids, test data, hardware, etc., will be assigned a security classification commensurate
with the information classified by the MLRS/TGW Security Classification Guide and other
applicable security classification guides. External and internal views which may yield classified
parameters, characteristics, and/or performance will be classified in accordance with the
classification of those items revealed.

FRENCH CLASSIFICATION OF INFORMATION

There are differences between the French classification of classified material and the
United States classification that need to be taken into consideration when shipping classified
information or material overseas.

U.S. "CONFIDENTIAL" is equivalent to the French "CONFIDENTIEL DEFENSE".
However, "CONFIDENTIEL DEFENSE" in and of itself extends beyond the U.S. "CONFI-
DENTIAL" level to the U.S. "SECRET" level. The French "SECRET DEFENSE" extends to
the U.S. "TOP SECRET" level. Thus any document that has the "SECRET DEFENSE" stamp
cannot be transmitted via high value service (which may be used to ship classified information
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and material no higher than U.S. "SECRET") and must be sent by Diplomatic Pouch, or hand
carried by courier.

In order to facilitate the timely transfer of information and maintain the program schedule,
any MLRS/TGW material that is to be transmitted to France should be reviewed at MDTT, Inc.
or MMMS by French engineers prior to shipment. If the material is determined to be
"CONFIDENTIEL DEFENSE" than it should be so stamped instead of "SECRET DEFENSE".

EQUIVALENT SECURITY CLASSIFICATIONS AMONG THE MLRS/TGW PROGRAM
PARTICIPATING GOVERNMENTS

COUNTRY TOP SECRET | SECRET CONFIDENTIAL RESTRICTED
FRANCE m SECRET CONFIDENTIEL DIFFUSION
DEFENSE DEFENSE RESTREINTE

GERMANY STRENG GEHEIM VS-VERTRAULICH VS-NUR FUR DEN

GEHEIM DIENSTGEBRAUCH
UNITED TOP SECRET | SECRET CONFIDENTIAL RESTRICTED
KINGDOM
UNITED TOP SECRET | SECRET CONFIDENTIAL (NO EQUIVALENT)
STATES

(1) ONLY

FOR GOV-

ERNMENT

PRIORITIES

Figure 4-1

PROTECTION OF PROGRAM CLASSIFIED INFORMATION

Prior to the MLRS/TGW Program, only U.S. citizens who were employees of a facility
with a U.S. clearance could have the combination or access devices to classified containers and

controlled areas.

In 1986, an exception was granted for all MDTT, Inc. participating personnel to have
access to controlled areas and container custodianship providing the information is MLRS
releasable and that the necessary clearances are on record.

Procedures also have been established for the protection of classified information overseas.
A briefing has been developed which covers the requirements of the DoD ISM as it applies to
cleared DoD contractor personnel stationed overseas. This briefing is given to all company
employees who may require access to U.S. and/or foreign classified information and controlled
areas pursuant to performance on their facility’s contract(s) overseas.
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CHAPTER 5
VISIT PROCEDURES

RECURRING INTERNATIONAL VISITS

In order to facilitate access to contractor and government facilities that are participating
in the MLRS/TGW Program, the following visit procedures have been agreed to by the participat-
ing nations: '

1. Each NPO has prepared a list of its government and contractor facilities that are
directly involved in the MLRS/TGW Program. Each list includes the name, complete telephone
number, mail and electronic message addresses of each government’s DSA and the individuals
at each listed facility who have responsibility for (a) Program management and (b) Program
security. These lists are forwarded to the consortium manager for MLRS/TGW, which is MDTT,
Inc., the joint venture company. The NPO’s from each government have verified with their DSA
that the facilities involved hold security clearance at the required level.

2. The consortium manager, MDTT, Inc., has prepared a consolidated list, known
as the "Facilities List", of participating government and contractor facilities. These facilities are
listed numerically by country and have been assigned a facility code (an example of a facility
code would be if Martin-Marietta in Orlando, Florida is the first listed United States facility for
the MLRS/TGW Program, it’s facility code would be listed as US/MLRS #1). MDTT, Inc. has
provided the Facilities List to the other participating program offices.

3. Each NPO requires the security officers of its participating government and
contractor facilities to submit Block Lists for their representatives who require access to Program
classified information and/or controlled sites and who will have an official need to make frequent
visits to other participating facilities during the following 12 months. (See Appendix A for the
suggested format of a Block List Request).

4. The NPO of each country verifies the need for access by facilities and personnel,
and forwards the Facilities List and Block Lists to their national DSA office for verification of
the facility and personnel security clearance data and final approval. On completion, copies of
the approved Facilities List and Block Lists are forwarded to the DSAs of the other participating
countries, the consortium manager, and the participating facilities, as required, under the juris-
diction of the dispatching DSA.

5. Individuals whose names appear on an approved Block List may visit a partic-
ipating facility upon 72 hours (3 WORKING days) notice by their Security Officer to the
Security Officer of the facility to be visited. These individuals may visit only the precisely
designated areas of the facility.
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6. Block Lists are reviewed and updated at least annually. Information concerning
individuals or facilities derived from routine or emergency requests is added at this time, as
appropriate.

U.S. GOVERNMENT FACILITIES INVOLVED IN MLRS/TGW

Several U.S. Government facilities are involved in the MLRS/TGW Program and are on
the U.S. Facilities List. These include:

* White Sands Missile Range (WSMR)
* Holloman AFB

* Eglin AFB

* Ft. Drum

* Ft. Sill

* Aberdeen Proving Ground (APG)

EMERGENCY VISITS

When an emergency visit exists that cannot be accommodated by the normal application
and amendment to the Block List, the following procedures will be used:

1. Amendments to Block Lists will be by electrical message from the company
which submitted the original Block List. The subject of the message will be: "Emergency
Amendment to visit request number..." (See Appendix A for the suggested format for
Emergency Visit requests).

2. The message will be sent by priority precedence at least seven working days
prior to the requested visit to the following addressees:

a. If a contractor visit request:

(1) The appropriate government security office(s) in the country of the origi-
nating company:
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(2) The embassy of the originating company’s government in the country to be
visited;

(3) The specified government security offices in the country to be visited; and
(4) If visiting a company, the security office of the company to be visited.
b. Government personnel visit request:

(1) The central control point in the appropriate government security office of
the country of the government employee;

(2) The embassy of the originating government in the country to be visited;
(3) The specified government security offices in the country to be visited; and

(4) If visiting a contractor location, the security office of the company to be
visited.

3. The message will contain the name, rank or title, passport number, nationality,
place of birth, date of birth, and security clearance level and number (if appropriate) of the
individual(s) for whom the amendment is requested.

4. The message will specify the location to be visited, a point of contact at that
location, the dates of the visit, the specific and detailed purpose of the visit if it differs from the
purpose stated on the Block List, and the reason the visit could not be included in the Block List.

5. The message will included the statement: "'Request approval. Approval will be
assumed unless disapproval is received at least two working days before the proposed vis-
its."”

6. Any addressee may deny or disapprove the request, up until the time of visit in
exceptional circumstances, in which case all other addressees will be notified.

7. Block Lists will continue to be submitted annually, but they will be updated in
hard-copy on a quarterly basis only. Quarterly updates will included all emergency amendments.




APPROVED MDTT, INC. JOINT VENTURE SUBCONTRACTORS
TO USE THE MLRS/TGW EMERGENCY VISIT PROCEDURES

PRIME CONTRACTOR SUBCONTRACTOR

MDTT, Inc. TRW Electronics System Group
Martin Marietta None

Diehl GmbH & Co. AEG Aktiegeselschaft

Aero-Dienst GmbH
SAC Technology Group Limited
Technology Project Services (International), Ltd.

Thomson-CSF Talley Defense Systems
THORN EMI British Aerospace PLC
Figure 5-1
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CHAPTER 6
DESIGNATED U.S. GOVERNMENT REPRESENTATIVE

GENERAL

A person designated as an official U.S. Government Representative is the USG authority
responsible for the transfer or receipt of classified information between the USG and a foreign
government. The primary responsibility of the Government Representative is to ensure that only
classified information authorized for release to a foreign government is, in fact, the only
information released. Designated Government Representatives must have a security clearance and
a need-to-know. The appropriate DIS Office will brief the Government Representative of his or
her responsibilities and furnish copies of the following:

1. Industrial Security Regulations (ISR), DoD 5220.22-R.
2. Industrial Security Manual (ISM), DoD 5220.22-M.

3. International Traffic in Arms Regulations (ITAR), Title 22, CFR, Sections 120
130.

4. DIS "Handout for Designated U.S. Representatives.”

Government-to-government channels of transmission are used in the exchange of both U.S. and
foreign classified information between countries.

There are four basic conditions under which classified information and material may be
exchanged between governments. They are:

1. Classified information or material may be provided a foreign government under
the Mutual Aid Program by a User Agency.

2. The U.S. Government, through a User Agency, contracts for and acts as buyer
Jor the foreign government (i.e., the User Agency issues a U.S. contract to cover the foreign
purchase.

In the case of both 1. and 2., above, the User Agency concerned is responsible for government-
to-government transmission and a designated Government Representative is not required. An
export authorization also is not required.

3. A foreign government or firm negotiates and awards a contract directly to U.S.
industry.

Under this condition, the appropriate DIS office is responsible for establishing the procedures for
the classified transmissions between countries. A Government Representative, designated by the
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DIS office, will be responsible for transferring any classified information authorized for release
for the foreign government.

4. Co-production programs with foreign governments.

Under this condition, one of the U,S. Military Departments is assigned the responsibility for
acting as the executive agent for the major end item or weapons system. In such cases, the as-
signed military executive agent is responsible for monitoring all security aspects related thereto,
including the responsibility for establishing government-to-government transmission channels. The
MLRS/TGW Program falls under this category. U.S. Army MICOM is the executive agent for the
Program.

GOVERNMENT CONTRACTORS

Under the MLRS/TGW Program, procedures have been established to allow U.S.
Government contractors to be designated as government-to-government representatives. A
contractor individual designated by the appropriate DIS Office as a U.S. Govemnment
Representative, and an alternate, must be U.S. citizens, have appropriate security clearances, and
possess a "need to know". Both the Representative and his or her alternate will receive a security
briefing by a DIS representative. A contractor will be designated as a U.S. Government
Representative only for information or material relating to the MLRS/TGW Program. Any
changes in the U.S. Government Representative must be made in writing to the appropriate DIS
Field Office.




CHAPTER 7
INTERNATIONAL TRANSPORTATION AND SHIPPING PLANS

GENERAL

At the start of the MLRS/TGW Program, there were only two methods used for the tran-
sfer of classified hardware: the diplomatic pouch and military air. Cleared freight forwarders exist
for most of the European countries and are generally national air carriers whose freight handling
services are cleared by their national security agency. These freight forwarders are authorized to
receive and deliver classified material on behalf of their governments. In some countries however,
there are some restrictions dealing with the level of classified information. Up until recently the

U.S. had no such capability.

In the fall of 1989, MDTT, Inc., the MLRS joint venture company, was tasked to develop
a shipping plan for the transport of classified material using U.S. airline High Value Service.
Final approval was received from the DoD in October 1989. This method was thought to be
readily accepted by all governments in the joint venture partnership. However, after the first two
successful shipments, the UK questioned the use of High Value for documents and France would
not accept any material above "CONFIDENTIEL DEFENSE." The German Government voiced

no problem.

Classified material shipped under these procedures must be classified no higher than US
SECRET. They may be used only by companies and their subcontractors performing on prime
contract DAAHQ1-85-C-A004.

All shipments are government-to-government via a cleared air carrier of one of the par-
ticipating governments. Only premium "High Value" type air carrier service is used to ship
classified information outside of diplomatic channels or by military air. Shipments must remain
in the custody of the same carrier from air terminal point of origination to final air terminal
destination. Prior to shipment, the shipping company (consignor) will obtain, in writing, the
name, title; address, and phone number of the individual authorized by the receiving government
to receive the shipment. This documentation is retained for two years.

PREPARATION FOR SHIPMENT:

Material will be packaged as prescribed in 17a(1), of the ISM. Quter markings will con-
tain the name and phone number of the individual designated by the recipient government to
receive the shipment, the return address of the US Government Representative processing the




outgoing shipment and the following notations in the language of both shipping and receiving
countries:

ENGLISH

1. "DELIVER TO ADDRESSEE ONLY"
2. "PLEASE NOTIFY CONSIGNOR AND CONSIGNEE ( telephone numbers) IMMEDI-
ATELY IF SHIPMENT IS DELAYED BECAUSE OF ACCIDENT OR INCIDENT.

FRENCH

1. "REMETTRE SEULEMENT AU DESTINATAIRE"
2. "PRIERE D’INFORMER L’EXPENDITEUR ET LE DESTINATAIRE (numeros de
telephone) IMMEDIATEMENT SI L’EXPEDITION EST RETARDEE QUELLE QUE SOIT LA

CAUSE." .
GERMAN

1. "NUR AN DEN EMPFANGER AUSLIEFERN"

2. "BITTE INFORMIEREN SIE ABSENDER UND EMPFANGER (Telephonnummern
angeben) UNVERZUGLICH FALLS SICH DIE AUSLIEFERUNG WEGEN UNFALL ODER
ANDEREN ZWISCHENFALLEN VERZOGERN SOLLTE."

An envelope containing a receipt for the signature of the consignee MAY be attached to
the outside of the container if the shipment is not to be opened by the addressee on the outer
wrapper. If so, the receipt will NOT describe or list the contents of the shipment, but be for a
sealed package (container) and description.

METHOD OF SHIPMENT:

Prior to shipping, the consignor will obtain the scheduled departire and arrival times of
the proposed transporting aircraft.

The consignor will notify the consignee of the carrier, of the approximate size of the
package (shipment), the method of shipment (airlines/high value), and the scheduled arrival tmes.
The consignee will be requested to notify the consignor immediately if the shipment is not
received within 24 hours or if information is received that the shipment was delayed or lost due
to an incident while in the carrier’s possession.

A cleared employee of the consignor may be used to transport the shipment to the airline

freight terminal after it has been sealed by the US Government Representative. It must be
delivered no sooner than 3 hours prior to scheduled aircraft departure time. A signed receipt for
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the shipment must be obtained. It is retained by the consignor until the detailed receipt inside the
inner container is received from the ultimate addressees.

An inquiry will be initiated immediately on receipt of information that a shipment did not
arrive within 24 hours of the scheduled arrival time, or of notice of delay due to accident or
incident. In such a case, the DSA of the shipping and receiving company will be notified

promptly.

FREIGHT FORWARDERS AND UNCLEARED FOREIGN OWNED/CONTROLLED
FACILITIES

Paragraph 8-104, of DoD 5200.1-R, "Information Security Program Regulation”, permits
shipment of classified material which is authorized for release to a foreign government to:

1. a duly authorized representative of the recipient government at a point of
departure from the U.S. (Freight Forwarder); or

2. a storage point owned or controlled by the recipient government for temporary
storage pending availability of a carrier (Foreign Owned/Controlled Facility).

Foreign Owned/Controlled Facilities serve the same purpose as freight forwarders but are
under the complete control of the foreign government. They cannot be cleared but can be
approved by DIS to receive material, which is authorized for release to the controlling
government, classified to the "SECRET" level .

Freight Forwarders

The establishment of freight forwarders allows for the commercial yet secure trans-
portation of classified material between program destinations in the United States and Europe,
thus relieving the pressure on the MOU countries’ diplomatic channels and providing the Joint
Venture with a mode of transportation which improves its ability to perform within the Program
schedule.

U.S. Freight Forwarders are U.S. agents designated by a foreign country to receive,
process, and tranship security assistance program material between User Agencies and foreign
governments. They are "duly authorized representatives” of that foreign government. Freight
Forwarders are cleared in the Defense Industrial Security Program (DISP) on request of a foreign
country or U.S. service representative. Requests for facility clearance are submitted through the
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Defense Logistics Agency (DLA) and DIS. Freight Forwarders must have DIS-approved
safeguarding capability no less than "SECRET".

The MLRS/TGW Program uses Emory Air Freight as an established cleared U.S. Freight
Forwarder. Emory Air Freight is authorized to accept and deliver classified material overseas
to and from the following destinations: -

1. Orlando, Florida
2. Los Angeles, California
3. El Paso, Texas

4. Dallas/Ft. Worth, Texas

These ports allow shipments to be made to and from Martin Marietta, TRW and the U.S. Govern-
ment White Sands Missile Range (WSMR) test facility respectively.

The applicable ports in Europe are:
1. London (Gatwick), England
2. Paris (Orly), France
3. Frankfurt, West Germany
These ports allow shipments to be made to and from 'fHORN EMI Electronic, Ltd., Thomson-

CSF and Diehl GmbH and Co., respectively, who are the European Partners in the MDTT Joint
Venture.

Foreign Owned/Controlled Facilities

Classified storage at Foreign Owned/ Controlled faciliies must have DIS-approved
safeguarding capability no less than "SECRET". Foreign Owned/Controlled Facilities always
must have guards.

Govemment-to-government transfer occurs on receipt at the Freight Forwarder or Foreign
Owned/Controlled Facility. The shippers are USG User Agencies and the recipients either agents
designated by the foreign government to represent it or personnel of the foreign government.

User Agencies do not verify storage capability of either type facility with DIS prior to
shipping classified. They ship to an address listed in the Military Assistance Program Address
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Directory (MAPAD). Each addressee in the MAPAD is coded to show the type and mode of
shipments which can bé made to that location. The codes indicate if shipment of classified is
authorized. If shipment of classified is authorized, that automatically certifies that the facility
can store "SECRET". (The coding is a "Type of Address Code" abbreviated as TAC. TAC's A
and B indicate authorization for classified.) The MAPAD is published and updated monthly by
the Defense Logistics Standard Systems Office (DLSSO) under DoD Directive 4000.25, "Expedit-
ed Address Changes".

HIGH VALUE GOVERNMENT-TO-GOVERNMENT SHIPMENTS:

U.S.

The following procedures, which were established by the previous freight forwarders,
American Airlines, are representative of those that will be established for high value MLRS
shipments on other approved carriers: (Bracketed figures indicated values that will be established
with the carrier).

1. The size of the shipment can not be less than (12x12x12] with a declared stated
value not to exceed [$500,000]. Shipments of more than the limit require special consideration
with prior approval of [Mgr. Corporate Insurance Administration] and on the condition that
customers make their own pick up and delivery arrangements.

2. High Value Shipments must be booked in advance by calling the [International
overseas office). High Value Shipments will be booked and can only be accepted during business
hours and will be received at the point of destination during hours of business. Acceptance time
frames will be limited at the point of origin so that the shipment will arrive at the point of
destination between 0900 Monday and 1200 noon Friday. Holiday High Value Shipments must
be avoided. Normal working hours will be considered to be 0800 to 1700 Monday through
Friday.

3. For shipments valued at [$500,000] or more, the General Manager or appropriate
station management at the final carrier’s destination cities must authorize dispatch before it may
be shipped from the point of origin. This authorization and advance approval are handled via
Telephone contact only. Shipments valued at {$500,000] or more must have advance concurrence
by both the carrier’s destination management and the downline connecting carrier to be certain
that the other carrier will accept transfer. For example: Emory Air Freight to France to Brinks
(the approved carrier for Thomson CSF). The origin city will not accept a shipment from the
shipper until the arrangements at the transfer city have been finalized and are acceptable to the
other carrier. Arrangements must be made by telephone contact only.

4. All handlers for High Value Service (both in the United States and abroad) are
required to have a Security check and must be closely supervised by the carrier’s supervisory per-
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sonnel. Due to the great liability potential high value shipments are monitored and accounted for
from time of receipt by the carrier until time of delivery to consignee or authorized carrier.

FRENCH

French high value shipments are brought to Miami via Air France, the French established
cleared Freight Forwarder. MMMS employees assigned as couriers pick up the shipments from
Air France for the MLRS Program and transport the shipment to MMMS, secure it in a closed
area, and make it available to the U.S. Government Representative for inspection and transfer as
soon as practicable.

Although designated couriers pick up the material from Air France and transport it to
MMMS, the formal government-to-government transfer does not take place until the cases are
opened, the contents inspected and the proper paper work executed. The MMMS couriers only
sign for the sealed shipment and transport it to MMMS. They do not function as official
government representatives.

DIS has provided the French Government with a Security Assurance for the list of cleared
MMMS personnel who are assigned as couriers to pick up packages from Air France for the
MLRS/TGW Program.

BRITISH

The British Government uses British Airways as its established cleared freight forwarder.
Classified hardware in moved via British Airways’ Valued Cargo Services. The following
procedures are used to transport classified hardware from the U.K. contractor THORN EMI to
Martin Marietta in Orlando, Florida:

1. A THORN EMI company courier will deliver the material to British Airways at
Gatwick to connect with a pre-determined flight to Orlando.

2. THORN then will inform Martin Marietta of the relevant details as soon as the
information is available.

3. Martin Marietta will arrange collection by DIS-approved company couriers who
will deliver the sealed container to the authorized Security Officer.

4. The point of physical transmittal will be Orlando Airport, at the British Airways
Valued Cargo vaults, as agreed to by DIS. The British Government will cease to have
responsibility over the shipment at that point and the U.S. Government will assume responsibility.
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5. Martin Marietta will acknowledge safe receipt of the consignment.
These procedures will be used only to ship classified hardware to MLRS/TGW joint

venture partners. The British Government has approved this system only for hardware and not
for classified documents.

GERMAN

**x*¥ PROCEDURES TO BE ADDED ****
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CHAPTER 8
OPERATIONS SECURITY

-**TO BE ADDED**
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APPENDIX A




FORMAT FOR BLOCK LISTS
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APPENDIX C

DEFINITIONS

#%£%% TO BE ADDED *****
Central Office of Record (COR)) -
Contractor Courier -
Designated Security Authority (DSA) -
Memorandum of Understanding (MOU) -
National Program Office (NPO) -
National Security Authority (NSA) -
Security Assurance -

User Agencies -

C-1
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ATTACHMENT 2

Point Paper--International Participation in LHX Program




POINT PAPER
INTERNATIONAL PARTICIPATION IN LHX PROGRAM

OVERVIEW OF CLIMATE FOR [ACP
FAVORABLE CLIMATE IFOR COOPERATION WITH ALLIES ON POLICY LEVEL.
TWO MODES OF PARTICIPATION AVAILABLE:

AS SUBCONTRACTORS/TEAM MEMBERS/PARTICIPANTS IN U.S. PROGRAMS (THE PRESENT
STATUS IN LHX)

UNDER FORMAL INTERNATIONAL COOPERATIVE PROGRAMS
PROS AND CONS OF FORMAL PROGRAM
PROS:
FOREIGN CONTRIBUTION TO FUNDING
POTENTIALLY GREATER ACCESS TO SENSITIVE/ADVANCED FOREIGN TECHNOLOGIES

POTENTIALLY MORE EXPEDITIOUS PROCESSING OF CASES IF CONTRACTORS CAN CITE
FORMAL MOU

FOREIGN COMMITMENT TO PROCUREMENT OF PRODUCTION ITEMS

CONS:
TIME--COMMON REQUIREMENTS AND AND MOU MUST BE NEGOTIATED

PROGRAM SUSCEPTIBILITY TO BUDGET PERTURBATIONS MULTIPLIED BY NUMBER OF
PARTICIPATING GOVERNMENTS

NEGOTIATION AND ACCOUNTING OF WORK SHARE BECOMES MAJOR EFFORYT
KEY QUESTIONS ARE:
IS FOREIGN FUNDING ESSENTIAL IN R&D PHASE?
ARE FOREIGN PURCHASES ESSENTIAL TO MEETING PRODUCTION UNIT COST GOALS?

WILL INFORMAL INDUSTRY TEAMING RESULT IN ADEQUATE ECONOMIC INCENTIVE FOR
FOREIGN PURCHASES?

REGARDLESS OF HOW FOREIGN INDUSTRY PARTICIPATES, THE MAJORITY OF TRANSACTIONS WILL
BE INDUSTRY-TO-INDUSTRY UNDER DEPARTMENT OF STATE, OFFICE OF MUNITIONS CONTROL.
REGARDLESS OF APPROACH, DELAYS IN THE LICENSING PROCESS ARE LIKELY TO BE ENCOUN-
TERED. DAMI-CIT, AMC, AND THE PM HAVE, HOWEVER, INITIATED A NUMBER OF ACTIONS THAT
WILL HELP TO REMOVE DELAY AND UNCERTAINTY FROM INTERATIONAL PARTICIPATION IN THE
LHX PROGRAM.




OVERVIEW OF ARMY’S APPROACH TO RESOLVING PROBLEMS
AND EXPEDITING IACP EFFORTS

PROACTIVE DEVELOPMENT OF FORMAL EXPORT AND TECHNOLOGY TRANSFER GUIDIE-
LINES AND DISCLOSURE GUIDANCE.

TECHNOLOGY SECURITY RISK ASSESSMENT
FOREIGN DISCLOSURE PLAN WEAPON SYSTEM TECHNICAL ASSESSMENT
DELEGATION OF DISCLOSURE AUTHORITY INFORMAL

PROGRAM TO INFORM/EDUCATE EXPORT LICENSING REVIEW COMMUNITY

EFFORTS UNDERWAY TO ESTABLISH DOD/USG-WIDE “STREAMLINING” PROCEDURES; PROGRAM TO
PROVIDE NEEDED INFORMATION AND SUPPORT TO LHX CONTRACTORS PLANNED

WHITE PAPER PREPARED OUTLINING GENERAL SITUATION
BRIEFINGS PLANNED TO INFORM/EDUCATE CONTRACTORS ON:
SPECIFIC AREAS OF TECHNOLOGY THAT ARE OF CONCERN TO DOD/USG

CONDITIONS THAT SHOULD BE MET FOR TRANSFER OF TECHNOLOGIES IN THESE (AND LESS
SENSITIVE) AREAS

DOCUMENTATION NEEDED WITH APPLICATION TO ASSIST/EXPEDITE CASE REVIEW PROCESS
(HOW TO GUIDELINES)

MECHANISMS FOR OBTAINING INFORMAL GUIDANCE AND ASSISTANCE FROM PM IN EARLY
PLANNING PHASE OF A TEAMING/SUBCONTRACTING NEGOTIATION

MECHANISMS FOR INDUSTRY TEAM INPUTS TO FORMULATION/REVISION OFF FUTURE
GUIDELINES

SCHEDULE OF MEETINGS:
BOEING/SIKORSKY TEAM—NOVEMBER 29, 1989, AT PHILADELPHIA

MDAC/BELL TEAM-—NOVEMBER 30, 1989, AT PHOENIX

LHTEC—NOVEMBER 30, 1989, AT PHOENIX
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International Participation in LHX

1.0 Purpose and Scope

The following paper discusses potential international
participation in the U.S. Army's Light Helicopter, Experimental
(LHX) program. It discusses present plans for foreign
involvement in the development, as well as the potential for
formal international cooperation in LHX. The mechanisms for
foreign involvement, and the DOD/DA requirements and procedures
for implementing foreign involvement in the present U.S. progranm,
as well as in a possible future international program are also
presented and discussed.

2.0 Present Status

A. The LHX is presently a U.S. development program, in which
foreign participation is officially encouraged. The U.K. has
expressed some interest in the LHX program. A number of foreign
concerns are expected to participate as subcontractors to the two
U.S. development teams. However, at present no foreign
government has committed to a jointly-funded codevelopment
effort. Foreign involvement in subcontracting roles can,
however, still provide several benefits:

1. Access to foreign technologies, and potential cost
savings due to an increased competitive base;

2. Potential interest from foreign allies in future
purchases of LHX, with attendant benefits in reduced unit cost,
and enhanced interoperability and standardization.

B. The program office (PM-LHX) has drafted a Weapons Systems
Technical Assessment (WSTA) and Technology Security Risk
Assessment (TSRA) and Foreign Disclosure Plan (FDP) to guide
foreign release of materiel and technical data. The WSTA and FDP
identify specific areas to technology for which special
protective measures are needed, and specify requirements and
conditions for their release. These documents have been staffed
through, and approved, by DA and 0SD. Their recommendations have
been implemented in detailed disclosure guidance provided by DA
to the program office. These guidelines provide a stable and
consistent basis for international involvement in LHX.

C. PH-LHX is delegated authority for release of classified and
sensitive materiel and defense technical information. Release of
information will be phased to be in consonance with the projected
milestones of the contract, as follows, and as illustrated in
figure 1:




1. During the Pre-Bid/Pre-Award Phase, the U.S+ Army will
be responsible for release of Classified and sensitive
information, via appropriate government-to-government procedures
for transfers of information to properly cleared and authorized
foreign industrial activities.

2. Transfer of FOREGROUND information will be the
responsibility of the contractors, under the licensing provisions
of the International traffic in Arms Regulations, administered by
Department of State, Office of Munitions Control (OMC). Figure 2
illustrates the review procedure involved in this process.

Figure 1. Release Responsibilties

Pre-Bid/Pre-Award Phase

Release Authority Mechanism
BACKGROUND Information PM~LHX Governnent-to-
(Identified in FDP) Government Transfer

Foreign government
is responsible for
transfer to foreign

industry.
ALL PHASES
FOREGROUND Information DOS/0oMC Munitions License
Guidelines provided in Company-to-Company
FDP, expanded in WSTA exports of data,
’ Technical Assistance
Agreements, or other
commercial arrange-
ments
D. The Munitions licensing process (See figure 2) involves a
number of participants in different roles. Appropriate

guidance, prepared by PM-LHX and DA, will be disseminated to U.S.
prime contractors, and to the various DOD and other government
agencies responsible for review, approval, or enforcement of
munitions licences. 1In addition, the PM will provide
prescreening of any proposed teaming arrangement or transfer that
might involve export of more sensitive advanced technologies.
These steps will further ensure a stable environment for both
U.S. and foreign industry participants.

3.0 Potential International Cooperation

A. There are ample opportunities for a formal international
program. The technology base for helicopters in the class of LHX
is by-and-large a resource shared with our NATO allies. In
addition, our allies have identified requirements for advanced
attack helicopters that LHX could fill. The draft WSTA developed
by PM-LHX indicates that, with the exception of a few very narrow




Figure 2.

CONTRACTORS

DOD COMPONENTS

PM-LHX/DA provides formal and
informal disclosure/technology
security guidance to contractors

Contractors establish Teaming
arrangements, and negotiate
joint ventures and TAA's

with foreign counterparts.

¥

Contractors apply for export
licenses for FOREGROUND
information required for
program

Munitions License Review Process

OTHER GOVERNMENT AGENCIES

¥

DTSA is the focal point for

Munitions Case review. To expedite
process, however, DOS provides copies
in parallel to the individual services
(for Army, DAMI-CITs

DOS processes license application.
Agreements may be established to

define subsystems/technology areas
that do/do not require DOD review

I

As required, DAMI-CIT will forward cases
to PM-LHX for review and recommendation.

In parallel, cases may be reviewed
by DOS for politicat-mititary con-
and by DOC for potential industrial
competitiveness impact.

{

Army recommendation will then be forwarded
to DTSA for final DOD response, which will
normally occur within [30) days.

1 y

DOS/OMC grants license, which is
enforced by Customs (Dept. of *

Treasury) and in the event of
violations, Dept. of Justice.




areas of concern--i.e., VHSIC production processes, low
observables, EOTADS/PNVS, certain algorithms embodying sensitive
threat data or operating characteristics, and certain aspects of
aircraft survivability,--all other aspects of the LHX are
appropriate for international participation. (In addition to
these, PM-LHX has encountered some reluctance within 0SD to allow
international participation in the jet engine area. The level of
technology involved in the basic version of the T-800 engine is
available within NATO, and DA is addressing this issue separately
at present.)

B. DA experience with other international programs such as the
Autonomous Precision Guided Munition (APGM) and Multiple Launch
Rocket System/Terminally Guided Warhead (MLRS/TGW) indicates that
a lengthy negotiating process will be required to reach accord on
any international cooperative effort. Once an MOU has been
negotiated, the prime contractors will face a complex task to
develop teaming arrangements that meet the work-sharing
requirements of the MOU.  International program offices with
special security procedures and facilities will also be

required. The PM-LHX's intent, therefore, is to pursue efforts
towards establishing LHX as a formal international arms
cooperative program in parallel with the currently planned
Demonstration/Validation phase. It is anticipated that
encouraging foreign participation in the U.S. program, will lay
the groundwork for this effort.

C. OUSD, P, with DAMI-CIT as the lead service agent, is in the
process of updating and revising requirements and procedures for
entering into international program agreements. The LHX program,
although not formally an international program, was one of the
primary models from which these new procedures were derived.

The WSTA, FDP and disclosure guidance cited above, when augmented
by a hostile intelligence threat assessment and an Industrial
Base Factors Analysis, will meet all identified requirements for
negotiating international program MOUs.

D. Under present regulations and procedures, the presence or
absence of an MOU will not significantly affect the process for
transferring foreground information. In either case, the wvast
majority of transfers can be expected to occur on a company-
to-company basis, under the export licensing procedures shown in
figure 2. As noted previously the available guidance should
provide a sound and consistent basis for expediting the licensing
process. (NOTE: OUSD,P is currently pursuing the possibility of
establishing procedures whereby certain exceptions to ITAR
licensing requirements might be granted for international
programs under approved MOU's. However, these procedures are not
currently in place. Should such procedures be instituted in the
future, however, the existing guidelines will be adequate to
establish the bounds for exceptions.)
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Usage of Commercial Microprocessors in Tactical US Army
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USAGE OF COMMERCIAL MICROPROCESSORS
IN TACTICAL U.S. ARMY EQUIPMENT

The Army makes extensive use of commercial microprocessors in its
fielded equipment. The following is the result of a quick survey
of the WSTA's and is not a comprehensive list. The uses cited
do, however, indicate pervasive use.

We have listed a number of older microprocessors/families of
microprocessors. These are significant in that they will almost
certainly be replaced with their more advanced counterparts when
as equipment is product-improved or replaced. This trend is, in
fact, clear in a number of the entries.

Selected Communications Systems

AN/TRC-173/174 Radio--employs 8086 microprocessor

REGENCY NET--contains a number of 16-bit Intel 80186
microprocessors.

SINCGARS (the General Dynamics version)-—-—-presently uses Intel
80C196 microprocessors and it is anticipated that the next
upgrade will involve the Intel 68000 series.

MSE-—plans to replace proprietary mlcroprocessor chips with 68030
chips in the near future.

Single Subscriber Terminal SST (UGC-144)--employs the 80386
microprocessor

Selected Electronic Warfare-Systems

GUARDRAIL--contains a number of Motorola MC 68000 microprocessors
QUICKFIX--contains a number os Intel 68000 microprocessors
STINGRAY (EOCM)--employs 68020 microprocessors

TRAILBLAZER--employs a number of 68000 microprocessors and also
uses the TMS 320 processing chip

Selected Sensor Svystems

Short Range Thermal Sight (SRTS)-—-are unspecified presently but
will almost certainly employ a 32-bit microprocessor, possibly in
the 68000 series.




Selected Weapon Systems

M1Al--employs Motorola 68020 microprocessors

Heavy Force Modernization--will use commercial 32-bit
microprocessors in its VETRONICS suite.

Longbow (APACHE)--Still in development, likely to use commercial
microprocessors in radar processor and in weapons control
interfaces.

LHX--Still in development, however, likely user of 32-bit

systems, expecially commercial variants conforming to JAIWG or
Pave Pillar architectural (VHSIC) interface standards.

Other>SVstems

QRMP (Non-impact printer)--uses custom IC's now but plans to
replace with unspecified microprocessor in the future.

Tactical Computer Terminal (TCT)--uses the 68000 microprocessor

IFTE (Integrated Family of Test Equipment)--System will be
developed around commercial mlcroprocessors-—probably that used
in Sun work stations.

Joint Tactical Fusion--Uses the MicroVax II microprocessor-based
PC-board computer.

In summary, we see a pattern of pervasive use and continuous
upgradlng of U.S. Army systems through the use of commecial
microprocessors. As a general observation--radiation hardened
circuits aside--the difference between a MILSPEC and a commercial
circuit is often only the degree  of testing. Commercial
integrated circuits are inherently rugged and reliable and can,
with proper screening and packaging be used with excellent
results under most tactical conditions.
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1 March 1990

Analysis of Weapon System Technical Assessment (WSTA) .
Questionnaire

The U.S. Army Materiel Command provided a Questionnaire to
evaluate their Weapon System Technical Assessment (WSTA) program
(Memorandum AMCMI-CIT (380-~66) dated 5 December 1989). The
Questionnaire was provided to all organizations who were on
distribution for completed WSTAs or had been significantly
involved in the development of a WSTA.

The attached provides an analyses of the responses received
from the Questionnaire. The information is arranged as follows:
[ | Overall Analysis (pg. 1)

| Analysis of User Need, Rate of Use, and Impact of
WSTA's (pg. 1)

| Frequency of Use/No. of Users/Clarity (pg. 6)
[ Section-By~-Section Analysis (pg. 9)

] Recommendations and Suggestions (pg. 11)
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WEAPON SYSTEM TECHNICAL ASSESSMENT (WSTA)
USER QUESTIONNAIRE
PURPOSE: WSTAs are required by Department of Army Regulation {AR) 70-1 as part of the documentation for major milestones. They are
also used to support technology transfer decision-making for a wide range of activities involving public or foreign release of U.S. Army and
material, including security assistance, FMS, munitions case processing, exceptions to National Disclosure Policy, etc. The information
requested below will increase our understanding of how the WSTAS are being used, and help us to make them better satisfy the user's needs

NAME: DATE:

ORGANIZATION PHONE:

AND ADDRESS: :
Commercial:
AUTOVON:

1. Do you or your organization use the WSTAs? Yes [] N [
(If you do NOT use the WSTAs indicate if you or your organization perform any of the functions listed in 2. a.throughj. below, and complete

questions 8, 9, 10, and 17.)
2. For what functions/decisions do you use the WSTAs? (Check all that apply)

(] a. Security Assistance/FMS programs 1 b.Export License Case Processing

1 c. National Disclosure Policy Exceptions (] 4. intemational Arms Cooperative Program (IACP)
[_] e. Release of Amy Technical Data Packages ] ¢ Foreign Participation in U.S. Procurements

[] g.Foreign Visits [T h. Public Release of Technical Papers and Information
[] i. General Technical Information

[ j. Other (Please specity)

3. How many times have you referred to WSTAS during the past three months?

] Tentimesor more. (] Five-to-nine times. One-to-four times. [ | Notused in last 3 months.
4. Approximately how many WSTAs do you have on file or |5. Approximately how many other people In your immediate office use
available to you? the WSTAs?
6. Please fist any WSTAs that have been particularly useful. | 7. LIst any other systems or programs for which you would like to see
a WSTA.
8. Who else in your organization uses the WSTAs?
Name: Office Symbol: Phone:
9. Who else should be added to the WSTA distribution (either within or outside your organization)?
Name: Office Symbol: Phone:

10. Do you provide the WSTA, or any extracted information as guldance to any other activities (e.g., to supporting laboratories,
contractors, o assist them in developing foreign subcontracting or cooperative R&D efforts?) Please identify activities and purpose.

For those who use the WSTASs, the following questions solicit your evaluation and suggestions as to how well the WSTAs are meeting your
specific needs. Offer any comments or criticisms. We understand that not all sections will be equally useful to every organization. If you find
the space provided is insufficient, or if you have specific examples of things you would like to see incorporated, please add attachments. Our
primary purpose is to make the WSTA process as useful as possible to the greatest number of users.




11. Is the overall WSTA format reasonably clear and easy to follow? Yes [] No ]
How might it be improved?

12. Please give us your assessment of the information contained in the different elements of the WSTA as follows.

This part of the WSTAis | The presentation is generally] The level of detailis
Most  ISomewhat | Seldom ] Too Abol | Too
Useful Uepful Usad Clear Confusing Much Right . Little

EXECUTIVE SUMMARY

1. System Description

il Weapon System Comparisor
with Foreign Capability

lil. Transfer Guidelines
General Guidelines

Specific Guidelines

V. Controlled Technologies
{Notes and Tables)

V. Critical Technologies
Lead-Times (Charts)

APPENDIX
Intelligence Assessment

13. Are the graphics, charts and tables an effective and useful supplement to the text?
YESINO | REMARKS

EXECUTIVE SUMMARY
(8.9., summary quidelines, system photos)

. System Description

|____{photos, block diagrams. charts)
V. Critical Technologies
Notes and Tables
V. Critical Technologies
Lead-Time Charts

Can you suggest any other graphics or charts that would enhance the presentation and use of information in the WSTA?

14. What other changes can you suggest to make the WSTAs more useful?

15. Please describe any savings in cost, time, or resources realized by your organization through use of the WSTAs

-

16. If production and/or distribution of the WSTAs to you organization stops, will it make your job more difficult?

I:] Yes [ ] No Comments

17. The Army point of contact for WSTA development and this questionnaire is Headquarters Army Materiel Command, ATTN: AMCMI-CT,
Mr. Ron Valimaki or Ms. Melodie Campball, (202) 274-7016 or AUTOVON 284-7016, Would vou like a follow-up telephone call from us
regarding the WSTAs or this questionnaire? Yes [] No []
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ATTACHMENT 6

Guidelines for Preparing Munitions License Applications




Guidclines for Preparing Munitions License Applications

1. INTRODUCTION

Department of Defensc's stated policy is to manage militarly
criical technology as a national resource, to be invested in the
cnhancement of the capabilities of our allics and protected from
cxploitation that might be detrimeantal to our national security.
For most transactions involving UNCLASSIFIED U.S. Army
malcrial and technology (including technical data in all forms),
the basic cootrol mechanism for implementing this policy is the
Department of State Munitions Liccose.

Increasingly, the U.S. is looking to foreign participation to help
defray the growing costs of military systems development and
acquisition. Whether this participation occurs pursuant to 2
formal MOU program or through allied industnal participation in
commercial arrangements, both industry and government benefit
when the munitions liccnsing process  proceeds cfficiently and
with as little uncertainty as possible.

While the following guidelines reflect the approach developed
for the Army's Light Helicopter (Experimental) LHX program,
they can also be applied beneficially to other programs.

2. FUNDAMENTALS

The recommended guidelines focus oa two fundamental elements
of the technology sccunity/export licensiog process.

Easuring that proposed transfers of material and techaology
are, in fact, appropriate and beneficial to U.S. national
security; and that US Ammy concerns are adequately
addressed prior to the submission of the license and;

That the application contains the information the
government needs to verify these {acts and process the case
without unduc delay.

NOTE

The suggested guidelioes are designed to complement
and support the formal Department of State Licensing
process. They should pot be construed as adding to,
climinating, or reducing aay requircments of federal laws
or regulations.  Morcaver, the guidelines arc not
intended to be universally applied to all licenses. Many
cxports involviag more mundanc and less sensitive
material and tocknology will pot require such detailed -
prescrecaing and documentation. Fioally, all involved
should recogaize that there will be, for any program, 2
period of learning. As the program cvolves and
precedents become established, both industry and gov-
emment will become more effective in evaluating
technology security concerns and the level of documen-
tation pecded to resolve those concerns.

2.1 Dealing Effcctively With National Sceurity

Coaccruos.

Itis 100 late 10 address information and technology security
concerns in the export licensing process. Questions of what
information can be disclosed, and under what conditions, should
be considered before serious discussions with potcatial foreign
participants. Basic concerns derive {rom one of three closely
related issues:

Military Capability--Docs the material or technology
posc a direct threat 10 U.S. forces, and do we have adequate
defeases against the projected threat;

Compromisc of Scasitive Informatioa--Will access
to the matenal or technology reveal (cither directly, through
operational use and evaluation, or reverse engineenng):

1oherent systems weakness from which countermeasures to
defeat or minimize the systems cffectiveness could be
developed; or

U.S. intelligence information, sources, or methods?

Technology Transfcr--Could the technological capabili-
ties transferred be applied and exploited by anotber country cither
to replicate the system or extend their capabilities to design,
produce, or operate another military system that would be
detnmental to US. pational security?

The first two coacerns are dealt with primarily by classification
aond National Disclosure Policy. There will be, bowever, cases
where transfers of UNCLASSIFIED hardware, software, or
technical data can reveal systems performance limitations ot vul-
oerabilities. 1o these cases the contractors ensure that the
sensitive information is either not transferred or, if transferred,
that acceptable security measures are implemented.

Most militanily critical technologies (as defined in the Omnibus
Trade and Competetiveness Act of 1988, and listed ia the DOD
Militanly Critical Technologies List (MCTL)) can--with proper
protective measures—be shared with our allies. Where the U.S.
enjoys a significant technological lead in an area that enables or
cohaoces an important U.S. operational advantage, 1echnology
transfer will generally be permitted only to closest allies to attain
a specific techaological quid-pro-quo of benefit 1o the USS.

To assist both government and industry ia evaluating proposed
exports, a Technology Sccurity Risk Assessment (or
Weapoans Systems Technical Assessment (WSTA)) for the LHX,
identifying militarily critical technologies and arcas of specific
coocern has been prepared. This evaluation, in which the
Program Office and LHX contractors participated, formed the
basis of the Forciga Disclosure Plan (FDP). The FDP
provides disclosure guidance and specifics what information will
be allowed for transfer during different phases of the program.




In addition 1o the formal guidance provided in these documents,  The Cover Letter summarizing all of the information

U.S. Contractors can obtain informal assistance oo specific that the case processor needs 1o cvalualé the case;

cxport conlrol and technology sccurity matters through Aviation

Systems Command, PM-LHX. This assistance can take a The Application (DSP-5) Form whichis the legal
varicly of [orms, ranging from very informal advisory opinions instrument for munitions case licensing; and

oa the general suitability of a particular transfcr during carly

planaing to pre-screening of specific export licease applicatioas Supportiag Information as nccessary 1o permil the
against established foreign disclosure and technology transfer reviewer 1o venify the statcments made in the cover leiter
policics. and application.

It is essential that these threc items be organized as a package to

2.2 Structuring the Traosaction. present a complete, accurate and consisteat picture and (o allow
the reviewer to access information in a systematic way. The

In the vast majority of cases problems can be avoided and the following scctions discuss the organization of each of these

esseantial objectives of the government and industry met with a clements of the application in greater detail.

little care and foresight in negoliating and structuring s sale,

manufacturing license agreement (MLA), techupical assistance Again, these guidcliacs apply primarily to

agreement (TAA), joint venture, subcontract, etc.  When consid- proposed cxports iavolving material or techoology

cring transfers of seositive information or militanly critical

technologies, limit the scope of the exchange 10 what is necessary idcntificd in the FDP as containing militar-

to achicve specific program objectives. Clearly define technical ily critical tccbaology andfor scasitive UN-

limits, limits oo licensing of third country transfers and sales, and CLASSIFIED defease techaical informa-

security measures cmployed to limit retransfer or diversion. tioa. Routiac trapsfers not iavolviag

From the casc processors' perspective, the more specific the critical technology transfer will not need

agreement, the casier it will be to process in a timely maoner. this level of documeatation.

Common pitfalls to avoid in structuring the transaction include:

Transfer of critical technology in excess of that required for 3.1 The Cover Letter
the program (for cxample, transfer of an empirically
validated CAD/CAM database when build-to drawings
and/for specific process cootrol specifications would have
becn sufficient to allow the recipicnt to develop or produce
an item;)

A properly written cover letter is the most important means a
CODUractor passesses Lo cosure timely processing of an export
licease request. While the level of detail aod coatent will be
tailored 1o 2 specific export, the cover letter should generally
disclose the following:

Premature traosfer of critical technology (e.g., transfer of

manufacturing process data for serial production during aan
carly development phase before a requirement for the tech-
nology has been established;)

Administrative Information and Points of Contact

fdeaufy the exporter, 1acluding division, parent company
and PM/MC code, and cognizant points of contact. For

cases iavolving technology transfer, itis importznt that
the coatact either be techaically cognizaat, or have ready
access {o personnel wbo sre;

Unnecessary release of sensitive software in source code
format when object code form will scrve as well;

Release of critical manufacturing process data to partici-
paots who arc not viable candidates to produce the end-
items in question. (In these cases, transfers of the end items
as finished, tested assemblics is preferred.)

laclude -a statcment that the proposed export is in
support of the Army LHX program. Make note that

the Army has encouraged international participation in the

LHX program.

The most carcful coordination and attention to techoology
sccurity can be wasted if the license application is poorly
preparcd. I1is not cnough to do the homework. The license
application must satisfly the reviewers that it has been donc and
dooe adequately. The rest of this paper suggests specific steps
for preparing a liceasce application to meet this thuircincnl.

If work is to be performed abroad divectly as a result of this
export state where it will be performed and by whom,
specifying the company(ics) receiving the export. Include
the division, parent company and location.

i

{deatify apy points of contact within the U.S. Army with
whom the proposed liccnse has bees coordinated. This in-
formation is vital for timely processing of the export liceose.
The Army Program Manager (PM) at AVSCOM is the
primary poiat of coatact for LHX. The PM will coordinate
techaical boacuntuoc with other Army technical POCs as
required ip pre-screening the license application aod will
further ca%u(r: that this fully coordinated Army position is
provided to DTSA and OMC at State.

3. PREPARING THE APPLICATION
An cffective license application will have three primary ele-

ments, as tllustrated and summarized oo page 3. These arc
as {ollows:

2 ;
|
. . : i




The COVER LETTER should provide:

1. A clcar and concirc summary of the aature and purpose of
the propased transaction;

I

2. Assurances that important technology transfer and secunty
concems have been recognized and addressed,;

3. Clcar idcatification of cognizant offices and individuals from
whom additional information can be obtained, cspccially
any with whom the specific transaction has been
coordiaated;

4. If additional information has been provided to support the
application, a summary ovcrvicw of the contents and

COVER LETTER organization of the application package; and

5. Any other information regarding the transaction that may
help the reviewers reach a imely decision.

The DSP-S form should:

1. Becomplcte and accurate;

2. Beconsistent with the cover letler;

3. (dearly identify the program for which the export is
required; and

4. Beas specific as possible in the description of the material or
technical data 1o be exporied.

DSP-5

SUPPORTING INFORMATION should be:

1. Keptto the mtaimum needed to suppont the application and
address government concems;

2. Organized aod iodexed (0 aid the reviewer,

3. Clear, legible, and understandable; and

4. Described and referenced in the COVER LETTER
and refercooed appr?priatcly in the DSP-5.

e ]
SUPPORTING
INFORMATION




Tcchnical Scopc and Description

The cover letter should specifically identily the type of transac-
tion, and the technology content of the matenial or technical
information that will be provided. The following provides an
cxemplary list of distinctions that will be meaningful to the
fevicwing community:

End-item sales, without know-how;

End-item sales, with know-how for operation, maintenance,
test, alignment, ot calibration;

End-itcms or technical data (¢.g., performance specification,
intcr{ace coatrol drawings) o permit desiga intcgratioa ot
system asscmbly;

End items with embedded software (specifying software
form and whether or not software development/support
technology will be provided,;

Manufactunng license agreements (MLA). Io these cases it
is important 1o specify whether trausfer of process know-
how is required. The form of the Tech Data (e.g., Build-to-
print, process cootrol information, CAD/CAM software) and
the exicot to which the information can be exploited for
other purposes should be explicitly addressed.

Tecchoical Assistance Agreecments (TAAs) arc highly
effective technology transfer mechanism aod are, therefore,
usually subjected to special scrutiny. In addition to the technical
questions already discussed, the reviewer will be interested in a
anumber of specific points, as follows:

The purpose of the TAA and the direction of the technology
- transfer. (A surprising number of TAAs are delayed

because the exporter bas failed to make clear that the

purpose of the trapsfer is to acquire foreign technology.)

Specific bardware, technical data, or elements of U.S. tech-
nology that must be transferred or disclosed to achieve the
stated purposes. Specify what critical techoologies
(especially manufacturing information, or production data as
ideatificd in the foreiga disclosure plan) are involved and

bow they will be protected.

The extent (both in time and pumber of participants) of
personal interaction envisioned, and where the exchanges
will take place. Where the TAA will involve foreign
participation oa-site at U.S. industrial facililics, the
applicant should describe what security measures will be
implemeated to preclude foreign access (o matenial and
techaical informatioa related to other DOD work at the
facilities in question. :

If the transfer is related o, or required 1o support 2a cxisting
TAA or MLA, the relationship should be explained and the
prcvious export liccnse cross refercaced, as necessary. ltis
important that the cover letter clearly identify the quid-proquo
between your company and the foreign company(ics) (i.c., The
net benehit to the U.S. anticipated as a result of this export). In

the casc of certain key technologics, whercin a U.S. lead supports
a significant opcrational advantage of U.S. forees, an acceptable
techoological quid-pro-quo should be documented.

For these and other cxports involving sensitive components or
cntical technology, pre-screening of the application and
identification of PM LHX POC who can concur that it meets the
technology secunty requirements of the Forcign Disclosure Plan
will greatly expedite case processing.

Other Information

In addition to information oa the specific transaction, information
about comparable exports or availability of equivalent products
or technologies from foreign sources is often an important
considcration in evaluating a given license. Itis imporant that
information dted be accurate, referenced as specifically as
possible, and well documented. A marketing brochure alone,
without further documentation or corroborating evidence is not
sufficicat 1o cstablish cquivalent forcign availability.

In citing related or similar (as opposed to identical) precedents,
be as specific as possible.  Give sufficient techaical detail 1o
allow the reviewer to see precisely how the trapsactions are
related. (An example, when considenng an end item traosfer,
the reviewer should kaow if aa MLA (o allow oflshore produc-
tioa of the iter bad beea previously approved.)

3.2 Thc Application Form (DSP-5)

The essential part of the entire export licensc request process is
the State Department form (DSP-5). Incomplete or inaccurate
informatioa oa the DSP-5 will result in costly delays 0 an
export license request and 1o the program. The following is a list
of suggestions for thosc sections of the DSP-5 that Army expe-
ricnce has shown cause problems:

Itcm 6. Namcs, agency and telephone numbers of
USG pcrsoanel familiar with the commodity. This
should be someone with technical knowledge, or a POC that
has direct access 10 such technical expertise. Ia the case of
the LHX program this would be the PMO at AVSCOM.

Item 7. Applicaat's contact. Department of State
prefers this be a Washington, D.C. POC if possible.
This Washiagton POC should, however, know and
have 15: ability 1o contact the company’s technical
POC. .

Item 9. Commodity. Be asdctailed, accurate, and
specific as possible.  Use specific nomenclatures,

define {he nature of the transaction (c.g., MLA, TAA, ctc.)
and (as' appropriate) the character of the technical data
providdd.

Item 1:34. Specific Purpose. Be as specific as possible
regarding the aspect of the program for which the export is
intendeld. Be surc fo statc that the cxport is rc-
quired to support the LHX program.




ltcm 21. Liccnsing prcccdents. Be surce that the
precedents cited were for identical commaoditics, and not
similar or related items. Other exports involving similar or
rclated matenials should be addressed in supporting
information and in thc cover letter.

3.3 Supporting Information.

While form and content of supporting information will be
dictated by the requirements of the specific casc, several gencral

suggestions apply.

Minimize the amount of paper involved. Include only
information that directly relates to the application. A
common error on the part of inexperienced applicants is to
submit technical information on a family of equipments and
assume that the reviewer will sort out which applics. This
introduces confusion and delay, and can result in a case
being returned without action.

Organize the matenial, and provide a table of contents.
Ideally the cover letter, license, and supporting information
should be as parallel in structure as possible, the references
concise and clear.

For example, coasider a liccase for 8 TAA for a joint codevelop-
meat. A cover letter might summarize the techaical scope of the
exhaage, the secunty measures being insttuted 1o preclude
foresgo access to other programs at their facility, and the quid-
pro~quo in tcrms of apticipated tcchaical contributions by the
foreign partner. Supporting information ia this case could
igclude the TAA, itsclf, a copy of a sccurity plan, and technical
information on relevant work being doae by the forcign partner
to demonstrating their ability make the expected coatribution. An
cllective cover letter will obviate the need for wading through
extrancous boiler-plate by citing salieat points ia the supporting
information by page and/or paragraph.

Examples of the types of information that may be incorporated
into supporting documentation include:

Technical desenptions of products or technologies,
including both those proposcd for export and those availablc
from foreign sources;

Descriptions of software (format and functioo;)

End-usc/end user information and assurances (in addition to
that required for the licensing process;)

Copics of MLAS/TAAS;

Listings of references to precedeat cascs involving similar
or related products and/or technologies;

Copies of specilic technical data (drawings, process coatrol
data, patents, etc.) proposed for export;

Security plans and procedures;

Resumes and descriptions of the anticipated contributions
of foreign experts participating in the project;

As appropratc, copics of speciflic USG guidance, to
document compliance.

4. PUTTING IT ALL TOGUTHIER

These suggested guidclines have onc objective--10 ensure that
the licensing process as a whole (including the actual applicatioa,
cover [ctter and any supporting information provided) will
cffectively communicate what the government needs to know 1o
processs a case quickly and coasisiently. Communication should
begin in the carly planning stages, long belore submission of an
application for a muaitions export hicense. The cover letter, the
license, and the supporting informauon provided should be
complementary, and should give a complete and accurate picture

of the proposed transaction.
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REQUIREMENTS OF THE FOREIGN DISCLOSURE PLAN (FDP)

An FDP is required for any program subject to AR 70-1, which is either classified, or for which
U.S. Army-owned technical data is controlled as unclassified Defense technical data under DoDD
5230.24 and 5230.25. The following programs do not require an FDP:

a. Programs which for reasons of classification are categorically exciuded from all foreign
disclosure or participation;

b. Unclassified NDI programs for which the U.S. Army has not acquired technical data for
production;
C. Existing programs which were created pursuant to an international agreement, wherein

the agreement serves as the FDP.
There will be presumption of denial for any other disclosure request not addressed by an approved FDP.

PURPOSE OF THE FDP

The FDP provides the policy guidance for release of U.S. Army material and information to
foreign governments and their authorized representatives, including appropriately cleared foreign
industry. The intent is to facilitate international cooperation within a framework that adequately
protects classified information and militarily critical technologies. The FDP should, therefore, be based
on and reflect an approved Security Classification Guide and a Weapons System Technology
Assessment (WSTA).

The FDP serves as a management tool to identify and resolve foreign disclosure issues. [t
summarizes the assessment of foreign disclosure considerations upon which releases will be based.
While the basic elements described below must appear in all cases, the level of detail may vary
depending on specific program needs. The FDP is normally updated and augmented prior to Material
Acquisition Decision Process reviews, or as technological developments or program changes occur.
In all cases, the FOP must provide sufficient detail to be used as guidance for case-by-case disclosure
decisions and delegations of disclosure authority. The following outlines the minimum requirements
for elements of an FDP.

CONTENT OF THE FDP

. PURPOSE AND SCOPE: Identify the program and overall intent of releases (e.g., to support
codevelopment, FMS, etc.) any other guidance incorporated by reference (i.e., WSTAs and/or security
classification guides).

/. BACKGROUND: Summarize the technical objectives of the program, and describe the present status
of the program.

lil. DISCLOSURE GUIDELINES:

A. Eligibility Requirements: Specify limits on disclosure based on NDP eligibility by classification
and category of disclosure.




B. Level and Scope of Disclosure: This section must differentiate and provide guidance regarding:
1. The program phases for which international cooperation/participation is anticipated;
2. Highest classification of information releasable;
3. Any general limitation or conditions {e.g., foreign government sponsorship and fegal
assurances; FMS only; or limitations on information that can be licensed under ITAR);
4. FMS;
5. Coproduction;
6. Codevelopment;
7. Other exchanges of information or technical data {e.g., threat descriptions, tactics,
training materials, etc.).
C. Specific Disclosure Guidance: The general guidelines provided in B. must be supported by the

following details:

-1

A program technology overview describing the program’s key technology security
issues (e.g., design and production of high-temperature structural composites.}

Current state of program development of those technologies {e.g., is the program in
an early design/demonstration phase; has it developed unique production processes,
etc.)

Disclosures permitted by progrard phase, including:

a. Purpose of disclosure;
b. Classification,;
C. Limitations on unclassified defense information based on level of technology

transfer concern identified in WSTA:

d. Any explicit conditions or restrictions--e.g., no release of manufacturing
process data during preliminary design phase; and

e. To the extent possible disclosure guidance for specific program documents.

Any other special security restrictions {e.g., COMSEC, special access restrictions, etc.);
and

Data of next required update for the FDP.
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Language for Interim Change to AR 70-1

1. AR 70-1 is hereby modified to incorporate a requirement for a Technology Security
Plan (TSP). The TSP meets the requirements for "full consideration of foreign disclosure and
development of technology security plan as set forth in Action item 34 of Table D-1 in AR
70-1. The TSP supersedes and fulfills the requirements defined in AR 70-1 Table D-6 Items
q. Foreign Disclosure Plan (FDP), and ao. Weapons System Technical Assessments.

2. The following provide interim language, superseding the two items cited in one above,
pending the next update to AR 70-1

xx. Technology Security Plan (TSP)

M Applicability: All MDAPs, ADAPs subject to ASARC review, and Level I programs
for which foreign disclosure of classified of unclassified defense technical information is
projected. Requirements for a TSP for Level II, and III programs will be established on a
case-by-case basis. (See references for guidance.)

(2) Description: Description, assessment, and disclosure guidance and plan for sharing
and protecting all material and technical information required to support foreign participation
either in a formal international cooperative program or as a participant in a U.S. acquisition
program, or procurement of the system.

(3 Responsibility: MATDEV in conjunction with AMC and program sponsor.

(4) Approval: HQDA (DCSINT)

(5 Reference: AR 380-10, AR 380-66, and DODD 2040.2

Attachment A provides interim guidance regarding the format and content of the TSP. This
guidance is hereby incorporated as an interim addendum to AR 380-10 and AR 380-66, and
will be incorporated in the next update of those regulations.




ATTACHMENT A

INTERIM GUIDANCE FOR PREPARATION OF TECHNOLOGY
SECURITY PLAN

The following provide general criteria and guidelines for the development of
Technology Security Plans (FDP) for U.S. Army Systems. Under the interim change to AR
70-1 a TSP is required by AR 70-1 for certain programs, as a prerequisite for major
milestones.

REQUIREMENTS FOR THE TSP

A TSP is required for all MDAPs, ADAPs subject to ASARC review, and any Level 1
program for which foreign disclosure of classified information or U.S. Army-owned technical
data controlled as unclassified Defense technical data under DoDD 5530.24 and 5530.25
unclassified defense technical information is projected. Other the need for a TSP for other
Army programs (Level II and III) will be determined on a case-by-case basis by the MACOMs
in coordination with AMC, HQ ACSI, and approved by DAMI-CIT. Completion and
approval of the TSP is a prerequisite for any disclosure to foreign entities of classified or
unclassified defense technical information related to Army systems acquisition programs.

Prior to approval of the TSP, foreign disclosure will be limited to unclassified information that
has been approved for public release.

The following programs do not require an full TSP.

a. Programs which for reasons of classification are categorically excluded from all
foreign disclosure or participation;

b. Unclassified NDI programs for which the U.S. Army has not acquired technical
data for production.

PURPOSE OF THE TSP

The TSP provides a description and analysis of the militarily critical technologies and
sensitive information contained in Army programs. It provides policy guidance and
procedures for release of U.S. Army material and information to foreign governments and
their authorized representatives, including appropriately cleared foreign industry. The intent is
to facilitate international cooperation within a framework that adequately protects classified
information and militarily critical technologies. The TSP should, therefore, be based on and
reflect an approved Security Classification Guide and current National Disclosure Policy.




The TSP serves as a management tool to identify and resolve foreign military sales,
technology transfer, foreign disclosure issues. It summarizes the assessment of foreign
disclosure considerations upon which releases will be based. While the basic elements
described below should appear in all cases, the level of detail may vary depending on specific
program needs. The TSP is intended to be a “living document” that will be updated and
augmented prior to Material Acquisition Decision Process reviews, or as technological
developments or program changes occur. In all cases, the DSP should provide sufficient detail
to be used as guidance for case-by-case decisions and delegations of disclosure authority. The
following outlines the minimum requirements for elements of an acceptable TSP.

CONTENT OF THE TSP

The TSP has three major components as follows:

The technoldgy assessment. This incorporates the elements of the current WSTA, and
addresses the Army and DOD requirements for the risk assessments required as a
prerequisite for international programs;

The foreign disclosure guidelines, incorporating the elements  of the FDP;

An executive summary of outlining the general levels of concern for the different
aspects of technology (end-item sale, coassembly, coproduction, codevelopment, and related
information) involved in the program, and broad disclosure guidelines for each category of
tnformation.

The following is a general outline and description of the form and content of the TSP.

PREFACE PROVIDING STATEMENT OF PURPOSE AND SCOPE: Identify the
program and overall intent of releases (e.g., to support codevelopment, FMS, etc.) any other
guidance incorporated by reference (i.e., WSTAs and/or security classification guides). This
should also summarize any Army and contractor activities involved, and the cognizant point(s)
of contact for Army activities as appropriate.

EXECUTIVE SUMMARY

This should be a concise summary for senior level decision makers, typically three-to-
four pages consisting of:

PROGRAM OVERVIEW--a brief summary of the program and major milestones,
including projected operational dates, planned production rates, and the prime
contractors (if known.)

SYSTEM DESCRIPTION--a concise paragraph giving the systems essential
characteristics. Use of figures and photographs is appropriate.
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TECHNOLOGY SECURITY ISSUES--identifies and summarizes:
Any material or information whose disclosure would reveal:

Inherent systems weaknesses from which countermeasures to defeat or
degrade U.S. systems effectiveness could be derived; or

Threat data or other information that could compromise U.S. intelligence
sources or methods;

and the impact of unauthorized disclosure or compromise;

The current and projected level of international interest and technological
capabilities in the systems, or comparable systems; and

SUMMARY GUIDELINES--summarizes broad limits for disclosure of classified and
unclassified information. A chart characterizing the level of concern for release of end
items, and technical information for co-assembly, co-production, and codevelopment
should be provided, together with the NDP category and highest classification of
information involved in each category.

TECHNOLOGY ASSESSMENT

A SYSTEM DESCRIPTION--Provide a description of the system identifying
sensitive subsystems and components. The level of detail should be kept to the
minimum needed to let the reader to understand the importance of information and
technology for which control measures are recommended. (Depending on complexity
this will typically range from 5-15 pages. Use of figures and diagrams is encouraged.)

B. FOREIGN CAPABILITIES AND COMPARABLE SYSTEMS--Describe any
similar foreign systems, and related technological capabilities in sufficient detail to let -
the reader understand the relative risks and benefits of technology sharing/transfer.
C. TRANSFER GUIDELINES--Specific guidelines for sharing and protecting
sensitive technologies with friendly and allied nations. Each aspect listed below should
be addressed.

End item sales

Coassembly

Coproduction

Codevelopment




Other Technical Data/Information Exchanges
Technical Assessments Update Information
Other Special Security Considerations

D. CONTROLLED TECHNOLOGY--This section provides the technical rationale
for the guidelines, identifying critical aspects of subsystems and components and
unclassified defense technical information subject to export control. The following
Department of Defense Militarily Critical Technologies List (MCTL), the Export
Administration Regulations (EAR), and the International Traffic in Arms Regulations
(ITAR) should be used and referenced as guidance.

This section also can provide additional background on foreign capabilities and specific
technical characteristics and performance limits of concern.

II. DISCLOSURE GUIDELINES

A. ELIGIBILITY REQUIREMENTS: Specify limits on disclosure based on NDP
eligibility by classification and category of disclosure.

B. LEVEL AND SCOPE OF DISCLOSURE: This section should discuss and provide
guidance for:

I The program phases for which international cooperation/participation is

anticipated;
2. Highest classification of information releasable;
3. Any general limitation or conditions (e.g., foreign government sponsorship and

legal assurances; FMS only; or limitations information that can be licensed
under ITAR).

The FDP should differentiate and provide explicit guidance for disclosure under any of the
following that apply. The FDP should provide (There will be presumption of denial for any
disclosure not addressed in the FDP.)

4. FMS;

5. Coproduction;

6. Codevelopment;

7. Other Technical data (e.g., threat descriptions, tactics, training materials, etc.);
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8.

Any other special security restrictions (e.g., COMSEC, special access
restrictions, etc.); and

Next required update for FDP.

C. SPECIFIC DISCLOSURE GUIDANCE: The general guidelines provided in B.
should be supported by the following details:

1.

A program technology overview describing the program’s key technology

security issues (e.g., design and production of high-temperature structural composites.)

2.

Current state of program development of those technologies (e.g., is the

program in an early design/demonstration phase; has it developed unique production
processes, etc.) \

3.

Disclosures permitted by program phase, including:

a. Purpose of disclosure;
b. Classification;
C. Limitations on unclassified defense information based on level of

technology transfer concern identified in WSTA

d. Any explicit conditions or restriction (e.g., no release of manufacturing
process data during preliminary design phase.)

€. To the extent possible disclosure guidance for specific program
documents should be provided. A

APPENDIX A. HOSTILE INTELLIGENCE SUMMARY ASSESSMENT

(HOIS)
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FOREWORD

The United States and Canada share a unique, long-standing military and economic relationship.
The two countries are partners in the joint defense of North America and have established a bilateral
common structure (NORAD) for mutual defense. Canadian industry is a part of the North American
Defense Industrial Base. The United States and Canada consult and cooperate on the development
of common industrial security procedures and technology controls. The two governments have
entered into numerous bilateral agreements that codify and support this relationship.

In 1985, the United States and Canada signed a Memorandum of Understanding (MOU) that
established the U.S.-Canada Joint Certification Program (JCP). As stated in the MOU’s “Joint
Terms of Reference for the United States-Canada Joint Certification Program,” the program was
established “to certify contractors of each country for access, on an equally favorable basis, to un-
classified technical data disclosing critical technology” controlled in the U.S. by Department of
Defense Directive 5230.25 and, in Canada, by the Technical Data Control Regulations. Policy
oversight for security and technology transfer matters for the U.S./Canada Joint Certification Pro-
gram is provided by the U.S./Canada Security and Technology Sharing Subcommittee of the De-
fense Development/Defense Production Sharing Arrangements Steering Committee (DDPSA).

This pamphlet has been jointly produced by the U.S. Department of Defense and the Canadian
Department of Supply and Services to explain how the program has developed and why; how an
individual or enterprise located in the U.S. or Canada can become a certified contractor under the
JCP; and what specific actions must be taken by persons workmg with unclassified technical data
dlsclosmg critical technology.

North American security demands that we combine our technology resources for mutual benefit.
By working upon existing opportunities for defense-economic cooperation, we believe that we can
better provide for the security of our respective nations.

This pamphlet supersedes DoD 5230.25-PH, “Control of Unclassified Technical Data with
Military or Space Application.”

Canadian Signature U.S. Signature
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I. INTRODUCTION

The establishment of the Joint Certification Program (JCP) benefits U.S. and Canadian defense
and high technology industries by facilitating their continued access to unclassified technical data
disclosing critical technology in the possession of, or under the control of the U.S. Department of
Defense (DoD) or the Canadian Department of National Defence (DND). Certification under the
JCP establishes the eligibility of a U.S. or Canadian contractor to receive technical data governed, in
the U.S., by DoD Directive 5230.25 and, in Canada, by the Technical Data Control Regulations

(TDCR).

U.S. Implementing Regulation

The provisions of Section 1217 of Public Law 98-94 are implemented in Department of Defense
Directive 5230.25. This Directive sets forth policies, procedures and responsibilities for the with-
holding of unclassified technical data from public disclosure. DoD also has issued DoD Directive
5230.24, a companion directive to DoD Directive 5230.25, that establishes the distribution marking
system for DoD-controlled technical documents.

Canadian Implementing Regulation

The Government of Canada recognized the need to establish regulations similar to DoD Directive
5230.25, not only for national security reasons, but also to ensure that Canadian contractors would
continue to have access to DoD-controlled technical data. The TDCR, which largely parallels DoD
Directive 5230.25, has been issued under the authority of the Canadian
Defence Production Act. The regulations, for which the Minister of Supply and Services is respon-
sible, came into effect on March 20, 1986.

Joint Certification Office

The U.S./Canada Joint Certification Program is managed by the U.S./Canada Joint Certification
Office (JCO). The JCO, a common, jointly staffed office, is located at the Defense Logistics Serv-
ices Center (DLSC), 74 N. Washington Avenue, Battle Creek, Michigan 49017-3084. The JCO
receives and processes certification forms submitted by U.S. and Canadian contractors that wish to
obtain access to unclassified technical data disclosing critical technology under the control of DoD

or DND.




I1. CRITERIA FOR WITHHOLDING OF UNCLASSIFIED
TECHNICAL DATA WITH MILITARY OR SPACE APPLICATION

Access to unclassified technical data with military or space application (also referred to as techni-
cal data disclosing critical technology) is controlled when such technical data:

a. are in the possession of or under the control of DoD, or administered and controlled by
DND;

b. may not be exported lawfully without an approval, authorization or license under U.S. or
Canadian expori control laws, as applicable; and

c. disclose cntical technology (see definition in Appendix E).

Unclassified technical data with military or space application (hereafter referred to as “technical
data”) includes any:

a. blueprints, drawings, plans, instructions, computer software and documentation, or other
technical information that can be used, or adapted for use, to:

b. design, engineer, produce, manufacture, operate, repair, overhaul, or reproduce military or
space equipment or technology concerning such equipment.

III. COMPANY PROPRIETARY DATA

The U.S./Canada Joint Certification Program and its procedures do not extend to company pro-
prietary technical data. Therefore, it does not govern the private exchange of industry- generated
export-controlled technical data. In these cases the contractors must follow the guidelines estab-
lished in U.S. or Canadian export control regulations, as applicable. U.S. contractors should contact
the U.S. Department of State Office of Defense Trade Controls at (703) 875-6644 to obtain addi-
tional guidance. Canadian contractors should contact the Department of External Affairs Export
Contro} Division at (613) 996-2387 to obtain more specific guidance.




IV. APPLICATION FOR CERTIFICATION

Because U.S. Public Law 98-94 only granted authority to withhold, not selectively disseminate
technical data, a system of certification was established that permitted dissemination for legitimate
business purposes while maintaining the ability of the DoD to withhold the data for other purposes.
Equivalent withholding and dissemination provisions are reflected in the TDCR.

Completion of DD Form 2345

To become certified, U.S. contractors must submit a completed DD Form 2345 to the JCO.
Canadian contractors may submit either a completed DD Form 2345 or DSS-MAS 9379 for certifi-
cation. However, a DD Form 2345 shall be used when a Canadian contractor intends to request
access to DoD-controlled technical data.

Because technical data transferred to a certified contractor are mailed to the Jocation shown on
the form, each corporate subsidiary or division that is to receive unclassified technical data should be
certified separately.

Contractors applying for certification are required to designate a person by name or position
designation to act as the Data Custodian for the facility. This person will be responsible for receiv-
ing and disseminating any technical data transferred to the certified contractor under the provisions
of the JCP. The individual chosen to fill the position of Data Custodian at a U.S. contractor facility
must be a U.S. citizen or a person admitted lawfully for permanent residence into the United States.
In the case of a Canadian contractor facility, the Data Custodian must be a Canadian or U.S. citizen
or a person admitted lawfully for permanent residence into Canada.

The contractor’s business activity is a key element of the certification process since this informa-
tion will be used by the controlling office as a basis for approving or disapproving specific requests
for technical data. Consequently, the business activity statement should be sufficiently detailed to
support requests for any data that the contractor expects to need for legitimate business purposes.
Proprietary or other sensitive information should not be included in the statement since the informa-
tion entered on the form will be publicly available.

As a condition of receiving the DoD or DND-controlled technical data, the contractor agrees 10
use the data only in ways mandated by DoD Directive 5230.25 or the TDCR. The contractor must
certify that it needs the technical data to bid or perform on a contract with an agency of the U.S. or
Canadian Government or for other legitimate business purposes.




“Other legitimate business purposes” include:

a. Providing or seeking to provide equipment or technology to a foreign government with the
prior approval of the U.S. or Canadian Government, as applicable;

b. Bidding or preparing to bid on a sale of surplus property;

c. Selling or producing products for the U.S. or Canadian commercial domestic marketplace,
or for the commercial foreign marketplace, providing that any required export license is obtained
from the appropriate U.S. or Canadian licensing authonty.

d. Engaging in scientific research in a professional capacity for either of the two defense
establishments; or

e. Acting as a subcontractor for a concern described in (a) through (d), above.

The contractor must acknowledge its responsibilities under the applicable U.S. or Canadian
export control laws. It must agree not to publicly disclose any unclassified technical data it receives
under the agreement, unless specifically authorized by the controlling office, and to limit access to
the data to individuals employed at its facility meeting the following citizenship requirement:

a. U.S. citizens or intending citizens if the facility is located in the United States; and

b. Canadian or U.S. citizens or permanent residents of Canada if the facility is located in
Canada.

As a condition of receiving unclassified technical data, a contractor must certify on the form that
to the best of its knowledge and belief the information provided and the certifications made are true,
complete, and accurate and are made in good faith. A contractor that knowingly and willfully makes
a false statement on the form can be punished by a fine or imprisonment or both under the U.S.
Code, Title 18, Section 1001 or Section 21 of the Canadian Defence Production Act, as applicable.

If a contractor violates the provisions of the agreement, the contractor’s eligibility for access 1o
unclassified technical data may be revoked. However, a contractor’s eligibility for access may be
reinstated when the basis for the revocation has been remedied. If a contractor exports the technical
data without the benefit of license or other authorization, it may be in violation of export control
laws and subject 10 severe criminal penalties. A contractor violating the provmons of the agreement
may be subject to prosecution by the contracting authority.

The certification form is designed for ease of completion. When accepted by the JCO it consti-
tutes an agreement among the certifying company, DoD, and DSS. An example of a fully processed
DD Form 2345 is shown at Figure 1.
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DD Form 2345 Review Process

The JCO will review a DD Form 2345 submitted by a U.S. or Canadian contractor within five

working days and:

a. accept the certification; or

b. return it because of insufficient information; or

c. refer it to higher authority with a recommendation to reject the certification because the

contractor does not meet the criteria for certification.

The chart at Figure 2 details the procedures followed by the JCO to review DD Forms 2345 sub-

mitted by U.S. and Canadian contractors.
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Certification Acceptance

Upon acceptance of the contractor’s certification, the JCO will mail the original copy of the form
to the Data Custodian. A seven-digit certification number is entered on the form prior to being
mailed to the Data Custodian. The certification is valid for a renewable five year period unless the
contractor is shown to have violated the terms of the agreement. The certification number refers to
the “facility” rather than an “individual employee” and extends to U.S. and Canadian citizens and
persons admitted lawfully for permanent residence into the U.S. or Canada (intending citizens) who
are employed at the facility.

Once certified, the contractor may:
a. Request unclassified technical data controlled by the DoD or DND;

b. Respond to defense-related contracts whose specifications involve unclassified technical
data releasable only to certified contractors;

c. Attend restricted gatherings where unclassified technical data are presented (i.e., symposia,
program briefings, meetings designed to publicize advance requirements of the contracting agency,
pre-solicitation, pre-bid, pre-proposal and pre-award conferences).

d. Arrange unclassified visits directly with other certified U.S. or Canadian defense contrac-
tors or U.S. and Canadian military facilities. The type of directly arranged visit (DAV) authorized as
a result of JCP certification is discussed in Appendix B.

Rejection of DD Form 2345

If a certification is rejected, the contractor will be notified by registered mail and provided a copy
of the rejection, stating the reasons for the rejection, explaining appeal rights, and advising the firm
that it may appeal within thirty days.

Revision of DD Form 2345

Certified contractors should submit a revised DD Form 2345 whenever information previously
furnished becomes outdated - if, for example, ownership, purpose of business, or the name of the
company changes, or a new Data Custodian is designated by the certified contractor. Approval of a
revision submittal starts a new five-year eligibility period for the certified contractor.

Renewal Notice

U.S. and Canadian contractors become certified on the date the JCO approves their certification.
These contractors will be added to the Certified Contractor Access List (CCAL) and provided a
renewal notice 120 days before their certification expires.




V. REQUESTS FOR UNCLASSIFIED TECHNICAL DATA

Requests For DoD-Controlled Technical Data
Certified contractors obtain DoD-controlled technical data by:

a. Requesting technical data in support of a DoD contract directly from the DoD contracting
authority or through the U.S. prime contractor (U.S. prime contractors are referred to Appendix C
for guidelines regarding the transfer of DoD- controlled technical data to a certified Canadian sub-
contractor);

b. Requesting technical data needed to respond to Requests for Proposal (RFP) directly from
the Program Manager;

c. Requesting technical data desired for other legitimate business purposes through a library or
other technical data repository.

A copy of the JCO-approved DD Form 2345 should accompany all requests for DoD-controlled
technical data. DD Form 2345 also should accompany any requests for Direct Arranged Visits
(DAV), or attendance at a conference or symposia when unclassified technical data is being pre-
sented. The chart at Figure 3 shows the review procedures that are in place to process requests for
DoD-controlled technical data.

Requesting DoD-Controlled Technical Data From DTIC

Certified U.S. contractors that are registered with the Defense Technical Information Center
(DTIC) should request DoD- controlled technical data directly from DTIC at the following address:

Defense Technical Information Center
Attn: DTIC-FDRB, Cameron Station
Alexandria, VA 22304-6145

Certified Canadian contractors should request DoD-controlled technical data, the distribution of
which is administered by the DTIC, through the Directorate Scientific Information Service (DSIS) at
the address shown on page 10.
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Requests For DND-Controlled Technical Data

Certified contractors obtain DND-controlled technical data by submitting a request to the Interna-
tional Programmes Division at the following address:

Directorate-General of International Programs
Attention: DDSS
National Defence Headquarters
MGen George Pearkes Bldg.
Ottawa, CANADA K1A 0K2

A copy of the JCO-approved DD Form 2345 should accompany all requests for DND-controlled
technical data. Figure 4 shows the review procedures that are in place to process requests for
DND- controlled technical data.

Requesting DND-Controlled Technical Data From DSIS

Certified Canadian contractors that are registered with the Directorate Scientific Information
Services (DSIS) should request DND-controllled technical data, the distribution of which is admini-
stered by DSIS, directly from the DSIS at the following address:

Customer Services Centre
Directorate Scientific Information Services (DSIS),
National Defence Headquarters
MGen Pearkes Bldg.
Ottawa, CANADA K1A 0K2

Certified U.S. contractors should request DSIS-administered unclassified technical data through the
Defense Technical Information Center (DTIC) at the address shown on page 8.
Responding to DSS Requests for Proposals and Requests for Quotes

Certified contractors should request unclassified Requests for Proposals (RFP) and Requests for
Quotes (RFQ) that involve unclassified technical data directly from the DSS procurement office.
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Denial of a Request for Technical Data

When a U.S. or Canadian Government agency denies access to unclassified technical data, the
certified contractor will be provided an explanation of applicable procedures to request a reconsid-
eration of the denial, and, subject to security considerations, the reasons for denial.

VI. ACCESS BY FOREIGN PARENT OR FOREIGN SUBSIDIARY

Participation in the JCP is restricted to individuals and enterprises that are located in the U.S. or
Canada. Where a parent-subsidiary relationship exists between two companies, and the parent or
subsidiary is located in a country other than the U.S. or Canada, such parent or subsidiary and its
employees are not authorized access to any DoD or DND-controlled technical data which a certified
U.S. or Canadian contractor has obtained under the provisions of the JCP without prior written
government approval. This approval may be provided in the form of an export license obtained from
thfe appropriate export control authority or dissemination authorization granted by the controlling
office.

VII. DOCUMENT MARKINGS

Document markings will be applied to all documents released under the provisions of the JCP.
These markings include those described below. An example of a DoD marking for a Distribution X
document containing export-controlled technical data is shown at Figure 5.

Export Control Warning Notice

DoD documentation released pursuant to a JCO-approved certification will have a specific EX-
PORT CONTROL WARNING NOTICE and a DISTRIBUTION STATEMENT affixed
to the front of the document. The Export Control Warning Notice is intended to remind recipients
that the documentation was obtained under their Militarily Critical Technical Data Agreement (DD
Form 2345) and may not be exported without an export license or other authorization, as applicable,
unless permitted under the International Traffic in Arms Regulations (ITAR) exemptions outlined in
Appendix D.

Documents that have an Export Warning Statement may be released outside the DoD only to
companies and individuals who have made certifications in accordance with DoD Directive 5230.25,
using DD Form 2345. Export controls are separate and distinct from Distribution Statements (see
Appendix A).

DND documentation released pursuant to a JCO-approved certification will have a DOCU-
MENT CONTROL WARNING NOTICE affixed to the front of the document. The Document
Control Warning Notice is intended to remind recipients that the documentation may not be further
disseminated without the written authority of the DND. Figure 6 shows the marking affixed to
DND documentation.
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Destruction Notice

Documents containing unclassified technical data will also bear a notice to the effect that destruc-
tion of the document is authorized provided that the method selected will prevent disclosure of the

content or reconstruction of the document.

Distribution Statements

Distribution statements are used by controlling offices to authorize secondary distribution to
specific audiences. Controlling offices reserve the right to make determinations on all requests from
outside the intended audience. The distribution statements are discussed in greater detail at Appen-
dix A.

Contractor Imposed Distribution Statements

In addition to the above markings, contractors may apply markings to control the dissemination
of technical data to which the U.S. and Canadian governments have limited rights.

VIII. CERTIFICATION VIOLATIONS

Violation of the certification agreement can result in one or all of the following:

a. Loss of certification in both the U.S. and Canada. Once certification is lost, the contracting
facility becomes ineligible to receive controlled technical data from both the U.S. and Canada;

b. Liability to sanction (fine or imprisonment) under Part 127 of the ITAR for certified U.S.
contractors;

c. Liability to sanction (fine or imprisonment) under Section 21 of Canada’s Defense Produc-
tion Act for certified Canadian contractors;

IX. INQUIRIES

Individuals or enterprises wishing to obtain more information regarding the U.S./Canada Joint
Certification Program should contact the Joint Certification Office at 1-800-352-3572 (USA only),
or (616) 961-7431 (Canadian Representative), or (616) 961-4358 (U.S. Representative) or direct the
inquiry to the following address:

U.S./Canada Joint Certification Office
Defense Logistics Services Center
Federal Center
74 N. Washington
Battle Creek, Michigan 49017-3084
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APPENDIX A
DOD DISTRIBUTION STATEMENTS

DoD Distribution Statements authorize secondary document dissemination organizations, such as
libraries and data repositories, 1o release documentation containing DoD-controlled technical data to
other eligible recipients. All requests from outside the audience described in the statement are to be
referred to the DoD controlling office for a release decision. DoD controlling offices make release
determinations considering all applicable laws and regulations.

All contractors certified by the U.S.-Canada Joint Certification Office (JCO) are authorized
access 1o DoD- controlled documents bearing Distribution Statements “A” or “X” as follows:

DISTRIBUTION STATEMENT “A”

“Approved for public release; distribution unlimited.”

DISTRIBUTION STATEMENT “X”

“Distribution authorized to U.S Government agencies
and private individuals or enterprises eligible to
obtain export-controlled technical data in accordance
with regulations implementing 10 U.S.C. 140c (date of
determination). Other requests must be referred to
(insert controlling DoD office).”

Certified contractors who are supporting U.S. Government agencies are eligible to receive unclas-
sified documents bearing Distribution Statement “C™:

DISTRIBUTION STATEMENT “C”

“Distribution authorized to U.S. Government agencies
and their contractors (reason for restriction) (date
of determination). Other requests for this document
shall be referred to (insert controlling DoD office).”

If there is a contract with DoD, the certified contractors are eligible to receive unclassified docu-
ments bearing Distribution Statement “D”:

DISTRIBUTION STATEMENT “D”

“Distribution authorized to the Department of
Defense and DoD contractors only (reason for
restriction) (date of determination). Other requests
shall be referred to (insert controlling DoD office).”
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However, if the reason for restriction in Distribution Statement “C” or “D’j specifies that the
document contains “foreign government” or “company proprietary” information, written consent
must be obtained from the owners of the information before release.

Distribution to anyone outside the U.S. Government of unclassified technical documents bearing
the following Distribution Statements requires the permission of the DoD controlling office:

DISTRIBUTION STATEMENT “B”

“Distribution authorized to U.S. Government
agencies only (reason for restriction) (date
of determination). Other requests for this

document shall be referred to (insert
controlling DoD office).”

DISTRIBUTION STATEMENT “E”

“Distribution authorized to the DoD Components only
(reason for restriction) (date of determination).
other requests shall be referred to (insert
controlling DoD office).”

DISTRIBUTION STATEMENT “F~

“Further dissemination only as directed by (insert
controlling DoD office) (date of determination) or
higher DoD authority.”

The Table at Figure 7 shows the intended audience for Distribution Statements A, C, D, and X.
The guidelines provided in the Table allow secondary distribution organizations to serve the broad-
est audience possible without the need to consult controlling offices for instructions.

INTENDED AUDIENCE DOCUMENTATION
DISTRIBUTION STATEMENTS

Certified contractors AX

Certified contractors doing business

with the U.S. Government A,CX

Certified contractors doing business

with the Department of Defense ACDX
Figure 7
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APPENDIX B
DIRECTLY ARRANGED VISITS (DAYV)

DoD Criteria for DAV

A DAYV to a DoD contractor or military facility is permitted when the following two conditions
are satisfied:

1. First condition:
a. There is a valid license covering the export of the data; or

b. The export or release is permitted under the exemptions in Part 125.4 or 126.5 of the ITAR
(see Appendix D); or

c. The export or release qualifies for a General License under the Export Administration Regula-
tions (EAR); and

2. Second condition:

a. The distnibution statement applied to the data pursuant to DoD Directive 5230.24 permits
release; or

b. The controlling office authorizes release.
DAYV to DoD Contractor Facilities

Canadian contractors that are registered with the JCO are authorized to make unclassified visit
arrangements directly with the DoD contractor concerned.

When release of the data is not authorized under the above DoD criteria for a DAV, itis the
responsibility of the U.S. contractor to notify the proposed Canadian visitor that the requested visit

does not meet the requirement for a DAV and that an official request through the Canadian Embassy
1s required.

DAY to DoD Military Facilities

Canadian Government officials and certified Canadian contractors wishing 1o initiate an unclassi-
fied visit to a U.S. military facility should make arrangements directly with the security office at the
concerned facility. DAYV to DoD military facilities may be conducted for the purpose of:

a. collecting or discussing unclassified solicitations; or

~_ b.in furtherance of procurement activities related to unclassified solicitations (e.g. pre-
solicitation conferences). '
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By regulation, the host agency head or facility commander retains final approval authority for any
visit and may deny it at any time for security or operational purposes.

Meetings, Conferences and Symposia

Certified Canadian contractors and Canadian government officials will normally be admitted to
meetings, conferences and symposia where technical data governed by DoD Directive 5230.25 will
be presented. However, if such an event contains information that does not fall under the ITAR
exemption for Canada, the sponsor should obtain approval from the appropriate DoD authority to
release the information in question to Canadian participants, or, if release approval is denied, ex-
clude Canadians from participation.

DAY to Canadian Contractor Facilities

U.S. and Canadian contractors that are registered with the JCO are authorized to make unclassi-
fied visit arrangements directly with the Canadian contractor concerned when release of the data is
governed by the Technical Data Control Regulations.

DAYV to DND Military Facilities

A DAY 10 a DND military facility is permitted when the visit involves UNCLASSIFIED techni-
cal data that are subject to the provisions of the Technical Data Control Regulations and the visit is
conducted for the purpose of:

a. collecting or discussing unclassified solicitations; or

b. in furtherance of a procurement activity related to unclassified solicitations (e.g. pre-solici-
tation conferences).

When these criteria are met, no requirement exists for certified U.S. and Canadian contractors to
submit formal Visit Clearance Requests through either the U.S. Defense Investigative Service
Cognizant Office (DISCO) or the Industrial and Corporate Security Branch of Supply and Services
Canada.

U.S. Government officials and certified U.S. contractors wishing to initiate a JCP-related unclassi-
fied visit to a DND facility should make arrangements directly with the DND officials they wish to
visit. Before the visit may proceed, the DND official to be visited must agree to the visit and con-
firm that it complies with any local access requirements applicable to the DND facility being visited.
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APPENDIX C
GUIDELINES FOR CONTRACTOR EXPORT OF

UNCLASSIFIED TECHNICAL DATA

U.S. Prime Contractor to Canadian Subcontractor

Canadian contractors who are subcontractors to a U.S. prime contractor on a DoD contract may
request unclassified technical data directly from the U.S. prime contractor. If the information is not
releasable to the Canadian subcontractor 1n accordance with U.S. export control laws and regulations
and/or DoD document distribution statements, the U.S. prime should inform the Canadian subcon-
tractor that it should request the technical data directly from the DoD contracting authority. If it so
desires, the DoD contracting authority, in accordance with the ITAR, may direct the U.S. prime to
release the technical data to the Canadian subcontractor.

U.S. prime contractors may retransmit DoD unclassified technical data to Canadian subcontrac-
tors to use for government purposes provided:

a. The exporter has determined that the Canadian recipient is qualified under the Distribution
Statements found in DoD Directive 5230.24 (see Appendix A).

b. The Canadian recipient has been certified by the Joint Certification Office in Battle Creek.

c. The exporter has determined that the technical data
involved does not contain detailed design or manufacturing data, to include unique hardware or
software processing technology, unless there is an existing Technical Assistance or Manufacturing
License Agreement covering the specific data. Unclassified technical data may not be exported by
Canadian companies to a non-U.S. destination without prior U.S. Government approval.

d. The exporter files a Shipper’s Export Declaration (Department of Commerce Form 7525-V)
with the District Director of Customs at the port of exit. The exporter must certify that the export is
exempt from the licensing requirements by writing “22 CFR __“ (with the applicable section of
ITAR) on the shipper’s export declaration. A copy of each declaration must be mailed immediately
by the exporter to the Office of Defense Trade Controls, Department of State. An export declaration
1s not required if the shipment is pursuant to a U.S. Government sponsored program. When the
technical data are subject to a case-by-case review before release, the exporter also should provide a
brief summary of the data transferred to include its intended end-use and end-user to the Office of
the Director, Defense Technology Security Administration ATTN: Munitions Control Directorate,
Department of Defense. This will allow the Munitions Control Directorate to record the transaction
in FORDTIS (Foreign Disclosure Technical Information System) database.

If for any reason, a U.S. prime contractor is not sure whether certain unclassified technical data
may be exported to Canada without a license, it should obtain an advisory opinion from the Office of
Defense Trade Controls, Department of State.




Canadian Prime Contractor to U.S. Subcontractor

U.S. contractors who are subcontractors to a Canadian prime contractor on a DND contract may
request unclassified technical data directly from the DSS contracting authority or they may obtain it
through the Canadian prime contractor.

Canadian prime contractors may transfer DND-controlled unclassified technical data to U.S.
subcontractors to support a DND contract provided the following conditions are satisfied:

a. The technical data are governed by the TDCR;
b. The U.S. recipient has been certified by the Joint Certification Office;

c. The intended use of the technical data falls within the scope of the business activity as stated
on the subcontractor’s certification; and

d. Written consent is obtained from the DND controlling office prior to releasing technical data
that contain third party information, such as foreign government, company proprietary, or limited
rights information.

A Canadian prime contractor may request assistance from the DND controlling office in making a
release determination.




APPENDIX D
LICENSING EXEMPTIONS

Canadian Exemption Under U.S. Export Control Law

In general, unclassified munitions list equipment and technical data may be exported to Canada
without a license or other authorization for end-use in Canada or return to the United States with the
exception of the articles and technical data listed below (Part 126.5 of the International Traffic in
Arms Regulations (ITAR), Department of State).

a. Fully automatic firearms in Category 1(a) of the U.S. Munitions List which are not for end-
use by the Federal Government, or a Provincial or Municipal Government of Canada;

b. Nuclear weapons strategic delivery systems and all components, parts, accessories or
attachments specifically designed for such systems and associated equipment;

c. Nuclear weapon design and test equipment listed in Munitions List Category XVI;
d. Naval nuclear propulsion equipment listed in Munitions List Category VlI(e);
e. Aircraft listed in Munitions List Category VIII(a);

f. Submersible and oceanographic vessels and related articles in Munitions List Category
XX(a) through (d);

g. Technical data that can be used for manufacturing purposes except in furtherance of a
technical assistance agreement (TAA) or manufacturing license authorized pursuant to part 124.3 of
the ITAR. '

A license (or, in some cases, another license) is not required if the export or release of unclassi-
fied technical data falls under one of the following general exemptions (Part 125.4 of the ITAR).

a. Technical data to be disclosed pursuant to an official written request or directive from the
U.S. Department of Defense.

b. Technical data in furtherance of a manufacturing license or technical assistance agreement
approved by the Department of State provided that data does not exceed the scope and limitations of
the relevant agreement.

c. Technical data in furtherance of a contract between the exporter and an agency of the U.S.
Government, if the contract provides for the export of the relevant technical data, and such data does
not disclose the details of design, development, production, or manufacture of any defense article.

d. Copies of technical data previously authorized for export to the same recipient. Revised
copies of such technical data are also exempt if they pertain to the identical defense article, and if the
revisions are solely editorial and do not add to the content of technology previously exported or
authorized for export to the same recipient.




e. Technical data in the form of basic operations, maintenance, and training information
relating 10 a defense article lawfully exported or authorized for export to the same recipient. This
exemption applies only to exports by the original exporter.

f. Techmcal data related to firearms pot in excess of caliber .50 and ammunition for such
weapons, except detail, design, development, production or manufacturing information.

g. Technical data being returned to the original source of import.

h. Technical data directly related to classified information which has been previously ex-
ported or authorized for export to the same recipient, and which does not disclose the details of the
design, development, production, or manufacture of any defense article.

1. Technical data sent by a U.S. corporation to a U.S. govcmmént agency. (This exemption is
subject to limitations in Section 125.1 (b) of the ITAR).

J- Technical data for which the exporter, pursuant to an arrangement with the Department of
Defense or NASA which requires such export, has been granted an exemption in writing from
licensing provisions by the Office of Defense Trade Controls. Such an exemption will normally be
granted only if the arrangement directly implements an international agreement to which the United
States is a party and if multiple exports are contemplated.

k. Technical data approved for public release (i.e., unlimited distribution) by the cognizant
U.S. Government department agency.

I. Unclassified technical data disclosed during a plant visit approved by the Office of Defense
Trade Controls or a U.S. Government agency provided the documents do not contain technical data
in excess of that approved for oral and visual disclosure.

Export to Canada of classified equipment and data, and manufacturing license, technical assis-
tance, and distribution agreements must be approved by the Office of Defense Trade Controls,
Department of State. '

U.S. Exemption Under Canadian Export Control Law

Under Canadian law, export of DND-controlled technical data that are subject to the TDCR to
certified U.S. contractors does not require an export permit or license from the Export Control
Division at the Department of External Affairs.




APPENDIX E
DEFINITIONS

Certified Contractor. A private individual or enterprise who is located in the United

States or Canada and who has been approved for access to export-controlled technical data in the
possession of, or under the control of DoD or DND. Access to DoD-controlled technical data is
granted under the authority of DoD Directive 5230.25, and access to DND-controlled technical data

1s granted under the authority of Canada’s Technical Data Control Regulations (TDCR).

Controlling Office. The DoD or DND activity that sponsors the work that generates the

technical data or the office that receives the technical data on behalf of a Government agency and
has the responsibility for distributing the data to eligible recipients.

Critical Technology. Technologies that consist of:
a. arrays of design and manufacturing know-how (including technical data);
b. keystone manufacturing, inspection, and test equipment;

c. keystone materials; and

d. goods accompanied by sophisticated operation, application, or maintenance know-how that
would make a significant contribution to the military potential of any country or combination of
countries and that may prove detrimental to the secunty of the United States or Canada (also referred
to as militarily critical technology).

Export Administration Regulations (EAR). The EAR, which is administered by

the Bureau of Export Administration, U.S. Department of Commerce, implements the Export Ad-
ministration Act of 1979. The EAR controls export of dual use items (materials with both civilian
and military uses) specified on the Control List and technical data as defined in the regulations.

International Traffic in Arms Regulations (ITAR). The ITAR, which is

administered by the Office of Defense Trade Controls, U.S. Department of State, implements the
~ U.S. Arms Export Control Act. The ITAR controls export of defense articles specified on the U.S.
Munitions List and technical data directly related to them.

Technical Data with Military or Space Application/ Technical Data.
Any blueprints, drawings, plans, instructions, computer software and documentation, or other techni-
cal information that can be used or be adapted for use to design, engineer, produce, manufacture, op-
erate, repair, overhaul, or reproduce any military or space equipment or technology concerning such
equipment.




DD
DGIP
DLSC
DND
DOD
DSIS
DSS
DTIC
EAR
ITAR
JCO
JCP
MAS
MOU
RFP
STI
[N

-APPENDIX F

ABBREVIATIONS

Department of Defense

Directorate General International Programmes
Defense Logistics Services Center
Department of National Defence
Department of Defense

Directorate Scientific Information Services
Department of Supply and Services
Defense Technical Information Center
Export Administration Regulations
International Traffic in Arms Regulations
Joint Certification Office

Joint Certification Program

Ministere Approvisionnements et Services
Memorandum of Understanding

Request for Proposal

Scientific and Technical Information

United States
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U.S./Canada Joint Certification Program

One result of a Memorandum of Understanding
(MOU) signed after the 1985 Quebec Summit Declaration
Regarding International Security was the establishment of
the U.S./Canada Joint Certification Program. The estab-
lishment of the Joint Certification Program benefits U.S.
and Canadian defense and high technology industries by
facilitating their continued access to unclassified militarily
critical technical data under the control of the U.S.
Department of Defense or the Canadian Department of
National Defence which is needed 1o perform on a govern-
ment contract or support a legitimate business activity as
defined in DoD Directive 5230.25, and in Canada's
Technical Data Control Regulations (TDCR). As stated
in the MOU’s “Joint Terms of Reference for the United
States-Canada Joint Certification Program”, the Joint Cer-
tification Program was established “to certify contractors
of each country for access, on an equally favorable basis,
to unclassified technical data disclosing critical technol-
ogy governed in the U.S. by DoD Directive 5230.25 and,
in Canada, by the Technical Data Control Regulations

(TDCR).”

The U.S./Canada Joint Certification Program is
handled by the Joint Centification Office (JCO), Defense
Logistics Service Center, Federal Center, 74 N. Washing-
ton Avenue, Battle Creek, Michigan 49017-3084. The
JCO receives and processes certification forms submitted
by contractors of each country who wish to obtain access
1o unclassified militarily critical technical data from the
Military Departments of the two countries.

1. Authorized Canadian access to DoD-
Controlled Militarily Critical Technical Data.

The information dissemination and control proce-
dures set forth in DoDD 5230.24 and DoDD 5230.25 for
DaoD-held data are in place to support contractors doing
business with the Department of Defense or for other
legitimate business activities in which the contractors are
engaged, or plan to become engaged. To the extent that
Canadian contractors require access to technical data for
this purpose, they should be treated no differently from
U.S. contractors, subject to the constraints described
below.

The technical data that are directly releasable to
certified Canadian entities, without the need for a license,
must fall within the exemption for Canada under Part 126
of the ITAR. Canadian contractors would have access to
unclassified documents available to contractors through
libraries and technical data repositories. Technical data

that have a Distribution Statement “A” may be oblained by
the general public. Canadian contractors and individuals
certified by the JCO would also have access 1o technical
data that have a Distribution Statement “X”, Canadian
contractors who are supporting U.S. Government agencies
would have access to unclassified documents with
Distribution Statement “C”. If their contract was with
DoD, they also would be eligible for unclassified docu-
ments with Distribution Statement “D”. However, if

the Distribution Statement “C” or “D” specifies that the
document contains “foreign government information” or
“proprietary information”, written consent must be
obtained from the owners before release. Documentation
with any other kind of Distribution Statement other than
those listed above (e.g., “B”, “E”, “F”") must have the
written permission of the controlling office for release. A
chart showing the "intended audience™ (See Definitions) of
Distribution Statements found in DoD Directive 5230.24 is
attached.

2. Authorized U.S. Access to DND-Controlled
Militarily Critical Technical Data

The information dissemination and control proce-
dures set forth in the TDCR are in place to support
certified contractors doing business with Canada's Depart-
ment of National Defence or for other legitimate business
activities in which the contractors are engaged, or plan to
become engaged. To the extent that U.S. contractors
require access 1o technical data for this purpose, they
should be treated no differently from Canadian contrac-
tors.

3. Impact of the U.S./Capada Joint Certifica-
tion Program on U.S. and Canadian Contractors.

U.S. and Canadian contractors who wish to receive
militarily critical technical data from either the Department
of Defense or the Department of National Defence must
become certified by the Joint Certification Office.

Certified U.S. and Canadian contractors who are not
doing business with the U.S. Government are eligible to
receive DoD Distribution Statement "A" and Distribution
Statement "X" technical data only. Cenrtified U.S. and Ca-
nadian contractors may purchase unclassified/uncon-
trolled technical data (Distribution Statement "A™) from
the National Technical Information Service (NTIS) and
technical data with a Distribution Statement "X" from one
of DoD’s technical data repositories.




THE U.S.-CANADA JOINT CERTIFICATION PROGRAM
DIRECTLY ARRANGED VISITS (DAV)

1. Introduction:

In 1985, the United States and Canada signed a Memorandum of Understanding (MOU) that
established the U.S.-Canada Joint Certification Program. As stated in the MOU'’s "Joint Terms of Reference
for the United States-Canada Joint Certification Program,” the program was established "to certify contractors
of each country for access, on an equally favorable basis, to unclassified technical data disclosing critical
technology.” This information is controlled in the U.S. by DoD Directive 5230.25 and, in Canada, by the
Technical Data Control Regulations (TDCR). Under each Nations’ laws, the U.S. Department of Defense
and Canada’s Department of National Defence may withhold such technical data from public disclosure.

To ensure that the goals of the 1985 MOU are realized, the United States and Canada have agreed
that the certification process can be used to facilitate visits that involve access to unclassified technical data.
The procedures discussed in this paper have been developed to permit directly arranged visits (DAV) by
Canadian Government officials and certified Canadian contractors to DoD contractor facilities. Canadian
authorities have developed similar procedures that permit DAVs by U.S. officials and contractors to Canadian
contractor facilities.

II. Conditions for a Directly Arranged Visit (DAV):

A directly arranged visit (DAV) is permitted when the following two conditions are satisfied:
1. First condition:
a. There is a valid license covering the export of the data; or

b. The export of release is permitted under the Canadian exemption in Part 126.5 of the International
Traffic in Arms Regulations (ITAR) (see Section V.1., Canadian Exemptions, below); or

c. The export or release is covered by the general exemptions in Part 125.4 of the ITAR (see Section
V.2., General Exemptions, below); or

d. The export or release qualifies for a General License under the Export Administration Regulations
(EAR); and

2. Second condition:

a. The distribution statement applied to the data pursuant to DoD Directive 5230.24 permits release
(see Section VI, Technical Data Markings, below); or

b. The originator or U.S. Government controlling office authorizes release.

IT1. U.S. Contractor Responsibilities:

a. In the case of unclassified visits to DoD contractor facilities, it is the responsibility of the U.S.
contractor to notify potential Canadian visitors if a proposed visit meets the conditions for a DAV or if an
official visit request must be submitted through government channels.




b. When a U.S. contractor sponsors any meetings, conferences and symposia, at which controlled
unclassified technical data will be presented or discussed, and Canadian participation is anticipated or
requested, it is the responsibility of the U.S. contractor to ensure that the information provided at the meeting
is releasable to Canadian Government officials and certified Canadian contractors. The conditions listed in

paragraph IL, above, apply.

c. Certified U.S. contractors wishing to initiate an unclassified visit to a certified Canadian contractor
or Canadian military installation should make arrangements with the contractor security office or the DND
personnel they wish to visit. DAVs to military installations may be conducted only for the purpose of:

(1) collecting or discussing unclassified solicitations; or

(2) in furtherance of procurement activity related to unclassified solicitations (e.g., pre-
solicitation conferences).

By Canadian regulation, the installation commander retains final approval authority for any visit
and may deny it for security or operational reasons.

IV. Procedures for Processing Requests for Visits and
Documentation

Upon receipt of a request for a visit which will involve the release of unclassified technical data to
Canadian officials or certified Canadian contractors, the recipient U.S. contractor security office will:

a. if the requestor is a government official, verify identity and status prior to release of
information; if the requestor is a contractor, verify that the purpose falls within the scope of the business
activity stated in the requestor’s certification, DD Form 2345, which must accompany all requests;

b. determine whether the information is releasable under the Canadian exemption in Part
126.5 of the ITAR or the general exemptions in Part 125.4 of the ITAR, or under a General License;

c. if the data bears a distribution statement, determine whether release is authorized or
whether release must be approved by the originator or U.S. Government controlling office (e.g., the requestor
1s outside the intended audience).

d. if release requires approval of a license or other written approval, action should be initiated
to obtain approval and the requestor should be notified of such action.

V. Licensing Exemptions

1. Canadian Exemptions (Part 126.5 of the ITAR).

In general, unclassified articles and technical data may be exported to Canada without a license or
other authorization, for end-use in Canada or return to the United States, with the exception of the articles
and technical data listed in subparagraphs a. through g., below. If the data to be released during the proposed
visit is included in subparagraphs a. through g., a valid export license or approved visit request is necessary,
unless release is permitted under a general exemption described in paragraph 2. below.

a. Fully automatic firearms in Category 1(a) of the U.S. Munitions List which are not for
end-use by the Federal Government, or a Provincial or Municipal Government of Canada;

b. Nuclear weapons strategic delivery systems and all components, parts, accessories or
attachments specifically designed for such systems and associated equipment;




c. Nuclear weapon design and test equipment listed in Munitions List Category XVI;
d. Naval nuclear propulsion equipment listed in Munitions List Category VI(e);
e. Aircraft listed in Munitions List Category VIIl(a);

v f. Submersible and oceanographic vessels and related articles in Munitions List Category
XX(a) through (d);

g. Technical data that can be used for manufacturing purposes except in furtherance of a
technical assistance agreement (TAA) or manufacturing license authorized pursuant to part 124.3 of the [TAR.

2. General Exemptions (Part 125.4 of the ITAR).

A license (or, in some cases, an additional license) is not required if the export or release of
unciassified technical data falls under one of the following general exemptions.

a. Technical data to be disclosed pursuant to an official written request or directive from the
U.S. Department of Defense.

b. Technical data in furtherance of a manufacturing license or technical assistance agreement
approved by the Department of State provided that data does not exceed the scope and limitations of the
relevant agreement.

¢. Technical data in furtherance of a contract between the exporter and an agency of the U.S.
Government, if the contract provides for the export of the relevant technical data, and such data does not
disclose the details of design, development, production, or manufacture of any defense article.

d. Copies of technical data previously authorized for export to the same recipient. Revised
copies of such technical data are also exempt if they pertain to the identical defense article, and if the revisions
are solely editorial and do not add to the content of technology previously exported or authorized for export
to the same recipient.

e. Technical data in the form of basic operations, maintenance, and training information
relating to a defense article lawfully exported or authorized for export to the same recipient. This exemption
applies only 1o exports by the original exporter.

f. Technical data related 10 firearms not in excess of caliber .50 and ammunition for such
weapons, except detail, design, development, production or manufacturing information.

g. Technical data being returned to the original source of import.

h. Technical data directly refated to classified information which has been previously exported
or authorized for export to the same recipient, and which does not disclose the details of the design,
development, production, or manufacture of any defense article.

i. Technical data sent by a U.S. corporation to a U.S. government agency. (This exemption
is subject to limitations in Section 125.1 (b) of the ITAR).

j- Technical data for which the exporter, pursuant to an arrangement with the Department
of Defense or NASA which requires such export, has been granted an exemption in writing from licensing
provisions by the Office of Defense Trade Controls. Such an exemption will normally be granted only if the
arrangement directly implements an international agreement to which the United States is a party and if
multiple exports are contemplated.




k. Technical data approved for public release (i.c., unlimited distribution) by the cognizant
U.S. Government department agency.

V1. Technical Data Markings

On unclassified DoD-controlled technical data look for two important markings, the Export Warning
Statement and the Distribution Statement The Export Warning Statement tells you that the data may be
withheld from public disclosure under authority granted by Congress. The Distribution Statement identifies
the users for whom the data is intended.

Unclassified technical data that has an Export Warning Statement may be released outside the
Government only to companies and individuals who have executed certifications (DD Form 2345) in
accordance with DoD Directive 5230.25 and Canada’s TDCR. All non-Government recipients of technical
data must describe their access requirements through certification by the U.S.-Canada Joint Certification
Office, located in Battle Creek, Michigan, prior to obtaining information that is controlled by a Distribution
Statement.

Distribution Statements authorize secondary document dissemination organizations (e.g., libraries and
data repositories) to release the documentation to eligible recipients identified by the Distribution Statement.
All requests from outside the intended audience are to be referred to the U.S. Government controlling office
for action. Controlling offices make release determinations in accordance with applicable laws and regulations.

All contractors certified by the U.S.-Canada Joint Certification Office (JCO) are authorized access
to technical data that have the following Distribution Statements "A" and "X":

Distribution Statement "A"
"Approved for public release; distribution unlimited.”
Distribution Statement "X"

*Distribution authorized to U.S Government agencies
and private individuals or enterprises eligible to
obtain export-controlled technical data in accordance
with regulations implementing 10 U.S.C. 140c (date of
determination). Other requests must be referred to
(insert controlling DoD office).”

Certified contractors who are supporting U.S. Government agencies also would have access 1o
unclassified documents with Distribution Statement "C™:

"Distribution authorized to US. Government agencies
and their contractors (reason for restriction) (date
of determination). Other requests for this document
shall be referred to (imsert controlling DoD office).”

If there is a contract with DoD, they also are eligible to receive unclassified documents with Distribution
Statement "D™:

“Distribution authorized to the Department of
Defense and DoD contractors oaly (reason for
restriction) (date of determination). Other requests
shall be referred to (insert controlling DoD office).”




However, if the reason for restriction in Distribution Statement "C" or "D" specifies that the document
contains "foreign government” or "company proprietary” information, written consent must be obtained from

the owners before release.

Access by anyone outside the U.S. Government to documentation with the following Distribution
Statements requires the permission of the controlling office:

Distribution Statement "B*

"Distribution authorized to U.S. Government
agencics only (reason for restriction) (date
of determination). Other requests for this

document shall be referred to (insert
controlling DoD office).”

Distribution Statement "E*

"Distribution authorized to the DoD Components only
(reason for restriction) (date of determination).
other requests shall be referred to (insert
controlling DoD office).”

Distribution Statement "F"

“Further dissemination only as directed by (insert
controlling DoD office) (date of dissemination) or
higher DoD authority.”

VIIL. Conclusion

Further explanation of the U.S.-Canada Joint Certification Program, which provides the foundation
for DAVs, can be found in the soon to be published pamphlet on the U.S.-Canada Joint Certification Program.
Contractors who have questions about whether specific DoD-controlled technical data is releasable through
a DAYV should contact the U.S. Government controlling office or originator cited on the document. Any
questions about the U.S.-Canada Joint Certification Program should be directed to:

U.S.-Canada Joint Certification Office
Defense Logistics Services Center
Federal Center
74 N. Washington
Battle Creek, Michigan 49017-3084
Tel. (616) 961-4358 or (800) 352-3572




A3IVYO4dIOINI '8ISIYALYILNT NOIYO
WYHONIYLE YIHLNAD Ad d3ayvd3ydd

0661 81 AAVANYVS
dAOYD DNIAIOM FIALLINWODLENS ALIINDIS
ADOTONHDAL VAVNVYD/'S'1 dHL A€ NOIIVIIAISNOD YOJ AIYvdIdd

NVIDOUd NOIIVOIAILIID LNIOT
JHL d3dNQO
ALIRINDIS ADOTONHDAL VAVNVYD-SAIVLS dALINN




ONId3Idg

"ONI 'S3SIHdHILNI NOIHO Ag
AWHY JHL 40 LN3IW1HVd3IQ IHL HO4 d3ayvd3Idd

WVHOO0Hd NOILYDIHILH3D LNIOP
dH1 H3ANN
ALIHNO3S ADOTONHOIL VAVNYD-SIIVLS d3LINN




NV IDOOUd NOIILVOIAILIID LNIOL

\t\v@

dHL JdANI

ALIINDIS ADOTONHOIL VAVNYD /SN




ALTINDIS
TVNOILVNYILNI DNIQAVDOIA NOILIVAVIOIA
LINWNAS 23493NY G861 JHL YILIV AINDIS -

dONVHOXT ADOTONHDIL DIDIIVULS
ONINJIONOD DONIANVISIIANA JO WAANVIOWIN e

(dOr) WVYHDOUd NOIIVDIJILYID LNIOT FHI JOd ALINOHIAV

WVADOAd NOIIVOIAILITD INIOS
ALIRINDIS ADOTONHDIL YAVNYD/'S'N




(,wpibold uolpIIJ1}I8) JUIOf DPDUDY) -SOID}S
P8jIuN 8Yj 10} 92ULdISISY JO SWISL JUIOL, :92IN0G)

JOal IHL

ANV §2°'0€TS FAILDFAIA AOA NI AINIJIA SV $ISOJLANd
SSANISAL FILVWILIDIT YIHIO ¥QOd dO ‘ININNIUIAOD
NVIAVNVYD ¥dO ‘SN JHIL HLIM SSANISANE Od Ol aidIiN SI
VIVA IVHL N3IHM ."(d0Al) SNOIIVINDIA TOUAINOD vivd
TVOINHDII FHI A9 ‘'VAVNVD NI ‘ANV SZ'0€2S IAILDIAIA
dOd A9 QITIOILNOD VIVA TVIINHDIL dIIdISSVIONN

OL ‘SISVE TVOOAdIDIY A1TvA®I NV NO ‘SSIDHOV

JOd AYILNAOD HOVI 4O SUOILOVILNOD AJILAID OL™. e

dOf dHL 4O 3ISOdINd m

WVIDOAd NOILYDIAILNID LNIOT
ALIINDIS ADOTONHDAL VAVNVYD/'S'N




dOAL FHL JO ST'0€CS FALLDIAIA dOA A dINJYIAOD

NOILVWIO4NI TVOINHDIL dIIJISSVIONA TVIILIRID

ATIIVLITIN NIVIEO Ol 130443 ¥IFHL NI SUYOLOVIALNOD

NVIAVYNYD dNV 'Sl IVIYL AIHL MOH ANV SIVIDId4O

LNIWNIDVNVIN NVIDOUd ANV DNILOVIINOD ‘ALINNDIS
SNOIIVN HLOY SLO3dJdV X1LDOIUIA dOf FHIL

dOr JHL 4O 3Id0DS

WYADOUd NOILLVOIJIIATD LNIOL
ALIRINDIS ADOTONHDAL VAVYNVYD/'SN




ASVATIY AO4d NOISSIWAId NILLIIM FAVH

ISON (LO4INI AAVIINRIAOUd. qAO .OANI LAOD NOHITAOL.
SNIVINOD VIVAd JHIL NIHM .d. ¥30 .D. ¥0) .d..d.

‘4. SINIWIIVIS NOILNGINISIA HIIM VIVA TVDINHDIL »

dod DNILIOddAS SAOLOVALNOD Ad dINIVIEO IJd AVIN
o INIWFIVLS NOILAGIALSId HLIM VIVA TVOINHDIL e

SIIONIDVY LNINNIIAOD
‘SN DONILIOddNS SAOLOVALNOD AH AINIVIAO Id AV
»Ov LNIWIIVLS NOILNGIJISIA HLIM VIVA TVDINHDIL e

SYOLOVILNOD QIIJILITD OL FTAVTIVAV JAV .X. ANV
V. SINIWIIVLS NOILACGIALSIA HLIM VIVA TVOINHDIL e

AVLI FHL 4O 971
I¥Vd ¥IANN VAVNVD d04 NOILdWNIXI JHL NIHLIM
TIVd ISAW FISNIDIT V LAOHLIM SIILILNI NVIAVNVYD
AIId1IdID Ol FT1dVSVIATIA A1LDITAIA VIVA TVOINHDIL e
(yz'0eTS ddod 33Is) VviIva
TVDINHOIL dTIH-AOd Ol SSIDOV NVIAVNVYD dIZRIOHIAV

WVYDOAd NOIIVOIAILIID LNIOS
ALIRINDAS ADOTONHDIL VAVNVYD/'S'N




SILN WNOJId g3SvHOIINd T4 NVD HDIHM VIVA
TVOINHDIL JFTAVIIVAVY AIDITdNd O SINAOLISOdIA VIVA
TVYOINHDIL S.d0d 40 INO WOMd ISVHOIUN
AVIN AJHL HOIHM ".X. LNIWIILVIS NOILNCIILSId
HLIM VIVA TVOINHDIL FATIOIY OL IFTdIDITI

JAV SYOLOVIALNOD NVIAVNVD ANV 'S0 AIIJILIID e

ODf JHIL Ad dIIJILITID FWODId FJAVH
SHOLOVIALNOD NVIAVNVD 4SS ANV SAOLDVAILNOD ‘SN
BIV'El 9861 NI NOILdIDNI SAVIDOAd FHIL IDNIS e

(O2r) 321440 NOIIVDIAILYID LNIOr 3HI Aid
QIATFIIIID FNODIG LSAW INIWNATIAOD NVIAVNVD FHL
JO dOd 3FHI A9 YIHIIT AITIOALNOD VIVA TVIINHOIL
TVOILIND ATIIVLITIN QIIJISSVYIONA IAITIDIA

Ol HSIM OHM SYOIDVILNOD NVIAVNVYD ANV ‘SN e

SYOLOVIALNOD NVIAVNVYD dNV 'Sl NO dD2f FHL 40 ILOVdNI

WVYIDOUd NOILVIIAILIID LNIOS
ALTRINDIS ADOTONHOIL VAVNYD/'S'N




AVLI
JHL JO €vZ1 LIvd Ol ILNVASANd QIZIRAOHILAVY
ISNIDIT ONRIALOVANNVIN ¥0 (VVI) INIWNITIOV
IDONVISISSY TVDINHOIL V 40 IDNVUIHIANA
NI Ld3IDX3 SISOdANd ONRIALDOVAANVIN

JOd d@isn 39 NVD IVHI VIVd TVOINHDIL -

AVLI JHL
40 (9)6'9Z1 LIdVvd NI d3arsSIT SWILI ISOHI -

‘Ol X1dd¥V LON S3IO0Q AVLI
dHL dO 921 LIVd dO NOILdWNIXT NVIAVNVYD FHL e

AFANINTY

NVYDO0Ad NOLIVIILILATD LNIOL
ALIRINDIS ADOTONHDAL VAVNVYD/'S'N




p2'0£2S daOd ANV dVLI
JHL 4O SNOISIAOdd dHIL NIHLIM SNIVLIS TVAOI NIAID
JAV SAOLODVALNOD NVIAVNVD ANV 'Sl dIIJILAID e

SINIWIIVLS NOILALIALSIA
JHL HLIM FONVAIODODV NI SININWANDO0A FAIAQUL
SIIYOLISOdIY VIVA TVOINHDOIL ANV SIRIVILIT -

SINIWIILVIS NOILNdIdISIa
A1ddV ANV VIVd TVDINHDIL dHIL J04 (8)IoNIIdNv
AIANIILNI FHI ININJILIA SIDIZA0 ONITIOUILNOD ‘SN e

OOf FHL Ad JIIJILATD FAV VIVA TVIOINHOIL HONS
Ol SSIDDV DNIAITDIY SYOLOVALNOD NVIAVNVYD ANV
‘SN IVHL JAASNIT ILSAW dDAL IHL O §20€2S adod
Ad AINJIIAOD VIVA TVOINHOIAL TVOILIAD ATIRIVLITIN
JIJISSYTIONA YOd .SIDIJd0 DNITIOYLNOD.

JAdV LVHL SIIONIDV LNIWNIIAOD NVIAVNVYD ANY Sl e

SIIONIDV
LNIJWNIIAOD NVIAVNVYD ANV SN NO dOr JFHL 4O ILOVINI

NVIDONd NOILYOIAILIID LNIOS
ALIRINDAS ADOTONHDAL VAVNVYD/'S'N




V0L #BIUIY 20 47 DTS ODOQ | 1 48 Baureath 18 VIOP I¥HUUI BMITITIUR 1wt bu | 11BQ PRV 8N Ansburny | * x— -
Vo191 by RS S 1IQ 1) b DD OINDS iva @ WNIYNDS V] gaony Liva #| WRLYNo
Veraimy ouE H10GRY 10 lubwUTERg Y 130,
FPUO ONER TS V10 TOIVE) S BN BOPUA L O TETUR. LTI M 8]
SAIIANQ SIS0 JO IWPW LEGEQ O
L. v.000, 1P0AY Soway Mrs WY IR Qbaay * {HPUas spmpupy oy 891 DTN L [
ROV INN0 WNOTHY) § WO IO OvO 1]
UIQ T $ROUE) 19 20 5T OLLE QOOG IO Bustws 1S Aasprlere Laws 1ov 1000 Q33 P
: WO PO 2t ARoe LoPwriam0h veBIUE) 0 N B O] HTISD Tl st
1O KE FI0W M Sinre) 20 ¥IQL S TAVE) 0 52 OEIE OO YN 0 WP WA W Bt Auaas SVl 10 ALALYE NEURAN SUL BOUIREY OO W IO MBI P JINVNLIY 9§
PO Bt WM (T} 10N HOB TPU) ANasiod SR § Lt 00se AP RN TUD i e 209 MAABE: (IE UR BEGrY U 04 PNW PIN NEP
SHWEe 1) SPADY VOIS 1) weISel TIOMIY 9 VISVON | BOOusIL! 10 Wewtiry @ cauh bt Abawny NN WL OLIJIIIY NOUYIALED) ¢
- “Wenmed M Smpeen 20y Souerirese sl oot (1 PUe (L] T L

-~ o s poen ag & | (800 ¥} WOUIY MOU VMU BT ¢
I T I WET BOUINLE) 3 IR PEASM DU w W w Pomas . l.cl g I
Los maae) Moty VOIS el WeTeH $1 Sennver n—— . ol i oI e — ﬂ
T o S e e 4| SR ST ST ST T [ e T oA s o] gt s w2 e -
1 LY wori aQ Ml 2 1T B LI A ) VPN Sy B0 |08 | VERISS Pr MEr) WRB) §'1) S08 MRS 4O
NUOATIP 1 YR PO RNE ST MYl SRR D WeWUOR e 10 U M BVEUNG 8 PO W e e W Y} s e by ¢ 10s mordaeiwn 1 ey vook
Srneaver 0108 s 01 vewse s Tl HeeVn BOUrEe ey BB 818 BT (400 Bt b OV e 10 BB Bl TN 910 TTIN IS Srine s it Ses e La oo PSR Bt Vorr s s 191 ariod 1
HERNML IFHASY A tymw B BN B SPRERRUE BOMAL Leaihinadalle diia R R ]
? SRR LS e IO D SVE Deta B4 B0 BOHSNNED W Pavem 10 hekiLen BuL 0 BEWRU UGSl wOUS  § = Py P Ty -.a:g-“.-cuv-qﬂ.nuu 1
| ¢ Spvry 2 Bt L} D) LS VBTV A WOOE 10 1191014,
[ “Hﬁ‘hﬁi“ h.t.‘c‘-'c(ﬂ!l“.l! pagideipid 2007 1 VOEIVEO Byl ihvs Q908,501 puarmeat ST STl SoUTM 4 BT I | Sy 4L W 1D (TIOM 2c0) bamie 18 B B 01 11,0
B v B #1100 Poyovons WOWMAOY LN UL WOJ) SN LOENE Ve WO &) HIRUWA L)
| bowiss®d o owns but 10 41 yIQL § PRV 0 S2OCLS OOOT §TY PAA0) 8 UOMAS 0 Lngriam 8 4 MEH 01 SUOY i VOnERpLe) 0u 104 S0 LIIUOI 1IUNIN00 VEIBRUE) 0§11 U8 Wt | yirues pun ‘vernrhuee i buenie) enebes DUt et 071001
| 1o watrmatod sus somwn B0 voas: (SVBOT Hien S009 TRAIOTIY T B Tew BRI B TN Sl DA Daviere YPOD ORuen ©1 #rbuaut PimIeuI0 1O SIRVEGINY ‘80,1008 U BV R R ) | Loexs g1y owon ok
; WAL BUY Maany 18 s o $ we G ow o
©NL WRN 11004 Bae) 10 PIIST 8 S8 PUTA ¥ NIWOIM By . « bt o 4010 vevury 0 11 OLLS 0090
1 €3Q4 VL990wE) W 10 17 OF28 QOO 171w Bouasdl 30 | 1002w st !-.2.!«oa-.-.‘._3~¢ax-:il:3‘e!:!.uiﬂ.€ou 17140 WOMARI bul VS B JOAL VOGERILAY ¢ PR HOV 10 bmey | WO 10 Sabrdus 1 101101107 NI UM 11 UAIIE PUANG
BRI, T 10 $3EI0IVE IO (ERBIPW B Kjaves e o taNdSH) ¥ 0 trdtet Py 0402 t‘l:ﬂa“ddw “cﬂ::eos » uF-"_S.o:o..l lhxg 10UIE J8) 10 INAWUISARD YEIPOUEY Byl 10 LeSWEAOD
NI RWAN WOITR IS €T T WAN U PN PRI 1 ;" TN 9 ue Vo wiep) S Db FRAORO | Lushe (vt i AIBINDY § U8 wIDLAE 10 DG D4 PORAAL 438 ¥
PR ASOng (10889 Syl 100 FUALSINE 10 IEANADY: § N 0y B 1 PARUARINY B HABD 1 RIER ENUNINY 1ENLL) APatiw 03 MBIYE
g Bl Boubene 104 O - STUED 1 EN NS QHAIIY ¢ 4 * " $0 Paey 1w B Ve T WO Builde 0 Y kg pedoniwe voLed oW @
YONIY VeNERNe) 8 vOeuneEY | neuon s oopenend ust nes _n‘nvo. v S0IE30L U [ Wl ¥ BRNEN (FAPAAMA )0 TIBUIAE  BOILE30T
»ou BHUIOT S 1N W PP YIS 1) y 2018 1031 4)us89 1uBwursaon UBISVE) O (1 i M B () YTy Ty
- A 0 W YOBAIR 2 LPET NE0A0) Y3 (2T n by I P RN VINE NOWA I v 1]
VAT I 1800w ¢ 08 bt St P e et ) e ferrupw 0w ) W evee w fod s imgedrigivesed] e e L T T K
..o.ﬂo-a.‘l..l-g.l%i%.(l v 0 50 poY 1081, o) nivw 1o W 0F 1820 PBIADIO Low e ¥ P rTITT ~
# WV VR WG TS v WA | wel 4
t PV | ppon Senss ot Gusu 00, DO S 408 D ¢ € p VOISl [ TR 131 TW 91 - S X] & FOURI100) S 10 4. <80
BT M 0108 1O (Erm A s 0 e 1PDY Buirds Bu) i0AV) @ 101007 LIOWEE LIBTUEY (0 § 1 TGP Bestns P (o) vt | VP TIOR IIRUUI0N [E0I) ARITIIW BN 4O VEIBTIING OB L4 IHm OuAS | Wl
PONTRPLEY e WETIR B0 VIR0 W oMl At vt ¥ IFE RUNII 1P MU eSS 0) WV 18810V (1) s L eines venod 0 burey 14 e o B
[ e . ¥ S 20000 CONNUIRN MBI S I )8 B (1} MO IS U e W04 Aoy Sssustiy (1) ¢
T V) Batit “enTw £q JOVWET JE PR 0§ WOUTRIND 1§ | g (19N BT LN L) Bty BN) MO IPRIRAIBYL U 104 ¢ [ 1YHL SHAITT) SMEIINT #O TYNOMAON M) PIVG TVWILL WIUAD A VLW SMRAIDTE $0 WOLIGNGI v TV €
DOAd s UIPM By} vlm BUSWRITYE SUIG) € ¢ W BN VBT LE) deding
Vg |, VEnE ety L w S VI 98 I e WA AW PETITW B WK TYMINGY YFIAS, B NOSIATE. N
WO vt vILIOVI0) Wt #D JO) SEWNE e sBhy SWIOA it HMNE VB Q) - TROVE) | N Wi ENIOV 19mBUS;s ¢ O) SIONS,
Virmiaviy Ve Buy vinee nol \nu M Sewmes WO TNAANNSY EVIAL, LW SRMIUISE TBUNA ) HIVIEIDEY 18
181 WD Newing BO1es 1nek O) SN0 Aevewess A e POBAS; vt 04 L]
PO B Bl wh BINBs AW AOK WM IO [ERUUE 0 T 40)  NOIWADY, LTIy BALSIS: 10 BAVIND tem VoHNWEnt
Aeravpu N ases Swwined @ hes R brwenun AR snnd AT NOIUWENTIY. WOV S08 SUC 40 LT
P00 1000 VSN wobnpney wes) srueq
) 10008y
W) Rt Daebon Museg
PO WEMNULE) vt TPRE) [ MG MUUN
100 BUPUNITIIE kut BUP w0, I )8 K00 PELI W) o9 Byl vy AJWNLTY T IO | NVAITIS 2O WOUMOINO v |
(RN
FIP IR0 113 T B TEO00 J FERE € V1 WD: $0is WITIEULIRG BUL MIANO U1 DIRR| 1ty | Aien B i) OM INQOne
L ERNIVO) POTaeY | HuND 8 IIUEN B 8] Bunl B4 SUN) WM BRRIOAG 04 Avw RIS 0k b NS w ) LU
VB POBAA LT NIV FIR (IO (TS AT 10 B M UBNSweND BuiBsele. waovep LIOOI™ O, N TR 1000 101Re/NT BUrv Soumagrienss A 144T] SIMOY_ TR i $9L) MO VNN IO NOWSOY KO Trevn ¢
WWOO1$MO ¥iv0 I
etns a4 oreebne  PTRTT aE T Tyt bdsind ol A DAY
NOY mnn 14y Rpsovrw L) RIS P OB hytaudn O v, ON IvOne 1002 YOONIA $4Q: 1OV 1 WNYSY “W)ss P
vy sy SB}0Q) - = TRRRTS
sz e Il NOIAIG  Aviiting 0 ° B,
POEL § HOWSAGY HiMDIING DAY WO/ { TIOQ IEINROS L PEFTETIVN 8 Burpebuuian, LI DETE 008K 4 St wmO
U LRI P SWIMSNS 171 vONINS ‘pe-0t W A0 PURRY 1w pp1 vemuws 3N 0 TGRS ST WWRELIUTT A RS IRBEINY (000 19N AT DS Mamabag/PY] 'Aar) 0T) L5 BIOIY ¥ o0 ?
i RS TV ORG GY.“S?“:!ﬂiiﬂﬂ“.-‘sgvlleil‘ YiVQ IS WO YWIORAOW [
il vvia s |
I SYEZ WYO04 00 4O NOLLTWWOD ¥OJ SNOLLDNULSNI et

NOIIVDIAILIID

NV ID0Add NOILVOILILIID LNIOT

ALIINDIS ADOTONHDIL VAVNVYD/'S'N




SUOLOVIALNOD 3ISNIJIA NVIAVNVYD [qO 'S'N aIrdilaid
d3IHLO HLIIM AILDIAIA SLISIA QIIJISSYTIONN IONVMIY

A3ILNISIAd FIV ¥YDAL FHL
dO ST°0€CS daOd A9 dINJYIAOD VIVA TVIINHDIL
AIIJISSYIONA JUTHM SONRIFHIVD QIIDINISTA ANILIV

VIVd TVDOINHDOIL
TVOILIRID ATIIVLITIN FATOANI SNOIIVDIIIDIdS
dSOHM SIOVALNOD dIILVTIIA-ISNIIIA OL ANOJSIA

VIVd TVOINHOIL

ANJ ¥O0d SYILIVADAVIH IDONIIIA TVNOIIYN IV
SNVIDOUd TYNOIIVNUILNI 0 IIVIOLDIVIA IHL WOAJ
ANV ‘VIVA TVDINHDIL dOd dO0d SIIIOLISOdIA VIV
TVOINHDIL ANV SINVILIT WOId VIVA TVIINHOIAL
TVOILIAD XTIIVLITIN QJIJISSYTIONA ISINDIA

AV SHOLOVALNOD ddIdILadd

NV ADOdd NOILVOIJILIID LNIOL

ALIINDIS ADOTONHDIL VAVYNVYD/'S'N

|




ALIIOHLAVY JISVITIY dOd IDIddO HNITIOULNOD
JIVIIdOAddV FHI OL AIAJIJIA Fd TTIM 1SINDIA
JHL ‘LNIWNND0A FHIL NO INIWIIVIS NOILALINISIA

dHL Ad dINIJIA SV .IDNIIAAV JIANILNI.

dHL OLNI TIVvd ILON $3I0d UOLOVALNOD FHL dJI e

. AJOLISOdIY
VIVA TVOINHD3IL JO AYVALIT ¥ OL qilLLINdNS

JAV d4dd NV OL d3IVTIid ILON VIVA TVDINHDIL
JOd SLSINVIA YOLOVIULNOD NVIAVNVD ANV 'S e

JIDVNVYIN AVADOUYd JHI Ol
ATLOJYIA d4d NV OL dIIVTIIA VIVA TVDINHOIL ¥dOJ
SLSINDVIY LINGNAS SYOLOVULNOD NVIAVNYD ANV 'S e

VIVA TVOINHDIL AITIOULNOD-AOd YO SLsIN®I

NVIDOUd NOILIVOIAILIAD INIOL
ALIRINDIS ADOTONHOIL VAVYNVYD/'S'N




JIDOVNVIN WVIDOUd FHI Ol
ATLODTAIA 44 NV OL QIIVTIY VIVA TVIINHDIL ¥Od
SLSINVIY LINANS SAOLOVALNOD NVIAVNVYD ANV ‘SN e

VYMVLLO
NI SYILIVAOAVIH IONIJIA TYNOIIVN FHI IV

SWVYIDOUd TVNOIIVNIYILNI 40 FIVIOLDIYIA FHI Ol
SLSINDVIY LINGNAS SIOLOVALNOD NVIAVNYD ANV ‘SN e

VIVd TVOINHDIL dTIH-ANG YOd SIsIN®IA

NVIDOUd NOILVOIAILIID INIOL
ALIINDIS ADOTONHDIL VAVYNYD/'SN




LNIANIIAOD SAOLOVILNOD FHIL OL TVINIA
JOd SNOSVIY DIdIDIdS IAIAOAd TTIM ISINVIY FHIL
ONIANIQ ADNIOV LNIWNIYIAOD FHIL '1SINVIY NOdLN o

TVINId JOd SNOSVIIY HLIM AOLOVILNOD

SIAIAOCYd VIVA TVOINHODIL dHL DNITIOJILNOD

(NVIAQVNVD ¥O 'SN) ADNIODV ININNIYIAOD
JHL ‘SNOIIVIIAISNOD ALIINDIS OL 1DIrdNS e

LSINVIYd v 4O TVINIA

WVIDOAd NOILVOIAILIID LNIOL
ALTRINDIS ADOTONHOIL VAVNYD/ 'S




NVIADO0Ud NOILIVDIJIIAIID ILNIOT
VAVNVD/'S'1 FHL YIANA AIIFILITD SAQLOVALNOD

NVIAVNVD ANV 'S0 40 STIAILVINISIALIY o

"GNV SLNINNIYTIAOD NVIAVNVYD ANV ‘SN IHIL 40
SIIAOTdNT NVITIAID ANV TINNOSYId AAVLITIN e

-OL J3ILINIT SI A3LNISIAd
SI VIVA TVDINHDIL TVIILIID AIIAVLITIN FYIHM VAVNYD

ANV 'Sl JHL NI SONIMIHIVD dILDOIJLSIA Ol dJONVILLINAV

WVADOUd NOLIVOIAILIAD LNIOS
ALIINDIS ADOTONHDIL VAVNVYD/'S'N




Sdld NVIAVNVYD
OL 1D03dS3d HLIM SIDIAYIS ANV XIddAS dO
INIWLIVdIJ S, VAVNVYD IV YIOVNVIN INIWIANDOUJ
NVIDOUd FHIL NWOId ANV SAld dOod Ol 1D3dS3Y
HLIM dIDVNVIN WVIOOUd FHL WNOU4d TINIVILO

d9 dTAOHS 'S©JA YO Sdd¥ SV HONS ‘SIOVAOVL dId e

dOdL JHL

dO S§T°0€2S daOd A9 dINJYIAOD VIVA TVIINHDOIL

SNIVLNOD ©dd YO dd4¥ IHL IVHI QININYILIA

SI LI JYIHM NOIIVOIJILYID 04 INIWNITAINDIA
VvV JIVINdILS dTAOHS SIILINALIOAdO dId e

SISNVTIO NOIIVLIDITOS/dld

NV ADO0Ad NOILVOILAILITD LNIOSL

ALRINDIS ADOTONHDIL YAYNVYID/'S'N




SAIVNIDIIO VIVA TVDOINHDIL IHI HDIHM

NOUd AALNNOD JFHIL 4O SINIAWIAINDIA DNISNIDIT

JT9VOITddV TJHL HLIM XTIdINOD Ol dIAINDIA
TTILS 34V SNOILVN H1O9 WOUd SUOLDOVALNOD e

G2'0€CS daOd ¥O ADAL IHL A9 TINAIAOD

VIVA TVOINHD3IL NIVIEO OL SINIWIDNVAAV LISIA

QITJISSVIONA AOLOVILNOD-OL-JOLOVALNOD IDIAIA
MOTTV STANAIDOUd ALIINDIS TVIAILSAANI S.VAVNVYD e

dOdL JHL YO ST0€TS

ddod A4 dINYIAOD VIVA TVIINHDIL NIVILO

Ol SNOIIVTIVLSNI YOILOVILNOD aOd OL SLISIA

d3IJISSVIONN IDNANOD OL YIAAO NI TVAOULIVY

dOd Y04 dIIN FHI NOUd SUYOLOVALNOD NVIAVNVYD
AITJILATD SLAWIXT NOISIDIA dOd 6861 AAVANVS e

SNOILIVTTVLSNI JOILDVILNOD OL SLISIA dIIJISSYIONN

NV IDOO0IYd NOILLVDIJILAAD LNIOT

ALIINDIS ADOTONHDAL VAVNYD/'S'N




JOLOVALNOD FWIA4 ‘SN FHL HOHNOYHL

LI NIVIEO AV AJHL ¥0 dOQ JHI WOAd X11DIAIA

VIVA TVOINHOIL TVOILIID ATIAVLITIN AFIJdISSYTIONN

LSINOIA AV IOVILNOD dOd ¥V NO INWIId 'Sn ¥ OL
SYOLOVIALNODENS FIV OHM SAOLOVALNOD NVIAVNYD e

Vivda
TVOINHDIL TVOILIID ATIRIVIITIN 4O LIOdX3 AOLDVALNOD

NVYIDOId NOILIVDIJILIID LNIOCr

ALIINDIS ADOTONHDIL VAYNVYD/'S'N




VSLAd OL ¥3SN1 dNI ANV ISN ANI "'dIYITASNVIAL
VIVAd JHL JO AIVININAS ¥ SIAIAOUd ¥ILIOIXI
dHL ‘d3AINDIA SI ALINMOHLAV ISVITIY NIHM o

LIXd 4O LdOd FHIL IV SINOLSND 40 ¥OLOIAIA
IDIALSIA FHL HIIM (A-4ZGL4 WIOd D0d) NOLIWIVIDIA
LIOdXT SAdIddIHS V¥ SITId AFLIOdXT JHIL e

dSNIDIT ONIRINLOVAONVIN

JO LNIWIIADV ITONVISISSV TVIINHDIL

ONILSIXT NV SI JYdIHL SSTITNA ADOTONHOIIL

DO NISSTIOOUd JAVMIIOS JO FIVMAIVH IAVINA

JANTONI OL 'VIVA DNIRIALODVAANVYIN J0O NDHISIA
d3TIVLIA NIVLNOD ILON S3I0OQd VIVA TVDINHD3IL JHIL o

SLNIWNDOOA FHL NO ANNOd SLNIWIIVLS NOILAGIdLSId
dHL Y3ANN JFTHIDITI SI LNIIdIDTY NVIAVNVYD e

‘d3AIAOYUd IS OL SYOLOVALNODENAS NVIAVNVYD
Ol VIVA TVOINHDIL TVDIILIRID ATRIVLITIN QIIJISSVTIONN
dOd LINSNVILIY AVIN SAOLOVIALNOD INWIIL 'S0

WVIDO0Ad NOILYIILILATD INIOL
ALTRINDIS ADOTONHDIL VAVYNVYD/'S'N




SNOILVIND3IA

LIAOdXT JTIVOITddV Ad 1049 STINAIDOAUd SLI ANV

dOf dHL A9 dINJIAOD ILON ITUV VIVA TVIINHDIL
JITTOAYLNOD LIOdXT 'AIIVAINID-AALSAANI

| JIVLS

dO ININWILIVdIA “TOYLNOD SNOILINAW JO IDIddO

JHL WOUdd NOINIdO AJOSIAAVY NV ILSINOIY dTAOHS

JSNIDIT ¥V LAOHLIM VAVNVD OL dILIOdX3T I9d AVIN

VIVA TVOINHDIL TVDILIID XIIIVLITIW JIIJISSVIONN
NIVIAIDO AdTFHIIHM FANSNO JAV OHM SAOLOVILNOD e

(LNOD) SAILITIFISNOdSIY SAFILAOIXI

WVIDOAd NOIIVOIAILIID LNIOL
ALIINDIS ADOTONHODIL VAVNYD/'S'N




INIWIIVIS NOILLALGIAISId ¥ dANY IDIION SNINJIYM

TOJdINOD IJdOdXT NV 'LNIWNDOA FHIL 40 ILNOU4

dHL OL QdXIddV ‘JAVH OSTV TI1IM d2f JHI 40
SNOISIAOUd FHL YIANN dISVITIA NOIIVINIWNDOQ

LOAL JHI A9 'VAVNYD NI 'ANY

§C08CS JAILDTAIA AOA A9 ‘SIIVIS dIALINN
JHIL NI 'dINJIAOD SI INIWNDOOA SIHI NI
dANIVINOD NOIIVWIOINI 40 TONINOD FHI.

ONITANVH TVID3IdS 404 @IIN FHIL
dO SINIIdIDIY LIYITV OL AIMAV 99 TTIM. dOr FHIL
dO SNOISIAOYd FHL ¥YIANA qISVITIA SINIWNADOA TIV o

SONIAIVIN

WVADOAd NOILLYDIIAILITD LNIOL
ALIINDIS ADOTONHDAL VAVNVYD/'S'N




LOV NOILDNAOId IDNIJIIA
S,.VAVNVYD ¥IANN NOILDONVS OL ALITIEVIT -

dVLI JHL JIANAN NOILONVS Ol ALITIAVIT -

VAVNVYD ANV 'Sl FHL NI NOIIVDIJILYID 40 SSOT -

ONIMOTTIOd IHL NI ITNSIA AVIN
LNIWIIAOV NOIIVDIJILIID FHIL 4O NOIIVIOIA ANV o

SNOIILVTOIA

WVIDOAd NOLLVDIAILATD LNIOL
ALIINDIS ADOTONHDIAL YVAVYNVYD/'S'N




SJANAIDOAd LISIA NVIAVNVD

ANV VIVA TVOINHDIL NVIAVNVYD ¥0d4d SINIWIJINDIA

ONISNIDIT OL DNILVIIA STINAIDOUd NVIAVNVYD

dHL 4O JIDATITMONIA 4O ADVT A9 dIUIJNVH
SNOIIVTIVLSNI dOLOVALNOD NVIAVNVD OIL SLISIA 'Sn e

SLISIA QIIVTIA JTAOD OIL dDOf 4O 3ISN dIANVLIX3I

dHL 4O IDAITMONIA 4O ADVT ANV SSIDOUd

dHL NO NOILDAYILSNI NILLIIM JO ADVT A9 TIYIdNVH
SNOIIVTIVLSNI JOLOVALNOD 'S’ OL SLISIA NVIAVNVD e

((ADAL) SNOILIVINDIA TOALNOD VIVA TVIINHDIL
dHL A9 VAVNVD NI GIINIWITdNWI SI dOf FHL) dOf
dJHIL IAATONI OL NILLIIMIA I9 OL SAIIN (§z2'0€ZS
ddod) d2f JIHI d4Od ALIRIOHIAY ONILNIWITINI ‘SN e

SINFTdOUd

WVYYDOUd NOILVDIAILITD INIOL
ALIRINDIS ADOTONHDAL VAVNVYD/'S'N

|




(£

SYOLOVILNOD SN d0d STINAID0AJd
NVIOQVNVD NO FTOILIdV NOIIVWNAOANI HSITdNd e

SNOILVODI'TdNd JIAVIL ISNIJIIA SNOIAVA

JILILITMIN DINO

JALLITSMIN SId
SIOVSSTIN IDIANIS

‘HONOYHIL
dOf FHIL NO JTIOILIV NOIIVWNIOINI JIVNINISSIA e

(S53008d NI) dDOr FHL 4O HNINOILONAL AIdOAd
FIVLITIOVA OL §2°0€ZS IAILDIAIA AOA ISIAIY e

SNOIIVANTIWWNODIA

NVIDO0Idd NOILVODIJILIID LNIOTL

ALIRINDIS ADOTONHDIL VAVNVYD/ SN




¥4

ALIDOUdIDIY SI JUIHL dIAIAOUJL
TVSOdOUd SIHL OL ISNO4STIA FALIVINAILAVY NV
NI QIAINDNOD JAVH SIDIAUIS AAVLITIN ‘SN FHL e

dDAL FHILI dO ST'0€ZS AAOA A9 TITIOAILNOD VIVA

TVDOINHDIL ONINIVINOD NOIIVLIDITOS d3IdISSYIONN

NV Ol ISNOdSIY NI SNOIIWTIVISNI XAVLITIN

dANd dO dOd OlL SIISIA QIIJISSVIONN IDAANOD Ol

JIAIO NI TVAOALIVY INFAWNAYIAOD NIVIIO OL dIIN

JHL WOUJ SYOILDOVALNOD qIIAILIYID ILdWIXI Ol
qTHIANT dOf FHI 4O NOISNVIXI SANINWODIY dOdg e

dOf dHL 4O NOISNVdX3 dIANINNODIY

WYIDOUd NOIIVIIAILIID LNIOL
ALI-INDIS ADOTONHDIL VAVNVYD/'S'N




| &4

dOd JFHI Ad d3ISOdOUd SIANAIDOUd ISOHL

OL dVTINIS VIVA TVDINHD3IL ddIdISSVIONN

NIVIHO OL SLISIA NOIIVTIVISNI XAVIITIN

~OL-JOILOVILNOD ¥YOd SIANAIADOAd HNIJOTIAIA
SI ANV ‘OL FTdIDNIdd NI QIIIOV SVH ANQ e

ALIDOALIDIY

NVIADOUd NOIIVDILILIID LNIOSr

ALIRINDIS ADOTONHDIL VAVNVYD/'S'N




g2

| LNIWITIIDV

JAVAL 34 ATFNOATANW/NVOIVIY THIL JO LIAILS

JHL HLIM DNIdIIA NI DNIIVHS ADOTONHDIL
DIDIIVAULS VAVNVYD/'S'1 IDNVHNI ANV JLOWOU] »

NONW 9861 JIHL NI dINOISIANT SVM LI
SV dOl JHL dO DNINOILDONNd JFHL FIVLITIOV] e

SIAILDIT40 ANV SIVOD

WVIDOAd NOLIVOIALIATD INIOL
ALRINDAS ADOTONHOIL YAVNVYD/'SN




9-X38-1032U-1

ATTACHMENT 10

Visits Involving Access to Unclassified Technical Data by
Canadian Government Officials and Certified Canadian Contractors




OFFICE OF THE UNDER SECRETARY OF DEFENSE

WASHINGTON. D C. 20301-2000

17 July 1990

In reply refer to:
I-90/10763

MEMORANDUM FOR DIRECTOR, DEFENSE INVESTIGATIVE SERVICE
DIRECTOR, NAVY INTERNATIONAL PROGRAMS OFFICE, USN
DIRECTOR, COUNTERINTELLIGENCE AND SECURITY
COUNTERMEASURES, ODCSINT (DAMI-CI), USA
CHIEF, INTERNATIONAL AFFAIRS DIVISION, CVAI, USAF
CHIEF, FOREIGN LIAISON DIVISION, DI-4, DIA

SUBJECT: Visits Involving Access to Unclassified Technical Data
by Canadian Government Officials and Certified

Canadian Contractors

REFERENCES: (a) DoD Directive 5230.24, "Distribution Statements

on Technical Documents," March 18, 1987

(b) DoD Directive 5230.25, "Withholding of
Unclassified Technical Data from Public
Disclosure," November 6, 1984

(c) DoD Directive 5230.27, “"Presentation of DoD-
Related Scientific and Technical Papers at
Meetings," October 6, 1987

The United States and Canada share a unique, long-standing
military and economic relationship. The two countries are partners
in the joint defense of North America and have established a
bilateral command structure (NORAD) for mutual air defense.
Canadian industry is a part of the North American Defense
Mobilization Base. The United States and Canada consult and
cooperate on the development of common industrial security
procedures and technology controls; approximately 70% of Canadian
industry is owned by U.S. interests. The two governments have
entered into numerous bilateral agreements that codify and support

this relationship.

In 1985, the United States and Canada signed a Memorandum of
Understanding (MOU) that established the United States-Canada Joint
Certification Program. As stated in the MOU's "Joint Terms of
Reference for the United States-Canada Joint Certification
Program," the program was established "to certify contractors of
each country for access, on an equally favorable basis, to
unclassified technical data disclosing critical technology." This
information is controlled in the United States by DoD Directive
5230.25 and, in Canada, by the Technical Data Control Regulations
(TDCR) . Under each Nation's laws, the U.S. Department of Defense
and Canada's Department of National Defence may withhold such

technical data from public disclosure.
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To ensure that the goals of the 1985 memorandum are realized,
the United States-Canada Security Subcommittee has agreed that the
certification process can be used to facilitate visits that involve
access to unclassified technical data. The attached procedures
have been developed in coordination with the Military Departments
to permit directly arranged visits (DAV) by Canadian Government
officials and certified Canadian contractors to DoD contractors or
military installations. Canadian authorities have developed
similar procedures that permit DAVs by U.S. officials and
contractors to Canadian contractors and military installations.

You are requested to initiate action necessary to implement
the attached procedures. A copy of your implementing instructions
should be provided to this office, Attention: Director for

International Security Programs by 31 August 1990.

Attachment
As stated

cc:
Director, DTSA




Subject: Directly Arranged Visits (DAV) by Canadian Government
Officials and Certified Canadian Contractors

I. Applicability:

A directly arranged visit (DAV) 1is permitted when the
following two conditions are satisfied:

1. First condition:

a. There is a valid license covering the export of the data;
or

b. The export or release is permitted under the Canadian
exemption in Part 126.5 of the International Traffic in Arms
Regulations (ITAR) (see Tab A, paragraph 1); or

c. The export or release is covered by the general exemptions
in Part 125.4 of the ITAR (see Tab A, paragraph 2); or

d. The export or release qualifies for a General License
under the Export Administration Regulations (EAR); and

2. Second condition:

a. The distribution statement applied to the data pursuant
to DoD Directive 5230.24 permits release (see Tab B); or

b. The controlling office authorizes release.

II. Responsibilities:

a. In the case of unclassified visits to DoD contractor
facilities, it is the responsibility of the U.S. contractor to
notify potential Canadian visitors if a proposed visit meets the
conditions for a DAV or if an official visit request must be

submitted through government channels.

b. Canadian Government officials and certified Canadian
contractors wishing to initiate an unclassified visit to a U.S.
military installation should make arrangements with the
installation security office. These direct unclassified visits to
military installations may be conducted for the purpose of:

(1) collecting or discussing unclassified solicitations;
or

(2) in furtherance of procurement activity related to
unclassified solicitations (e.g., pre-solicitation conferences).

By regulation, the installation commander retains final
approval authority for any visit and may deny it for security or

operational reasons.
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c. It is the responsibility of the sponsors of meetings,
conferences and symposia, at which controlled wunclassified
technical data will be presented or discussed, to ensure that the
information provided at the meeting is releasable to Canadian
Government officials and certified cCanadian contractors. The
conditions listed in paragraph 1. above, apply. DoD Instruction
5230.27 provides further guidance regarding the presentation of
DoD-related scientific and technical papers at meetings,

conferences and symposia.

III. Procedures for Processing Reguests for Visits and
Documentation

Upon receipt of a request for a visit which will involve the
release of unclassified technical data to Canadian officials or
certified Canadian contractors, the recipient DoD Component or
contractor security office, or the controlling office, as

applicable, will:

a. if the requestor is a government official, verify
identity and status; if the requestor is a contractor, verify that
the purpose falls within the scope of the business activity stated
in the requestor's certification, DD Form 2345, which must

accompany all requests;

b. determine whether the information is releasable under
the Canadian exemption in Part 126.5 of the ITAR or the general
exemptions in Part 125.4 of the ITAR, or under a General License;

c. if the data bears a distribution statement, determine
whether release is authorized or whether release must be approved
by the controlling office (e.g., the regquestor is outside the
intended audience) (see. Tab B). It is the responsibility of the
controlling office to obtain any written consent required (e.g. for
foreign government or proprietary information);

d. if the data cannot be released, the requestor will be
provided a written explanation of the reasons for denial and the
procedures to be followed for an appeal. If release requires
approval of a license or other written approval, action should be
initiated to obtain approval and the reguestor should be notified

of such action.

TAB A. Licensing Exemptions

TAB B. Technical Data Markings




Licensing Exemptions

1. Canadian Exemptions (Part 126.5 of the ITAR).

In general, unclassified articles and technical data may be
exported to Canada without a license or other authorization, for
end-use in Canada or return to the United States, with the
exception of the articles and technical data 1listed in
subparagraphs a. through g., below. If the data to be released
during the proposed visit is included in subparagraphs a. through
g., a valid export license or approved visit request is necessary,
unless release is permitted under a general exemption described in

paragraph 2. below.

a. Fully automatic firearms in Category 1(a) of the U.S.
Munitions List which are not for end-use by the Federal Government,
or a Provincial or Municipal Government of Canada;

b. Nuclear weapons strategic delivery systems and all
components, parts, accessories or attachments specifically designed
for such systems and associated equipment;

c. Nuclear weapon design and test equipment listed in
Munitions List Category XVI;

d. Naval nuclear propulsion equipment listed in
Munitions List Category VI{(e);

e. Aircraft listed in Munitions List Category VIII(a);

f. Submersible and oceanographic vessels and related
articles in Munitions List Category XX(a) through (4);

g. Technical data that can be used for manufacturing
purposes except in furtherance of a technical assistance agreement
(TAA) or manufacturing license authorized pursuant to part 124.3

of the ITAR.

2. General Exemptions (Part 125.4 of the ITAR).

A license (or, in some cases, an additional license) is not
required if the export or release of unclassified technical data
falls under one of the following general exemptions.

a. Technical data to be disclosed pursuant to an
official written request or directive from the U.S. Department of

Defense.

b. Technical data in furtherance of a manufacturing
license or technical assistance agreement approved by the
Department of State provided that data does not exceed the scope
and limitations of the relevant agreement.

A-1




c. Technical data in furtherance of a contract between
the exporter and an agency of the U.S. Government, if the contract
provides for the export of the relevant technical data, and such
data does not disclose the details of design, development,
production, or manufacture of any defense article.

d. Copies of technical data previously authorized for
export to the same recipient. Revised copies of such technical
data are also exempt if they pertain to the identical defense
article, and if the revisions are solely editorial and do not add
to the content of technology previously exported or authorized for

export to the same recipient.

e. Technical data in the form of basic operations,
maintenance, and training information relating to a defense article
lawfully exported or authorized for export to the same recipient.
This exemption applies only to exports by the original exporter.

f. Technical data related to firearms not in excess of
caliber .50 and ammunition for such weapons, except detail, design,
development, production or manufacturing information.

g. Technical data being returned to the original source
of import.

h. Technical data directly related to classified
information which has been previously exported or authorized for
export to the same recipient, and which does not disclose the
details of the design, development, production, or manufacture of
any defense article. .

i. Technical data sent by a U.S. corporation to a U.S.
government agency. (This exemption is subject to limitations in

Section 125.1 (b) of the ITAR).

j. Technical data for which the exporter, pursuant to
an arrangement with the Department of Defense or NASA which
requires such export, has been granted an exemption in writing from
licensing provisions by the Office of Defense Trade Controls. Such
an exemption will normally be granted only if the arrangement
directly implements an international agreement to which the United
States is a party and if multiple exports are contemplated.

k. Technical data approved for public release (i.e.,
unlimited distribution) by the cognizant U.S. Government department

agency.
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Technical Data Markings

On unclassified DoD-controlled technical data look for two
important markings, the Export Warning Sstatement and the
Distribution Statement. The Export Warning Statement tells you
that the data may be withheld from public disclosure under
authority granted by Congress. The Distribution Statement
identifies the users for whom the data is intended.

Technical data that has an Export Warning Statement may be
released outside the Government only to companies and individuals
who have executed certifications (DD Form 2345) in accordance with
DoD Directive 5230.25. 2ll non-Government recipients of technical
data must describe their access requirements through certification
prior to obtaining information that is controclled by a Distribution

Statement.

Distribution Statements authorize secondary document
dissemination organizations (e.g., libraries and data repositories)
to release the documentation to eligible recipients identified by
the Distribution Statement. All requests from outside the intended
audience are to be referred to the controlling office for action.
Controlling offices make release determinations in accordance with
applicable laws and regulations.

Contractors certified by the U.S.-Canada Joint Certification
Office (JCO) are authorized access to technical data that have a
Distribution Statement "A" or "X". Certified contractors who are
supporting U.S. Government agencies also would have access to
unclassified documents with Distribution Statement "C". If there
is a contract with DoD, they also are eligible to receive
unclassified documents with Distribution Statement *"D". However,
if the Distribution Statement "C" or "D" specifies that the
document contains "foreign government" or '"company proprietary"
information, written consent must be obtained from the owners
before release. Access to documentation with Distribution
Statements "“B", "“E", or "F" requires the permission of the

controlling office for release.
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ATTACHMENT 11

DoDD 5230.20--International Visits and Personnel Exchanges




Department of Defense

DIRECTIVE
March, 1990
5230.20
USD(P)
SUBJECT: International Visits and Personnel Exchanges
References: (a) DoD Instruction 5230.20, "Policy and Procedures for the Control
of Foreign Representatives,” June 25, 1984 (canceled)
(b) Title 22, CFR, Sections 120-130, "International Traffic in Arms
Regulations (ITAR)," Department of State, November 1989
(c) Title 15, CFR 768 et seq, "Export Administration Regulations
(EAR)," Department of Commerce, December 1990

(d) through (t), see Enclosure 1

A. PURPOSE: This Directive:

1. Cancels reference (a) and provides policy and procedures governing visits by and
the assignment of foreign nationals to DoD Components.

2. Establishes the International Visits Program and Defense Personnel Exchange
Program. '

B. APPLICABILITY

1. This Directive applies to:

a. The Office of the Secretary of Defense (OSD) and activities supported by
OSD, the Military Departments, The Joint Staff, the Unified and Specified Commands, and
the Defense Agencies (hereafter referred to collectively as "DoD Components”).

b. All arrangements whereby foreign persons visit or are assigned to DoD
Components or to facilities over which DoD Components have security responsibality.

2. This Directive does not apply to:

a. Visits that are conducted at defense contractor facilities which involve access
only to unclassified information that is not subject to export licensing under the Department
of State’s International Traffic in Arms Regulations (ITAR) (reference (b)) or the Department
of Commerce’s Export Administration Regulations (EAR) (reference (c)).




b. Visits to DoD Components or DoD contractor facilities by foreign national
employees of a U.S. contractor. Such visits will be processed in compliance with the ITAR
(reference (b), DoD 5220.22-M (reference (d), and Enclosure 3, section B.4.

c. Programs involving the training of foreign nationals that are subject to
Chapter 10 of DoD 5105.38-M (reference (e)) and the Joint Security Assistance Training
(JSAT) Regulation (reference (f)).

C. DEFINITIONS: The terms used in this Directive are defined at Enclosure 2. Only these
terms will be used in connection with foreign visits and personnel exchanges.

D. POLICY: It is DoD Policy that:

1. Contacts With Foreign Representatives. All contacts by foreign representatives
with DoD Components shall be conducted under the International Visits Program or the
Defense Professionals Exchange Program and only in compliance with this Directive.

2. International Visits Program. Visits by foreign nationals and assignments of
liaison officials to DoD Components shall be arranged as a one-time Vvisit, recurring visit or
extended visit as described in Enclosure 3 of this Directive.

a. Licensing Requirements. DoD visit authorizations shall not be used to
circumvent export licensing requirements (see Enclosure 3, section B.9.).

b. Sponsorship. Visits by foreign nationals to DoD Components that will
involve access to classified information or controlled unclassified information shall be
sponsored by the visitor’s government. Requests for visits within the United States shall be
submitted through the requesting government’s Embassy in Washington.

3. Defense Personnel Exchange Program (DPEP). Assignments of foreign nationals
to DoD Component organizations to perform functions for the host organization shall be
arranged only under a Defense Personnel Exchange Program (DPEP) agreement in
compliance with DoD Directive 5530.3 (reference (g)) and Enclosure 4 of this Directive.

4. Release of Information.

a. Access by foreign nationals to classified information shall be in compliance
with DoD Directive 5230.11 (reference (h)) and DoD 5200.1-R (reference (i)).

b. Access to controlled unclassified information shall be in compliance with
DoD Directives 5230.25 and 5400.7 (references (j), and (k).




¢. Exceptions to the National Disclosure Policy (NDP-1) (reference (1)) will not
be granted to accommodate assignment of a foreign exchange professional under the DPEP.

5. DDL. A Delegation of Disclosure Authority Letter (DDL), containing the
information in the example at Enclosure 5 shall be prepared and provided to the contact
officer for each foreign national assigned to a DoD Component as a liaison officer or under a

Defense Personnel Exchange agreement.

6. Contact Officers. Contact officers shall be designated to control the activities of
foreign visitors and exchange personnel. The contact officer must be familiar with DoD
Directive 5230.11 (reference (h), applicable guidelines governing the release of classified and
controlled unclassified information, and the specific disclosure guidelines established in the
DDL.

7. Identification for Foreign Nationals. All foreign visitors, including attaches,
liaison personnel, and exchange personnel, that are authorized unescorted access to DoD
facilities shall be issued badges or passes that clearly identify them as foreign nationals.
Decisions on issuance of badges and passes shall be made after consideration of the factors at
Enclosure 3.

E. RESPONSIBILITIES

1. The Heads of DoD Components shall:

a. Designate, in writing, an official to manage the International Visits Program
and the Defense Personnel Exchange Program for their Component.

b. Promulgate written instructions, consistent with DoD Directives 5230.11,
5230.25, and 5400.7 and DoD 5200.1-R (references (h), (j), (k) and (i)) and this Directive to
govern visits and assignments of foreign nationals and their access to classified and controlled
unclassified information.

C. Record decisions on foreign visits involving access to classified and
controlled unclassified information in the Foreign Visits System (FVS) in compliance with
DoD Instruction 5230.18 (reference (m)).

2. The Secretaries of the Military Departments, or their designee, additionally shall:

a. Approve or deny requests for visits by foreign representatives to their
Departments and their contractors.

b. Negotiate all agreements with foreign counterpart Military Departments
involving the assignment of exchange military personnel to their Component, in compliance
with existing laws and regulations, DoD Directive 5530.3 (reference (g)) and this Directive.




c. Process visit requests from foreign governments through the Foreign Visits
System in compliance with DoD Instruction 5230.18 (reference (m)).

d. Conduct periodic on-site visits to the military organizations and facilities
under their cognizance to monitor implementation of this Directive.

2. The Director, Defense Intelligence Agency, or a designee, shall:

a. Process requests for visits by foreign nationals to the OSD, The Joint Staff
and the Defense Agencies, and their contractors, except those visits approved by the National
Security Agency/Central Security Service and the immediate offices of the Secretary and
Deputy Secretary of Defense.

b. Administer, in coordination with the Deputy Under Secretary of Defense
(Security Policy), the assignment of exchange personnel to OSD, The Joint Staff and DoD
agencies.

¢. Promulgate a Department of Defense Foreign Attache Manual to provide
standard instructions and formats governing visit requests, document requests, liaison officer
certifications and exchange personnel. The manual shall be coordinated with the Military
Departments and the Office of the Deputy Under Secretary of Defense (Security Policy) prior
to publication.

3. The Deputy Under Secretary of Defense (Security Policy) shall:

a. Provide policy guidance and exercise oversight within the Department of
Defense for the International Visits Program and the Defense Personnel Exchange Program.

b. Manage automation support to the International Visits Program and the
Defense Personnel Exchange Program through the Foreign Disclosure and Technical
Information System (FORDTIS) under DoD Instruction 5230.18 (reference (m)).

c. Authorize the negotiation of Defense Personnel Exchange agreements that
involve the assignment of foreign personnel to OSD, The Joint Staff and the Defense
Agencies, except as specified in subsection E.5., and E.8., below.

d. Promulgate additional guidance as necessary to ensure effective
implementation of this Directive.

4. The Comptroller of the Department of Defense shall establish policies and
procedures concerning the financial aspects of the Defense Personnel Exchange Program.

5. The Under Secretary of Defense (Acquisition) shall promulgate procedures
consistent with DoD Directive 5530.3 (reference (g)) and this Directive governing the
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negotiation and conclusion of agreements for exchange of scientific and technical personnel.

6. The General Council will review and assure the legality of agreements involving
visits and assignments of foreign persons to DoD Components.

7. The Assistant Secretary of Defense (Force Management and Personnel) will
review agreements with foreign governments that establish Defense Professionals Exchange
positions to ensure compliance with DoD manpower and personnel policies.

8. The Assistant Secretary of Defense (Command, Control, Communications and
Intelligence) shall promulgate procedures consistent with DoD Directive 5530.3 (reference
(g)) and this Directive governing the negotiation of agreements that involve the assignment of
foreign exchange personnel in DoD intelligence and intelligence-related positions.

9. The Chairman, Joint Chiefs of Staff shall promulgate procedures consistent with
DoD Directive 5530.3 (reference (g) and this Directive governing visits by foreign nationals
and assignments of foreign exchange personnel to the Unified and Specified Commands.

10. The Secretary of the Air Force shall provide resources for the operation,
maintenance and administration of the Fereign Visits System (FVS) and comply with DoD
7110.1-M (reference (n) regarding requests for funds to carry out this responsibility.

F. EFFECTIVE DATE AND IMPLEMENTATION

This Directive is effective immediately. Forward two copies of implementing
documents to the Deputy Under Secretary of Defense for Security Policy within 120 days.

SIGNATURE

Enclosures - 5

References
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International Visits

Exchange Personnel

Delegation of Disclosure Authority Letter
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REFERENCES, continued 5230.20 (Encl 1)

DoD 5220.22-M, "Industrial Security Manual For Safeguarding Classified
Information," January 1991

DoD 5105.38-M, "Security Assistance Management Manual,” October 1, 1988
authorized by DoD Directive 5105.38, August 10, 1978.

"Joint Security Assistance Training (JSAT) Regulation,” AR 12-15, SECNAVINST
4950.4, AFR 50-29, February 28, 1990

DoD Directive 5530.3 "International Agreements," June 11, 1987

DoD Directive 5230.11, "Disclosure of Classified Military Information to Foreign
Governments and International Organizations," (under revision)

DoD 5200.1-R, "Information Security Program Regulation,” August 1982, authorized
by DoD Directive 5200.1, June 7, 1982

DoD Directive 5230.25, “Withholding of Unclassified Technical Data From Public
Disclosure,” (under revision)

DoD Directive 5400.7, "DoD Freedom of Information Act Program,” May 13, 1988
National Policy and Procedures for the Disclosure of Classified Military Information to
Foreign Governments and International Organizations (short title: National Disclosure
Policy (NDP-1)) (U), October 1988'

DoD Instruction 5230.18, "The DoD Foreign Disclosure and Technical Information
System (FORDTIS)," November 6, 1984 (under revision)

DoD 7110.1-M, "Department of Defense Budget Guidance Manual,” July 1988
Executive Order 12356, "National Security Information,” April 16, 1983

DoD Directive 5100.55, "United States Security Authority for North Atlantic Treaty
Organization ‘Affairs," April 21, 1982

DoD Instruction C-5220.29, "Implementation of the North Atlantic Treaty
Organization Industrial Security Procedures (U)," December 15, 1982

DoD Directive 5200.12, "Conduct of Classified Meetings," May 16, 1988

DoD 5230.25-Ph, "Control of Unclassified Technical Data With Military or Space
Application," (To Be Published)

U.S.C,, Title 22, Section 2751 et seq, "Arms Export Control Act of 1976," as
amended.

! provided to designated disclosure authorities on a need-to-

know basis from the Office of the Deputy Under Secretary of Defense
for Security Policy.
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DEFINITIONS

1. Attache: A diplomatic official or military officer attached to an embassy or legation,
especially in a technical capacity.

2. Certification: Formal recognition by a DoD Component of a working relationship with a
representative of a foreign government (i.e., a Liaison Officer) for specified purposes and on
a recurring basis.

3. Classified Military Information is information originated by or for the Department of
Defense or its departments or agencies or under their jurisdiction or control and which
-requires protection in the interests of national security. It is designated TOP SECRET,
SECRET and CONFIDENTIAL, as described in Executive Order 12356 (reference (0)).
Classified military information may be in oral, visual or material form. DoD Directive
5230.11 (reference (h)) further defines the eight categories into which classified military
information has been subdivided.

4. Contact Officer: A DoD official designated in writing to oversee and control all contacts,
requests for information, consultations, and other activities of foreign representatives who are
assigned to or are visiting a DoD Component or subordinate organization. In the case of
personnel exchange programs, the host supervisor may be the contact officer.

5. Controlled Unclassified Information: Unclassified information to which access or
distribution limitations have been applied in accordance with national laws and regulations of
the originating country. For the purpose of this Directive, it generally is U.S. information that
is exempt from public disclosure pursuant to DoD Directives 5230.25 and 5400.7 (references
(j) and (k)) or which is subject to export controls.

6. Delegation of Disclosure Authority Letter (DDL): A letter issued by the appropriate
designated disclosure authority describing classification levels, categories, scope, and
limitations concerning information that may be disclosed to specific foreign governments or
foreign nationals.

7. Executive Agent: The office designated to negotiate and sign agreements establishing
exchange programs; and as final approval authority for all exchange programs that take place
within that DoD Component.

8. Exchange Personne] (formerly "Integrated Personnel’') : Military or civilian officials of
a foreign defense establishment who are assigned to a DoD Component following the terms
of an exchange agreement and who perform duties, prescribed by a position description, for
the DoD Component.
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9. Foreign National: For this Directive, a person who is not a citizen of the United States.

10. Foreign Representative: Either a foreign person or a representative of a foreign interest
as defined in item 16., below.

11. International Organization: An entity established by recognized governments pursuant to
an international agreement which, by charter or otherwise, is able to acquire and transfer
property, make contracts and agreements, obligate its members, and pursue legal remedies.

12. Liaison Officer: A foreign government official, either a military or civilian employee,
who is certified by his or her government to act as a representative of that government to a
DoD Component in connection with bilateral or multinational programs.

13. Meeting: For this Directive, a conference, seminar, symposium, exhibit, convention,
training course, or other such gathering during which classified or controlled unclassified

information is disseminated.

14. Representatives of a Foreign Interest: A citizen or national of the United States, or an
intending citizen to the United States, who is acting as a representative of a foreign
government, organization or firm.

15. Security Assurance: The written confirmation, requested by and exchanged between
governments, of the security clearance level or eligibility for clearance, or their national
contractors and citizens. For the purposes of this Directive, it also includes a statement by a
responsible official of a foreign government or international organization that the original
recipient of U.S. classified military information possesses the requisite security clearance and
1s approved by his or her government for access to information of the security classification
involved on behalf of the government or organization and that the recipient government will
comply with security requirements specified by the U.S.

16. Training. Training as it applies to this Directive includes formal or informal instruction
of foreign students in the United States or overseas by:

a. officers or employees of the United States, contract technicians, or
contractors (including instruction at civilian institutions); or

b. correspondence courses, technical, educational, or information publications

and media of all kinds, training aid, orientation, training exercise, and military advice to
foreign military units and forces.
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17. Visit Authorization: There are three types of visit authorizations:

a. An One-time Visit Authorization permits contact by a foreign
representative with a DoD Component or DoD contractor facility for a single short-term
occasion for a specified purpose.

b. A Recurring Visit Authorization permits intermittent visits over a specified
period of time in connection with a government approved license, contract or agreement Of

other program when the technical data to be released has been defined and approved for
release in advance by the U.S. Government.

¢. An Extended Visit Authorization permits a single visit for an extended
period of time. Extended visit authorizations are to be used when a foreign national is
required to be in the United States, normally beyond 30 days, in connection with one of the
following situations:

(1) A foreign government contract or joint program (e.g., joint venture,
representative to a joint or multinational program, etc.);

(2) Participation in an exchange program under the DPEP;
(3) Training;

(4) Certification as a liaison officer to a DoD Component(s).
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INTERNATIONAL VISITS PROGRAM

A. GENERAL

1. Control of Visitors. Visits by foreign nationals to DoD Components shall be
controlled to ensure that the visitors receive access to only that classified and controlled
unclassified information that is authorized by a disclosure official designated pursuant to DoD
Directive 5230.11 (reference (h)) for disclosure to their government.

2. International Visits Program. The International Visits Program is established to
ensure that classified and controlled unclassified information to be disclosed to foreign
visitors has been properly authorized for disclosure to their governments, that the requesting
foreign government provides a security assurance on the visitors, and to facilitate
administrative arrangements for the visit.

3. Security Assurance. Classified information and controlled unclassified information
shall not be disclosed to a foreign national unless the appropriate designated disclosure
authority has received a security assurance from the foreign national’s government. Classified
documentary information may not be transferred to a foreign national unless the security
assurance specifically states that the individual may assume custody on behalf of the
government. A receipt must be obtained for the information, regardless of its classification
level

4. Foreign Visits System (FVS). Requests for visits submitted by foreign governments
shall be submitted and processed using the FVS. Requests for visits by governments that do
not participate in FVS, and visits to locations where FVS is not available, shall be submitted
directly to the applicable Military Department or DIA, which shall enter and process the
request in the FVS.

B. PROCEDURES

1. Recurring Visit Authorizations shall be established to support intermittent,
recurring visits associated with approved programs, such as agreements, contracts or licenses.
Authorizations will be valid for the duration of the program, subject to annual review and
revalidation.

2. Extended Visit Authorizations shall be used for the assignment of certified liaison
officers and exchange personnel.
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3. Hosted Visit. Visits by foreign nationals at the invitation of DoD officials do not
normally require the submission of a complete visit request by the visitors since designated
disclosure officials should have authorized disclosures of information prior to the invitation
being extended. Nevertheless, certain security requirements must be satisfied. To facilitate
arrangements for these visits, DoD officials who extend such invitations shall notify their
designated visitor control office of the invitation so that the necessary security assurances can
be obtained and expedited arrangements can be made for the visits.

4. Visits by Foreign National Employees of U.S. Defense Contractors to DoD
Components or to other contractor facilities on official business do not require the submission
of a visit request through foreign government channels. Access to export controlled technical
data by foreign national employees of U.S. contractors are authorized pursuant to an export
license or by other written U.S. Government authorization that is obtained by the employing
contractor. When these employees visit another contractor facility or a DoD Component, the
employing facility should provide a copy of the export license or other written authorization
to the designated disclosure authority or security office, as applicable, at the facility to be
visited.

5. Visits by Representatives of the North Atlantic Treaty Organization (NATQO)

a. NATO Classified Information. One-time or recurring visits by
representatives of NATO commands or agencies or the NATO international staff, which
involve access to NATO classified information, will be processed under paragraph 40, Section
III, of Attachment 1 to USSAN Instruction 1-69 (enclosure 2 to DoD Directive 5100.55
(reference (p)). Recurring visits related to NATO Production and Logistics Organization
(NPLO) or NATO Industrial Advisory Group (NIAG) activities will be processed under
Section VI of USSAN Instruction 1-70 (enclosure to DoD Instruction C-5220.29 (reference

(@)

b. Non-NATO Classified Information. Visits by representatives of a NATO
command, agency or the NATO international staff, including US citizens assigned to NATO
positions, which involve access to US classified information, will be processed in compliance
with the requirements of this Directive.

6. Visits for Foreign Participation in U.S. Procurement - Related Meetings.
Potential foreign attendance must be assumed when planning for meetings that may lead to
contract opportunities for nations with which the U.S. has reciprocal procurement agreements.
Security requirements for classified meetings shall be in compliance with DoD Directive
5200.12 (reference (r)) and DoD 5200.1-R (reference (i)). The following procedures also

apply:
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a. Disclosure Decision. DoD Components will determine the extent to which
classified information may be involved throughout the life cycle of a program before the
announcement of a procurement action. Decisions on disclosures of classified information
shall be in compliance with DoD Directive 5230.11 (reference (h)). The extent of foreign
attendance at meetings related to the announced procurement action will be contingent upon
the disclosure decision. If attendance by foreign nationals is permitied, any classified
information to be disclesed must be at a level that is authorized for release to all forexgn
nationals that are present.

b. Denials. The head of the DoD Component conducting the meeting, or a
senior designee, will approve any denials of a specific appeal by a foreign government for
attendance by its representatives at such meetings.

7. Canadian Visits. Visits by Canadian government officials or certified Canadian
contractors to DoD Components or contractors, that involve the disclosure of controlled
unclassified information, will follow the procedures outlined in DoD 5230.25-Ph (reference

(s)).

8. DoD Components supported by DIA shall:

a. Obtain a disclosure authorization from the originating department or
agency for the release of any classified or controlled unclassified information that is not under
the Component’s disclosure jurisdiction. This shall be accomplished prior to notifying DIA of
the acceptance of a visit by foreign nationals that will involve access to such information.

b. Notify DIA, ATTN: DI-4A, when they extend invitations to foreign
nationals to visit their organization.

9. DoD-authorized visits to contractor facilities. DoD-authorized visits of foreign
nationals to contractor facilities constitute an exemption to the licensing requirements of the
ITAR (reference (b)). DoD authorized visits may not be used to circumvent the licensing
requirements of the ITAR by contractors. Therefore, DoD Components shall:

a. Approve the Request for a visit if it is in support of an actual or planned
U.S. Government program; or

b. If the proposed visit is not in support of a U.S. Government program,
notify the requestor and applicable contractor that arrangements for the visit may be made
between the requestor and the contractor, provided the contractor has or obtains an export
license for any technical data that may be disclosed; or,
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c. Deny the Request for the visit if it is determined that the information
associated with the proposed visit cannot be authorized for disclosure, and notify the
requestor and the applicable contractor of the decision.

10. Liaison Officers.

a. General.

(1) DoD laison officer certification does not bestow diplomatic or
other special privileges, even though certified liaison officers who also
have attache status may have diplomatic accreditation by the
Department of State.

(2) Liaison officers’ activities shall be limited to the representational
responsibilities of their government described in the certification. They
may not perform functions for the DoD Component(s) to which they are
certified.

(3) DoD certification shall not be used to assign foreign nationals to
U.S. defense contractor facilities. U.S. defense contractors must obtain
an export license for such assignments and comply with the provisions
of Chapter 10 of DoD 5220.22-M (reference (d)).

b. Certification Procedures. The following requirements shall be satisfied for
DoD certification of foreign government liaison officers:

(1) Notification to the Department of Defense by the foreign
government concerned that the specified official is an officially
sponsored representative of that government.

(2) A statement of legal status of the liaison officer (including any
privileges and immunities to which the liaison officer is entitled) and
parent government responsibilities.

(3) A statement that the official concerned is authorized by the
sponsoring government to conduct business with the Department of
Defense for purposes that must be specified, citing related agreements,
contracts or other arrangements.

(4) An assurance by the foreign government that the official holds a
specified level of security clearance.
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(5) A statement concerning whether the liaison officer may assume
custody of documentary information on behalf of the government.

(6) An assurance that the liaison officer’s government will be
responsible for any US classified or controlled unclassified information

provided to the liaison officer.

11. Access to DoD Facilities. Foreign national visitors of allied and friendly countries,
including attaches and liaison officers, may be authorized unescorted access to DoD facilities

when all of the following conditions are met:

a. The foreign government concerned extends reciprocal privileges to U.S. in-
country Defense personnel.

b. Security measures are in place to control access to information and sensitive
areas within the facility.

¢. Access is required for official purposes on a frequent basis (i.e., more than
once per week).

d. A badge or pass is issued which identifies the bearer as a foreign national
and which is valid for a specific facility during normal duty hours.

e. The badge or pass is displayed on the outer clothing so that it is clearly
visible.

f. Issuance of the badge or pass must be authorized in writing by a senior
official designated for this purpose based on written justification describing how items a.
through c., above, will be met.
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DEFENSE PERSONNEL EXCHANGE PROGRAM (DPEP)

A. GENERAL

1. Voluntary Services. The United States Government may not accept voluntary
services from any source or employ personal services exceeding that authorized by law,
except for emergencies involving the safety of human life or the protection of property, unless
the service is gratuitous. The essential element of "gratuitous service" is that the person
rendering the service must agree in writing, in advance, that he or she waives any and all
claims against the Government on account of the services.

2. Use of U.S. Resources for Training. United States Government resources may not
be used to provide training to foreign persons except as provided by the Arms Export Control
Act (reference (t)) as implemented by Chapter 10 of DoD 5105.38-M (reference (e)).

3. Security Clearances. United States Government policy also prohibits the granting
of security clearances to foreign nationals and therefore discourages the hiring of foreign
nationals. However, classified information may be shared with other governments and their
representatives in support of lawful and authorized government programs.

4. Advantages to DoD. Despite the above restrictions, advantages can accrue to DoD
from the assignment of foreign personnel to selected defense positions that permit DoD
Components to take advantage of specified expertise of. the foreign person and foster better
understanding on the part of the participants of the organization and management of defense
programs and operations. The DPEP is designed to permit the assignment of foreign defense
personnel to DoD Components for these purposes based on a government-to-government
agreement that provides for reciprocity.

5. Scope. The DPEP covers all initiatives that involve the assignment of foreign
personnel to positions with DoD Components other than for training. Assignment of foreign
personnel under the DPEP will not be used for training (see subsection B.2.c., of this
Directive) or in lieu of, or in combination with liaison officer certification. DPEP agreements
normally will cover:

a. Personnel exchanges involving assignments of military personnel to
operational positions under the jurisdiction of the Military Departments;

b. Senior professional personnel to administrative and planning positions
within OSD;

c. Scientists and engineers to technical positions within the DoD Components;
and
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d. Intelligence analysts controlled by DIA.

B. POLICY

1. Status of Personnel. Personnel assigned to DPEP positions shall be career military
or civilian employees of the participating Defense establishments.

2. Purpose. DPEP agreements may be negotiated to foster better understanding on the
part of the participants and their governments of the organization and management of defense
programs and operations while taking advantage of specified expertise of the participating
exchange personnel. The criteria in subsection D.1, below shall be considered prior to making
commitments concerning the negotiation of a DPEP agreement.

3. Reciprocity. DPEP agreements shall provide for the reciprocal assignment of DoD
personnel to substantially equivalent positions within the Defense establishment of the other

participating government.

4. Limitations. The DPEP may not be used as a mechanism for exchanging technical
data or other controlled information between the governments or for training of foreign
nationals. Information exchanges will be governed by an appropriate agreement (e.g.,
cooperative research and development or data exchange agreement); training of foreign
nationals shall be in compliance with DoD 5105.38-M (reference (e)).

5. Executive Agents. DoD officials who are responsible for authorizing the
negotiation of personnel exchange agreements may appoint an executive agent to negotiate
and administer a program for a specific country or countries.

C. RESTRICTIONS AND SECURITY REQUIREMENTS

1. Restrictions on Exchange Personnel.

a. Dual Status. Foreign exchange personnel may not act in the dual capacity as
a DPEP participant and as a representative of their government while assigned to DoD
Components. They also may not act as an official DoD representative with other Departments
or governments or with contractors.

b. Official Conduit. Foreign exchange personnel may not serve as a conduit

between DoD and their government for requests and transmission of classified and controlled
unclassified information.
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¢. Exercise of Command. Foreign exchange personnel may not be assigned to
a position that requires the exercise of command or supervision over personnel of the host
DoD Component.

2. Security Requirements.

a. Access Limitations. Foreign exchange personnel shall not have access to
restricted areas or to the following types of information:

(D RESTRICTED DATA and FORMERLY RESTRICTED DATA;
(2) Information Security (INFOSEC) information;

(3)  Classified or controlled unclassified information provided by
another government, department or agency (including DoD
Departments and Agencies);

4) Compartmented information;

(5) Information bearing a special handling notice which restricts
access;

(6)  Any classified information that has not been authorized
previously for release by the responsible designated disclosure
authority to the exchange professional’s government;

@ Information that is exempt from public disclosure pursuant to
DoD Directive 5230.25 and 5400.7 (references (j) and (k)).

The above limitations may be waived by the head of the host DoD Component if it has an
existing agreement with the exchange professional’s government that authorizes release of the
specific information or with the prior written consent of the originator. However, exceptions
to policy shall not be approved to accommodate the assignment of exchange personnel.

b. Security Responsibilities. Exchange personnel may not be given security
responsibilities (e.g., escort responsibility, document custodian, security checks, etc.).

c. Delegation of Disclosure Authority Letter (DDL). Disclosure guidance, in
the form of a DDL, will be established for each exchange position. The DDL will be prepared
by the foreign exchange professional’s host supervisor, in collaboration with Component
disclosure officials. The DUSD(SP) for OSD, The Joint Staff and Defense Agency positions,
and the designated disclosure authority for the Military Departments will approve the DDL.
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The DDL must contain the information in Enclosure 5.

d. Custody of Information. Foreign exchange personnel shall not have custody
of classified or controlled unclassified information. They may have access to the information
during normal duty hours at the place of assignment when access is necessary to perform the
functions set forth in the position description for the billet, provided the information has been
properly authorized for disclosure.

D. PROCEDURES

1. DPEP Criteria. DoD Components shall consider the following criteria prior to
establishing a DPEP position and discuss them in their requests for authority to negotate an
exchange agreement:

a. Likely political or military advantage to be gained;

b. Ability to adequately utilize a foreign exchange person in the organization
considering the policy and access limitations and security requirements described in Sections
B. and C., above;

c. Financial costs;

d. Other military arrangements with the country and the results of those
arrangements;

e. Reciprocity, particularly the ability of the DoD Component to assign a
person within the defense establishment of the other country.

2. Authorized Billets. Foreign exchange personnel normally will serve in authorized
personnel billets. Exceptions to this policy may be authorized by the head of the concemned
DoD Component if the assignment will result in significant military or political benefits to
DoD.

3. Position Description. A position description, similar to that at Figure 1, will be
prepared for each exchange billet.

4. Content of DPEP Agreement. DPEP agreements shall cover the following issues:

a. Type of exchange positions to be established.

b. Length of tour.
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c. Financial responsibilities (e.g., travel, salary, etc.) and use of facilities.
d. Entitlements (e.g., commissary privileges, medical care, etc.).
e. Liabilities and claims.
f. Status of assigned personnel, to include privileges and exemptions.
g. Security.
h. Disciplinary matters.

i. Administrative matters and oversight responsibilities (e.g., leave, dress,
reviews and performance reports).

5. Administrative and Operational Control. Foreign exchange personnel shall
remain under the administrative control (e.g., pay, ratings, disciplinary actions) of their parent
governments. They shall be under the operational control of the host DoD Component to
which they are assigned. They may participate in the functions of the host DoD Component
consistent with security considerations and the limitations described in subsection C.1., above.

6. Supervisor Responsibilities. The DoD official designated to supervise a foreign
exchange person shall be responsible for:

a. Assuring that the person understands the duties to be performed in the
position to which he or she is assigned;

b. Insuring that the person is provided access only to that classified and
controlled unclassified information necessary to fulfill the duties of the position description as
described in the DDL, or as otherwise authorized in writing by the originator;

c. Ensuring that co-workers are informed of the limitations on access to
information by the exchange person and their responsibilities in dealing with the individual;
and

d. Informing the person of his or her obligations, rights and responsibilities.

7. Identification.
a. Dress. Foreign exchange personnel shall wear their military uniform, if

applicable, or wear in clear view a DoD building or installation pass or badge that identifies
them as foreign nationals.
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b. Status. Any other identification, such as business cards, issued to foreign
exchange personnel by the host DoD Component shall clearly identify the person’s status as a
foreign exchange person.

8. Certification of Conditions and Responsibilities.

a. Foreign exchange personnel must sign a certification similar to that at Figure
2 prior to being assigned to the host DoD Component.

b. Foreign exchange personnel assigned to positions that might provide access
to technical data also must sign a certification governing the rights of the individual and DoD
with regard to inventions and rights in property.

POSITION DESCRIPTION FORMAT

1. Title of Position:

2. Position Location:

3. Qualification/Skills Required for Position:
4. Description of Specific Duties:

S. General Categories of Information to Which Access Will
be Required:

6. Host Supervisor:
Name:
Title/Grade:
Address:

7. Clearance Level Required for Access:

Figure 1
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CERTIFICATION OF CONDITIONS AND RESPONSIBILITIES

I understand and acknowledge that [ have been accepted for assignment to (name
and location of organization t0 which assigned) as agreed between the (name of country’s
defense establishment) and the United States Department of Defense. I further understand,
acknowledge, and certify that I will comply with the following conditions and
responsibilities:

a.  The purpose of the assignment is to gain knowledge of the
organization, management and operation of the host defense establishment. There will
be no access to technical data or other information except that which is required to
perform the duties of the position to which I am assigned.

b. I will perform only functions as described in the Position
Description for my work assignment, and will not act in any other capacity for my
government.

c. Access to information will be limited to that information determined
by my designated host supervisor to be necessary to fulfill the functions described in the
Position Description for my work assignment.

d. All information to which I may have access during this assignment
will be treated as information provided to my government in confidence and will not be
further released or disclosed by me to any other person, firm, organization or government
without the prior written authorization of the host government.

e. I have been briefed on, understand, and will comply with all
applicable security regulations of the host government.

(Signature)

(Typed Name)

{GradefTitle)

(Date)

Figure 2
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DELEGATION OF DISCLOSURE AUTHORITY LETTER (DDL)
FOREIGN VISITORS AND EXCHANGE PERSONNEL

The following DDL format should be used by DoD Components. While all elements
identified should be provided in the general order shown, information should be presented in
the clearest and easiest-to-use manner.

TITLE: DATE:

1. CLASSIFICATION: Identify highest classification of information to be disclosed.

2. DISCLOSURE METHODS: E.g., oral, visual, or documentary. If documentary access is
permitted, control procedures must be described in paragraph 7., below.

3. CATEGORIES PERMITTED: Specify NDP categories to be disclosed.

4. SCOPE: Specify who is authorized to release material or information, and to whom
disclosure is authorized.

5. AUTHORIZED FOR RELEASE/DISCLOSURE: Describe material, information, and
documents to which access can be permitted. If access is permitted to information described
in Enclosure 4, subsection C.2.a., the specific agreement or other written authorization on
which access is based must be cited. '

6. NOT AUTHORIZED FOR RELEASE/DISCLOSURE: Describe material, information
and documents, or portions thereof, to which access is not permitted.

7. PROCEDURES: Specify review and release procedures for information that is not

covered by the DDL, and describe controls and special security procedures (e.g., badges,
briefings) established to limit access to information and controlled areas.

8. REDELEGATION: Specify the extent of redelegation of authority (if any) permitted to
subordinate activities.




"IN3$33438 10K .

“IN3539d38 10N ARG EE L

W . G3033N N A A A SNOT1J19153%
no s N WHIXI AVA-ORL. I - "SIION 335 . N 'S310N 33s A vN SISVE [:1 NO d3d
‘03033N N v3gt 0009 CA : Q3033N ol Q3033IN N UN -3INVAINT "12S1Q T ONI
N : D Q30330 N . Q3033N N WN £ ¥321430 1JVINOD
A A 03G33N- A18Y804d N 03033N A78vV80Y4d N WK 1d3¥% -¥n01
e A - A T - LA YN . 7DS30.NOLLTSOd Q3A0YJdAY
'y . €1 40 - A Tkl VN L 55:63505%
A A e A A LR o mm%owuoi
) s_qmoomm mozqzoxu 13INNOSYHIJ -
S s - n A VN ] ) A g<>0aa&<
A % A - YN T mmwu_:o zo.w_<: N9.13304
"A41¥3A 01 Q33N I A . A 03033N N : R N ] S:E:oua.zo:éuw;_
I A A . N . N - TYAOYddY
J15ve S310N 335 SN ) N : : N N° 7 03033N N 13NNOSY¥3d- 031 193¥2IV
SQ3I3N "dx3 SA3I3N X Q30338 i “dX3 SQIIN . A G3G33N A 18V80Yd N 03033N 4188044 N SJINOYI7/SITHINNGD
R . N o A T N i TN . - N XV3/3INOHd  '233
N ; Y N é N N w O1dA¥I/NOD
’ N AN 90184 IS A N L N N SITLIATIOV/SITLITNIOVS
N - : CA ‘N N : N SNOISN1IX3 IV¥133dS
1 : i i I ¥N 3 SNOKW/4IVI
1 I { yN I 43l
-1 . i | ’ ¥N - | . v3Q
. I o 1. i VN i 3dAl "90¥d" A9 Iddv
A Q3141234S 10N N 1 R A x " 030N31X3
N N Q31412345 1ON N 1 VN . N A IN133NI3Y
‘ A Q31413345 10N N 1 WELEE]Y N LA “IWIL-3N0
X Q314123dS ION N - I N - A < SLISIA 40 S3dAl
i 1 . A { uN Q34338 N 031V I3UNN 41 SNOJS 000 ON
319 o TIvAd “£1-d0 INISDQ : I ~ A ) . dS3¥ 421104
2 SJIION 335 _N T o oNo 0¥d aino - N N 131 No d3d
B N v34[ 0009 - A N . N ‘ N SzEm_mzwa IVNSONN. 1d3Y
N v3ai. g009 A N N N ‘0,034 ¥331440 1JVINOD
N ‘ A - N VN . ) A UYL1 -LdWIXI/SNOLS -00a -
T N A : : ) I 1 13S1Q NI 03¥3A0)° 110N
N T A I > tddv. NI 430 140 | “dd¥ Nt 330100 i 031v3A3Y¥ LON S1IWIY WAQ -
S1N3IW3YIND3Y 1vH3IN3D
- B : ) . ] ) ) o 5270888 110N:3IN34333Y
p : , e . ; 99-08% 3V : , , 22°0£5S 110N:3INFYI13Y
A4143A O1 Q33N A Q30338 - N : L-0Z dv 02°0%02 F1AN:3IN3¥343Y
A41¥3A 0L 033N A H108 S¥3A0D 87" 0455 . d0 H108 SY¥3IA0I 01-09§ ¥V L-dON “LvW 03131SSY¥1373INTYF43Y
. 6-002 uv - 8770155 dO 0l-08¢ ¥V SIONVHIXI Sd3¥ "¥04 JON3Y3IIY -
02 4V S310ON AAVN AAVN SILON AWHY AWHY = SILONXX 0€ZSQ XX 0£€Z2S0° SILONOZ0£Z5Q 0Z'0£zsq 123dsv

S3L1ON 4V

FYNSOTISIA ANY SLISIA NDIFHOS 0 SLITISY SNOISVA 40 MINHIAO




INIS33d39 1TON AVW B Q30338 N “IN3SIH43Y 10N x B A - "IN3S3¥d3¥ 10N X
" 431704 0N0-0¥d- 1IN0 : SN WHIX3 kVA-OML. I S31ON 335 N SII0N 33S A
: - ; S o 03a33N N v3J1 gon9 A -Q3033N, I 03033N N
o N , 4 ~ @3033N . N 03033N . N
‘ ) A A 03033N . A18v80Yd N 03033N" A18vY80Yd - N
) : A A - K A
N A €1 40 A - Tk
, A Ry A A
- I A A - VN
: A A A 7 YN
A31¥3A O 033N, i T T x R i X _ G3a33N - N
, o S B S ERE , A o N
-¥¥371D 10N OV JO SIHOIY JISvE SILON. 33S LN S o N N N
. SNYIINOI S-N "TDNI. Ol SGI3N .  "dx3 SG33n X 430338 ] "dx3 SO3I3IN A Q3033 X18V8044 N
. ) . . oo N A X N . é N
- N . co A _ N iy N
IN1QATINJTHS TN INN '9A1841HS A N wN .. N
B N A N N
I ! - 1 YN ]
_— ! ! o YN
v ; I ) ! . ! N
’ SILON 335 ] . A I I YN
: ) L , s Q31412345 1ON N 1 A
NOTLVIT418V1D SA33N N 03141234S 1ON N ’ ! N N
sl i A 031412345 [ON N I a3a33N N
A - . oo o A 0314133dS JON N 1 , N
R S 0303 N L _ e A 1 . N
, . . $D3Y:IAS 11V NI ¥V3II : HiyAd. - , . - §1-d0 INISOQ- ’ o T
) L S3LON 33S N e ! : 0No 0¥d alno N
v3al @009 N - ¥3a!l° 0009 A N N
¥341 0009 ’ , N - © v3al qoo9 A N. N
, : ) N A . “N YN
] N A , !
N A T . Tddv N1l 43G 100 I :
4
: : . S 99-08¢ ¥V , -
S : . ‘ ) A41¥3A 0f Q3an A 03G33N . N o L-02 ¥V
: , . . : C : . AJ1¥3A 01 Q33N A H108 S¥3A02 . 8770156 dO H108 S¥3A03 ~  01-09¢. ¥V | o
T : , 6-002 ¥v : 8770155 40" - : 0L-08 ¥V . . SIONWHIXI
SINIWWOD . .~ .S310ON JV 4v S3LON AAVYN:  AAVN SILON AWHY  AWHY  SILONXX 0£2SA XX OEZ5¢

B , D - FYNSO1ISIA ANV SLIS),




0,234S "203d 130

B . g il : - N
, A A A N "7dx3 38 0L SO3IN N
A A A N : R L o VAOYddY
A Ao A N N S $3UNA3II0¥d
\ SHOLOVHLNOO Ol SLISIA
4303IN - TIN3STyd3d 10N A ] “INIS3YdId ION X TEVID SOIIN <k ~SNOT1J141533
AST¥IA 01 GIIN . S310N 335 I, . r ‘ N , N L J9NVHIXI L1
A$1¥3A OL Q33N » . A : il N - N _'30NVGIND’ “13S1Q " QONI
AJ1¥3A O O33N x ) A 1 N L 3301440 1JVINGD
A31¥3A 0L G3I3N » A | N ’ N : 0,034 130434
AJ1¥3A-01 033N e A 1 LD N "3$30 NO111SOd QIAO¥SdY
A3T¥3A 0L Q33N » 18640 1 N N , “IVAGYddY
A413¥3A OL 033N A A 1 N N 533N0300¥d .
: SIWVHOOYUd d338
3v SILON AAVN AAVYN SILON AWDV _AWHV  S310NXX 0£250 XX 0£¢5Q S3LONOZ 06250 02T°0Eesq 103dsv

S31ON 4V




’ ~ P
- !
\ \ s ! -
; ol , L o L S e
. : S . A . A - A ) . N
: ' ’ A A . A N
- .0 T IN3SI¥43Y ION AVH a3033N . TIN3S3¥d3d 1ON Tk i "IN3IS3¥43¥ ION X "BV
AJ1¥3A70L G33N . SIION 335 ] I N
, v . . : . A41¥3A 0L Q33N - ‘ A ! N
) . . . AST¥3A 01 Q33N » A ] N
‘ ; : - A4T¥3A 01 033N PO A } ’ N
AJTH3A 01 033N . A 1 N
A1¥3A 01 033N . 486d0 1 : N
A41¥3A-01L 033N A CoA I . N

SINIWWO0D © S3LON dv 4v SILON AAVN AAVN S310ON ANWYV >.SE< * SFLONXX 0£25A XX 0£¢SA

y




